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Legal N otices

Warranty
T he only w a rra nt ie s for H e w le tt P a ck a rd E nte rp r ise p rod ucts a nd se rv ice s a re se t forth in the e x p re ss
w a rra nty sta te m e nts a ccom p a ny ing such p rod ucts a nd se rv ice s . N othing he re in should b e construe d
a s const itut ing a n a d d it iona l w a rra nty . H e w le tt P a ck a rd E nte rp r ise sha ll not b e lia b le for te chnica l or
e d itor ia l e rrors or om iss ions conta ine d he re in .

T he inform a t ion conta ine d he re in is sub je ct to cha nge w ithout not ice .

T he ne tw ork inform a t ion use d in the e x a m p le s in this d ocum e nt ( inc lud ing IP a d d re sse s a nd
hostna m e s) is for illus tra t ion p urp ose s only .

H P E Se cur ity A rcS ight p rod ucts a re highly fle x ib le a nd funct ion a s y ou configure the m . T he
a cce ss ib ility , inte gr ity , a nd confid e nt ia lity of y our d a ta is y our re sp ons ib ility . Im p le m e nt a
com p re he ns iv e se cur ity s tra te gy a nd fo llow good se cur ity p ra ct ice s .

T his d ocum e nt is confid e nt ia l.

Restricted Rights Legend
C onfid e nt ia l com p ute r softw a re . V a lid lice nse from H e w le tt P a ck a rd E nte rp r ise re q uire d for
p osse ss ion , use or cop y ing. C ons is te nt w ith FA R 12 .2 11 a nd 12 .2 12 , C om m e rc ia l C om p ute r Softw a re ,
C om p ute r Softw a re D ocum e nta t ion , a nd T e chnica l D a ta for C om m e rc ia l Ite m s a re lice nse d to the U .S .
G ov e rnm e nt und e r v e nd or 's s ta nd a rd com m e rc ia l lice nse .

C opyright Notice
© C op y r ight 2 0 18 H e w le tt P a ck a rd E nte rp r ise D e v e lop m e nt , L P

Fo llow this link to se e a com p le te sta te m e nt of cop y r ights a nd a ck now le d ge m e nts :
http s ://com m unity .sa a s .hp e .com /t5 /D iscuss ions/T hird -P a rty -C op y r ight-N ot ice s-a nd -L ice nse -
T e rm s/td -p /15 892 2 8

Support

Phone A list of p h on e n u m b ers is ava ilab le on th e H P E Secu rity A rcSig h t
T ech n ica l Su p p ort
P ag e : http s ://softw a re sup p ort .hp e .com /sup p ort-conta ct-
inform a t ion

Support W eb Site http s ://softw a re sup p ort .hp e .com

Protect 724 Community http s ://com m unity .sa a s .hp e .com /t5 /A rcS ight/ct-p /a rcs ight

C ontact Info rmation
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S e tt in g U p A rc S ig h t E v e n t B ro ke r
A rcS ig h t Eve n t B ro k e r is a va ila b le a s a n A m a zo n M a ch in e Im a g e (A M I) o n A W S
M a rk e tp la ce . Ea ch A M I co n ta in s a C e n tO s 7 .4 o p e ra tin g syste m w ith A rcS ig h t
Eve n t B ro k e r fo r a n A W S p re -in s ta lle d so ftw a re . Y o u ca n la u n ch a n in sta n ce o f
th is A M I to cre a te a n E la stic C o m p u te C lo u d (EC 2 ) o n A W S .

T yp es of Su p p orted In stan c es
S izin g a n EC 2 in vo lve s e stim a tin g th e h a rd w a re fo r a n o p tim a l A rcS ig h t Eve n t
B ro k e r p la tfo rm .

It is re co m m e n d e d to u se Eve n t B ro k e r w ith th e in sta n ce s th a t m e e t th e fo llo w in g
m in im u m re q u ire m e n ts :

Produc t Install Type AWS Type vCPUs M emory(G iB)

E v e n t B ro ke r 2.10  S in g le n o de m 4.2xlarge 8 32 G iB

Note: Eve n t B ro k e r su p p o rts o n ly a s in g le n o d e co n fig u ra tio n . C lu ste rs o f
m u ltip le n o d e s a re n o t su p p o rte d o n A W S .

L au n c h in g A rc S ig h t E ven t B roker
1 . F ro m th e le ft m e n u g o to A W S M a rk e tp la ce , se a rch fo r A rcS ig h t Eve n t B ro k e r
2 .10 - C e n tO S 7 .4 .

2 . F ilte r b y G e n e ra l P u rp o se a n d se le ct m 4 .2 x la rg e .

3 . F ro m C o n fig u re In sta n ce D e ta ils , m o d ify a ll co rre sp o n d in g ite m s to a lig n th e
in sta n ce to yo u r n e e d s .

3 .1 G o to Advanced Details . T h e EC 2 h a s a p re -in s ta lle d so ftw a re o f Eve n t
B ro k e r.

T o co m p le te th e in sta lla tio n , a d d th e fo llo w in g co d e in th e U se r d a ta f ie ld :

Code

# !/ u s r/ b in / e n v bas h

bas h / o pt/ e xe c u te .s h > / o pt/ e xe c u te .lo g
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T o k e e p tra ck o f th e in sta lla tio n p ro ce ss yo u ca n ssh to th e A W S in sta n ce w h e n it
is ru n n in g a n d e x e cu te th e fo llo w in g co m m a n d :

Code

tail -f / o pt/ e xe c u te .lo g

Note: M a k e su re th e rig h t n e tw o rk , su b n e t a n d IP s a re se le cte d .

4 . Y o u m a y n o t n e e d to m o d ify a n y se ttin g in Add Sto rage . I f yo u ch o o se to
in cre a se sto ra g e vo lu m e ca p a city , fo llo w th e A m a zo n p ro ce d u re to e x te n d EB S
vo lu m e o n ce th e in sta n ce is la u n ch e d . R e fe r to th e A W S U se r G u id e a n d se a rch
"e x p a n d in g th e sto ra g e sp a ce o f a n EB S vo lu m e o n L in u x ."

5 . G o to Tag Instance , c lick va lu e a n d e n te r a n a m e fo r th e in sta n ce .

6 . F ro m C onfigure Security G roup , a d d a n y cu sto m ru le s re q u ire d fo r yo u r
e n v iro n m e n t a n d o p e n th e fo llo w in g p o rts :

In b o u n d

Type Use Protocol Port Range Source IP

S S H TC P 22 M y IP 0 .0 .0 .0 / 0

H TTP S TC P  443  M y IP  0 .0 .0 .0 / 0

H TTP S TC P  443  M y IP  : :/ 0

H TTP TC P 8 0 M y IP 0 .0 .0 .0 / 0

H TTP TC P 8 0 M y IP ::/ 0

C u s to m TC P TC P 5443 M y IP 0 .0 .0 .0 / 0

C u s to m TC P TC P 5443 M y IP ::/ 0

C u s to m TC P TC P 9 0 9 2 M y IP  : :/ 0 

C u s to m TC P TC P 9 0 9 2 M y IP 0 .0 .0 .0 / 0

IC M P In s talle r E c h o R e ply N / A M y IP 0 .0 .0 .0 / 0

IC M P In s talle r Trac e ro u te N / A M y IP 0 .0 .0 .0 / 0

C u s to m TC P A rc M C  TC P   38 0 8 0  M y IP 0 .0 .0 .0 / 0

C u s to m TC P A rc M C  TC P   9 0 0 0  M y IP 0 .0 .0 .0 / 0

C u s to m TC P  A rc S igh t S m artC o n n e c to rs TC P  9 0 9 3  M y IP 0 .0 .0 .0 / 0

C u s to m TC P TC P 39 0 9 2 M y IP  : :/ 0 

C u s to m TC P TC P 39 0 9 2 M y IP 0 .0 .0 .0 / 0
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O u tb o u n d

Type Protocol Port Range Destination

A ll traff ic A ll A ll 0 .0 .0 .0 / 0

7 . F ro m Review and Launch , co rre ct a n y se ttin g s (if re q u ire d ), b y c lick in g P re v io u s
a n d g o b a ck to th e p ro p e r scre e n fo r e d itin g . I f th e y a re co rre ct, c lick L a u n ch .

8 . G o to C reate a new key pair a n d click Download Key Pair. T h e k e y p a ir is
re q u ire d fo r co n n e ctin g to th e in sta n ce re m o te ly . M o re d e ta ils ca n b e fo u n d in
A W S U se r G u id e .

9 . C lick Launch Instances . L a u n ch in g Eve n t B ro k e r A W S EC 2 ta k e s a ro u n d 2 0
m in u te s . T h e p ro g re ss ca n b e m o n ito re d b y a cce ss in g EC 2 's d a sh b o a rd a n d
click in g th e In sta n ce s lin k o n th e le ft p a n e l. O n ce th e in sta n ce is ru n n in g , yo u ca n
co n tin u e w ith th e co n fig u ra tio n o f A rcS ig h t Eve n t B ro k e r fo r A W S .

C on fig u rin g A rc S ig h t E ven t B roker
O n ce A rcS ig h t Eve n t B ro k e r is d e p lo ye d , yo u ca n co n fig u re th e p ro d u ct fro m th e
C o n fig u ra tio n p a g e o f th e In sta lle r. A fte r ch a n g in g a p ro d u ct se ttin g , A rcS ig h t
Eve n t B ro k e r re sta rts .

N o te : W a it u n til re s ta rt co m p le te s b e fo re lo g g in g in to A rcS ig h t Eve n t B ro k e r

Logging in to the Installer Page

T h e in sta lle r p a g e is a va ila b le o n ce th e A rcS ig h t Eve n t B ro k e r EC 2 in sta n ce is
la u n ch e d co m p le te ly , g o to h ttp s :/ /<m a ste r-ip >:5 4 4 3 .

T o fin ish th e in sta lla tio n a n d co n fig u re yo u r A rcS ig h t Eve n t B ro k e r, yo u m u st
ch a n g e th e a d m in p a ssw o rd .

1 . L o g in to th e A rcS ig h t In s ta lle r (U I p a g e ) a n d ch a n g e th e p a ssw o rd .

1 . 1 En te r th e d e fa u lt cre d e n tia ls a d m in /c lo u d . A fte r th e f irs t su cce ss fu l
lo g in ,

yo u a re re q u ire d to ch a n g e th e a d m in p a ssw o rd .

Deploying ArcS ight Event Broker Images

A rcS ig h t Eve n t B ro k e r is lo ca te d in th e d e p lo ym e n t p a g e w ith a n in itia l s ta tu s
O F F .

1 . L o g in to h ttp s :/ /<m a ste r-ip >:5 4 4 3 a n d n a v ig a te to d e p lo ym e n t p a g e .
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2 . C lick D e p lo y fo r A rcS ig h t Eve n t B ro k e r. T h e n click 2 .10 . A g re e n circ le
co n ta in in g a ch e ck m a rk a p p e a rs . T h is in d ica te s th a t d e p lo ym e n t is in p ro g re ss .

3 . T o ch e ck th e d e p lo ym e n t sta tu s :

3 .1 . R u n $  k u b e ctl g e t p o d s --a ll-n a m e sp a ce s o n th e m a ste r n o d e .

W h e n d e p lo ym e n t is co m p le te d , a ll p o d s sh o u ld b e in th e ru n n in g sta te .

Note: I t m a y ta k e 2 -5 m in u te s fo r a ll p o d s to sta rt ru n n in g .

4 . T o re m o ve a p ro d u ct a n d a ll its co n ta in e rs fro m K u b e rn e te s , c lick U n d e p lo y .

Establish ing the System Adm in

W h e n yo u lo g in to A rcS ig h t Eve n t B ro k e r fo r th e f irs t tim e , yo u n e e d to cre a te th e
f irs t u se r in th e syste m . T h is u se r is a ss ig n e d th e syste m a d m in ro le .

1 . O p e n h ttp s :/ /<m a ste r-ip >

2 . F ro m th e W e lco m e p a g e , e n te r th e n a m e , e m a il, a n d p a ssw o rd in fo rm a tio n fo r
th e syste m a d m in a n d th e n click C re a te S yste m A d m in .

3 . F ro m th e L o g in p a g e , e n te r cre d e n tia ls fo r th e syste m a d m in .

Configuring Event Broker

O n ce yo u d e p lo y Eve n t B ro k e r, yo u ca n th e n co n fig u re th e p ro d u ct fro m th e
C o n fig u ra tio n p a g e o f th e In sta lle r.

1 . O p e n h ttp s :/ /<m a ste r-ip >:5 4 4 3

2 . F ro m A rcS ig h t In s ta lle r > L e ft n a v ig a tio n > C o n fig u ra tio n , se le ct A rcS ig h t Eve n t
B ro k e r.

4 . S e le ct R e p lica s .

5 . C lick + n e x t to T ra n sfo rm in g S trin g P ro ce sso r a n d click S a ve . T h e n u m b e r w ill
ch a n g e fro m 0 to 1 .

T rou b lesh ootin g A rc S ig h t E ven t B roker on
A W S

Assoc iating your Instance with an Elastic IP .

I f a p e rs is te n t p u b lic IP a d d re ss is re q u ire d to b e a sso c ia te d to a n d fro m in sta n ce s
, A m a zo n re co m m e n d s u s in g a n E la stic IP a d d re ss in s te a d o f a sta n d a rd EC 2 -V P C
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IP a d d re ss . F o r m o re d e ta ils , re fe r to A W S Ela stic IP d o cu m e n ta tio n .

A d d ition a l In form ation
F o r a d d itio n a l in fo rm a tio n o n th e u se a n d o p e ra tio n o f A rcS ig h t Eve n t B ro k e r, se e
th e H P E A rcS ig h t p ro d u ct d o cu m e n ta tio n , a va ila b le fro m th e H P E A rcS ig h t
su p p o rt co m m u n ity a t h ttp s :/ /w w w .p ro te ct7 2 4 .h p e .co m

Y o u ca n a lso re a ch H P E A rcS ig h t S o ftw a re S u p p o rt a t:
h ttp s :/ /so ftw a re su p p o rt.h p e .co m
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S e n d D o c u m e n tatio n F e e d b ac k
I f yo u h a ve co m m e n ts a b o u t th is d o cu m e n t, yo u ca n co n ta ct th e d o cu m e n ta tio n
te a m b y e m a il. I f a n e m a il c lie n t is co n fig u re d o n th is syste m , c lick th e lin k a b o ve
a n d a n e m a il w in d o w o p e n s w ith th e fo llo w in g in fo rm a tio n in th e su b je ct lin e :

Feedback on Setup Guide (Event B roker )

Ju st a d d yo u r fe e d b a ck to th e e m a il a n d click se n d .

I f n o e m a il c lie n t is a va ila b le , co p y th e in fo rm a tio n a b o ve to a n e w m e ssa g e in a
w e b m a il c lie n t, a n d se n d yo u r fe e d b a ck to a rc-d o c@ h p e .co m .

W e a p p re c ia te yo u r fe e d b a ck !
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