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Legal Notices

Copyright Notice
© Copyright 2019 Micro Focus or one of its affiliates

Confidential computer software. Valid license from Micro Focus required for possession, use or copying. The information contained
herein is subject to change without noftice.

The only warranties for Micro Focus products and services are set forth in the express warranty statements accompanying such products
and services. Nothing herein should be construed as constituting an additional warranty. Micro Focus shall not be liable for technical or
editorial errors or omissions contained herein.

No portion of this product's documentation may be reproduced or transmitted in any form or by any means, electronic or mechanical,
including photocopying, recording, orinformation storage and refrieval systems, for any purpose ofher than the purchasers internal use,
without the express written permission of Micro Focus.

Notwithstanding anything fo the contrary in your license agreement for Micro Focus ArcSight software, you may reverse engineer and
modify certain open source components of the software in accordance with the license ferms for those partficular components. See below
forthe applicable terms.

US. Governmental Rights. For purposes of your license to Micro Focus ArcSight software, “commercial computer software” is defined af
FAR 2101.If acquired by or on behalf of a civilian agency, the US. Government acquires this commercial computer software and/or
commercial computer software documentation and other tfechnical data subject fo the terms of the Agreement as specified in 48 CFR.
12212 (Computer Software) and 12211 (Technical Data) of the Federal Acquisition Regulation (“FAR") and its successors. If acquired
by oron behalf of any agency within the Deparfment of Defense (‘DOD"), the US. Government acquires this commercial computer
software and/or commercial computer software documentation subject to the terms of the Agreement as specified in 48 CFR. 2277202~
3 0fthe DOD FAR Supplement (‘DFARS") and its successors. This US. Government Rights Section 1811 isin lieu of and supersedes, any
other FAR, DFARS, or other clause or provision that addresses government rights in computer software or technical data.

Trademark Notices
Adobe™ is a frademark of Adobe Systems Incorporated.
Microsoft® and Windows® are US registered trademarks of Microsoft Corporation.

UNIX® s a registered frademark of The Open Group

Support

Contact Information

Phone Alist of phone numbers is available on the Technical Support
Page: hitpsy//softwaresupportsoftwaregrp.com/support-contact-information

Support Web Site https//softwaresupportsoftwaregrp.com/
ArcSight Product Documentation https//communitysoftwaregrp.com/t5/ArcSight-Product-Documentation/ct-
p/productdocs
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Support Matrix

Micro Focus ArcSight Security products are a next-generafion of data collection and sforage engine that
unifies log data collection, storage, and security data managementin a scalable, high-performance software
or appliance solution.

This document discusses operating system (OS), appliance, browser, and other support defails for
Management Center, Transformation Huband ArcSight SmartConnectors.

Abbreviations Used in this Document

Abbreviation Description

RHEL RedHat Enterprise Linux

OEL Oracle Entferprise Linux

CentOS Community Enferprise Operating System
IE Intfernet Explorer

FF Firefox

ESR Extended Support Release (of Firefox)

OS Support Policy

o A certified operating system means that platform support has been tested and cerfified with regression
tests for the SmartConnector version.

ArcSight will accept support calls and address bugs for installations on the platform.

SmartConnecfor runs only on the platforms that are applicable to the connector type and specific device
type. For example, the SmartConnector for Microsoft Windows Event Log runs on Windows platforms
only.

o A supported operafing system means means that ArcSight has performed a general run-through fo
verify that the platform support works as expected.

ArcSight will accept support calls and address bugs for installations.

Support for Operatfing System Minor Releases Hosting
ArcSight Infrastructure Soffware

Vendor supported and newly patched operating system instances hosting ArcSight software or new
operatfing system minor releases (for example: from RHEL 7.4 to RHEL 7.5 or from RHEL 6.9 0 6.10) that
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are not explicitly defined in the Product Support Matrix, are now approved by the ArcSight Product
Management team for ArcSight support.

While the ArcSight product team may not have performed certification testing for the ArcSight components
on the new minor or pafched release, Micro Focus will support ArcSight products and components running
on these upgraded OS releases on a ‘best effort basis.

Should anissue between the newer OS release and an ArcSight component be incapable of being fixed or
worked around prompftly, the customer may be asked to revert to a certified OS release listed in the Support
Maftrix unfil the problem can be fixed or the new OS release level has passed product cerfification testing.

Note Major version changes, for example, RHEL 7x 10 80, are not implicitly supported and do require
cerfification festing by the ArcSight product feam before they are supported.
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Currently Supported Management Center Versions

The following fable lists the supported appliance models, operafing systems, supporfed browsers, and

upgrade paths for each currently supported ArcMC/CHA version.

An asterisk (*) next to a browser version indicates that the browser version supported is the one current at

the date of release.

Currently Supported MC Versions

Release
Version Date

292 July 2019

291 April
2019

290 January
2019

Appliance

Models

C550x
C650x

C660X

C550x
C650x%

C660X

C650x

C660x

Operating Systems

Certified on:
CentOS/RHEL Linux
610and 7.6

Supported on:
CentOS/RHEL Linux
69

CentOS/RHEL Linux
75

Certified on:
CentOS/RHEL Linux
6.10and 7.6

Supported on:
CentOS/RHEL Linux
6.8and 6.9
CentOS/RHEL Linux
74 and 7.5

Certified on:
CentOS/RHEL Linux
610and 7.5

Supported on:
CentOS/RHEL Linux
68and 6.9
CentOS/RHEL Linux
73and 74

Supported Browsers

Internet Explorer 11

Microsoft Edge *
Firefox ESR *

Google Chrome *

Internet Explorer 11
Microsoft Edge *
Firefox ESR *

Google Chrome *

Internet Explorer 11
Microsoft Edge *
Firefox ESR *

Google Chrome *

Micro Focus Support Matrix (Supported versions for MC, Connectors and Transformation
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290
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281
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Currently Supported MC Versions, continued

Release
Version Date

281 June
2018

280 March
2018

271 December
2017

270 October
2017

261 July 2017

Appliance
Models
C650x

C660x

C550x
C650x%

C660x

C550x
C650x

C660x

C650x

C660x

C650x

C660x

Operating Systems

Certified on:
CentOS/RHEL Linux
6.9 and 7.4

Supported on:
CentOS/RHEL Linux
6.7and 6.8
CentOS/RHEL Linux
72and 73

Certified on:
CentOS/RHEL Linux
6.9 and 7.4

Supported on:
CentOS/RHEL Linux
6.7and 6.8
CentOS/RHEL Linux
72and 7.3

RHEL 6.9,7.3, 7.4

CentOS 6.9, 7.3, 7.4

RHEL6.9,7.3

CentOS 6.9,7.3

RHEL 68,69, 7.3

Cent0S 6.8,6.9,7.3

Supported Browsers

Internet Explorer 11
Microsoft Edge*
Firefox ESR*

Google Chrome*

Internet Explorer 11
Microsoff Edge *
Firefox ESR ™

Google Chrome *

Internet Explorer 11
Microsoft Edge *
Firefox ESR *

Google Chrome *

Internet Explorer 11
Microsoff Edge *
Firefox ESR ™
Google Chrome *
Internet Explorer 11
Microsoft Edge *
Firefox ESR *

Google Chrome *

Micro Focus Support Matrix (Supported versions for MC, Connectors and Transformation
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Currently Supported MC Versions, continued

Release
Version Date

260 April
2017

251 November
2016

250 October
2016

Appliance
Models
C650x

C660x

C650x

C660x

C650x

C660x

Operating Systems

RHEL 68, 72,73

Cent0OS 68,72, 7.3

RHEL6.8and 7.3

CentOS 6.8and 7.2

RHEL 6.8and 7.2

CentOS 6.8and 7.2

Supported Browsers

Internet Explorer 11
Microsoft Edge *
Firefox ESR *

Google Chrome *

Internet Explorer 11
Microsoft Edge *
Firefox ESR *

Google Chrome *

Internet Explorer 11
Microsoff Edge *
Firefox ESR *
Google Chrome *

Safari 9.0.1 (on
0OS X10.9)

Micro Focus Support Matrix (Supported versions for MC, Connectors and Transformation
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Currently Supported MC Versions, continued

Release
Version Date

221 June
2016

220 March
2016

210 September
2015

Micro Focus Support Matrix (Supported versions for MC, Connectors and Transformation

Appliance
Models

C650x

C660x

C650x

C660x

C650x

Operating Systems

RHEL 6.7 and 7.2

CentOS 6.7 and 7.2

RHEL 6.7 and 7.1

CentOS 6.7 and 7.1

RHEL6.6and 7.1

CentOS 6.6and 7.1

Supported Browsers

Internet Explorer 11
Microsoft Edge *
Firefox ESR *
Google Chrome *

Safari 2.0.1 (on
0S X 10.9)

Internet Explorer 11
Microsoft Edge *
Firefox ESR *
Google Chrome *

Safari 9.0.1 (on
OSX109)

Internet Explorer 10,
11

Firefox ESR 38
Google Chrome *

Safari 7.0 (on
OS X 10.9)

Upgrade Path

220

210

210

2.0

202
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Currently Supported ArcSight SmartConnectors

The SmartConnector installation platform support is available with the current version. This support is
documented in the following table.

Version

7130

7120

7110

Certified Operating Systems

CentOS Linux 6.10 and 7.6 64-bit

Microsoft Windows Server 2012 Standard and
2012 R2 64-bit

Microsoft Windows Server 2016 Standard 64-
bit

Red Hat Enterprise Linux (RHEL) 6.10 and
7.6 64-bit

Oracle Solaris 11, 64-bit (SPARC)

Oracle Solaris 11, 64-bit (x86_64)

CentOS Linux 6.10 and 7.6 64-bit

Microsoft Windows Server 2012 Standard and
2012 R2 64-bit

Microsoft Windows Server 2016 Standard 64-
bit

Red Hat Enterprise Linux (RHEL) 6.10 and
7.6 64-bit

Oracle Solaris 11, 64-bit (SPARC)

Oracle Solaris 11, 64-bit (x86_64)

CentOS Linux 6.10 and 7.5 64-bit

Microsoft Windows Server 2012 Standard and
2012 R2 64-bit

Microsoft Windows Server 2016 Standard 64-
bit

Red Hat Enterprise Linux (RHEL) 6.10 and
7.5 64-bit

Oracle Solaris 11, 64-bit (SPARC)

Oracle Solaris 11, 64-bit (x86_64)

Supported Operating Systems

o CentOS Linux 6.8, 6.9, 7.4, 7.5 64-bit

e RHELLINUx6.8, 69 7.4 75 64-bit

o Microsoft Windows Server 2019 SP1/SP2 64-
bit

o Microsoft Windows Server 2008 SP1/SP2 64-
bit

e Oracle Solaris 10, 64-bit (SPARC)

e SUSE Linux 11, 12 Enterprise Server 64-bit

e CentOS Linux 6.8,6.9, 7.4, 7.5 64-bit

o RHELLiNUx 6.8, 69 7.4 75 64-bit

o Microsoft Windows Server 2019 SP1/SP2 64-
bit

e Microsoft Windows Server 2008 SP1/SP2 64-
bit

e Oracle Solaris 10, 64-bit (SPARC)

e SUSE Linux 11,12 Enterprise Server 64-bit

e CentOS Linux 6.8,6.9, 7.3, 7.4 64-bit

e RHEL Linux 6.8 69,73, 74 64-bit

o Microsoft Windows Server 2008 SP1/SP2 64-
bit

o Oracle Solaris 10, 64-bit (SPARC)

e SUSE Linux 11, 12 Enterprise Server 64-bit
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Version Certified Operating Systems

7.100 e CentOS Linux 6.9 and 7.4 64-bit

o Microsoft Windows Server 2012
Standard and 2012 R2 64-bit

o Microsoft Windows Server
2016 Standard 64-bit

e Red Hat Enferprise Linux
(RHEL) 6.9 and 7.4 64-bit

e OracleSolaris 11, 64-bit (SPARC)
e OracleSolaris 11, 64-bit (x86_64)

79X e CentOS Linux 6.9 and 7.4 64-bit

o Microsoft Windows Server 2012
Standard and 2012 R2 64-bit

o Microsoft Windows Server 2016
Standard 64-bit

e Red Hat Enferprise Linux
(RHEL) 6.9 and 7.4 64-bit

e OracleSolaris 11, 64-bit (SPARC)
e OracleSolaris 11, 64-bit (x86_64)

7.8X o CentOS/RHEL Linux 6.9 and 7.4 64-bit

e Microsoft Windows Server 2012
Standard and 2012 R2 64-bit

o Microsoft Windows Server 2016
Standard 64-bit

o OracleSolaris 11, 64-bit (x86-64)
e OracleSolaris 11, 64-bit (SPARC)

Supported Operating Systems

e CenfOS Linux 6.7,6.8,7.2,7.3 64-bit

o Microsoft Windows Server 2008
SP1/SP2 64-bit

e OracleSolaris 10, 64-bit (SPARC)

e Red Hat Enferprise Linux
(RHEL) 6.7,6.8,7.2,and 7.3 64-hit

e SUSE Linux 11,12 Enterprise Server 64-bit

e CentOS Linux 6.7,6.8,7.2,and 7.3 64-bit

o Microsoftf Windows Server 2008
SP1/SP2 64-bit

e Oracle Solaris 10, 64-bit (SPARC)

e Red Hat Enferprise Linux
(RHEL) 6.7,6.8,7.2,and 7.3 64-bit

e SUSE Linux 11 Enterprise Server 64-bit

o CenfOS/RHEL Linux 6.5,6.6,6.7,68,70,7.1,
7.2,and 7.3 64-bit

o Microsoft Windows Server 2008
SP1/SP2 32-bit

e Microsoft Windows Server 2008
SP1/SP2 64-bit

o Microsoft Windows Server 2008 R2 and 2008
R2 SP1 64-bit

e Oracle Solaris 10, 64-bit (SPARC)
e SUSE Linux 11 Entferprise Server 64-bit
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Version

77X

7.6.X

7.5X

Certified Operating Systems

e CentOS Linux 6.9 and 7.3 64-bit

o Microsoft Windows Server 2012
Standard and 2012 R2 64-bit

o Microsoft Windows Server 2016
Standard 64-bit

e Oracle Solaris 11, 64-bit (x86-64)
e OracleSolaris 11, 64-bit (SPARC)

o Red Hat Enferprise Linux (RHEL) 6.9 and 7.3
O4-bit

e CentOS Linux 6.9 and 7.3 64-bit

o Microsoft Windows Server 2012
Standard and 2012 R2 64-bit

o Microsoft Windows Server 2016
Standard 64-bit

o Red Hat Enferprise Linux (RHEL) 6.9 and 7.3
O4-bit

e OracleSolaris 11, 64-bit (SPARC)
e OracleSolaris 11, 64-bit (x86_64)

e CentOS Linux 6.8 and 7.3 64-bit

o Microsoft Windows Server 2008 R2 and
2008
R2 SP1 64-bit

o Microsoft Windows Server 2012
Standard and 2012 R2 64-bi

e OracleSolaris 11, 64-bit (x86-64)
e OracleSolaris 11, 64-bit (SPARC)

e Red Hat Enferprise Linux
(RHEL) 6.8,7.1,7.2,and 7.3 b4-hit

Supported Operating Systems

e CentOS Linux 6.5 66,6.7,68,70,71,72,
and 7.4 64-bit

o Microsoft Windows Server 2008 SP1/SP2 32-
bit

e Microsoft Windows Server 2008SP1/SP2 64-
bit

o Microsoft Windows Server 2008 R2 and 2008
R2 SP1 64-bit

e Oracle Solaris 10, 64-bit (SPARC)

e Red Hat Enferprise Linux
(RHEL) 65,66,67,68,70,71,72,and 74
b4-bit

e SUSE Linux 11 Enferprise Server 64-bit

o CentOS Linux6.5,66,67,68,70,71,and 72
b4-bit

o Microsoft Windows Server 2008
SP1/SP2 32-bit

e Microsoft Windows Server 2008
SP1/SP2 64-bit

e Oracle Solaris 10, 64-bit (SPARC)

e Red Hat Entferprise Linux
(RHEL) 65,6.6,6.7,70,71,and 7.2 b4-bit

e SUSE Linux 11 Enterprise Server 64-bit

e CenfOS Linux 6.5,6.6,6770,71, and 7.2 64-
bit

e Microsoft Windows Server 2008
SP1/SP2 32-bit

o Microsoft Windows Server 2008
SP1/SP2 64-bit

e OracleSolaris 10, 64-bit (SPARC)

e Red Hat Enferprise Linux
(RHEL) 65,6.6,6.7,70,7.1,and 7.2 64-bit

e SUSE Linux 11 Enferprise Server 64-bit

Micro Focus Support Matrix (Supported versions for MC, Connectors and Transformation Page 12 of 17



Support Matrix

SmartConnector Load Balancer Support Matrix

The following section describes the software and platform requirements for all releases of Micro Focus

SmartConnector Load Balancer.

Servers should be dedicated toload balancing (not running other applications.)

For high availability (HA), there should be two separate servers, one for the active or primary Load
Balancer and another for standby or secondary Load Balancer. They will share a virtual IP address, so they

should be in the same network locafion.

In addifion, use the standard hardware required fo deploy more than one SmartConnector fo create the
pool of SmartConnectors. See the SmartConnector documentation for details.

Version Hardware Requirements
14 e CPU: 2CPUX4 Coreseach(2 x Intel
E5620, quad core, 2.4 Ghz or better)
e RAM:16GB
e Disk 60GB
e Number of networkinterfaces: 1
Dedicated Gig Ethernet interface
13 e CPU 2CPUX4 Coreseach (2 x Intel
E5620, quad core, 2.4 Ghz or better)
e RAM:16GB
e Disk 60GB

o Number of networkinterfaces: 1
Dedicated Gig Ethernet interface

Software or Platform Requirements

Certified:

RedHat/CentOS 6.9 and 7.4
Supported:

RedHat/CentOS 6.8and 7.3

Supporfed: Red Hat Enferprise Linux
(RHEL)6.8,7.2,and 7.4 (b4-bit only)

Certified: Red Hat Enferprise Linux
(RHEL)7.3 (64-bit only)

Supported: CentOS Linux 6.8, 7.2, and
7 4(64-bit only)

Certified: CentOS Linux 7.3 (64-bit only)

SmartConnector
Requirements

SmartConnector
release 7.12.X or later

SmartConnector for
Syslog NG Daemon

File-based
SmartConnectors

SmartConnector
release 7.5.0.7983. or
later

SmartConnector for
Syslog NG Daemon

File-based
SmartConnectors
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Version

12

11

1.0

Micro Focus Support Matrix (Supported versions for MC, Connectors and Transformation

Hardware Requirements

CPU: 2 CPU X 4 Cores each (2 x Intel
E5620, quad core, 2.4 Ghz or better)

RAM: 16 GB
Disk: 60 GB

Number of network interfaces: 1
Dedicated Gig Ethernet interface

CPU: 2 CPUX 4 Cores each (2 x Intel
E5620, quad core, 2.4 Ghzor better)

RAM: 16 GB
Disk: 60 GB

Number of network interfaces: 1
Dedicated Gig Ethernet interface

CPU: 2 CPU X 4 Cores each (2 x Intel
E5620, quad core, 2.4 Ghzor better)

RAM: 16 GB
Disk: 60 GB

Number of network interfaces: 1
Dedicated Gig Ethernet interface

Software or Platform Requirements

RedHat Enterprise Linux (RHEL) 6.8,
7.2,and 7.3 (64-bit only)

CentOS Linux 6.8,7.2,and 7.3 (64-bit
only)

RedHat Enterprise Linux (RHEL) 6.6
and 7.0 (64-bit only)

CentOS Linux 6.6 and 7.0 (64-bit only)

RedHat Enterprise Linux (RHEL) 6.6
and 7.0 (64-bif only)

CentOS Linux 6.6 and 7.0 (64-bit only)

SmartConnector
Requirements

e SmartConnector
release 7.1.4.7475 or
later

¢ Syslogdaemon
SmartConnectors

e File-based
SmartConnectors

e SmarftConnector
release 7.1.4.7475 or
later

e Syslogdaemon
SmartConnectors

e File-based
SmartConnectors

e SmartConnector
release 7.1.3. 7445 or
later

e Syslogdaemon
SmartConnectors

o (beta)File-based
SmartConnectors
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Currently Supported Transformation Hub Versions

The following section describes the supported operating systems, browsers, supported ArcSight and non-
ArcSight product versions, and upgrade path for each currently supported Transformation Hub version.

An asterisk (*) next to a browser version indicates that the browser version supported is the one current at

the date of release.

Currently Supported Transformation Hub Versions

3.0

221

Release Operating
Version Date

July
2019

July
2018

Systems

THand

THNC certified
on:
CentOS/RHEL
7.6

Supportedon:
CentOS/RHEL
Linux 7.5

Certified on:
CentOS/RHEL
75

Supportedon:
CentOS/RHEL
Linux 7.4 ()

(Mrequires
kernel
upgrade.

ArcSight
Product
Versions

THand THNC
certified:
SmartConnector
7130,7120
Logger 6.71
ESM 7.0p2
MC2.92

THand THNC
supported:
SmartConnector
7110

Logger 670
ESM6.110

Certified:
SmartConnector
790,780

Logger 6.61

Investigate 2.20

ESM 7.0

ArcMC2.81,
2.80

Supported:

SmartConnector
7.7.0

Logger 6.60,
6.5.

Investigate 2.10

Non-ArcSight
Product
Versions

TH:

Apache Kafka
210(CP510
)

Kubernetes
1135
Apache
Hadoop 3.03
Apache Flume
190

THNC

Apache Kafka
200

Confluent Kafka
210CP510)

Apache Kafka
110(CP410
)

Apache
Hadoop2.7.2

Apache Flume
1.60

Supported Browsers Upgrade Path

TH:

Firefox O ESRand 64

(version current at
time of release)
Google Chrome 71
(versioncurrent at
fime of release)

THNC
Not applicable

Infernet Explorer 11

Firefox ESR (version
current at time of
release)

Google Chrome

(versioncurrent at time

of release)Safari9.0.1
(OSX10.9).

No upgrade pathfor this

release

FromEB2.20

For Single Master 1o
Single Master

From multi-master to
Multi-master.

No upgrade pathfrom
single master installation
EB2.20 to multi-master

EB2.21

Micro Focus Support Matrix (Supported versions for MC, Connectors and Transformation
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Currently Supported Transformation Hub Versions , continued

Release Operating

Version Date
2.20 April
2018

Micro Focus Support Matrix (Supported versions for MC, Connectors and Transformation

Systems

Certified on:
CentOS/RHEL
7.4

Supportedon:
CentOS/RHEL
Linux /7.3

(™M Requires
Kernelupdafte.

Event
Broker
Deployment
on Kafka

Supportedon:
CentOS/RHEL
73
CenfOS/RHEL
6.9

ArcSight
Product
Versions

ESM6.11.0

ArcMC2.71,
2.70

SmartConnector

.....

Logger 6.60,
656463

Investigate 2.10
ESM 70,6110

ArcMC 2.81,
2.80,2.71,2.70

Event Broker
Deployment
on Kafka

SmartConnector
780

Logger 6.60
Investigate 2.10
ESM7.0,6.11.0

ArcMC2.80

Non-ArcSight
Product
Versions

Apache Kafka
1.00CP40.0)

Apache
Hadoop2.7.2

Apache Flume
1.60

EB
Deployment
on Kafka

Cloudera CDH
5.1.0withKafka
1.1.0and
Zookeper

Supported Browsers

Infernet Explorer 11
Microsoff Edge*

Firefox ESR*

Google Chrome *
Safari9.0.1(0sSX10.9)

Event Broker
Deployment on
Kafka

Not applicable

Upgrade Path

2.11: For single master
configurations only.

No upgrade pathfrom
single master installation
EB2.11 to multi-master
EB220.

Event Broker
Deployment on Kafka

Not applicable: First
version
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Send Documentation Feedback

If you have comments about this document, you can confact the documentation team by email. If an email
clientis configured on this compufter, click the link above and an email window opens with the following
information in the subject line:

Feedback on Support Matrix (Support Matrix Supported versions for MC, Connectors and
Transformation Hub)

Justadd your feedback fo the email and click send.

If no email clientis available, copy the information above to a new message in a web mail client, and send
your feedback to arcsight_doc@microfocus.com.

We appreciate your feedback!
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