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Chapter 1

What is ArcSight Express v3.0?

ArcSight Express v3.0 introduces the Correlation Optimized Retention and Retrieval Engine
Storage (CORR-Engine Storage), a proprietary data storage and retrieval framework that
receives and processes events at high rates, and performs high-speed searches. This

provides a number of benefits, including increased performance and more compact data
storage.

This chapter covers the following topics:

“Pre-installed Components on ArcSight Express v3.0” on page 7
“ArcSight SmartConnectors” on page 7

“ArcSight Console” on page 8

“Deployment Overview” on page 8

“ArcSight Express v3.0 Communication Overview” on page 8

Pre-installed Components on ArcSight Express v3.0

The ArcSight Express v3.0 Appliance has the following software components pre-installed
on it:

m  ArcSight Manager

m  ArcSight CORR-Engine (Correlation Optimized Retention and Retrieval Engine )

ArcSight Manager

ArcSight Manager is at the center of the ArcSight Express v3.0 Appliance. The Manager is a
software component that functions as a server that receives event data from Connectors
and correlates and stores them in the database. The Manager also provides advanced
correlation and reporting capabilities.

ArcSight CORR-Engine

ArcSight CORR-Engine is a long term data storage and retrieval engine that enables the
product to receive events at high rates.

ArcSight SmartConnectors

SmartConnectors are ArcSight software components that forward security events from a
wide variety of devices and security event sources to ArcSight CORR-Engine.

ArcSight Confidential Arcsight Express Configuration Guide 7



1 What is ArcSight Express v3.0?

SmartConnectors are not bundled with ArcSight Express and should be separately installed
on a system other than the ArcSight Express appliance.

ArcSight Console

The ArcSight Console provides a user interface for you to perform administrative tasks on
ArcSight Express, such as fine tuning the pre-installed ArcSight Express content and
managing users. The ArcSight Console is not bundled with ArcSight Express and should be
separately installed on a system other than the ArcSight Express Appliance.

Deployment Overview

The following is an example of how various ArcSight components are normally deployed in
a network.

SmarConnecior
#1

Web Browser

SmartConnector Firewall

#2

Browssr

¥\
\

ArcSight Express

Figure 1-1  ArcSight Express Deployment

ArcSight Express v3.0 Communication Overview

ArcSight Console, ArcSight Manager, and ArcSight SmartConnector communicate using
HTTP (HyperText Transfer Protocol) over SSL (Secure Sockets Layer), often referred to as

8 Arcsight Express Configuration Guide ArcSight Confidential



1 What is ArcSight Express v3.0?

HTTPS (HyperText Transfer Protocol Secure). The HTTPS protocol provides for data
encryption, data integrity verification, and authentication for both server and client.

HTTPS ‘ '{

HTTPS - -
ArcSight Express S~
Appliance —
ArcSight Console
SsmartConnector
I HTTPS

Web Browser

Figure 1-2  ArcSight Express v3.0 Solution - Communication

SSL works over TCP (Transport Control Protocol) connections. The default incoming TCP
port on ArcSight Manager is 8443.

The Manager never makes outgoing connections to the Console or SmartConnectors. The
Manager connects to the CORR-Engine on the appliance locally using JDBC.

Effect on Communication when Components Fail

If any one of the software components in the ArcSight Express appliance is unavailable, it
can affect communication between other components.

If the CORR-Engine is unavailable for any reason, the Manager stops accepting events and
caches any events that were not committed to the CORR-Engine. The SmartConnectors
also start caching new events they receive, so there is no event data loss. The Console gets
disconnected.

When the CORR-Engine is filled to capacity, as new events come in the ArcSight Express
appliance starts deleting existing events starting from the oldest dated event.

If the Manager is unavailable, the SmartConnectors start caching events to prevent event
data loss. The CORR-Engine engine is idle. The Console is disconnected.

If a SmartConnector fails, whether event data loss will occur or not depends on the
SmartConnector type. SmartConnectors that listen for events from devices such as the
SNMP SmartConnectors will stop accepting events. However, a SmartConnector that polls a
device, such as the NT Collector SmartConnector, may be able to collect events that were
generated while the SmartConnector was down, once the SmartConnector comes back up.

ArcSight Confidential Arcsight Express Configuration Guide 9
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Chapter 2

Configuring the ArcSight Express v3.0
Appliance

This chapter covers the following topics:

“Configuring the ArcSight Express v3.0 Appliance” on page 11
“Configuring the Operating System” on page 12
“Configuring Software Components on the Appliance” on page 15

“The Next Steps” on page 18

We recommend that you read the ArcSight Express v3.0 Release Notes before proceeding
further.

Before you Configure the Appliance

Before you begin to configure the ArcSight Express v3.0 appliance, you need to download
the license zip file from the ArcSight Customer Support download site,
https://arcsight.subscribenet.com.

= You do not need to unzip the license zip file. The ArcSight Express v3.0 First
= Boot Wizard recognizes the license file in the zipped state.

MNote

Configuring the ArcSight Express v3.0 Appliance

Configuring the ArcSight Express v3.0 appliance involves:

1 Configuring the RedHat Enterprise Linux operating system installed on the appliance
using the OS First Boot Wizard. The OS First Boot Wizard runs as soon as the
appliance is booted. After the OS First Boot Wizard ends the system displays its login
screen.

2  Configuring the software components that have been pre-installed on the appliance.
This is done using the ArcSight First Boot Wizard which runs automatically after the
root user logs in for the first time.

Both these wizards start automatically and run back-to-back when you boot up the
appliance for the first time.

ArcSight Confidential Arcsight Express Configuration Guide 14
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2 Configuring the ArcSight Express v3.0 Appliance

Configuring the Operating System

The ArcSight Express v3.0 appliance has the RedHat Enterprise Linux operating system
installed. You have to set up the preferences for RedHat Enterprise Linux when you boot
the system for the first time only or when you boot the system after a factory restore.

The following wizard will help you set the preferences for RedHat Enterprise Linux:

1 Click Forward on the Welcome screen.

é?JJWelcome

There are a few mare steps to take before your system is ready to use. The
Setup Agent will now guids you through some basic configuration. Mease
CHCK Mt “Forward™ buttan in the Iower Aght Comer to Continue

ArcSightst

i Eorward

2 Read the license agreement.This license agreement is for RedHat Enterprise Linux.
Select Yes, | agree to the License Agreement if you agree with it, and click
Forward.

3  Select the Keyboard you will be using and click Forward.

4 Enter a password for the root account which is used for system administration.
Re-enter to confirm it. Click Forward.

5 For security reasons, the Manager runs using an "arcsight" user account. The
“arcsight” user account has already been created for you. Set up a password for the
user “arcsight” and click Forward.

6 The next step is to configure the IP addresses for the appliance.

The following network devices have been detected on the system
Network Device Boot protocol
eth3 static
eth2 static
ethl static
eth® static
Change Network Configuration

12 Arcsight Express Configuration Guide ArcSight Confidential



2 Configuring the ArcSight Express v3.0 Appliance

Click Change Network Configuration... Configure the interface of your choice.

For the Network Setup screens, note that if you click on the wizard
screen when the network setup dialog is in the foreground, the network
Note dialog disappears and the wizard buttons remain inoperable. Use
Alt-Tab to switch back to the network setup dialog.

a Click the DNS tab in the Network Configuration dialog and enter a host name,
DNS servers, and DNS search path (domain name) for the ArcSight Express v3.0
appliance, then click File->Save to save the changes. Exit the dialog.

&) Network Setup

The following network devices have heen detected an the
Network Configuration

Network

Eile Profile Help

eth3
eth2
ethl

m DevlceslHardﬂare DNS Hgsts\

c=H You may configure the system's hostname, domain,

A
E' name servers, and search domain. Name servers are
[===F used to look up other hosts on the network.

Hostname: [ ]

iguration

Brimary DNs:  [0.0.0.0

secondary DNs: |

Tertiary DNS [

DNS search path: [\oca\domam

Active profile: Common

4@ Back l l & Forward
l Make sure that you do not change the default values in the Hosts tab
H of the Network Configuration panel shown above. If you change the

caution default values, it could lead to loss of network connectivity and you
will receive this error:

Could not look up internet addresses for <hostname>.This
will prevent GNOME from operating correctly.

b  Click the Devices tab. To configure a network interface, select it and click the
Edit button.

c Set the IP address, subnet mask, and default gateway in the Ethernet Device
dialog and click OK.

' Make sure that the IP address you set up is not already in use. The First

-1 Boot Wizard will report errors if the IP address has not been configured
Caution COrrectly.

' If you want to change the host name or IP address after you have

H finished running this wizard, follow the steps in the sections “Changing

caution the Host Name of the Appliance After Configuring it in the OS First Boot
Wizard” on page 51 or “Changing the IP Address of the Appliance After
Configuring it in the OS First Boot Wizard” on page 50 respectively.

ArcSight Confidential Arcsight Express Configuration Guide 13



2 Configuring the ArcSight Express v3.0 Appliance

f

g

Click File-=>Save to save the settings. If you exit the dialog without explicitly
saving, you will get a prompt asking you if you want to save the changes. Click
Yes in the Information box.

The Network will automatically be restarted and you will see a message,
"Restarting network. Please wait...".

Click File->Quit to exit the Network Configuration dialog.

Click Forward in the Network Setup dialog.

7 Choose Enabled in the Firewall dropdown menu if it is not already selected and then
make sure the ports listed in the note below are open. Also add any ports you will be
using to the list of Other ports by clicking the Add button. Click Forward.

SF Firewall

You can use a firewall to allow access to SpEC\fIC services on your cnmputer
from other :ﬂmputar; and pravent unauthorized access from the outside
world. Which services, if any, do you wish to allow access to?

Firewall: ;Enabled 3

i GEAlE ArcSight Manager

> Other ports

ArcSight Web
S55H

Make sure that the ports 8443 and 9443 are open for outgoing
communications. The ArcSight Manager uses port 8443 for

Note communication. You will also need to leave port 22 open for remote ssh

access.

8 Click Yes in the warning dialog that follows.

9 On the Date and Time panel, select the Network Time Protocol tab if not already
displayed.

Network Time Protocol (NTP) is enabled by default. Keep this setting. This will
configure the operating system to use the NTP servers specified in the list from which
to obtain the time.

a

b

Click Add.

In the New NTP Server field, enter the NTP server you want to use. Make sure
there are no firewalls blocking connections from the appliance to this NTP server.

Expand the Hide advanced options field and select Synchronize system
clock before starting service.

14 Arcsight Express Configuration Guide ArcSight Confidential



2 Configuring the ArcSight Express v3.0 Appliance

d Click Forward. Wait for the NTP server to be contacted.

= If you enter a wrong server address and re-enter the correct
= address, it could take the appliance a few minutes to find the NTP
Note server.

It may take a few minutes to contact the server. If the system cannot contact the
server, the request will time out in a few minutes and will take you to the next panel in
the wizard. Make sure to resolve connectivity issues after completing the setup
process.

The list of servers configured by default points ArcSight Express v3.0 to a virtual
cluster of time servers operated by the NTP project. Assuming that UDP port 123 is
open to the outside internet in your firewall, you can keep the default values, unless
you would prefer to use your own cluster of NTP servers.

Using NTP is strongly recommended, since accurate time keeping is
essential for event correlation and log management. But if you choose to
de-activate the Network Time Protocol, set the local date and time in the
Date & Time tab.

Note

10 On the Timezone panel, select the Timezone in which your ArcSight Express v3.0
appliance is located and click Finish.

You will be prompted to enter your username in a login screen. This begins the second
phase of the First Boot Wizard which will help you configure the software components that
have already been installed on your ArcSight Express v3.0 appliance.

Important!

Log in as user “root” when you are prompted with the login screen, and enter the
password for this account which you had set in Step 4 on page 12. Next, you need to set
up the software components on the ArcSight Express v3.0 appliance:

After you have logged in successfully, the software components configuration wizard will
automatically open. Follow the directions in the section below to configure the software
components on the appliance.

Configuring Software Components on the Appliance

The wizard prompts you for information required to configure the ArcSight Express v3.0
software components - ArcSight Manager and the CORR-Engine storage engine.

Restarting this wizard if you exit it...

If you exit out of any of the screens from this point forward, the wizard will
Note exit with the following warning:

The wizard is not finished yet. Are you sure you want to exit?

You can re-start the wizard at any point until you get to the screen which tells
you that the Manager configuration has been completed. To re-start the
wizard, run the following command from Zopt/arcsight/manager/bin
directory while logged in as user “root”:

-/arcsight appliancefirstbootsetup -boxster
The wizard will open the screen you see in Step 3 below.

The ArcSight Express v3.0 appliance is functional only after successful
completion of the wizard.

ArcSight Confidential Arcsight Express Configuration Guide 15



2 Configuring the ArcSight Express v3.0 Appliance

1 The software configuration wizard begins with a welcome screen. Read the welcome
message and click Next.

2 Seta password for your database by entering it in the Database password textbox and
reentering it in the Password confirmation textbox to confirm it and click Next:

ArcSight Express v3.0 Configuration Wizard =]

CORR-Engine Password

Provide a passward for the “arcsight* database user.

CORR-Engine password | ]

Password confirmation | ]

I< Eramnus“ Next > |[ Cancel ] |

3 Enter the maximum number of days you would like to retain the data and click Next.

Ed ArcSight Express v3.0 Configuration Wizard =[5

CORR-Engine Configuration

All event data is stored in the default storage group, which has 919 GEB
of space available.

Specify the number of days to retain the event data,

Maximum Storage Age (Days) |30

(T D]

[< Erevmus“ Next > |[ cancel ] ‘

4 Configure the following e-mail addresses:

Notification E-mails

Provide e-mail addresses for notifications and escalations about
system administration issues for all ArcSight Express v3.0 components,

Notification e-mail address [ ]

Escalation e- mail address [ ]

From e-mail address [ ]

(T D]

|< Erevimus“ Next > |[ cancel l ‘

Notification e-mail address: An e-mail address of the person who should receive
e-mail notifications in the event that the ArcSight Manager goes down or encounters
some other problem.

Escalation e-mail address: An e-mail address of the person who should receive an
escalation e-mail in case no action has been taken for a period of time after the
notification e-mail was sent.

16 Arcsight Express Configuration Guide ArcSight Confidential



2 Configuring the ArcSight Express v3.0 Appliance

From e-mail address: E-mail address that will be used to represent the sender of
the e-mail notifications.

Click Next.

Enter or navigate to the location where you have stored the ArcSight Express v3.0
appliance license file and click Next.

If you do not have a license file, contact ArcSight Customer Support to obtain one. You
can use the web browser on the appliance to download the file once you obtain it from
ArcSight Customer Support. Alternatively, you can download the license file elsewhere
and use scp or sftp to get it onto the appliance.

License File

ArcSight Express v3.0 requires a valid license file, If you do not have a
wvalid license, please contact ArcSight Customer Support to obtain one.

License file ]E]

[< Eraumus“i Next > |[ cancel ] ‘

Enter the Manager’s host name, and configure information which will be used to create
an ArcSight Manager user with administrative privileges. Click Next.

Important: Make sure to change the Manager Host Name to either the host name
or IP address of the ArcSight Express v3.0 appliance. The Manager host name will be
used to generate a self-signed certificate and also when accessing the Manager using
the ArcSight Console or the Management Console. The Common Name (CN) in the
certificate will be the Manager host name that you specify in the Manager Information
screen.

ArcSight Express v3.0 Configuration Wizard =)=

Manager Information
Provide ArcSight Manager host name (recommended) or IP address,
and Administrator login credentials.

If you choose to provide a host name here, make sure it can be
resolved through your Domain Name System (DNS) server,

Manager host name (or IP) [

Administrator user name [admm

Administrator password [

Password confirmation [

[< Eremous“: Next > |[ cancel l ‘

You will see a screen that informs you that ArcSight Express v3.0 is ready to be
configured. Click Next to continue with the configuration.

' Keep in mind that once the wizard has started configuring the software
components, if you exit the wizard or if an error occurs, you will have to
configure that component manually.

L ]
Caution

ArcSight Confidential Arcsight Express Configuration Guide 17



2 Configuring the ArcSight Express v3.0 Appliance

8 You can see the progress and errors if any as the configuration process continues.
I Ll

Configuring ArcSight Express.

£ start Arcsight Storage
Initialize schema and content
Configure the ArcSight Manager
Start the ArcSight Manager service
Configure the ArcSight Web server
Start the ArcSight Web server service

Configure the system to manage ArcSight services

After the configuration completes successfully, click Next.

‘ If you see a “Failed” status or exit this wizard after it has started

H configuring the components, but before successful completion of the

Caution Wizard, you are required to manually configure the component that failed
and perform the rest of the steps shown in the screen capture under Step

8 manually.

9  Once your appliance has been configured successfully, you will see a screen saying so.
Click Finish in the Configuration Completed Successfully screen.

10 Log out of the root account by clicking System->Log Out root.

The ArcSight Express v3.0 appliance is ready for use.

The Next Steps

Download the ArcSight Console and install it on a supported platform. The Console should
not be installed on the ArcSight Express v3.0 appliance. Refer to the next chapter, Installing
ArcSight Console, for details on how to do this.

Read the Release Notes available on the ArcSight Customer Support download site.

18 Arcsight Express Configuration Guide ArcSight Confidential



Chapter 3
Running the Manager Configuration
Wizard

This chapter covers the following topics:
“Running the Wizard” on page 19

You can change some configuration parameters on ArcSight Express v3.0 by running the
managersetup program at any time after you have installed and configured your ArcSight
Express v3.0 appliance.

Running the Wizard

We recommend running the wizard as user “arcsight”. Before you run the managersetup
wizard, stop your Manager by running the following command:

/sbin/service arcsight_services stop manager
Verify that the Manager has stopped by running the following command:
/sbin/service arcsight_services status all

To start the managersetup wizard, run the following from Zopt/arcsight/manager/bin
directory:

./arcsight managersetup
The managersetup wizard will start.

1 If you would like to change the hostname or IP address for your ArcSight Express v3.0
appliance, enter the host name or IP address of your ArcSight Express v3.0 machine.
Keep in mind that the Manager host name that you enter in this dialog will appear on
the Manager certificate. If you do change the Manager host name, be sure to

ArcSight Confidential Arcsight Express Configuration Guide 19



3 Running the Manager Configuration Wizard

regenerate the Manager’s certificate in Step 4 on page 21. We recommend that you do
not change the Manager Port number.

ArcSight Manager Configuration Wizard

Manager Host Name l l
Manager Port |8443 l
Physical Location [default l

The managersetup Configuration Wizard establishes parameters required for the
Manager to start up when you boot up the ArcSight Express v3.0 appliance.

If you would like to replace your license file with a new one, select Replace current

license file. otherwise accept the default option of Keep the current license file.

ArcSight Manager Configuration Wizard I

Configure

You presently have a license file installed.

License String: Internal license, used for development and QA

Customer: AreSight Internal License Key, Expiration date:
2011/06/30

Would you like to keep it or replace it with another license file?

@ Keep the current license file.

() Replace current license file.

Cancel

If you selected Replace the current license file. you will be prompted to either
enter its location or navigate to the new license file.

‘

3 Select the Java Heap memory size from the dropdown menu.
Configure

ArcSight Manager Configuration Wizard

==
The heap size is the amount of memory that ArcSight Manager will

use. Please set the following memory parameter as appropriate
for this host.

Java Heap Memory Size (MB) 8182 n

Cancel < Previous Next >

The Java Heap memory size is the amount of memory that ArcSight Express v3.0 will

allocate for its heap. (Besides the heap memory, the Manager on the ArcSight Express
v3.0 uses some additional system memory as well.)

20 Arcsight Express Configuration Guide
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3 Running the Manager Configuration Wizard

4 The Manager controls SSL certificate type for communications with the Console, so the
wizard prompts you to select the type of SSL certificate that the Manager is using. If
you had changed the Manager host name in Step 1 on page 19, select Replace with

new Self-Signed key pair, otherwise select Do not change anything.

"

ArcSight Manager Configuration Wizard X

ArcSight Manager currently has a self signed key pair installed.
Please select one of the following key pair options:

CAUTION: Be sure to understand the security implications
associated with each of the following options before choosing one
of thern. Refer to ArcSight product documentation for information.

@ Do not change anything.

O Remove key pair.

O Replace with new Self-Signed key pair.

(O Replace with new Demo key pair (INSECURE!).

Cancel < Previous Mext >

If you selected Replace with new Self-Signed key pair, you will be prompted to
enter the password for the SSL key store and then enter details about the new SSL
certificate to be issued.

5 Accept the default in this screen and click Next.

ArcSight Manager Configuration Wizard ==

Logger |DBC LRL [Jdbc:mysql:jflocalhost:3306iarcsw ]

Database Password [’“"H‘M"‘*

]

Cancel

=< Previous MNext =

6 Select the desired authentication method and click Next.

Configure

Arcsight Manager Configuration Wizard ==

Manager.

Please select a method for authenticating users with ArcSight

@ Password Based Authentication

) 5SL Client Only Authentication

) Password Based and SSL Client Based Authentication

O Password Based or SSL Client Based Authentication

Cancel
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7  Select the method for authenticating the users. See “Authentication Details” on
page 24 for more details on each of these options.

ArcSight Manager Configuration Wizard =
Configure

Please select a method for authenticating users with ArcSight
Manager.

WNOTE: If you are not sure, please select Built-In Authentication.

@ Built-In Authentication

(O RADIUS Authentication (SecurlD, PremierAccess)
O Microsoft Active Directory

) simple LDAP Bind

) Custom JAAS Plugin Configuration

Cancel < Previous Next >

8 Accept the default and click Next or configure a different email server for notification.

‘- ArcSight Manager Configuration Wizard =[5
nfigur ) . . ) .
Configure ArcSight uses e-mail for all netifications including system failure.
An internal e-mail (SMTP) server is available in AreSight Manager.
You can also configure an external SMTP server.
Please choose your preferred outbound SMTP server,

) External SMTP server, fallback to internal SMTP server
@ Internal SMTP server
O External SMTP server

O Disable notifications (not recommended)

Cancel < Previous Next >

' You must set up notification and specify notification recipients in order to
H receive system warnings. The importance of this step is sometimes overlooked,
caution l€2ding to preventable system failures.

9 Select Do not enter URL for ArcSight Web and click Next.

- ArcSight Manager Configuration Wizard = |
nfigur ) .
Configure ArcSight Web allows users to view reports and events sent through
notifications. The URL of your ArcSight Web installation is required
in order for ArcSight Manager to send reports and events to users,

(@ Enter URL for ArcSight Web to view reportsfevents

) Do not enter URL for ArcSight Web (not recommended)

Cancel < Previous Next =
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10 ArcSight Manager can automatically create an asset when it receives an event with a
new sensor or device information. By default, assets are automatically created. If you
want to disable this feature, select Disable Sensor Asset Creation.

ArcSight Manager Configuration Wizard B (5=

Configure

ArcSight automatically creates an asset when it receives an event
with new sensor or device information. By default, this Asset Auto
Creation feature is enabled. If you disable this feature, assets for
sensors/devices will not get created automatically.

@ Enable Sensor Asset Creation
O

Disable Sensor Asset Creation

f ArcSight Manager Configuration Wizard - %
Configure

The ArcSight Manager Configuration is complete.

Please proceed to save the changes.

(< rts] [y |

12 Click Finish in the following screen:
'- Arc5ight Manager Configuration Wizard =%
Configure

The ArcSight Manager settings have been applied.

MOTE: You must restart the ArcSight Manager for the changes to
become effective.

You have completed the Manager setup program. You can now start the Manager by
running the following:

/sbin/service arcsight_services start manager
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Authentication Details

The authentication options enable you to select the type of authentication to use when
logging into the Manager.

1 « In order to use PKCS#11 authentication, you must select one of the SSL
H based authentication methods.

Caution < |f you plan to use PKCS #11 token with ArcSight Web, make sure to select
Password Based or SSL Client Based Authentication.

e PKCS#11 authentication is not supported with Radius, LDAP and Active
Directory authentication methods.

See the appendix “Using the PKCS#11 Token,” in the ArcSight Express
Configuration Guide, for details on using a PKCS #11 token such as the
Common Access Card (CAC).

By default, the system uses its own, built-in authentication, but you can specify third party,
external authentication mechanisms, such as RADIUS Authentication, Microsoft Active
Directory, LDAP, or a custom JAAS plug-in configuration.

How external authentication works
The Manager uses the external authentication mechanism for authentication only, and not
for authorization or access control. That is, the external authenticator only validates the
information that users enter when they connect to the Manager by doing these checks:
m  The password entered for a user name is valid.

m  If groups are applicable to the mechanism in use, the user name is present in the
groups that are allowed to access ArcSight Manager.

Users who pass these checks are authenticated.

Once you select an external authentication mechanism, all user accounts, including the
admin account, are authenticated through it.

Guidelines for setting up external authentication
Follow these guidelines when setting up an external authentication mechanism:

m  Users connecting to the Manager must exist on the Manager.

m  User accounts, including admin, must map to accounts on the external authenticator.
If the accounts do not map literally, you must configure internal to external 1D
mappings in the Manager.

m  Users do not need to be configured in groups on the Manager even if they are
configured in groups on the external authenticator.

m  |f user groups are configured on the Manager, they do not need to map to the group
structure configured on the external authenticator.

m  Information entered to set up external authentication is not case sensitive.
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m  To restrict information users can access, set up Access Control Lists (ACLs) on the
Manager.

] If you configure the Manager using Password Based and SSL Client Based
Authentication or SSL Client Only Authentication, be aware that ArcSight
Web does not support these modes. So:

&
Caution
« If you plan to use ArcSight Web, you will need to configure your Manager to
use Password Based Authentication or Password Based or SSL
Client Based Authentication as your authentication method.

« If you plan to use PKCS#11 authentication with ArcSight Web, be sure to
select Password Based or SSL Client Based Authentication only.

Password Based Authentication

Password-based authentication requires users to enter their User ID and Password when
logging in. You can select the built-in authentication or external authentication.

Built-In Authentication
This is the default authentication when you do not specify a third party external
authentication method.

If you selected this option, you are done.

Setting up RADIUS Authentication
To configure ArcSight Manager for RADIUS Authentication, choose RADIUS
Authentication and supply the following parameter values:

Parameter Description

Authentication Protocol Which authentication protocol is configured on your
RADIUS server: PAP, CHAP, MSCHAP, or MSCHAP2.
RADIUS Server Host Host name of the RADIUS server.

To specify multiple RADIUS servers for failover, enter
comma-separated names of those servers in this field.

For example, serverl, server2, server3. If serverl is
unavailable, server2 is contacted, and if server2 is also
unavailable, server3 is contacted.

RADIUS Server Type Type of RADIUS server:
= RSA Authentication Manager
e Generic RADIUS Server
e Safeword PremierAccess

RADIUS Server Port Specify the port on which the RADIUS server is running.
The default is 1812.

RADIUS Shared Secret Specify the RADIUS shared secret string used to verify the
authenticity and integrity of the messages exchanged
between the Manager and the RADIUS server.

Setting up Active Directory User Authentication

To authenticate users using a Microsoft Active Directory authentication server, choose
Microsoft Active Directory. Communication with the Active Directory server uses LDAP
and optionally SSL.
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The next panel prompts you for this information.

Parameter Description
Active Directory Server Host name of the Active Directory Server.
Enable SSL Whether the Active Directory Server is using SSL. The

default is True (SSL enabled on the AD server).

No further SSL configuration is required for the AD
server.

Whether you selected SSL earlier for communications
with the Console is irrelevant. Certificate type is set on
the AD server side, not the manager.

Active Directory Port Specify the port to use for the Active Directory Server.
If the AD server is using SSL (Enable SSL=true), use
port 636. If SSL is not enabled on the AD server, use
port 389.

Search Base Search base of the Active Directory domain; for
example, DC=company, DC=com.

User DN Distinguished Name (DN) of an existing, valid user with
read access to the Active Directory. For example,
CN=John Doe, CN=Users, DC=company, DC=com.

The CN of the user is the "Full Name," not the user

name.
Password Domain password of the user specified earlier.
Allowed User Groups Comma-separated list of Active Directory group

names. Only users belonging to the groups listed here
will be allowed to log in.

You can enter group names with spaces.

Specify any user who exists in AD to test the server connection.

Specify the user name used to log in to the Manager and the External ID name to which it
is mapped on the AD server.

Configuring AD SSL

If you are using SSL between the Manager and your authentication server, you must ensure
that the server’s certificate is trusted in the Manager’s trust store
<ARCSIGHT_HOME>/jre/lib/security/cacerts, whether the authentication server
is using self-signed or CA certificates. For CA certificates, if the Certificate Authority (CA)
that signed your server’s certificate is already listed in cacerts, you do not need to do
anything. Otherwise, obtain a root certificate from the CA and import it in your Manager’s
cacerts using the keytoolgui utility. For more information on importing certificates, see
Understanding SSL Authentication in the Administrator’s Guide.

Setting up LDAP Authentication

The ArcSight Manager binds with an LDAP server using a simple bind. To authenticate
users using an LDAP authentication server, choose Simple LDAP Bind and click Next.
The next panel prompts you for this information.

Parameter Description

LDAP Server Host  Specify the host name of the LDAP Server.
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Parameter Description

Enable SSL Whether the LDAP Server is using SSL. The default is True (SSL
enabled on the LDAP server).

No further SSL configuration is required for the LDAP server.

Whether you selected SSL earlier for communications with the
Console is irrelevant. Certificate type is set on the LDAP server
side, not the manager.

LDAP Server Port  Specify the port to use for the LDAP Server. If the LDAP server is
using SSL (Enable SSL=true), use port 636. If SSL is not enabled
on the LDAP server, use port 389.

Specify any user who exists in LDAP to test the server connection.

Enter a valid Distinguished Name (DN) of a user (and that user’s password) that exists on
the LDAP server; for example, CN=John Doe, OU= Engineering, O=YourCompany. This
information is used to establish a connection to the LDAP server to test the validity of the
information you entered in the previous panel.

LDAP groups are not supported. Therefore, you cannot allow or restrict
logging into the Manager based on LDAP groups.

Note If you configure your Manager to use LDAP authentication, ensure that you
create users on the Manager with their Distinguished Name (DN) information
in the external ID field. For example, CN=John Doe, OU= Engineering,
O=YourCompany.

Specify the user name used to log in to the Manager and the External ID name to which it
is mapped on the LDAP server.

Configuring LDAP SSL

If you are using SSL between the Manager and your authentication server, you must ensure
that the server’s certificate is trusted in the Manager’s trust store
<ARCSIGHT_HOME>/jre/lib/security/cacerts, whether the authentication server
is using self-signed or CA certificates. For CA certificates, if the Certificate Authority (CA)
that signed your server’s certificate is already listed in cacerts, you do not need to do
anything. Otherwise, obtain a root certificate from the CA and import it in your Manager’s
cacerts using the keytoolgui utility. For more information on importing certificates, see
Understanding SSL Authentication in the Administrator’s Guide.

Using a Custom Authentication Scheme

From the Manager Setup Wizard, you can choose the Custom JAAS Plug-in
Configuration option if you want to use an authentication scheme that you have built.
(Custom Authentication is not supported from the ArcSight Management Console.) You
must specify the authentication configuration in a jaas.config file stored in the ArcSight
Manager config directory.

Password Based and SSL Client Based Authentication

Your authentication will be based both upon the username and password combination as
well as the authentication of the client certificate by the Manager.

Using PKCS#11 provider as your SSL Client Based authentication method
= within this option is not currently supported.

Mote
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Password Based or SSL Client Based Authentication

You can either use the username/password combination or the authentication of the client
certificate by the Manager (for example PKCS#11 token) to login if you select this option.

SSL Client Only Authentication

You will have to manually set up the authentication of the client certificate by the Manager.
See the Administrator’s Guide for details on how to do this.

You can either use a PKCS#11 Token or a client keystore to authenticate.
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Chapter 4

Installing ArcSight Console

The ArcSight Console provides a user interface for you to perform administrative tasks on
the ArcSight Express v3.0 appliance, such as fine tuning the pre-installed ArcSight Express
content and creating/editing/deleting users. The Console should only be used for
administrative purposes. The ArcSight Console provides a host-based interface (as opposed
to the browser-based interface of ArcSight Web) to the ArcSight Express v3.0 appliance.

This chapter explains how to install and configure the ArcSight Console.

Make sure that you have successfully configured the ArcSight Express v3.0
= appliance before proceeding.

MNote

The following topics are covered in this chapter:

“Console Supported Platforms” on page 29
“Installing the Console” on page 30

“Starting the ArcSight Console” on page 36
“Reconnecting to the ArcSight Manager” on page 37
“Reconfiguring the ArcSight Console” on page 37
“Uninstalling the ArcSight Console” on page 38

ArcSight Console is deployed on several perimeter machines located outside the firewall
which protects the ArcSight Express v3.0 appliance.

Console Supported Platforms

The ArcSight Console is supported on the following operating systems.

Refer to the Product Lifecycle document available on the ArcSight Customer
= Support website for the most current information on supported platforms.

MNote
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Supported Operating Typical System

Platform System VM Requirements

Linux Red Hat Enterprise Linux  32-bit x86-compatible multi-
(RHEL) 5.5 Desktop 32- CPU system with 2-4
bit GB RAM

Macintosh Macintosh OS X 10.6 64-  32-bit
bit

Windows Microsoft Windows XP 32-bit x86-compatible single
Professional SP3 32-bit or multi-CPU system
Windows Vista SP2 LRt At
64-bit

Microsoft Windows 7
64-bit

Using a PKCS#11 Token

ArcSight Express supports the use of a PKCS#11 token, such as the Common Access Card
(CAC), which is used for identity verification and access control. PKCS#11 is a public key
cryptography standard which defines an API to cryptographic tokens.

See Appendix C, Using the PKCS#11 Token, on page 57 for details on using a PKCS #11
token with the Console.

Installing the Console

‘ Do not install the ArcSight Console on the ArcSight Express v3.0 appliance.
H See the section “Console Supported Platforms” on page 29 for supported
platforms for ArcSight Console.

Caution
l On Macintosh platforms, please make sure that:
L = You are using an intel processor based system
Caution

* You have JRE 1.6 installed on your system before installing the Console.

= If you are installing the Console on a new system for the first time, or if you
have upgraded your system causing the JRE update, your Console
installation might fail. To work around this issue, make sure that you
change the permissions on the cacerts file to give it write permission before
you import it.

A Windows system was used for the sample screens. If you are installing on a
Unix based system, you will notice a few Unix-specific screens. Path
Note separators are / for Unix and \ for Windows.
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On Macintosh platform, if your JRE gets updated, you will see the following
error when you try to log into the Console:

Note I10Exception: Keystore was tampered with or password was
incorrect.

This happens because the Mac OS update changed the password for the
cacerts file in the system’'s JRE. To work to around this issue, before you start
the Console, change the default password for the cacerts file by setting it to
the following in the client.properties file (create the file if it does not
exist) in the Console’s /current/config folder by adding:
ssl.truststore.password=changeme

Download the ArcSight Console installer file for your platform from the ArcSight Customer
Support download site and install the Console on your system after configuring your
appliance.

To install ArcSight Console, run the self-extracting archive file that is appropriate for your
target platform. Go to the directory where the ArcSight Console Installer is located.

Platform Installation File

Linux ArcSight-5.1.0.nnnn.y-Console-Linux.bin
Macintosh ArcSight-5.1.0.nnnn.y-Console-MacOSX.zip
Windows ArcSight-5.1.0.nnnn.y-Console-Win.exe

1 Click Next in the Installation Process Check screen.
2 Read the introductory text in the Introduction panel and click Next.

3 The “I accept the terms of the License Agreement” radio button will be disabled until
you read and scroll to the bottom of the agreement text. After you have read the text
click the “I accept the terms of the License Agreement” radio button and click Next.

4 Read the text in the Special Notice panel and click Next.

5 Navigate to an existing folder where you want to install the Console or accept the
default and click Next. If you specify a folder that does not exist, the folder gets
created for you.

6 Select where you would like to create a shortcut for the Console and click Next.

7  View the summary in the Pre-Installation Summary screen and click Install if you are
satisfied with the paths listed. If you want to make any changes, use the Previous
button to do so.

You can view the installation progress in the progress bar.

Transferring Configuration from an Existing Installation

After the Console has been installed, the wizard asks if you would like to transfer
configuration options from an existing installation of ArcSight Console. Choose No, | do
not want to transfer the settings to create a new, clean installation and click Next. If

ArcSight Confidential Arcsight Express Configuration Guide 31



4 Installing ArcSight Console

you choose Yes, | want to transfer the settings, the wizard will determine the version
of the previous installation and may offer additional upgrade options.

ArcSight Console Configuration Wizard [_ (O]

COnflgure Do ywou want to transfer configuration settings from a previous ArcSight Console
inskallation? If you installed ArcSight Console before, choosing this option will transfer
settings from your previous ArcSight Console configuration to the new version.

(™ Yes, T wark ta kransker the settings

% Mo, I do not wank to transfer the settings

Cancel | < Breyious | Mext = I

Selecting the Mode in which to Configure ArcSight
Console

The FIPS 140-2 mode is not supported on ArcSight Express v3.0 appliance.

Note

Next, you will see the following screen:

Amﬁght Console Configuration Wizard - | I:I| ﬂ

Configure

Select the mode for console to run in: -
WARNING 1: Do not instzll in FIPS 140-2 mode unless
@ you are a federal agency required to comply with the FIPS 140-2 standard,
AND
@ you have reviewed the setup and configuration steps required for enabling
FIPS 140-2 mode
Refer to the ArcSight ESM Installstion and Configuration Guide for details. ;I

T e s an

¥ Run console in default mode

™ Run console in FIPS mode

Cancel < Previous | Mext = I

Select the Run console in default mode radio button and click Next.

Manager Connection

The ArcSight Console configuration wizard prompts you to specify the ArcSight Manager
with which to connect. The hostname is the ArcSight Express v3.0 appliance host name or
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its IP address. The Manager host name that you had entered in the First Boot Wizard while
configuring the ArcSight Express v3.0 appliance and the value of the Manager Host Name
that you will be entering in this screen should be identical. If you had entered the machine
name when configuring the First Boot Wizard, then you must enter the machine name here
too, likewise, if you had entered the machine’s IP address then you must enter the
machine’s IP address in this screen too.

' Do not change the Manager’s port number.

L ]
Caution

Click Next.

ArcSight Console Configuration Wizard H=

COﬂflg ure Please complete the following ArcSight Manager information.

IManager Host Name |Iocalhost

Manager Port |8443

Cancel | < Previous | Mexk = I

8 Select Use direct connection option and click Next. You can set up a proxy server
and connect to the Manager using that server if you cannot connect to the Manager
directly.

nsole Configuration Wizard =

C'Onflg ure ArcSight Console can connect to ArcSight Manager using a HTTP proxy server,
Please choose whether you would like to configure ArcSight Console For a prosey
cannection,

% Use direct connection.

7 Use proxy server,

Cancel | < Previous | Next = I
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If you select the Use proxy server option, you will be prompted to enter the proxy server
information.

ArcSight Console Configuration Wizard M=

Conflgure Please complete the Follawing information about the HTTP prasy server,

Prozy Host Mame I

Prozey Park 3123

Cancel | < Previous | Mext = I

Enter the Proxy Host name and click Next.

Authentication

The ArcSight Console configuration wizard prompts you to choose the type of client
authentication you want to use, as shown in the following screen:

ArcSight Console Configuration Wizard H=

COﬂflg ure Please choose the authentication configuration ko match the settings on ArcSight
Manager. If unsure, select the first option.

(* Password Based Authentication
" Password Based and 551 Client Based Authentication
™ Password Based or 550 Client Based Authentication

= 55L Client Only Authentication

Cancel | < Previous | Mexk = I

Web Browser

The ArcSight Console configuration wizard prompts you to specify the default web browser
you want to use to display reports, Knowledge Base articles, and other web page content.
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Specify the location of the executable for the web browser that you want to use to display
the Knowledge Base articles and other web pages launched from the ArcSight Console.
Click Next.

ArcSight Console Configuration Wizard M=

Conflgure Browser information: Please enter the path to your prefered web browser, This will be
used by the console when invoking ArcSight 'Web.

Browser Executable |C:'|,Pr0gram FilesiInternet Ex;;l

Cancel | < Previous | Mext = I

Ed Arcsight Console Configuration Wizard [_ (O]

COnflgure The ArcSight Console can be installed For use by single OS user on this machine who has
write access to the installation directory ar For multiple OS users without write access. A
single installation can also be shared by mulkiple O3 users as long as they all have write
access ko kthe installation direckary, Make: When switching from one mode to the other
wour user preferences will not be preserved.

+ This is a single user installation. (Recommendad)

™ Multiple users will use this installakion.

Cancel | < Previous | Mext = I

Select This is a single user installation (Recommended) and click Next.
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You have completed configuring your ArcSight Console. Click Finish in the following
screen.

Ed Arcsight Console Configuration Wizard = E3

Configure
The ArcSight Console Configuration is complete.
Flease select Finish to save the changes.

MOTE: You must restart any running ArcSight Consoles For the changes to become
effective,

arncel | % Previous | Finish I

Click Done in the next screen.

You have installed the ArcSight Console successfully. Please be sure to install any available
patches for the Console. Refer to the ArcSight ESM Patch Release Notes for instructions on
how to install a patch for the Console.

Starting the ArcSight Console

The Manager on ArcSight Express v3.0 appliance should be up and running
before you start the Console.

Note

After installation and setup is complete, you can start ArcSight Console.

To start the ArcSight Console, use the shortcuts installed or open a command window on
the Console’s bin directory and run:

arcsight console

Logging into the Console

To start the Console, click Login. When you start the Console for the first time, after you
click Login, you will get a dialog asking you whether you want to trust the Manager’s
certificate. The prompt will show details specific to your settings (following is just an
example). Click OK to trust the Manager’s certificate. The certificate will be permanently
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stored in the Console’s truststore and you will not see the prompt again the next time you
log in.
|
Do you want ka trust the certificate of server's signer?

Certificate Details
Version
3

Signature Alogorithm
MOEWithRSAERcryphion

Signature

atyjdCCuLikF +TxGi33yvKns? LY GalSiTaLIYAwCe? A4 GF3eMKPE 16 G cR ph 4B woe i vrRuC|S]
MhLYQm 1Zj80uER O Ti9ax  FruFel Do f+ TRiEOYhEEw v Iv TOEd AogtnPU +MASiFgwe +Ril 1S HHR
AN LGqMTIREkelD cBD Gy sBovHROZAUKE A25gdr S J2GYME fpmilyGszeniaNC W azrgyr S TR
w20 Zr 00T e G 8 TR LUk pUC A TZMTHF2PqEFUIL MDY IH 1Ee fExBehr ca 1R 3 ddrIrul
GEyMPYqURISANR 92y ed3y oV ZybS1AZ8UINF QDG ==

Issued to
CM=techpubsym,ol=Technical Publications,0=ArcSight L=Cupertina, S T=California, S=UsA

Issued By
CM=techpubswm,oU=Technical Publications,0=~arcSight L=Cupertina,ST=California, C=UsA

Issued On
Wied Mow 19 09:11:32 PST 2008

Expires On
Fri Maow 20009:11:32 PST 2009

: Cancel |

Reconnecting to the ArcSight Manager

If the ArcSight Console loses the connection to the ArcSight Manager (for example,
because the Manager was restarted), a dialog box appears in the ArcSight Console stating
that your connection to the ArcSight Manager has been lost. Click Retry to re-establish a
connection to the ArcSight Manager or click Start Over.

Connections to the ArcSight Manager cannot be re-established while the ArcSight Manager
is restarting or if the Manager refuses the connection. In addition, you may see connection
exceptions during the Retry process while the connection is lost or ArcSight Manager is
restarting.

Reconfiguring the ArcSight Console

You can reconfigure ArcSight Console at any time by running the following command within
a command window from the Console’s bin directory:

arcsight consolesetup

and follow the prompts.

Turn Off Database Recycle Bin

Turn the database recyclebin parameter off. Use the following commands:

prompt > arcdbutil sql
SQL>conn / as sysdba
SQL>ALTER SYSTEM set recyclebin=off scope=spfile;
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SQL>shutdown immediate;
SQL>startup

SQL> show parameter recyclebin
SQL>exit

If you do not turn the recyclebin off you will get the following Console message:
The Oracle init parameter "recyclebin® is on. ArcSight recommends

the parameter “"recyclebin® to be OFF to enable the partition
manager to correctly create reserve partitions.

Uninstalling the ArcSight Console

Before uninstalling the ArcSight Console, exit the current session.

To uninstall on Windows, run the Start-=>All Programs (Programs in the case of
Windows XP)->ArcSight Console ->Uninstall Arcsight Express Console 3.0

program. If a shortcut to the Console was not installed on the Start menu, locate the
Console’s Uninstal lerData folder and run:

./Uninstall_ArcSight_Express_Console.exe
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Chapter 5
Using SmartConnectors with
ArcSight Express v3.0

This chapter covers the following topics:

“Installing the SmartConnector” on page 39

“Importing the Manager’s Certificate” on page 39

SmartConnectors process raw data generated by various vendor devices throughout an
enterprise. Devices are hardware and software products such as routers, anti-virus
products, firewalls, intrusion detection systems (IDS), VPN systems, anti-DoS appliances,
operating system logs, and other sources that detect and report security or audit
information.

ArcSight SmartConnectors collect a vast amount of varying, heterogeneous information.
Due to this variety of information, SmartConnectors format each event into a consistent,
normalized ArcSight events, letting you find, sort, compare, and analyze all events using
the same event fields. The “normalized” events are then sent to the ArcSight Manager and
are stored in the database.

Installing the SmartConnector

Installing and configuring the SmartConnector is a three step process:

1 Install the SmartConnector.

For an overview of the SmartConnector installation and configuration process, see the
SmartConnector User's Guide.

2 Import the Manager’s certificate to the Connector’s truststore. See the section
Importing the Manager’s Certificate for details on how to do this.

3 Configure the SmartConnector.

For complete configuration instructions for a particular SmartConnector, see the
configuration guide for that connector. The product-specific configuration guide
provides specific device configuration information, installation parameters, and device
event mappings to the ArcSight Express v3.0 fields.

Importing the Manager’s Certificate

You will be required to import the Manager’s certificate manually:
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m  Use the keytoolgui tool. See the Administrator’s Guide for ArcSight Express v3.0 for
details on importing the Manager’s certificate using the keytoolgui.

Using keytoolgui to Import Manager’s Certificate

You will need to export the Manager’s certificate from the ArcSight Express v3.0 Appliance
before you can import it on the Smart Connector in the Smart Connector server.

Exporting the Manager’s Certificate
To export the Manager’s certificate:

a Open a shell/command prompt window on the ArcSight Express v3.0 Appliance.

b Run the following command from the ArcSight Express v3.0 Manager'’s
/opt/arcsight/manager/bin directory while logged in as user “arcsight”:

./arcsight keytoolgui

The keytoolgui interface will open.

Eile Tools Examine Help

| [EIEY,

=181

)| Alias Name [ Last Mouitied

HNo KeyStore Loaded

c Select File-=>Open KeyStore from the menu and navigate to the Manager’s

truststore (cacerts) located in

/opt/arcsight/manager/jre/lib/security/ directory.

o [omery BlEEEEE

X

D Ccacerts D US_export_policy.jar.orig
[ java.policy

[ java.security

[ javaws.policy

D local_policy.jar

D local_policy.jar.orig

D US_export_policy.jar

File Name: |cacer‘[s

Files of Type: |m| Files

| Open
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Enter the keystore password. The default password is “changeit” (without the
quotes).

Password for KeyStore ‘cacerts’ il

Enter Passwortd: sssssess| |

OK Cancel

Right-click the Manager’s certificate as shown below and select Export.

File Tools Examine Help
EXEIRI G TETEY

[ @[ Atias name Last Modified

=1 e JEIT, U TEETANEST a
entrustglobalclientca Jan 9, 2003 7:15:04 AM PET m
entrustgssica Jan 9, 2003 7:14:27 AM PET
entrustssica Jan 89,2003 71526 AWM PET
equifaxsecureca Jul 18,2003 11:41:05 AMPDT
equifaxsecureebysinesscal Jul 18, 2003 11:43:22 AM PDT =
[E] sguitaxsecuresbusinesecal Jul1g, 2003 11:43:48 AM PDT
equifaxsecureglobalebusinesscal Jul 18, 2003 11:42:27 AM PDT
geotrustglobalca Jul18, 2003 11:44:483 AM PDT L
globalsignea Mar 26, 2008 11:51:35 AM FDT I
alobalsignr2ea Aug 1, 2007 8:32:12 AM PDT

= godaddyclass2ea Jan 20, 2005 7:31:55 AM PST
atecyberrustaca May 10, 2002 5:19:08 AM PDT ™
gtecyberrustglobalea May 10, 2002 4:18:23 AM PDT
secomevrooical May 1, 2008 7:22:12 AM POT

£ secomscrooteal May 1, 2008 7:24:32 AMPDT
secomwalicertclasstca May 1, 2008 7:30:16 AM POT
selfarcsight-manager m Certificate Details Moy 25, 2008 10:15:09 AM PST
soneraclassica Mar 28, 2006 1:14:13 FM PST
soneraclass2ea ik Export Mlar 28, 2006 1:15:00 PM PST

[ starfieldclazs2ea T Delete Jan 20, 2005 7:32:44 AM PST -
Export the Trusted Certific: Rename

Accept the default settings in the following dialog and click OK.

Export KeyStore Enkry ‘self=a x|

Export Type

(@) Head Certificate

i) Certificate Chain

) Private Key and Certificates

Export Format
i® DER Encoded
i) PEM Encoded
i) PKCS #7

i) PKCS #12
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g Navigate to the location where you want to export the certificate and enter a file
name in the File Name text box when naming the certificate and click Export.

x
Look In: |ﬂ Manager |V| E
1 archive Tiib 1 system
I hin Clloge CItmp
3 config Hlogs 3 UninstallerData
T doc Cdreports 3 upgrade
1 examples T repository ] user
—Ji18n Crules [ utilities
Tjre 3 schema 3 webpages
File Hame: |ManagerCer1.cer |
Files of Type: |X.509 Certificate Files (".cer;".crt) v

| Export | | Cancel |

h  You will see the following prompt when the certificate is exported successfully.
Esport x|

@ Export Successful.

OK

i Click OK and exit the keytoolgui.

J  Transfer (or scp) this exported certificate file from the ArcSight Express v3.0
Appliance to the Smart Connector server where you will be importing it into the
SmartConnector.

Importing the Manager’s Certificate into the SmartConnector’s

Truststore
Import the certificate you exported above into the Connector’s truststore.

To do so:

a Open a shell/command prompt window on the SmartConnector server.

b  Run the following command from the Connector’s
/opt/arcsight/connector/current/bin directory while logged in as user
“arcsight”:

-/arcsight agent keytoolgui
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The keytoolgui interface will open.

8 arcsight KeyTool GUI 4.6.7.5178.0
File Tools Examine Help

| [EIEY

] Atias Name

=10l

Last Modified

No KeyStore Loaded

c Select File->Open KeyStore from the menu and navigate to the Connector’s

truststore (cacerts) located in
/opt/arcsight/connector/current/jre/lib/security/ directory.

Eﬂpen KeyStore

|

Look In: ||j security |V| EZEZ'E
D cacerts

[} java.policy

D java.security

D javaws.policy

D local_policy.jar

D US_export_policy.jar

File Hame: |cacerts |

Files of Type: |n|| Files | = |

| Open || Cancel |

d Enter the password. The default password is “changeit” (without the quotes).

Password for KeyStore ‘cacerts’ ﬂ

Enter Password: |““*“* |

| OK H Cancel ‘
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e Click Tools-=>Import Trusted Certificate.

File

[

CEDEDEBEE®

=

2]

lm]lsl Examine Help

g@ Generate Key Pair

Cirl-G

Ll import Trusted Certificate
H &ﬁ Import Key Pair

cl-T
Cirkk

B¥ arcsight KeyTool GUI 4.6.7.5178.0 - [C:\Program Files' ArcSightSmartConned

=10l x|

Last Modified

S Set KeyStore Password
Q? Change KeyStore Type
[# KeyStore Report

CirlF
»

CirkR

ANMITOTECYRETTETEE
comodoaaaca
entrust2048ca
entrustclientca
entrustglobalclientca
entrustassica

entrustsslca
eyuifasecuresa
equifaxsecureehusinesscal
equifaxsecuresbusinessca?

equifaxsecureglobalebusingsscal

1

geotrusiglobalca
godaddyclass2ea
otecybertrustaca
gtecybertrustglobalea
soneraclassica

May 1, 2006 11:05:56 AM FDT
May 1, 2008 11:07:20 AM PDT
May 1, 2006 11:08:31 AM FDT
May 10, 2002 5:05:16 AM PDT
May 10, 2002 5:28:14 AM FDT
May 1, 2008 11:04:47 AM FDT
Jan @ 2003 7:13:01 AMPST

Jan @, 2003 7:13:45 AM PSET

Jan @, 2003 7:14:04 AW PST

Jan @, 2003 7:14:27 AMPST

Jan 9, 2003 71526 AM PST

Jul 18,2003 11:41:05 AM FOT
Jul 18,2003 11:43:22 AM FOT
Jul 18,2003 11:43:48 AM POT
Jul 18,2003 11:42:27 AM FDT
Jul 18,2003 11:44:48 AM POT
Jan 11, 2005 1:4517 FMPET
May 10, 2002 5:19:08 AM PDT
May 10, 2002 4:18:23 AM FDT

Mar 28, 2008 62630 AM PST
hiar M6 E 4 ihi DET

Import a Trusted Certificate into the loaded KeyStore

f  Navigate to the Manager’s certificate, select it and click Import.

Import Trusted Certificate

Look In: ||j Manager

oo | o—
M 85|

x|

] system
Ctmp

3 UninstallerData
3 upgrade

3 user

[ utilities

] webpages

D ManagerCert.cer

3 archive ik

I bin logo

3 config logs
doc Jreports
] examples [ repository
Ji18n Crules
dire 3 schema
File Mame:  |ManagerCert.cer

Files of Type: |X.5I]9 Certificate Files (*.cer;*.crt)

|v|

| Import || Cancel |

g You will see the following prompt. Click OK to see the certificate details.

Import Trusted Certificate

®

Could not establish a trust path for the certficate.
The certficate information will now be displayed after

X

which you may confirm whether or not you trust the

certificate.

The Certificate Details dialog will be displayed.

h  Click OK on the Certificate Details dialog to accept the certificate.
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Click Yes in the following dialog.
x|

|E| Do you want to accept the certificate as trusted?
|

Enter an alias for the certificate and click OK.

Trusted Certificate Entry Alias x|

Enter Alias: | |

You will see the following message when the import is successful.
x|

@ Trusted Certificate Import Successful.

Click OK.

Click File-=Save KeyStore to save the certificate in the Connector’s truststore
and exit the keytoolgui interface.
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Appendix A
Troubleshooting

The following information may help solve problems that might occur when installing or
using ArcSight Express. In some cases, the solution can be found here or in other ArcSight
Express documentation, but ArcSight Customer Support is available if you need it.

This chapter covers the following topics:

“Location of Log files for Components” on page 47
“Customizing ArcSight Express Components Further” on page 49
“Fatal Error when Running the First Boot Wizard” on page 49

“Changing the IP Address of the Appliance After Configuring it in the OS First Boot
Wizard” on page 50

“Changing the Host Name of the Appliance After Configuring it in the OS First Boot
Wizard” on page 51

If you intend to have ArcSight Customer Support guide you through a diagnostic process,
please prepare to provide specific symptoms and configuration information.

Location of Log files for Components

The log files can be found in the following location:

Log file name location Description

First Boot Wizard Logs

fbwizard.log /opt/arcsight/manager/logs/default/ Contains detailed
troubleshooting
information logged
during the steps in
"Configuring
Software
Components on
the Appliance".
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Log file name

location

Description

appliancefirstbootsetup.log

/opt/arcsight/manager/logs/

Contains brief
troubleshooting
information about
commands that ran
during the steps in
"Configuring
Software
Components on
the Appliance".

Manager Log Files

server.log

/opt/arcsight/manager/logs/default

Contains
troubleshooting
information about
the Manager
running on the
appliance

server.std.log

/opt/arcsight/manager/logs/defaul t

Contains the
stdout output of
the Manager

server.status.log

/opt/arcsight/manager/logs/default

Contains a dump of
all the MBeans, the
memory status,

thread status, etc.

CORR-ENgine Log Files

logger_server.log

/opt/arcsight/logger/current/arcsig
ht/logger/logs

Contains
troubleshooting
information about
the CORR-Engine
running on the
appliance

logger_server.out.log

/opt/arcsight/logger/current/arcsig
ht/logger/logs

CORR-Engine
stdout log file

ArcSight Web Log Files

webserver.log

/opt/arcsight/web/logs/default

Contains
troubleshooting
information about
ArcSight Web
running on the
appliance

webserver.std.log

/opt/arcsight/web/logs/default

Contains the
stdout output of
ArcSight Web

server.status.log

/opt/arcsight/web/logs/default

Manager status
moniting log file

Log file for services

arcsight_services.log

/opt/arcsight/services/logs/

Contains
information from
commands that
manage ArcSight
service processes.
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Log file name location Description

monit.log /opt/arcsight/services/monit/data/ Contains timing
information from
startup and
shutdown of
ArcSight service
processes.

Customizing ArcSight Express Components Further

The First Boot Wizard configures the software components on the appliance (ArcSight
Manager and the CORR-Engine Storage) for you. But, in the event that you would like to
customize a component further, you can follow these instructions to start the setup
program for the component:

ArcSight Manager
1 Stop the Manager if it is running:

/sbin/service arcsight_services stop manager

2 While logged in as user “arcsight”, run the following command from
/opt/arcsight/manager/bin directory:

./arcsight managersetup
3 Follow the prompts on the wizard screens.
4  Restart the Manager after the wizard completes by running:

/sbin/service arcsight_services start manager

ArcSight Web
1 Stop ArcSight Web if it is running:

/sbin/service arcsight_services stop arcsight_web

2 While logged in as user “arcsight”, run the following command from
/opt/arcsight/web/bin directory:

./arcsight webserversetup
3 Follow the prompts on the wizard screens.
4  Restart ArcSight Web after the wizard completes by running:

/sbin/service arcsight_services start arcsight_web

Fatal Error when Running the First Boot Wizard

If you encounter a fatal error while running the First Boot Wizard, the wizard will display an
error message and then exit.

To resolve this issue, try the following steps:

1 Check the Zopt/arcsight/manager/logs/fbwizard. log file to figure out
where the error occured.
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Check to make sure that the IP address for the appliance has been configured
correctly (ethO has been configured correctly) and is available (not already in use for
some other system on your network).

Restart the First Boot Wizard by running the following command from the
/opt/arcsight/manager/bin directory when logged in as user “root”:

_/arcsight appliancefirstbootsetup -boxster

The First Boot Wizard can only be rerun if it did not reach the point where it configures
the Manager.

If the steps above do not solve the issue, you will be required to revert your appliance to its
factory settings. For instructions on how to do this, see Appendix D, Restoring Factory
Settings, on page 67.

Chan%ing the IP Address of the A{)BIiance

After

onfiguring it in the OS Firs

oot Wizard

You set the IP address for the appliance when you boot the appliance for the very first time
and configure it using the OS First Boot Wizard. Once the OS First Boot Wizard has run
successfully, you will not be allowed to run it again. In case you want to change the IP
address of the appliance after running the OS First Boot Wizard successfully, follow these

steps:
- Please note, that the Manager setup command must be run when logged in
— as user “arcsight.”
Note
1 Stop all ArcSight services by running:

3

/sbin/service arcsight_services stop all

Change the IP address of the appliance in the
/etc/sysconfig/networkscripts/ifcfg-etho file.

Reboot the appliance.

Only if you had entered an IP address (instead of a host name) when setting up
the Manager in the ArcSight First Boot Wizard do the following additional steps:

4

Stop the Manager and ArcSight Web again. (They would have automatically started
upon reboot.)

To stop the Manager, run:

/sbin/service arcsight_services stop manager

To stop the ArcSight Web, run:

/sbin/service arcsight_services stop arcsight_web

Run the following to start the setup program for the Manager from
/opt/arcsight/manager/bin directory:

./arcsight managersetup

This will open the Manager’s setup wizard.
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a Enter the new IP address (that you set for your appliance in Step 2 above) in the
Manager Host Name field when prompted by the wizard.

b  Make sure to select the self-signed keypair option when prompted by the wizard
and enter the required information to generate the self-signed certificate
containing the new IP address.

6 Start the Manager by running:

/sbin/service arcsight_services start manager

7  Export the the Manager’s newly generated self-signed certificate and import it into
ArcSight Web using the keytoolgui tool. See the Administrator's Guide for details on
how to export and import a certificate. See the “Using Keytoolgui to Export a
Certificate” and “Using Keytoolgui to Import a Certificate” sections in the
“Configuration” chapter in the Administrator’s Guide available on the ArcSight
Customer Support download site for details on how to do this.

8 While logged in as user arcsight, run the following to start the setup program for
ArcSight Web from the /opt/arcsight/web/bin directory:

./arcsight websetup

a Enter the new IP address (that you set for your appliance in Step 2 above) in
Webserver Host Name field when prompted.

b  Select the self-signed keypair option when prompted by the wizard and enter the
required information to generate the self-signed certificate containing the new IP
address.

9  Start ArcSight Web by running:

/sbin/service arcsight_services start arcsight_web

10 Import the Manager’s newly generated certificate on all clients (Console and
connectors) that will be accessing the Manager. You can do so using the keytoolgui.
See the “Using Keytoolgui to Import a Certificate” section in the “Configuration”
chapter in the Administrator’s Guide available on the ArcSight Customer Support
download site for details on how to do this.

11 Test to make sure that the clients can connect to the Manager.

Changing the Host Name of the Appliance
After Configuring it in the OS First Boot Wizard

o Please note that the Manager setup command must be run when logged in as
— user “arcsight.”

Note

You set the host name for the ArcSight Express appliance when you boot the appliance for
the very first time and configure it using the First Boot Wizard. Once the OS First Boot
Wizard has run successfully, you will not be allowed to run it again. In case you want to
change the host name of the appliance after running the First Boot Wizard successfully,
follow these steps:

1 Stop all services by running:

/sbin/service arcsight_services stop all
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3

Change the host name to the new host name in the Network Administration tool on
your appliance:

a Run the graphical Network Administration tool by selecting
System->Administration->Network or entering system-config-network
at a shell prompt.

b  In the Network Configuration window, click the DNS tab.
¢ Change the host name in the Hostname textbox.
d Click File-=>Save, then exit the dialog.

Reboot the appliance.

If you had entered a host name (instead of an IP address) when configuring the Manager
in the ArcSight First Boot Wizard, then you will be required to do the following in addition
to the steps mentioned above:

4

10

Stop the Manager by running:

/sbin/service arcsight_services stop manager

Stop ArcSight Web by running:

/sbin/service arcsight_services stop arcsight_web

Run the Manager’s setup program from the /opt/arcsight/manager/bin
directory as user “arcsight”:

./arcsight managersetup

a Enter the new host name (that you set for your appliance in the steps above), in
the Manager Host Name field when prompted by the wizard.

b  Make sure to select the self-signed keypair option when prompted by the wizard
and enter the required information to generate the self-signed certificate
containing the new host name.

Start the Manager by running:
/sbin/service arcsight_services start manager

Export the the Manager's newly generated self-signed certificate and import it into
ArcSight Web using the keytoolgui tool. See the “Using Keytoolgui to Export a
Certificate” and “Using Keytoolgui to Import a Certificate” sections in the
“Configuration” chapter in the Administrator’s Guide available on the ArcSight
Customer Support download site for details on how to do this.

While logged in as user arcsight, run the following to start the setup program for
ArcSight Web from the Zopt/arcsight/web/bin directory:

./arcsight websetup
a Enter the new host name in Webserver Host Name field when prompted.

b  Select the self-signed keypair option when prompted by the wizard and enter the
required information to generate the self-signed certificate containing the new
hostname.

Start ArcSight Web by running:

/sbin/service arcsight_services start arcsight_web
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11 Import the Manager’s certificate on all clients (Console and connectors) that will be
accessing the Manager. You can do so using the keytoolgui. See the “Using Keytoolgui
to Import a Certificate” section in the “Configuration” chapter in the Administrator’s
Guide available on the ArcSight Customer Support download site for details on how to

do this.

12 Test to make sure that the clients can connect to the Manager.
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Appendix B
Default Settings for Components

This appendix gives you the default settings for each software component in ArcSight
Express v3.0. It covers the default settings for the following:

“General” on page 55

“ArcSight Manager” on page 55

You can always customize any component by running its setup program.

The following tables list the default settings for each component.

General

Setting Default Value

default password for Java keystore changeit

ArcSight Manager

ArcSight Manager uses a self-signed certificate, which gets generated for you
when you configure the appliance using the First Boot Wizard. When you log
Note into the Console for the very first time you will be prompted to accept the
Manager’s certificate. You can either click Yes in that dialog or optionally
import the Manager’s certificate manually at a later time.

The following are some of the default values that have been pre-configured in ArcSight
Manager for you:

Setting Default Value

Location of Manager /opt/arcsight/manager

Manager host name Host name or IP address of ArcSight
Express

Manager Port 8443

Manager license file Please obtain from ArcSight Customer
Support

Packages installed All system content packages

Java Heap Memory 8 GB
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Setting

Default Value

Authentication Type

Password Based

Type of certificate used self-signed
Default password for keystore password
Default password for truststore changeit

E-mail Notification

Internal SMTP server. If you want to use
an External SMTP server,

1 Stop the Manager by running the
following command:

/sbin/service arcsight_services
stop manager

2 Run the following command from the
/opt/arcsight/manager/bin
directory and set up the external SMTP
server when prompted:

./arcsight managersetup
3 Start the Manager by running:

/sbin/service arcsight_services
start manager

Sensor Asset Auto Creation

Enabled

Packages/default content installed

All system content

Manager installed as service

No

56 Arcsight Express Configuration Guide

ArcSight Confidential



Appendix C

Using the PKCS#11 Token

This appendix covers the following topics:

“What is PKCS?” on page 57

“PKCS#11 Token Support in ArcSight Express v3.0” on page 58
“An Example - Using the ActivClient CAC Card” on page 58
“Using CAC with ArcSight Console” on page 58

ArcSight ESM supports the use of a PKCS#11 token, such as the Common Access Card
(CAC), which is used for identity verification and access control. The PKCS#11 token
authentication works using the SSL client-side authentication.

PKCS#11 authentication is not supported with Radius, LDAP and Active Directory
authentication methods.

What is PKCS?

Public Key Cryptography Standards (PKCS), published by RSA Laboratories, comprises of a
group of standards used for reliable and secure public key cryptography. Public Key
Cryptography works by encrypting the data at the sender's end and decrypting it at the
receiver's end.

PKCS#11

PKCS#11, one of the PKCS standards, is an API defining a generic interface to
cryptographic tokens, software tokens and hardware tokens such as hardware security
modules and smartcards. A cryptographic token is a security device that is used to
authorize the use of the software or hardware, such as the smartcard or Common Access
Card (CAC). The credentials of the authorized user are stored on the hardware itself. ESM
uses the PKCS#11 interface provided by the Network Security Services (NSS) cryptographic
module to communicate with it (the NSS cryptographic module). The use of PKCS #11 is
an example of client-side authentication.

PKCS#12

PKCS#12, also a PKCS standard, defines a file format, the .pfx file format, which is used to
store private keys and their accompanying public key in a single encrypted file in the NSS
DB. The .pfx files are password protected. Key pairs stored in NSS DB are required to be
stored in this format. When ArcSight Web and Manager are configured to run in FIPS
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mode, their key pairs are stored in the .pfx format in their NSS DB. PKCS #12 is applicable
to server-side authentication.

PKCS#11 Token Support in ArcSight Express v3.0

ArcSight Express v3.0 supports any PKCS#11 Token vendor that supports PKCS#11 2.0 or
above. You have to make sure that:

The vendor’s driver and the PKCS#11 driver DLL are installed on the machine on which you
plan to use the PKCS#11 token.

Before you use the PKCS#11 token, make sure that you have installed the provider
software on the system where you have installed the Console or Web with which you plan
to use the PKCS#11 token. Refer to your PKCS#11 token provider’s documentation on how
to install and configure your cryptographic device.

To use a PKCS #11 token, make sure that the token’s CA’s root certificate is imported into
the Manager’s and Web's (if you plan to use CAC with Web) truststore. You also have to
map the CAC card’s CN to the External User ID in the Console.

An Example - Using the ActivClient CAC Card

Even though ArcSight Express v3.0 supports authentication through any PKCS#11 token, in
this appendix, we will discuss in detail how to use the ActivClient's Common Access Card
(CAC) as an example.

Using CAC with ArcSight Console

To use CAC with the Console:

Install the CAC Provider’s Software

Before you use the Common Access Card (CAC), make sure that you have installed its
software on the system where you have installed the Console with which you plan to use
CAC. Refer to your CAC provider’s documentation on how to install and configure it.

Map a User’s External ID in the Manager to the CAC’s Subject
CN

You are required to map the Common Name (CN) on the CAC to a User’s External ID on the
Manager. This allows the Manager to know which of its user is being represented by the
identity stored in the CAC card.

The CAC card contains three types of certificate, Signature, Encryption and 1D
= certificates. Only ID certificate is supported.

Note

1 Obtain the Subject CN from the CAC card.

a Insert the CAC card into the reader if not already inserted.
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b  Start the ActivClient Software by clicking Start->Activldentity->ActivClient-
>User Console.

")
User Console ActivePerl 5.8.8 Bulld 822 4 @ &dvanced Configuration Manager
Yfahoo! * i Advanced Diagnostics
Advanced Configura
6‘5 Manager 4 Yahoo! Mail &3 PIM Change Tool
CMN.com Deskkop Alerter 4 4 PIN Initislization Tool

All Programs B

Google Talk @ Troubleshooting

Gmail Motifisr | User Console |

CleantMyPC Fegistry Cleaner

@
@
iz
@
@
M
]
]

2 start

¢ Double-click My Certificates in the following screen:

@ ActivClient - [BEEDGEN.CHRISTIAN.1160134298's Smart Card]

Eile Edt Yiew Tools Help

QA A R O [- Q@

« o Tasks - x| m
My Certificates Tasks .
@ Wiew my certificates Smart Card My Personal
Infa Infa
@ Import a certificate
My Personal Info Task .

D “Wigw my personal info

d Double click ID Certificate in the following screen:

@ ActivClient - My Certificates [BEEDGEN.CHRISTIAN.1160134298's Smart Card]

] File Edit ‘ew Tools Help

QA =G T Q0

® 9 Tasks - %

My Certificate Tasks - 4% 4?

[ Yiew this certificate Signature Encryption
Certificate Certificate
¥ elete this certificate
@ Import a certificate
@ Export this certificate. .,
Temporatily disable the default certificate auta...

Smart Card Tasks -
%‘ Change my smart card PIN
[F5 show my smart card info
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e Click on the Advanced tab and copy the contents in the Common name text box.
You will have to copy it by hand on to a sheet of paper. Using the context menu to
copy is not supported.

@ ActivClient - My Certificate [BEEDGEN. CHRISTIAN. 1160134298's Smart Card]

File Edt Wew Tools Help

QA A R=- L4 T @@

« » Tasks [(Eropenies | Advanced |
My Certificate Tasks . =
& Export this certificate... ';/) Certificate
Make this certificate available to Windows
Wersion: | V.3
Smart Card Tasks -
4% Change my smart card PIN Serial number: | 0681

’3 Show my smat card info Signature algorithm: | shalwithRSAEncuption

lssuer: | CM=DOD JITC CA-15,0U=PKI.OU=DaD.0=U1.5
Walid fram: | 03/27/2007
Walid bor | 03/26/2010

Subject
Common name: | BEEDGEM.CHRISTIAN. 1160134299

Organizational unit; | DeD
Organization: | 1.5, Government
Country: | ()5
Publickey: |sE82 9CDO0 DE74 AEG? CFEC COS6 3F20
919D F439 474D CCOY B5AY 3434 16DZ
Help Tasks . 3274 DEDA EEA4 F4DE E8FF 2812 EFTE

G ek haln an sine hie cafhuara mcm oo mern mmen meen ma e meoe

2 In ArcSight Console, map the User’s External ID to the CAC card CN:

a In the Console, double-click the user whose External ID you want to map to the
CAC card common name. This will open the Inspect/Edit pane for that user.

b  Enter the CN you obtained in the previous step into the External User ID field
and click Apply.

Obtain the CAC’s Certificate

PKCS#11 Token authentication is based on SSL client-side authentication. In the case of
the Common Access Card, the key pair for the client (the CAC device) is stored within the
card itself.

Option 1:

You can obtain the CAC card’s certificate signer’s root CA certificate from the PKI
administrator.

or
Option 2:

You can export the CAC card’s certificate from its keystore and then extract the root CA
certificate from this certificate.

The steps to extract the CAC card’s certificate from the card are:

1 Insert the CAC card into the reader if not already inserted.
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2  Start the ActivClient Software by clicking Start->Activldentity->ActivClient-
>User Console.

")
User Console ActivePerl 5.8.8 Bulld 822 4 @ Advanced Configuration Manager
) Yfahoo! * i Advanced Diagnostics
- Advanced Configural
@‘-'4 Manager 4 & Yahoo! Mail &3 PIM Change Tool .
CMN.com Deskkop Alerter 4 4 PIN Initislization Tool

All p »
rograms Google Talk @ Traoubleshoaoting

Gmail Motifisr | User Console |

1 5 ¥
:y Start = CleantyPC Registry Cleansr

3 Double click My Certificates in the following screen:

@ ActivClient - [BEEDGEN.CHRISTIAN.1160134298's Smart Card]

Eile Edt Yiew Tools Help

QA A R O [- Q@

4 © Tasks m @
My Certificates Tasks "
lﬁ Wiew my certificates Smart Card My Personal
& Infa Infa

My Personal Info Task "
D “Wigw my personal info

4 Double click ID Certificate in the following screen:

@ ActivClient - My Certificates [BEEDGEN.CHRISTIAN. 1160134298's Smart Card]

Fle Edit Wew Tools Help

QA A =0 - Q@

et B P P
My Certificate Tasks .
(S view this certificats Signature  Encryption  [EEREEEE
® Certificate  Certificate

&7 Export this certificate. ..
Tempoararily disable the default certificate auta. ..

Smart Card Tasks -
%‘ Change my smart card PIN
[# Show my smart card info

5 Click Export this certificate... in the following screen:

@ ActivClient - My Certificate [BEEDGEN.CHRISTIAN.1160134298's Smart Card]

: File Edit  ¥ew Tools Help

QAU NP - Q0

- Tasks

{Fropetties | advanced |

My Cettificate Tasks -

Make this certificate available to Windows
lssuedto:  BEEDGEN.CHRISTIAN 1160134298

Smart Card Tasks -
&,f' Change my smart card PIN lssued by: | CM=00D JITC CA-15.0U=PK].0U=DaD 0=l 5. Govern
[#% Show my smart card info Valid hom: | 03/27/2007 tor | 0372672010

Ermail:
Purpose: | <Al

Friendly name: 1D Certificate

o & mrivate ke Bhat sarssnands b thio rartifinaba is

6 Enter a name for the certificate in the File name box and navigate to a location on
your machine where you want to export it to and click Save.
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7 You will see the following status:

- | ,) The certificate has been exported successfully.

8 Exit the ActivClient window.

Extract the Root CA Certificate From the CAC Certificate you
Exported

This step is required because you are required to import the CAC card certificate signer’s
CA root certificate into the Manager’s nssdb and ArcSight Web’s webnssdb (if planning to
use CAC with ArcSight Web).

1 Double-click the CAC's certificate that you exported. The Certificate interface will open.

2 Click the Certification Path tab and select the root certificate as shown in the
example below:

Certificate |E| El

General | Details CertiF\cationPath|

Certification path

[Et]oon airc ca-is
BEEDGEN. CHRISTIAN. 1160134295

Wiew Certificate

Certificate stakus:

The issuer of this certificate could not be found,

3 Click View Certificate.
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4 Click the Details tab and click Copy to File...

Certificate @g|

General | Detalls | Certification Path

show: | [ETES v
Field Walue e
[Flversion v
[Eserial number 06 81
[Flsignature algorithrm shalRSA

Issuer D00 JITC CA-15, PKI, Dal, U, .
[Fvalid from Monday, March 26, 2007 5:00...
Evaid o Friday, March 25, 2010 4:59:5...
[Fsubject BEEDGEN. CHRISTIAN, 116013, ,
[Elpublic key RSA (1024 Bits) v
Copy ko Fle...

5 The Certificate Export Wizard will open. Follow the prompts in the wizard screens and
accept all the defaults.

6 Enter a name for the CAC root CA certificate file when prompted and continue with the
wizard by accepting all the defaults. The certificate gets exported to the same location
as the CAC certificate from which you extracted it.

7  Exit the Certificate dialog.

Import the CAC Card’s Root CA Certificate into the Manager’s

Truststore

You are required to import the CAC card’s root CA certificate into the Manager’s
<ARCSIGHT_HOME=>/config/jetty/truststore directory. For details on how to do this, see
the Administrator’s Guide for ArcSight Express v3.0.

Select Authentication Option in Manager Setup

Make sure that the authentication on the Manager is set to Password Based or SSL
Client Based Authentication or SSL Client Only Authentication on the Manager.

1 The authentication option you select on the Manager has to match the
H authentication option on ArcSight Web.

Caution So, if you plan to use PKCS#11 token with ArcSight Web, keep in mind that
ArcSight Web does not support the SSL Client Only Authentication
method. So, make sure you select Password Based or SSL Client Based
Authentication option.

To set the authentication option on the Manager:

1 Stop the Manager by running the following command on the ArcSight Express
Appliance:

/sbin/service arcsight_services stop manager
2 Run the following command from the Zopt/arcsight/manager/bin directory:
./arcsight managersetup

3 Select Password Based or SSL Client Based Authentication or SSL Client Only
Authentication in the following screen.
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ArcSight Manager Configuration Wizard _ |EI|5|

C'Oﬂflg ure Please select a method for authenticating users with ArcSight Manager,

™ Password Based Authentication

= Password Based and 550 Client Based Authentication

# Password Based or S5L Client Based Authenticatior:

= 55L Client Only Authentication

- Cancel | < Previous | Mext = I

4 Complete the setup by following the prompts in the next few screens.
5 Start the Manager by running:
/sbin/service arcsight_services start manager

Select Authentication Option in Console Setup

The authentication option on the Console should match the authentication option that you
set on the Manager. Run the Console setup program and either confirm or change the
authentication on the Console to match that of the Manager. To do so:

1 Stop the Console if it is running.
2 Run the Console’s setup program from the Console’s bin directory:
arcsight consolesetup

3 Follow the prompts in the wizard screens by accepting all the defaults until you get to
the screen for the authentication option shown in the next step.

4 Select the authentication that you selected for the Manager in the following screen.
CE0X

Please choose the authentication canfiguration to match the settings on ArcSight
Manager. If unsure, select the First option,

ArcSight Console Configuration Wizard

Configure

() Passward Based Authentication

() Password Based and 531 Client Based Authentication

(%) Passward Based or 55U Client Based Authenticatior:

(7 551 Client Only Authenkicatian

< Previous ] [ Mext =

64 ArcSight Express Configuration Guide ArcSight Confidential



C Using the PKCS#11 Token

5 Follow the prompts in the next few screens by accepting the defaults.

6 Select PKCS #11 Token option in the following screen.

ArcSight Console Configuration Wizard |:| |:|r5__<|

Co ﬂflg ure Select client keystore type:

() Client key Store

A_r—CSIg_hE [ < Previous H Mext = ]

7  Enter the path or browse to the PKCS #11 library as shown in the following
screenshot:

ArcSight Console Configuration Wizard |:||:| rs__<|

C'Onflg ure Flease enter the location of PRCS#11 library.

PKCS#11 Library [3wSisystem32iacpkes211.di 1]

A_r—CSIg_hE [ < Previous ][ Mexk =

By default, the PKCS #11 library is located in:
C:\windows\system32\acpkcs211.dll.

8 Complete the setup program by accepting all the defaults.
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Logging in to the Console Using CAC

When you start the Console, you will see the following screen:

ArcSight Console 4.5.1.5926.0

ArCS"ghT%:_ P[ease log in

0.
— e e s uEERVEA AT RS

User I | |

Password | |

Manager | w |

[ togn ][ Prcsetilogn | [ camcsl |

You have the option to log in using one of the following methods:

m  Username and password combination
m  PKCS#11 Login

If you selected the PKCS #11 Login option to log in, you will see the following dialog
requesting you to enter the PIN number of your ActivClient card. Enter the PIN number for
your CAC card in the PIN text box.

ActivClient Login

Actividentity

ActivClient

Please enter vour PIN.

PIN I |

L K ][ Cancel ]
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Appendix D

Restoring Factory Settings

ArcSight Express can be restored to its original factory settings using the built-in Acronis
True Image software.

Factory reset deletes all event and configuration data

L Restoring ArcSight Express to factory settings will permanently delete all event
Caution data and configuration settings.

To restore ArcSight Express to its original factory settings, perform these steps:
1 Attach a keyboard, monitor, and mouse directly to the ArcSight Express system.

2 Reboot ArcSight Express from the GUI. Click System=>Shutdown=>Restart and then
click the Start Reboot Now button. You can also reboot using the command line
interface.

3 When the following screen appears, press any key.
Fress any key to enter the menu

|Boot ing Enterprise (2.6.9-89.0.6.0.1.ELsmp) in 2 seconds...[]

4 Use the mouse or arrow keys to select System Restore and press Enter.
5 Click Acronis True Image Server to continue.

6 Inthe Acronis True Image Echo Server dialog box, select Recovery from the
Pick a Task list and press Enter.

7 When the Restore Data Wizard starts, click Next to continue.

8 On the Backup Archive Selection page, select Acronis Secure Zone and click
Next.

9 On the Restoration Type Selection page, select Restore disks or partitions and
click Next.
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10

11

12

13

14

15

16

17

18
19

20

On the Partition or Disk to Restore page, select the entire drive, labeled
cciss/c0dO and click Next.

On the Restoration Type Selection page, select Restore disks or partitions and
click Next.

On the NT Signature selection for image restoration page, select Generate
new NT signature and click Next.

On the Restored Hard disk Location page, select the cciss/c0dO drive to restore
and click Next.

On the Non-empty Destination Hard Disk Drive page, select Yes, | want to
delete all the partitions on the destination hard drive before restoring and
click Next.

On the Next Selection page, select No, 1 do not and click Next (there are no other
partitions or disks to restore).

Validating the archive before restoring is optional. On the Restoration Options
page:

a Select Validate backup archive for the data restoration process if you want
to validate before resetting the appliance,

Or

Select Reboot the computer automatically after the restoration is
finished if you want to reboot the appliance automatically.

b  Click Next.

Review the checklist of operations to be performed and click Proceed to begin the
restore process. Click Back to revisit previous pages and make changes as required.

I Do not interrupt or power-down the ArcSight Express appliance during the
H restore process. Interrupting the restore process can force the system
Caution 1NtO a state from which it cannot recover.

Progress bars show the status of the current operation and the total progress.
When you see a message indicating that the data was restored successfully, click OK.

If you specified automatic reboot in Step 16, the appliance reboots when the restore is
complete. Otherwise, reboot the appliance manually.

Follow the instructions and complete the First Boot Wizard. Refer to Chapter 2,
Configuring the ArcSight Express v3.0 Appliance, on page 11 for details.
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