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Legal Notices

Warranty

The only warranties for HP products and services are set forth in the express warranty statements accompanying such products
and services. Nothing herein should be construed as constituting an additional warranty. HP shall not be liable for technical or
editorial errors or omissions contained herein.

The information contained herein is subject to change without notice.

The network information used in the examples in this document (including IP addresses and hostnames) is for illustration
purposes only.

HP ArcSight products are highly flexible and function as you configure them. The accessibility, integrity, and confidentiality of
your data is your responsibility. Implement a comprehensive security strategy and follow good security practices.

This document is confidential.

Restricted Rights Legend

Confidential computer software. Valid license from HP required for possession, use or copying. Consistent with FAR 12.211
and 12.212, Commercial Computer Software, Computer Software Documentation, and Technical Data for Commercial ltems
are licensed to the U.S. Government under vendor's standard commercial license.

Copyright Notice

© Copyright 2015 Hewlett-Packard Development Company, L.P.

Follow this link to see a complete statement of copyrights and acknowledgements:
http://www.hpenterprisesecurity.com/copyright

Support

Contact Information

Phone Alist of phone numbers is available on the HP ArcSight Technical Support
Page: https://softwaresupport.hp.com/documents/10180/14684/esp-support-
contact-list

Support Web Site https://softwaresupport.hp.com

Protect 724 Community https://protect724.hp.com
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HP ArcSight Forwarding Connector Release Notes

ArcSight Forwarding Connector Release Notes

These release notes provide information for the current release of the ArcSight Forwarding Connector.

ArcSight ESM Forwarding Connector

The ArcSight ESM Forwarding Connector can receive events from a source ESM Manager and then
send them to a secondary destination ESM Manager, a non-ESM location (such as HP Operations
Manager), or to an ArcSight Logger.

In general, Forwarding Connectors support the last two ESM versions. Refer to the ESM Support
Matrix for details.

What's New in the ArcSight Forwarding Connector

Support for McAfee ePolicy Orchestrator as a destination is no longer available starting with this
release.

To Apply This Release

The installation executables are:
« ArcSight-7.1.3.7495.0-SuperConnector-Linux64.bin
« ArcSight-7.1.3.7495.0-SuperConnector-Win64.exe

Download and install the appropriate executable for your platform from the HP SSO site at
http://softwaresupport.hp.com. Use the executable included with your ESM or HP integration release.
The Linux executable serves all the Linux and Unix platforms and the Windows executable serves all
the Windows platforms on which the agent is to be installed.

Refer to the ESM Release Notes for details about what Forwarding Connector executables and
features apply to your version of ESM.
Note: The Forwarding Connector version number is specific to the Forwarding Connector
component, and is not the same as the version number of the product with which it is released.

Check the ESM release notes for Forwarding Connector features and upgrade paths supported for
your version of ESM.
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Resolved_lIssues

There are no resolved issues at this time.
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Known Issues

Number Description

NGS-8926 If

there is a Forwarding Connector running between a source Manager and
any destination

and
a correlation event occurs on the source Manager
then

the Forwarding Connector will forward the correlation event and its
associated correlated events to the destination. However, the
EventAnnotationFlags=correlated field will not be populated for the
correlated events in the source Manager's database.

As aresult, if there is any correlation content on the source Manager
looking for the value EventAnnotationFlags=correlated, the content will
not be matched or triggered.

NGS-12407 Annotation flag indicating 'forwarded' may not get set when forwarding
events from ESM 6.8.

NGS-12742 Event ID may appear as negative when using three or more forwarding
connectors to a single destination. ESM forwarding information and Event
ID are stored together as one value, and the negative number can be
considered expected.

NGS-13253 GUI agent setup must be used to add or modify fifth destination.

CON-14754 When Forwarding Connector is re-registered with the same destination, a
new hierarchy is created with the original connector’'s name as a folder.
The connector name in the folder hierarchy displays in numerics.

CON-14748 When Forwarding Connector is installed by a specific user, it cannot be
accessed by other users. This causes a user mismatch and an error
displays saying:

“The uninstallation could not complete due to an error.”
Workaround:

The same user who installs should be performing other operations.

CON-15410 Unable to import FIPS certificate for into Super Connector NSSDB on

tOS 6. E 11 SP3.
CON-15411 CentOS 6.5 and SUSE 11 SP3
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Number Description
CON-12107 The certificate auto-import feature does not work for FIPS Suite B.
Workaround:

The certificate must be manually imported for FIPS Suite B installations.
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Send Documentation Feedback

If you have comments about this document, you can contact the documentation team by email. If an
email client is configured on this system, click the link above and an email window opens with the
following information in the subject line:

Feedback on HP ArcSight Forwarding Connector Release Notes (Forwarding Connector
7.1.3.7495.0)

Just add your feedback to the email and click send.

If no email client is available, copy the information above to a new message in a web mail client, and
send your feedback to arc-doc@hp.com.

We appreciate your feedback!
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