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MalWare Beacon Overview

Malware has evolved over the years into sophisticated code that incorporates error detection,
stealth capabilities, as well as distributed command and control capabilities. While security
vendors constantly search for methods to identify and detect malware before it can infect a
system, there is always the threat that a newer, more sophisticated method will bypass initial
detection. One of the biggest threats facing customers is the unknown sleeper agent awaiting
instructions from a master controller to execute its payload.

In order for this command and control structure to work, there must be some form of
communication that occurs between the zombie system(s) and the master controller. The
regular checking in of a zombie with its master controller (MC) is commonly referred to as
Malware Beaconing. The purpose of this ArcSight Use Case is to document methods the
ArcSight Enterprise Security Manager (ESM) correlation engine can assist security analysts in
detecting these Malware Beacons.

Beacon Traffic Types
As with malware payloads themselves, beacon communications has grown more sophisticated.
Initial beacons were designed to let the MC know the zombie was up and active. This could be
achieved with simple beacons that had the following characteristics:

e Single UDP / TCP packet

e Setinterval when the beacon occurs (hourly, daily, etc.)

e Small packet size — generally carried only identifying information

Now with increased sophistication, malware communications have evolved to incorporate
additional capabilities designed to make them harder to detect:

e Full two-way communication (TCP) over common well-known ports (ie: 80, 443)

e Adherence to protocol RFCs to escape packet anomaly detection (ie: full HTTP
GET requests and HTML delivery)

¢ Randomized time intervals for communication
e Heartbeat with version updating of malware code

With the communications now looking more and more like every day traffic, what detection
methods are available to help combat this threat?

© 2009 ArcSight, Inc. Page 2 2/17/2010
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ArcSight Solutions and Malware Beacon Detection

ArcSight solutions provide abilities that assist analysts in detecting and responding to malware
beacon events. The following capabilities outline embedded technologies in the ArcSight
product lines:

ESM Asset Modeling

ArcSight Administrators can classify assets based on importance to business operations. Asset
criticality rankings are used by the Threat Priority Formula to determine overall incident priority.
While this is one of the strongest capabilities of ArcSight, it is also one that is usually not setup
to its full potential.

The first basic step to detecting any external = ) ] -
threat |S tO knOW What,s yOUrS ArCSIght | Assets | Zones | Networks Categories | yulnerabilities || Locations
categorization provides a simple label that & 77 I

Shared

5 Al fsset Categories
B &l Asset Categories

.ﬁ% Archet Asset Categories
[ a ArcSight Solutions

can be applied to all assets within the
organization regardless of asset priority and
use. That label is the “Site Asset
Categories\Address Space\Protected” tag:

& Wireless - Public

The first step of correlation can now be defined with a simple condition:

Any communication from a Protected Labeled asset to anywhere else.

! @ Source Asset ID InGroup("/All Asset Categories/Site Asset Categories/Address Spaces Protected,™)
=-d=mnNoT
—ﬂ Assetls

:..@ Destination Asset ID InGroup{" /Al Asset Categories/Site Asset Categories/Address Spaces/Protected)™)

IP Geo-spatial Location

ArcSight ESM includes publicly licensed geo-spatial information for IP addresses. This allows
security analysts to prioritize events based on a source/destination’s physical location. If traffic
at your site wouldn’t normally include traffic to foreign countries, then certainly any traffic
detected to a foreign country would become suspect. You also have the ability to identify
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countries you deem more suspect than others (see Active List Technologies below) or IP
Address ranges of international business partners you wish to exclude.

Active List Technologies

The ability to check information against a static or dynamic list of entries if another key capability
of ArcSight ESM. For example, we may wish to isolate our search to only a list of ports that are
commonly open for outbound traffic through a firewall (such as 80 and 443), or as noted above,

we may have a list of foreign countries where any traffic seen would create a much higher
priority incident.

You may also wish to import information from third-party security threat intelligence
subscriptions or use the US CERT Watchlist to monitor for any signs of activity going to known-

bad sites.

| [3] Untitled Active Charinel |

Mame: US CERT Watchlist
Last Update: 11 Jan 2010 15:04:47:540 EST

Filter: No Filter

@ US CERT Watchlist Details

17 shown [ 17 matd]

Required Event Feeds

The key advantage here is that you now
have a dynamic list and if that list were to
contain known MC sites, then any system

Watch IP 4 | Creation Time Last Modified Time Count Communlcatlng Wlth that site Is now hlghly
128.134.0.18 17 Aug 2009 23:43:34:00... |18 Aug 2009 00:20:58:00... (2 H H H
128.134.0.47 17 Aug 2009 23:43:34:00... |18 Aug 2009 00:20:58:00... (2 | SuspeCt Of haVIng a malware InfeCtlon'
128.134.0.101 17 Aug 2009 23:43:34:00.., |18 Aug 2009 00:20:58:00... |2

128.134.0.107 17 Aug 2009 23:43:34:00.., |18 Aug 2009 00:20:58:00... |2

128.134.0.119 17 Aug 2009 23:43:34:00.., |18 Aug 2009 00:20:58:00... |2

128.134.0.128 17 Aug 2009 23:43:34:00... |18 Aug 2009 00:20:58:00... (2

165.158.10.68 17 Aug 2009 23:43:34:00... |18 Aug 2009 00:20:58:00... 2

169.158.10.69 17 Aug 2009 23:43:34:00... |18 Aug 2009 00:20:58:00... (2

1569.158.10,198 17 Aug 2009 23:43:34:00.., |18 Aug 2009 00:20:58:00... |2

169.158.10.220 17 Aug 2009 23:43:34:00.., |18 Aug 2009 00:20:58:00... |2

192.91.101.27 17 Aug 2009 23:43:34:00... |18 Aug 2009 00:20:58:00... (2

192.91.101.69 17 Aug 2009 23:43:34:00... |18 Aug 2009 00:20:58:00... (2

193.189.122.15 17 Aug 2009 23:43:34:00... |18 Aug 2009 00:20:58:00... (2

193.189.122.20 17 Aug 2009 23:43:34:00.., |18 Aug 2009 00:20:58:00... |2

202.98.195.27 17 Aug 2009 23:43:34:00.., |18 Aug 2009 00:20:58:00... |2

202.98.196.68 17 Aug 2009 23: 00... |18 Aug 2009 00:20:58:00... {2

202.98.190.69 17 Aug 2009 23:43:34:00... (18 Aug 2009 00:20:58:00... |2

Ensuring the right information is being captured for analysis is another important step in the
detection of any threat. For malware beacons, we will focus on the egress points to the Internet.
There are several requirements that must be fulfilled in order to properly evaluate the
information for potential beaconing. The more of this information that can be gathered, the
better our detection model will operate:

e Source and Destination IP address and port information
e # of bytes transferred out

e # of packets transmitted in the session

e Protocol type (UDP or TCP)

© 2009 ArcSight, Inc.

Page 4

2/17/2010



ArcSight | Prepared By: John Bradshaw

There are three likely event source candidates that may provide some, or all, of the information:

e Network traffic flows (ie: NetFlow)

e Firewalls

e Network Intrusion Detection/Prevention Systems (NIDS/NIPS)

ArcSight and NetFlow

For the purposes of this paper, we will be
using Cisco NetFlow events to discuss
content creation and capabilities.
Depending on the event information
available, you will be able to create all, or a
subset, of these capabilities in your ESM
solution. ArcSight currently supports Cisco
NetFlow v5 and v9. These event feeds
contain all the relevant information listed
above:

Event Details | Annotations | P2
=
H:Name

|Beaconing System 1|

Value |

Event

Name

Cisco MetFlow Event

Manager Receipt Time

11 Jan 2010 13:45:08:368 EST

Transport Protocol

[Tce

Bytes In

30

Bytes Out

30

Device

Device Vendor

CISCO

Device Product

Cisco NetFlow

Attacker

Attacker Address

105.83.206.249

Attacker Port

1437

Target

Target Address

63.196.215.205

Target Port

80

Variables

Minute

OrderofMagnitude

Device Custom

Device Custom Mumber 1.in_pkts

Device Custom Mumber2.out_pkts

=tFlow |Custom MNumber 3. tos

Device Custom String 1.nexthop

Device Custom String2.src_as

Device Custom String3.dst_as

Device Custom String4.src_mask

Device Custom String5.dst_mask

Device Custom Stringd.icmp_type

Using ArcSight Correlation To Increase Beacon

Detection Probability

Now that we've classified what systems we’re protecting and what event information will be
helpful in beacon detection, we can now start defining scenarios that indicate possible
beaconing activity. Remember, our assumption at this point is that traditional malware detection
mechanisms (host-based IDS, anti-virus and NIDS/NIPS) missed the malware installing itself on
the target system and it is now operating as the attacker planned.

The way we’re going to assist security analysts in identifying beaconing zombies is by an
increasing threat profile based on patterns of activity we might expect to see from a beaconing

© 2009 ArcSight, Inc.
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system. We will never reach 100% positive identification, but certain patterns of activity are far
more suggestive of beacon traffic than others. Let’s discuss some possibilities.

Traffic to Foreign Countries
What if you saw activity from one of your systems described as follows:

e Single packet transfer

e Well-known port (ie: 80, 443, 53)
e Destination is to a foreign country
e Occurred during off-hours

Would you say the likelihood of this being a beacon is very high? This scenario is very easy to
detect in ArcSight as follows:

Event Inspector | [#] Rule:Beacon Detected - High Pr... | P Field Set:Beaconing System

| Attributes | Conditions | Aggregation | Actions | Variables | Notes|
{} & 10 != @ rit=s @ Ass=ts @ vulnerabiities [ Active Lists M 3¢

Edit | Summary|

&1 or

.- HourDfDay >= 20

..@ HourDfDay <=5
@ Destination Geo Country Code =13
-4 Destination Geo Country Code Is MNOT MULL
-4 Destination Geo Country Code 1= -
-4 Device Custom Numberl = 1
I% InActiveList{"/all Active Lists/Personal fadmin's Active Lizts/Beaconing Detection/WellKnown Ports")
i=-B= NOT
¢ L. Type = Correlation
:_%j a Assets
... Source Asset ID InGroup(”/All Asset Cateqaries/Site Asset Categories/Address Spaces/Protected)”)
= NOT
—ﬂ Assets

i@ Destination Asset ID InGroup("/all Asset Categories/Site Asset Categories/Address Spaces/Protected)™)

This rule states: Correlate any single-packet transfer over a well-known port between the
hours of 8:00PM and 5:00AM from a protected system to a system outside of our protection and
outside of the United States.

© 2009 ArcSight, Inc. Page 6 2/17/2010
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Traffic to Destination on Watch List
What if you saw activity from one of your systems described as follows:

e Low # of packet transfers

e Low # of bytes transferred

e Well-known port (ie: 80, 443, 53)

e Destination is to an IP or subnet on one of your watch lists
e QOccurring anytime of the day

What are the odds that this traffic is a beacon for malware (or at the very least something that
merits additional investigation). Again, ArcSight Active Lists and asset categorization help us
quickly isolate this pattern of activity:

Attributes | Conditions | Aggregation | Actions | Variables | Notes |
{} & 11 != @ riters @ 2= @ vuin : @ x

Edit | Summary |

[=-4 ¥ eventl

=& AND

bt @ InActivelist("fall Active Lists/Personalfadmin's Active Lists/Beaconing Detection,\Welknown Ports™)
=-B=noT
L@ Type = Correlation
—@ Assets
@ Source Asset ID InGroup("/all Asset Categories,Site Asset Categories/Address Spaces Protected,™)
== NOT

+H Assets
- -- InActivelist("/all Active Lists/Personalfadmin's Active Lists/Beaconing Detection/Suspicious Countries™)
-~ Bytes Out <= 500
- Device Custom Numberl <=4

This rule states: Correlate any traffic where the number of packets is four or less with less
than 501 bytes transferred out and where the source is a protected asset and the destination is
to one of the countries on my suspicious watch list.

© 2009 ArcSight, Inc. Page 7 2/17/2010
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Putting It All Together

Once we’ve mapped out the various correlation rules that define patterns of activity that could
be beaconing and we’ve assigned a relative priority to each pattern, we can then begin
construction of an appropriate dashboard that will visually display this information as it happens.

The following dashboard illustrates ArcSight’s ability to alert on potential beaconing systems

[ ArcSight Consoll 4.5.1.6214.3 [demo40:admin.ast] Trial license. Customer: arst_se, Expiration date: 2010/02/01 B[R]
Tods System Helo

afixeexs ajivouplanmjies JioainFlmm jiisopppRARnwssa@aB]is ]

2 I (st stem and Information Integrty SD) I
|| [ Login Actwity by Department | [] Logn Actity byRole | [ Role Volations || (] Escalated Threat - Maliious |
escor [ JuniitedAciveChamel | [USCERT | E

B EEEEREEE EREETE]

\
(202.98.196.27, 198.20.0.0-21.—. (210.51.48.156, 198.20.0.0-21... (62240.36.26, 62.0.0.0-62.255... (62.32.53.220, 62.0.0.0-62.255—.|
@ o !1_) @ non @ o @ vor
,77:000.95 o

<l m
178 161271081366 - 1/11 19,53:36:493 l--lv
ast 10
Name ddress [Source Zone Name Dest Destination Zone Nams Destinaton Port
Beacon Detected -High Probabilty | 16.16.18.18__| ARMY NATIONAL GUARD B... | 202.98.196.27 | 198.20.0,0213,255.255,255 | 41968
y 01| AFIWC KELLY AFBTEXAS | 128,134, DISA KOREA 3531
y USHC_QUANTICO R A T
y USHC_QUANTICO 198,41 63.0.0.0-76,255.255, 255 (BRIN) | 4168
USHC_QUANTICO 240.5 62.0.0.0-62.255.255. 55 RIFE... | 41368
y USHC_QUANTICO 3.189.122.16 | 192.169.0,0-1%6.255.255.255__| 41968
y USHC_QUANTICO 25320 62.0.0.0-62.255.255. 255 RIPE... | 41968
i 18| AFIWC KELLY_AFB_TEXAS | 80.231.136.220 | 77.0.0.0-95.255.255. 255 RIPE... | 41968
y 119 | NASA_AMES RESEARCH_CE... | 169,158.10.68 | 128.0.0.0-169.253.255.255 3131
y 25| TRANSPORTATION COMMAND | §0.231,136.220 | 77.0.0.0:85.255.255.255 (RIPE. | 41568

[T - |

Detected

(128.134.0.101, DISA_KOREA) (128.134.0.107, DISA_KOREA) (126.134.0.119, DISA_KOREA) (128.134.0.128, DISA_KOREA) )»
@ o gl_) @ non @ o gl) @ vor

(128.154.0.17,DISA_KORER) (128.1340.18, DISA_KOREA) (126:134.0.27, DISA_KORGA)
o @ rioh
.14.14.128, GIA_PUBLIC. (14.14.14.15, CIA_PUBLIC_WE.. (15.15.15.101, TRAUSPORTATL..
N C L) . mqn
i

=

o i TR T e i

H

] L il )

TR s ke, Bl | v

Last State Data Monitors

ArcSight Last State Data Monitors analyze incoming event data and populate the dashboard
with status mappings based on event field values. For example, the overall priority of the
correlated beacon detection event is used to map the criticality symbol in the monitor:

© 2009 ArcSight, Inc. Page 8 2/17/2010
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e -
<L Define Status Map
Statuses | Mapping
Title: | Critical|
Image: | symbols-exclamation.png
Add
@
4 Medium
\‘ Low

Event Graph Data Monitor

There is nothing that catches the eye more
than an event graph as it starts to populate
with relevant information. The event graph
setup for this dashboard maps the source IP
address, target port and target IP address of
any potential beaconing system and its MC.

© 2009 ArcSight, Inc. Page 9

Red represents high-probability of
beaconing malware, yellow represents a
medium probability and green the lowest
probability. Based on the patterns of activity
discussed earlier, analysts can set the data
monitor to prioritize detection probability
rankings based on their site’s environment.
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Worked Example: Malware in an MSSP

The following is an illustration of the above concepts being put into practice, when malware was
detected by an ArcSight ESM installation during a five-day Proof-of-Concept at a large MSSP in
Europe. This example illustrates how Pattern Discovery can detect such activity, even with short
timescales and minimal configuration.

Defining the Pattern Boundaries

As the customer had well-defined security policies, it was possible to use Outbound Firewall
Denies as an initial filter for selecting events for pattern discovery. This is on the basis that
legitimate outbound traffic should pass through established proxies or ports, and hence
outbound traffic which is dropped by the firewalls is likely to be due to misconfigurations or
illegitimate traffic. Once this has been passed, our attention can then turn to legitimate traffic.

Attributes | Actionsl Jobsl Notesl

Discover patterns having at least 2 elements and observed at least 5 times, Use events between $how - 3h and $Mow and filker events using the Internal ko External Firewall Traffic filker,
Use the event fields [Target Port] when searching for patterns,

= Profile
# Mame Firewall Traffic - Friday Morning
# Minimurn Pattern Length z
# Minirnurn Patbern Occurrences 5
% Start Time $Mow - 3h
# End Time $Mow
[ Events
# Event Fields E Target Port:
#* Source <,!=,3 Source Address
# Target 2, Destination Address
# Reskrict by Filker Internal bo External Firewsall Traffic

Within this filter, and a sample 3-hour data set, Pattern Discovery is instructed to identify
instances of failed attempts by an internal IP to access an external IP, on the same combination
of ports each time. The precise ports and IPs are not specified — this is for Pattern Discovery to
identify.

Running the Analysis

=11

Support = 53 Pattern Discovery takes a snapshot of the filtered events, runs an
I analysis, and then returns the results of identified patterns, displayed as a
W flowchart. As can be seen, it has detected nine instances of systems
i attempting and failing to contact an outside IP address using ports
Support=19 80,443, and of these, five attempted to use 80,443, and then a third port.
J’ Double-clicking this graph brings up a detailed analysis of the pattern.
Support=5

© 2009 ArcSight, Inc. Page 10 2/17/2010
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In this screen, we can see the Source and

Destination IPs of that pattern, for each

occurrence. The Source IP is always the same,
but the Destination IP is very different. This
suggests a single attacker, and that this is likely

to be malware.

Pattern Discovery also details the time-spread of

the events for each individual sequence, and

can give a statistical breakdown of the

sequences as a whole. For example, how often
the Attacker attempts port 80 first, against how
often it uses port 443 first. Pattern Discovery
does not require events to be in the same order

each time

This is all more clearly illustrated as an event

graph, as seen here.

© 2009 ArcSight, Inc.
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ElItems

Abbr, Target Port

EO

E1 443

EZ a0

El snapshot: [Fireveall Traffic - Friday Mornin. . j

[=l Transactions

Fattern observed in 5 bransactions,

Source Address Diestination Address
172.16.10.5 72.54.242.35
172.16.10.5 209,160,22,157
172.16.10.5 59.43.144,173
172.16.10.5 67.19.96.173
172.16.10.5 66,118,228,30
ElTime Spread
Average 1 secondis)
Deviation 0 second(s)
Mlin 0 second(s)
Max 1 secand{s)
160.22.157
7.19.96.178
80
66.118.228.30
17216105
69.43.144.173
NULL
72.54.24235
443




ArcSight | Prepared By: John Bradshaw

Investigating the Attacker

With the attacker identified, it is then possible to right-click the IP Address and investigate all
activity originating from that IP address, including traffic passed successfully by the firewall, OS
activity, IDS alerts, Netflow traffic,and so on.

Firewall Status | [+] Stonegate 2 Cutbound Traffic by Address 1 (£ Event Graph Investigate |
[ 2] Active Channel: Event Graph Investigate 2 Total Events: 3,351 — |

Radar =

#[End Tme ¢ 4 1|name ¢ Attacker Address 3| Target address & | Target Port { Targst Host Name Target Geo Ci Priority | Device wendor & Device Froduct + r
24 Oct 2008 10:41:16 65T _|drop 172.16.10.5 [66.207.240.126 29916 ip-85-207-240-126., dyn Juxdsl.pt.lu = 3 ‘Check Paint VPN & FireWalk-1 |
24 Oct 2008 10:41:15 BST _|accept 172.16.10.5 192.168,11.67 0 [@ma o checkPaint VPR & FireWall-1 =
24 Oct 2008 10:41:15 BST _|accept 172,16.10.5 192.166.11.67 2 |@ma ) checkPaint VPR % FireWall 1
24 Oct 2008 10:41:14 B5T | drop 172,16.10.5 52.226.136.76 |l6602 0226136076, ads, aliceds]. de |— I —] VPR-1 & FirgWalk 1
24 Oct 2008 10:41:14 ST |drop 172.16.10.5 P0.171.227.67  |z2099 ip70-171-227-57 tc ph. cox.net & Check Paint VPR & FireWall-1
24 Oct 2008 10:41:13 65T _|drop 172.16.10.5 [22z6.136.76  |16602 0226136076 adsl. dliceds!.de B (& checkPaint VPR & Firetiall-1
24 Oct 2008 10:41:13 B5T | drop 172,16.10.5 |7_u‘ 171.227.57 22099 ip70-171-227-57 tc ph. cox.net (&) check Faint VPR & Firgwall-1
24 Oct 2008 10:41:09 ST _|drop 172.16.10.5 B8.207.240.126 29918 ip-88-207-240-126., dyn Juxdsl.pt. o = 3 ‘Check Painit VPR & FireWall-1
24 Oct 2008 10:41:08 BST _|accept 172.16.10.5 192.185.11.67 8080 B [ @mE— checkPoint VPR & Firetitall-1
24 Oct 2008 10 BST _|accept 172,16.10.5 1521661167 8080 O @ checkFaint VPI-1 & FirgWalk-1
24 Oct 2008 10 BST |accept 172.16.10.5 152.166.11.67 8060 2 [@ma o checkFoint VPN & FireWalk 1
24 Oct 2008 10:40:47 BST _|accept 172.16.10.5 192.188.11.67 8080 B8 [ @mE— checkPaint VPR & Firetiall-1
24 Oct 2008 10:40:47 BST _|accept 172,16.10.5 192.166.11.67 }su_au =2 |@macheckPant VPR & Firgwall 1
24 Oct 2008 10:40:47 BST |accent 172.16.10.5 192.168.11.67 800 B (mmwa vcheckFoint VPR & FireWalk 1

It is also possible to use Event Graphs to gain an insight into the full scale of the malware’s
activity. The ‘nest’ on the top right are the individual denied attempts to access external systems
by the malware.

Cl m}
o721k g2 28 et [
wmekan ]

ki
g ol ssafansa[ ] siefazas
anj 7242 13 @ w;fmmﬁm ws&m\g
2
EX

03

MF
223,
vt g i ™
O o188 129,18 5L 172 o v By LT 1 .
o2 e HD;; e S
& S S et . [ adhaa— O smp‘
] e |

o]
ety U B, [l FTM,&WEWWWM
s

. i
wa el LTy e b i
mnawmgﬁawmm o> I o [T ‘%D y
e e e et Ry S A
11381 615882406 52 S ANE T Wl £ A sz
T RS e ey

T casig [
el S L T

s I |

=

e <

=
o ]
s i A otz e L]
& g A\ B0 562 pa &3
[ e ) o N o e S i S
v g e T
< Bammn / \ : 4 Ty
Lk G e T,
P Pt N il g 120 120 170 o0
o /sl g6 116 kamwhmgﬂ
rs o i
469 43 148 18077 657 20, T] i D
eV
O serumng, U] salsommnsins Tl e, O
St il T e S e, .
P s e < Y
saagazfa: eg 2 250 71l g
sz oy P 7 SO e s
4 - 5
[P s gy gy e o s
L i ez 1 sz
0007 | 1952 st 195250 171 62
—p——r

17218105

b

NULL] 19525017 8¢
>
O et UL 8811822830
AL ¥
fu jaragaira
NULL | 9822281 265
UL e e 173 .

O wowwjzrenzrer
NUL 7254205

© 2009 ArcSight, Inc. Page 12 2/17/2010




ArcSight | Prepared By: John Bradshaw

This can also be portrayed geographically on dashboards, or on Google Earth, to understand
any geopolitical context to the activity.

5 Google Farth R ]
Be B vew Pos s tee ) )

aw, ta
4 % Arcsigh Goage tegrtor
= € emwcrary paces
+ B9 arcsigrt oo biegrator

185 56.183

¥ Layer
= [ % primary Database
4 O i Geomrabic Web
= rosae
4 D % suivtngs
O streetview
4 [ P Borders sndLabeis

& Cldr Gaery
¥ D@ cowsswaemess
& B F puces of intsrest
o OO mere

[ reersin

Clean-up

This malware was traced by the security team to a Security Analyst’s laptop, running in the main
office. Given this took place in a major European MSSP, which was the dominant provider of
managed security services to Financial Institutions in their country, this was an alarming breach.
Prior to the ESM POC, they were unaware of the malware’s existence, and did not know how
long it had been in place, or whether it had succeeded in exporting data out of the organization.

This company has since become an ArcSight ESM customer.
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Solution Overview

Malware is constantly being evolved by hackers in an effort to evade detection by anti-virus and
intrusion detection systems. Security Analysts require tools that will allow them to detect
patterns of activity that can be associated with communications methods used by malware to
control the code’s operations.

ArcSight’s state of the art correlation engine provides methods that can define these patterns of

activity, prioritize them and visually display them in a manner that allows analysts to take
meaningful actions in the course of their investigation.
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