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Documentation Updates

The title page of this document contains the following identifying information:

¢ Software Version number, which indicates the software version.

+ Document Release Date, which changes each time the document is updated.

o Software Release Date, which indicates the release date of this version of the software.

To check for recent updates or to verify that you are using the most recent edition of a document, go
to:

http://h20230.www2.hp.com/selfsolve/manuals

This site requires that you register for an HP Passport and sign in. To register for an HP Passport
ID, goto:

http://h20229.www2.hp.com/passport-registration.htmi
Or click the New users - please register link on the HP Passport login page.

You will also receive updated or new editions if you subscribe to the appropriate product support
service. Contact your HP sales representative for details.
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Support

Visit the HP Software Support Online web site at:
http://www.hp.com/go/hpsoftwaresupport

This web site provides contact information and details about the products, services, and support
that HP Software offers.

HP Software online support provides customer self-solve capabilities. It provides a fast and
efficient way to access interactive technical support tools needed to manage your business. As a
valued support customer, you can benefit by using the support web site to:

o Search for knowledge documents of interest

o Submit and track support cases and enhancement requests
o Download software patches

« Manage support contracts

e Look up HP support contacts

¢ Review information about available services

¢ Enterinto discussions with other software customers

o Research and register for software training

Most of the support areas require that you register as an HP Passport user and sign in. Many also
require a support contract. To register for an HP Passport ID, go to:

http://h20229.www2.hp.com/passport-registration.htmi
To find more information about access levels, go to:

http://h20230.www2.hp.com/new_access_levels.jsp
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Welcome to This Guide

Welcome to HP ArcSight EnterpriseView User Guide. This guide provides you with information
about all of the operational aspects of EnterpriseView.

This guide is intended for all EnterpriseView users.
This guide includes the following chapters:

"About ArcSight EnterpriseView" (on page 9)

"Asset Profiling" (on page 10)

"Policy and Compliance" (on page 24)

"Risk Modeling" (on page 56)

"Vulnerability Management" (on page 76)

"Dashboards and Reports" (on page 94)

"Job Management" (on page 128)
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Chapter 2

About ArcSight EnterpriseView

HP ArcSight EnterpriseView is a framework that enables Chief Information Officers (CIOs) and
Chief Information Security Officers (CI1SOs) to analyze security risk information in a business
context and prioritize actions to minimize that risk. By tying IT risk and compliance information to
business services EnterpriseView ensures alignment with management objectives. EnterpriseView
bridges the gap between IT operations and the security office by interconnecting and consolidating
business processes across the organization and establishing a rational basis for decision making.
EnterpriseView incorporates a holistic, enterprise approach, streamlining and integrating risk,
compliance, threat and vulnerability information and providing a business context to executives.
EnterpriseView anticipates threats and provides continuous monitoring, by regularly updating and
testing security related functions.

EnterpriseView includes the following features:

« Policy and Compliance Management. In addition to auditing, this module includes out-of-the-
box polices, such as Unified Compliance Framework (UCF) enabling "audit once - comply with
many" functionality, a policy builder for creating customized policies, and Statement of
Applicability (SoA) capability.

¢ Risk Modeling. Using the flexible and expandable threat library, you can define threat
scenarios for the assets in your organization's business model and specify impact and
probability to calculate their risk.

o Vulnerability Management. This module collects vulnerabilities from vulnerability assessment
tools, removes duplicates, assigns them to assets, and prioritizes them accordingly, allowing
the user to manage the remediation process.

« Asset Management. Assets are the building blocks of the business model, which is the
foundation for all core EnterpriseView functionality. The business model depicts the entire
organization from high-level business assets to low-level IT assets, on which policy, risk, and
vulnerability operations are performed.You can create the business model by synchronizing
EnterpriseView with an external asset repository or by creating it using the Assets module.

« Dashboards and Reports. Includes both out-of-the-box sophisticated executive dashboards,
such as the Risk Register and reports, as well as the ability to create your own customized
dashboards and reports.
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Chapter 3

Asset Profiling

In EnterpriseView an asset is an entity that represents a physical or logical resource in the system.
For example, assets can represent hardware, software,services, or business units.

Assets are the building blocks of the business model. They are organized into a hierarchical format
based on the dependencies in your organization’s IT environment. The EnterpriseView business
model depicts the entire IT environment, from the highest level of the organization (such as an
office location or a line of business) to the lowest level (such as a software application). Each entity
in the EnterpriseView business model is an asset. For more information on building a business
model, see "How to Build a Business Model in EnterpriseView" (on page 13).

The business model is the foundation for all core EnterpriseView functionality. Using a business
model, risk and regulation compliance (policies) can be assessed effectively, providing "apply
once—affect all" capabilities. Policies can be applied to top level assets and trickled down to all
lower level assets that belong to that hierarchy. Conversely, risk assessments and policy audits
can be performed on lower level assets and then trickled up and aggregated to top level assets,
providing a business centric analysis of security risk and policy compliance. Data analysis,
scorecards, and reports can be viewed on all asset levels, providing stakeholders in an organization
with direct access to data that is relevant to their specific role.

There are many different types of assets, which are divided into categories. For more
information,see "Manage Asset Types" (on page 11).
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Manage Asset Types
EnterpriseView includes the following asset categories:

« Organization: includes only one asset type—Organization. The Organization is the starting
point of the business model. EnterpriseView includes a predefined Organization asset.

o Location: Includes types such as Country, City, and Building.

o Business: A business reference or a line of business, such as online banking.

¢ IP: Includes only one of asset type—IP Address.

¢ Infrastructure Elements: Includes hardware, such as a computer (network entity) or a printer.
« Running Software: Includes software applications, such as a mail server or a database.

Each of these categories includes various predefined asset types. In addition to the asset types
that are provided by EnterpriseView, you can add new asset types to any category, except the
Organization category, which includes only one Organization asset.

You can also edit or delete an asset type.

Note: If you delete an asset type or change an asset type name in the Configuration module,
then these changes affect only new assets; they are not automatically reflected in existing
assets in the business model. Asset types that appear in the business model after being
changed or deleted in the Configuration module, are displayed with a question mark icon.

To add an asset type

1. In EnterpriseView, click Administration > Configuration.
2. Inthe Configuration module, in the left pane, click Asset Management > Asset Type
Categories, and then click the asset category to which you want to add an asset type.

3. Intheright pane, click the Add configuration to configuration se button, and then do
the following:
= Inthe Type box, enter the internal name of the asset type.

= Inthe Label box, enter the display name of the asset type.
= From the Icon drop-down list, select the image for the asset type icon.

4. Save and apply the configuration changes. For more information, see the Save and Apply
Configuration Changes section in the ArcSight EnterpriseView Deployment Guide.

To edit an asset type

1. In EnterpriseView, click the Configuration tab.

2. Inthe Configuration module, in the left pane, click Asset Management > Asset Type
Categories, and then click the asset category to which the asset type that you want to edit
belongs.

3. Inthe right pane, make the required changes for the asset type that you want to change.
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4. Save and apply the configuration changes. For more information, see the Save and Apply
Configuration Changes section in the ArcSight EnterpriseView Deployment Guide.

To delete an asset type
1. In EnterpriseView, click the Configuration tab.

2. Inthe Configuration module, in the left pane, click Asset Management > Asset Type
Categories, and then click the asset category from which you want to delete an asset type.

w

In the right pane, click the asset type that you want to delete, and then click the Remove
configuration from the configuration set button.

4. Save and apply the configuration changes. For more information, see the Save and Apply
Configuration Changes section in the ArcSight EnterpriseView Deployment Guide.
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How to Build a Business Model in EnterpriseView
There are two ways to build a business model in EnterpriseView:

« Import: you can synchronize EnterpriseView with the external asset repository that is the
primary asset management system in your organization.

o Locally: you can use EnterpriseView as the primary asset management system of your
organization and build a business model within EnterpriseView.

To import a business model

1. Follow the instructions in the Synchronize Assets with External Asset Repository section in
the ArcSight EnterpriseView Deployment Guide.

2. During the first import, all imported assets are saved as Unattached. Follow the instructions in
"Connect an Asset to Business Model" (on page 15). Repeat this process until all imported
assets are connected to the business model.

Creating the business model from imported assets is a one-time task. After the business
model is created, each subsequent synchronization automatically updates the business model
for all existing assets, and only newly introduced assets are saved as unattached.

To build a local business model

1. Review the predefined asset types.
a. InEnterpriseView, click Administration > Configuration.

b. Onthe Configuration window, click Asset Management > Asset Type Categories.

c. Review the asset types for all categories to see whether they reflect the asset types
required by your organization's business model.

d. If required, add asset types, as described in "Manage Asset Types" (on page 11).

2. Create the business model.
a. InEnterpriseView, click Assets > Asset Profiling.

b. Onthe Asset Profiling window, click the New tab. The predefined My organization asset
icon is displayed in the graph area.

c. Click the My organization asset, and enter a Name and Description in the right pane.

d. Follow the instructions in "Create an Asset" (on page 14) to add assets to the business
model.
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Create an Asset

When you create a new asset in EnterpriseView you must also connect it to the business model.

To create an asset

1. In EnterpriseView, click Assets > Asset Profiling, and then, on the left pane, click the New
tab.

2. Do one of the following:

= From the left pane, drag the asset type that you want to create and connect to the business
model and drop it on the containing asset in the graph area.

Example:

To create a city asset under the My organization asset, drag the City asset from the
left pane and drop it on the My organization asset in the graph area. The following
business model is created:

s
Iy organization

]

City

= Inthe left pane, select the asset that you want to create and connect to the business model.
In the business model, select the containing asset to which you want to connect the new

asset, and then click the Create and Connect button.

3. Intheright pane, enter the properties for the asset that you just created, and then click Save.
For a detailed description on asset properties, see "Asset Properties" (on page 19).

Page 14 of 129 HP ArcSight EnterpriseView (1.0)



ArcSight EnterpriseView User Guide
Chapter 3: Asset Profiling

Connect an Asset to Business Model

You can connect assets, both attached and unattached, to the business model. There are two
scenarios in which assets are saved as unattached in EnterpriseView:

o Assets are saved as unattached the first time that they are imported from an external asset
repository. After the business model is created, each subsequent synchronization automatically
updates the business model for all existing assets, and only newly introduced assets are saved
as unattached.

o Assets that have been disconnected from the business model.

To connect an asset to the business model

1. In EnterpriseView, click Assets > Asset Profiling, and then, on the left pane, click the
Unattached tab.

2. Do one of the following:
= Inthe left pane, from the list of Unattached assets, select the asset that you want to
connect to the business model. In the business model select the containing asset to which

you want to connect the unattached asset, and then click the Connect button.

= From the left pane, drag the asset that you want to connect to the business model, and drop
it on the containing asset to which you want to connect in the graph area.

You can also search for the asset that you want to connect, as described in "Search for an
Asset" (on page 16).
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Search for an Asset
You can search for a name or a partial name of any asset.

To search for an asset

1. In EnterpriseView, click Assets > Asset Profiling, and then, on the left pane, click the
Search tab.

2. Inthe Search asset name box, enter the asset name or a partial asset name, and then press
ENTER.

The search results are displayed in the left pane. The two immediate containing assets are
displayed next to each asset that is found.

EC2

ECZ2-Comp-1

ECZ2-Comp-2
ECZ-Comp-3
ECZ2-Comp-4
EC2-Comp-5
EC2-Comp-6
ECZ-Comp-8

Page 16 of 129 HP ArcSight EnterpriseView (1.0)



ArcSight EnterpriseView User Guide
Chapter 3: Asset Profiling

Disconnect an Asset from the Business Model

When you disconnect an asset from the business model, the relation between the asset and its
containing (parent) asset is deleted. Only relations that have been created within EnterpriseView
can be deleted. The asset itself is not deleted; it is saved as Unattached. (If the asset has more
than one containing asset, then it remains in the business model.) If you disconnect an asset that
contains other assets, then that asset and its contained assets remain intact.

Disconnected assets can be reconnected to the business model at any time.

To disconnect an asset from the business model
1. InEnterpriseView, click Assets > Asset Profiling.

2. Search for the asset that you want to disconnect, as described in "Search for an Asset" (on
page 16) or, on the left pane, click the Organization tab and do one of the following:
= Expand the business model tree in the left pane to locate the asset that you want to

disconnect by clicking the IEI button.

= Expand the business model graph to locate the asset that you want to disconnect by double-
clicking the assets in the graph.
3. Click the asset that you want to disconnect, and then click the Disconnect IE‘ button.
A confirmation message is displayed. Click Yes to confirm this action.

The disconnected asset can be viewed in the Unattached tab in the left pane.
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Delete an Asset

You can delete only assets created in EnterpriseView. In order to preserve the integrity of the
business model, assets imported from an external asset repository cannot be deleted directly from
EnterpriseView; they must be deleted in the system from which they originated. When the business
model is next synchronized, the change will be displayed in EnterpriseView.

To delete an asset

1. In EnterpriseView, click Assets > Asset Profiling.

2. Search for the asset that you want to delete, as described in "Search for an Asset" (on page 16)
or on the left pane, click the Organization tab and do one of the following:
= Expand the business model graph to locate the asset that you want to delete by double
clicking the assets in the graph.

= Expand the business model tree in the left pane to locate the asset that you want to delete
by clicking the IEI button.

3. Click the asset that you want to delete and then click the Delete button, or select the asset
in the graph and press DELETE.

A confirmation message is displayed. Confirm this action by clicking Yes.
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Asset Properties

The following table describes all of the properties for each asset category.

Asset Properties

Category Property Description
General Name The name of the asset. It is displayed in the business model's
graphic view along with the asset type icon.
(mandatory)
Description Additional information about the asset.
Type The asset type.
Source The source name for the Organization asset is System.
The source name for assets created in EnterpriseView is empty.
For assets imported from an external asset repository, the source
name is the same as the connector name defined in the
Configuration module.
Owner The person in the organization responsible for the asset and who is
contacted in situations requiring manual intervention.
Location Latitude Geographical coordinates of the asset's location.
Longitude Geographical coordinates of the asset's location.
Address Street address of the asset.
ZIP Code Asset location ZIP code.
City City of the asset.
State State of the asset.
Country Country of the asset.
Criticality Level A numeric index, between 0 and 10, indicating the severity of a
potential catastrophe and the probability of its occurrence.
The default criticality level of all assets is 1.
The Criticality Level of an asset affects the weight of its scores
when policy assessment aggregation and risk aggregation are
done. For more information, see "Weights and Criticality Level"
(on page 55) and "Risk Score Aggregation Mechanism" (on page
75).
Business Criticality Level See description above.
Value A numeric, monetary value.
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Category Property Description
Infrastructure OS Name The operating system that is installed on the infrastructure
Element element.
OS Version The version of the operating system that is installed on the
infrastructure element.
Running Application The name of the application.
Software Name
Application The version of the application.
Version
IP DNS Name The server name as defined in the network DNS.
MAC Address The server MAC address.
IP Address The server IP address.
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Asset Profiling Window

The Asset Profiling window allows you to create and maintain your organization's business
model. The different areas and the functionality available in each is described in the following

sections.
Left Pane Graph Area Properties Pane
Organization Unattached Search Mew [ Tree o) o o Properties
2 . S Name #| My organization
¥ [/ My organization
> & EC2 w2
> LA Source
Nm Owner Q,
EET Description
©
My grganization
@ [ [ [
EC2 SF NY LA
Save Cancel
|
|
Graph Qverview
Graph Area
Ul Element Description
<Graph Layout> You can display the business model in one of the following layouts:
o Tree tree-structured graph
o Circular interconnected ring and star topology
« Incremental highlights the direction or flow within the graph
« Organic based on a force-directed layout paradigm
« Balloon positions the sub-trees of a node in a radial fashion around that node
+ Generic Tree
) Optimize Layout
Refreshes the layout of the business model in the graph.
Fit to Window
Resizes and displays the entire business model in the Graph Area.
o 0l | Zoom in/zoom out business model.
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Left Pane
Ul Element Description
Organization tab The Organization tab displays the EnterpriseView business model.

IE‘ Disconnect

Clicking this button deletes the relation between the asset and its containing
(parent) asset. If the contained asset has only one containing asset, then the asset
is disconnected from the business model. The asset itself is not deleted; it is saved
as Unattached. If you disconnect an asset that contains other assets, then the
disconnected branch and its relations remain intact.

You can delete only relations created in EnterpriseView.

Delete

Deletes the selected asset.

You can delete only assets created in EnterpriseView. In order to preserve the
integrity of the business model, assets imported from an external asset repository
cannot be deleted directly from EnterpriseView; they must be deleted in the system
from which they originated. When the business model is next synchronized, the
change will be displayed in EnterpriseView.

Unattached tab The Unattached tab includes assets that have either been imported from an
external asset repository and have not been connected to the business model or
any asset that has been disconnected from the business model.

Connect

Connects the asset that you have selected from the list of assets in the left pane to
the asset selected in the business model.

Available in the Unattached tab and in the Organization tab.

Search tab You can search for a name or a partial name of any asset in EnterpriseView,
connected to the business model or unattached.

New tab Displays all of the asset types according to categories. When you create a new
asset in EnterpriseView you also connect it to the business model.

Create and Connect
Creates a new asset according to the type that you have selected in the left pane
and connects it to the selected asset in the model.

o Refresh
Refreshes the business model to display any changes that might have occurred
due to synchronization with an external asset repository.

Available in all tabs.

Properties Pane
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Ul Element Description

<Asset properties> | See "Asset Properties" (on page 19)

Save Click to save any changes that you have made to the asset properties.

Cancel Click to cancel any changes that you have made to the asset properties.

Graph Overview

When the business model is expanded to a larger size than the graph area, you can navigate it by
clicking and dragging in the Graph Overview area.
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Policy and Compliance

Organizations must fulfill a set of legal, statutory, regulatory, and contractual requirements in order
to satisfy their trading partners, contractors, service providers and socio-cultural environment.
These requirements are bound in policies. EnterpriseView provides a set of integrated components
that create a complete security policy compliance management framework. The following
components comprise the stages of policy management:

o Policy creation and library

The EnterpriseView policy library includes out-of-the-box policies, such as NIST800-53 and PCI
PSS v2.0, as well as a Unified Compliance Framework (UCF) policy. UCF contains a
comprehensive set of IT regulatory compliance controls compiled from hundreds of industry
standard polices such as CobiT, NIST ,and ISO/IEC 27001, allowing you to assess once and
comply with many. For more information, see "About Unified Compliance Framework" (on page

26).

EnterpriseView Policy Builder includes a highly configurable policy template for defining in-
house policies, as described in "How to Create a Policy" (on page 28). The policy template can
be easily simplified or enhanced. It can be configured to include basic control definitions, blocks
of text for emulating the different parts of traditional industry standard policy books (such as
sections and chapters on various levels) or it can be more comprehensive, including parameters
such as auditing attributes (for example: priority, GRC designation, type, and purpose).

Control maturity and compliance acceptance levels are derived from the maturity and
compliance score ranges, defined, and can be edited in the Policy Builder. For more information,
see "Configure Policy Settings" (on page 27).

¢ Policy Mapping

EnterpriseView policy mapping capability allows you to perform policy compliance assessments
on assets for a single policy and create compliance reports for multiple policies, saving you the
effort of assessing the compliance for each policy to which your organization is obligated.

o Setting Statements of Applicability (SoA)

The SoA identifies the controls chosen for the assets in the organization. The SoA is derived
from the output of the risk assessment and directly relates the selected controls back to the
original risks they are intended to mitigate. Both industry standard and in-house controls can be
applied, as described in "Set Statement of Applicability" (on page 32). Applied controls are
trickled down to lower-level assets and can be viewed at any point on the business model
hierarchy, but can also be overridden for specific assets. Controls that are not applicable are
also defined, complying with industry best practices.

¢ Auditing

EnterpriseView allows you to assess policy compliance and control maturity for all assets that
comprise your organization's business model, as described in "Audit Assets" (on page 33).
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EnterpriseView applies a Control Maturity Model, which is aligned primarily with the widely
adopted Capability Maturity Model (CMM), in order to benchmark IT processes, performance,
and capability, performed via the Policy Assessment module. The Control Maturity Model is
implemented by a scoring method that is based on five factors that make up the overall control
score. This scoring method results in a higher level of quality in the deployment of a security
control on an asset. For more information, see "P5 Control Maturity Model Guidelines" (on page

49).

The policy assessment module also supports control audit annotation and attachments.

o Assessment Aggregation

Policy audits can be performed on lower-level assets and then trickled up and aggregated to top-
level assets, providing a business centric analysis of security risk and policy compliance. For
more information, see "Control Scores Aggregation Mechanism" (on page 50). Assessments
can also be overridden for specific assets, as described in "Restore Aggregated Scores" (on

page 34).
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About Unified Compliance Framework

Unified Compliance Framework (UCF) is an industry-vetted compliance database that includes a
comprehensive set of IT regulatory compliance controls from hundreds authority documents, such
as CobiT, NIST ,and ISO/IEC 27001. UCF eliminates overlapping controls and bridges the gaps
between the different authority documents, providing you with a harmonized list of controls.

In EnterpriseView, UCF is portrayed as a single policy, allowing you to assess one policy while
complying with the many policies to which your organization is obligated.

The structure of the UCF policy in EnterpriseView is a simplified version of the original framework,
which includes main security categories containing a flat list of controls. The controls are grouped
according to main security categories (known as Impact Zones in UCF) and include their control ID.

¥ 00597 Leadership and high level objectives (75/75)
00598 Analyze organizational objectives, functions, and activities
00602 Establish and maintain a standard for assurance and impact levels for each information type
04783 Ensure the distinguishability factor is taken into account before establishing information impact levels.
04784 Ensure the potential aggregation of restricted data fields is taken into account before establishing information impact levels.
04785 Ensure the context of use for data orinformation is taken into account before establishing the information impact levels.

04736 Ensure the organization's obligation to protect data or information is taken into account before establishing information impact levels.

04787 Ensure the accessibility to and location of the data or information is taken into account before establishing information impact levels

The following table includes the mapping between EnterpriseView policy elements and their
corresponding elements in UCF.

EnterpriseView UCF Additional Information
Policy Authority In the original framework, every control includes Citations. Each
Document citation includes a reference to an authority document that has this

control or a similar, corresponding control.

In EnterpriseView, UCF is represented as a policy entity. The
various authority documents, such as CobiT, NIST ,and ISO/IEC
27001, are not represented as standalone policies. Instead, they are
used to filter controls when creating the Statement of Applicability,
as described in "Set Statement of Applicability" (on page 32) and for
reporting purposes.

Main Security Impact Zone UCF includes impact zones, such as:
Category o Leadership and High Level objectives
o Audit and Risk Management

¢ Product Design and Development

¢ Acquisition of Technology

¢ Operational Management

e Human Resources Management

¢ Records Management

e Technical Security
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EnterpriseView UCF Additional Information

o Physical Security

¢ Systems Continuity

¢ Monitoring and Reporting
e Privacy

o System Hardening Through Configuration Management

Control Text Control In some cases when a Control Statement does not exist, then the
Statement control text reflects the Policy Statement.
Title Control Title

Configure Policy Settings

You can configure the control maturity and control compliance score range via the Policy Settings
dialog box.

To define maturity and compliance score ranges
1. In EnterpriseView, click Policy and Compliance > Policy Builder, and then, on the upper
right side of the left pane, click the Policy Settings button.
2. Onthe Policy Settings dialog box, click one of the following:
= Maturity Score Ranges
= Compliance Score Ranges

3. Drag the slider to define the ranges for maturity or compliance score, and then click Save.
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How to Create a Policy

EnterpriseView includes the Unified Compliance Framework, as described in "About Unified
Compliance Framework" (on page 26). You can also create your own policies. When you create a
new policy, you can decide on the complexity of its format and you can configure the control
template to suit the needs of your organization, as well as the specific policy. Creating the policy is
atwo-step process:

1. Create the policy and configuring the policy template. It is recommended that you plan the
policy template in advance. However, the template can be modified at any time.

2. Add content to the policy.

After you have created a new policy, if you want to begin working with the policy, you need to
activate it, as described in "Activate a Policy" (on page 29).

You can fully modify policies that you created in EnterpriseView. For out-of-the-box policies or
imported policies, you can modify the control template and add guidelines to controls, but you
cannot modify the content of the policy.

To create a new policy and configure the policy template
1. In EnterpriseView, click Policy and Compliance > Policy Builder.
2. Onthe Policy Builder page, click Create Policy.
3. Onthe Settings page, do the following, and then click Save or Save and Activate:
a. Inthe Policy Name box, enter a name for the policy that you are creating.
b. Inthe Policy Description box, enter a description for the policy.

c. Inthe Control Template area, select the attributes relevant for this policy according to the
information available in the "Settings Tab" (on page 40).

To add content to the policy

1. In EnterpriseView, click Policy and Compliance > Policy Builder.

2. Onthe Policy Builder page, in the left pane, click the Content tab. In the left pane, from the
policy drop-down list, select the policy to which you want to add content.

3. Add a Main Security Category. For more information on policy attributes, see "Settings Tab"

¥
(on page 40)). In the left pane, click the New Main Security Category button, in the right
pane, enter the following information, and then click Save:

= Paragraph Number: Can be any alphanumeric string, up to 255 characters
= Title: Of the security category
= Text: Any additional text explaining this security category

4. Add more security category levels, if required.

a. Inthe left pane, click the security category to which you want to add another level, and then
click the New Security Category button.
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5.

6.

b. Inthe right pane, enter the required information, as described in the previous step. Click
Save.

Add controls to the security categories, as required.
a. Inthe left pane, click the security category to which you want to add the control, and then

*
click the New Control button.

b. Inthe left pane, enter control information, as described in "Settings Tab" (on page 40).
Click Save.

Repeat steps 3 through 5 to complete the policy content.

Activate a Policy

You must activate a policy before you can start working with it. Policies that you do not activate are
not displayed in any of the pages that belong to the Policy and Compliance module, except for the
Policy Builder.

There are two ways to activate a policy:

Via the Settings tab of a specific policy. This option is recommended when you want to create a
policy and immediately activate it.

Via the Policy Administration dialog box. This option is recommended for managing the state
of all the policies in EnterpriseView.

To activate a policy via the Settings tab

1.

2.
3.

If you have not just created the policy, click Policy and Compliance > Policy Builder and
from the top left pane, select the policy that you want to activate.

Click the Settings tab, and then select the Activate Policy check box.
Click Save.

To activate a policy via the Policy Administration dialog box

1.
2.
3.

In EnterpriseView, click Policy and Compliance > Policy Builder.
On the top right side, click Administration.

On the Policy Administration dialog box, select the check boxes of the policies that you want
to work with.

If you selected the Unified Compliance Framework check box, then from the Available
Authority Documents list, click the authority document that you want to view, and then click

the Add IEI button. Repeat this for all required authority documents. To remove an authority
document, click the authority document from the Selected Authority Documents list, and then

click the Remove IE' button.
Click OK.
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Import a Policy

You can import policies in XML format from your local computer into EnterpriseView. The XML file
must match the XML Schema Definition (XSD), which you can find in the following location:

<server_URL>/redcat/content/policy.xsd

Note:
o The paragraph numbers of all the policy elements in the XML must be unique.

e Policy names in EnterpriseView are unique; you cannot import a policy that already exists.

To import a policy
1. In EnterpriseView, click Policy and Compliance > Policy Builder, and then click Import
Policy.

2. Onthe Select file to upload by dialog box, navigate to the location of the file, select the file,
and then click Open.

3. Afterthe policy is imported, you are prompted to activate the policy.
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Delete a Policy

Note: You cannot restore a deleted policy.
If you delete a policy that includes controls that are already assigned to an asset, whether the
control is applied to the asset or not, then the assignment and any related assessment, is deleted.
If you delete a policy that is mapped to another policy, then these mappings are deleted, as well.
To delete a policy

1. In EnterpriseView, click Policy and Compliance > Policy Builder.

2. Inthe left pane, from the policy list, select the policy that you want to delete, and then, on the

top right-hand side, in the Policy Toolbar, click the Delete Policy button.

3. A confirmation message is displayed. Click OK to confirm this action.
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Set Statement of Applicability

You can apply controls to assets, which will be assessed during the auditing phase. Once applied,
controls are automatically trickled down to all lower-level (contained) assets. You can override
these settings and reapply controls to the lower-level assets.

Note: After an asset has entered the assessment process (meaning that at least one control

that is applied to the asset is already assessed for a specific policy), then none of the controls
that are applied to this asset can be removed. However, controls that are not applied to this

asset can be applied at any time.

To comply with industry best practices, it is recommended that you explicitly identify controls that
are not applicable to the asset.

To apply controls to assets

1.

In EnterpriseView, click Policy and Compliance > Statement of Applicability.

2. Onthe Statement of Applicability page, in the left pane, in the Organization tab, expand the

business model tree and locate the asset for which you want to set applicability. You can also
search for an asset, as described in "Search for an Asset" (on page 16).

In the Unassigned Controls pane, from the policy drop-down list, select the required policy.

All of the controls that belong to this policy but have not yet been assigned to the asset that you
have selected are displayed below the policy. The controls are grouped according to their

security category (click |E| next to the security category to expand and display the controls).
The number of unassigned controls in the security category is displayed. For example, (12/12)
means that 12 out of 12 controls that belong to the security category are not yet assigned to the
asset that you have selected.

If you select the Unified Compliance Framework policy, then you can filter the results
according to a specific authority document or policy in EnterpriseView. For more information,
see "About Unified Compliance Framework" (on page 26). Enter the name of the authority
document in the Filter by authority document box. The results are filtered accordingly.

From the list of controls, do the following:

a. Drag the controls that you want to apply to the asset to the Applied to Asset area. You
can drag an entire security category or a main security category.

b. Drag the controls that are not applied to the asset to the Not Applied to Asset area.

c. Drag controls or security categories between the Applied to Asset area and the Not
Applied to Asset area, as needed.

The controls that you applied to the asset are automatically applied to all the assets that are
contained in the asset. All controls that inherit their applicability from their containing asset are

marked with the Inherited from: <asset> "= |icon. If you decide that a policy, a control, ora
set of controls are no longer relevant to an asset, then you can return the controls to the
Unassigned Controls pane. The controls are removed from all contained assets.
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You can override these settings and reapply controls to any asset, as described in the following
procedure.
To override control applicability

1. In EnterpriseView, click Policy and Compliance > Statement of Applicability.

2. Onthe Statement of Applicability page, in the left pane, in the Organization tab, expand the
business model tree and locate the asset for which you want to override applicability. You can
also search for an asset, as described in "Search for an Asset" (on page 16).

3. Make the necessary changes by dragging the controls from the Applied to Asset area to the
Not Applied to Asset area and vice versa. Controls for which applicability has been

w
overridden are marked with the Inheritance Exception: <asset> icon.

Audit Assets

EnterpriseView enables you to apply a quantitative assessment to assets on two levels:

o Control Maturity: Helps identify capability gaps. These gaps can be demonstrated to
management, and action plans can then be developed to bring these controls up to the desired
capability target level.

« Asset Compliance: Compliance with a policy control.

Both scores are automatically aggregated to higher-level assets. For more information, see "Control
Scores Aggregation Mechanism" (on page 50). Aggregated scores can be overridden. If you have
manually overridden a score that was applied automatically, you can restore the aggregated score,
as described in "Restore Aggregated Scores" (on page 34).

If the control that you are assessing is mapped to another control and they are both applied to the
asset, then an indication that the control is mapped is displayed, and you can access the mapped
control details.

Note: Scores that were applied manually are not overridden by aggregation.

Assets are assessed in the Policy Assessment window. For more information, see "Policy
Assessment Window" (on page 44).

To audit an asset

1. InEnterpriseView, click Policy and Compliance > Assessment.

2. Inthe left pane, click Select an Asset, expand the asset tree, and click the asset that you
want to assess. Or search for the asset by entering its name. Click OK.

The policies that are relevant to this asset (that have at least one control assigned to the asset)
are displayed in the left pane.

3. From the left pane, select the required policy. Expand the policy, and then click the control that
you want to assess.

The Assessment tab opens in the right pane.
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4.

You can review "P5 Control Maturity Model Guidelines" (on page 49) in order to determine the
appropriate control maturity score to apply to each maturity factor. Apply a maturity score for all
relevant factors by using the slider.

The Maturity Score is a weighted average of all maturity factors. Maturity factor weights are
defined in the policy template. For more information, see "P5 Applicability Weights" (on page

41).
Use the Compliance Score slider to select a score between 0 and 100.

Click Save.

The maturity score is calculated, as well as the maturity assessment progress, which reflects
how many maturity factors have been assessed. Each maturity factor counts for a percentage
of the overall score, depending on the number of maturity factors employed. For example, if all
maturity factors are employed, then each factor counts for 20% of the overall score. If two out
of the five maturity factors have been assessed, then the maturity assessment progress will be
40%. The scores and progress are displayed in the Control Data area. For more information,
see "Policy Assessment Window" (on page 44).

The Maturity Score, Compliance Score and the Maturity Progress are trickled up and
aggregated to higher-level assets per applied control. Their values are displayed in the left pane
in the asset tree. For more information, see "Control Scores Aggregation Mechanism" (on page

50).

Restore Aggregated Scores

You can restore the aggregated score on a specific control on a specific asset, for any score that
you have manually overridden. The score is restored according to the logic described in "Control
Scores Aggregation Mechanism" (on page 50).

To restore aggregated scores

1.
2.

4.

In EnterpriseView, click Policy and Compliance > Assessment.

In the left pane, click Select an Asset, expand the asset tree, click the asset that you want to
assess, and then click OK.

The policies that are relevant to this asset (that have at least one control assigned to the asset)
are displayed in the left pane.

From the left pane, select the required policy. Expand the policy, and then click the control that
you want to assess.

The Assessment tab opens in the right pane.

Click Restore Aggregation, and then click Save.
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Policy Mapping

EnterpriseView policy mapping capabilities allow you to perform policy compliance assessments
on assets for a single policy and create compliance reports for multiple policies, saving you the
effort of assessing the compliance for each and every policy to which your organization is obligated.
For more information on mapping policy controls, see "Map Controls" (on page 35).

When you map controls between polices, you need to select a source policy and a target policy.
Control mapping is a two-way mapping; target controls are mapped to source controls and vice
versa. This means that mapped policies can serve as either a source or a target. Assessments can
be done on a source policy while compliance reports are generated for a target policy and vice
versa.

When assets are being assessed by auditors, if a control is mapped to another control and both
controls applied to the asset, then the auditor can access the details of the mapped control (for both
source controls and target controls) from the Policy Assessment window.

Map Controls

You can map controls between policies. For an overview of this feature, see "Policy Mapping" (on

page 35).
To map controls between policies

1. In EnterpriseView, click Policy and Compliance > Policy Mapping.

2. Inthe Source Policy pane, from the Select a policy drop-down list, select a source policy.

The security categories of the policies are displayed. Expand the security categories to display
their controls. Controls in the source policy that are not mapped appear in bold.

3. Inthe Target Policy pane, from the Select a policy drop-down list, select a target policy.

The security categories of the policies are displayed . Expand the security categories to
display their controls.

4. From the Source Policy pane, from the list of controls, select the control that you want to

#] Map

map, and drag it to the Source column in the Mapped Controls table or click the
button.

The control that you added to the mapping is displayed in a regular font style (not bold) in the
policy tree in the Source Policy pane.

Note: You cannot add controls to the Mapped Controls table until both Source Policy
and Target Policy are selected.

5. From the Target Policy pane, from the list of controls, select the control that you want to map,
and drag it to the Target column in the Mapped Controls table that reads "Drag here". Or

click the #1 Map button.
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The Mapped Controls table displays only the paragraph number of the control; it does not
display the control title.

6. Repeat steps 4 and 5 until all of the required controls are mapped.

A source control is displayed only once in the Mapped Controls table, even if it is mapped to
more than one target control. However, if more than one target control is mapped to the same
source control, then all of the target controls are displayed in the same table cell.

Source Target

1.1 ———

=511
— 517

Search for Controls
You can search for mapped or unmapped controls.
To search for controls
1. In EnterpriseView, click Policy and Compliance > Policy Mapping.
2. You can search for source controls or target controls. Do one of the following:

a. Inthe Source Policy pane, from the Select a policy drop-down list, select a source
policy. Inthe Search Source Controls box, enter the control paragraph number, title or
both. You can also enter a partial search string.

b. Inthe Target Policy pane, from the Select a policy drop-down list, select a target policy.
In the Search Target Controls box, enter the control paragraph number, title, or both. You
can also enter a partial search string.

To search for mapped controls
1. In EnterpriseView, click Policy and Compliance > Policy Mapping.

2. Inthe Source Policy pane, from the Select a policy drop-down list, select a source policy,
and in the Target Policy pane, from the Select a policy drop-down list, select a target policy.

All of the control mappings between the two policies that you selected are displayed.

3. Inthe Mapped Controls pane, in the Search Associated Controls box, enter the paragraph
number of either a source control or a target control. You can also enter a partial search string.

Note: The search field is not case sensitive.

Delete a Mapping

You can delete mappings between the controls of various policies. Deleting a mapping is done on
the source control level, meaning that if the source control is mapped to more than one target
control, then all of these mappings are deleted. If the source control is mapped to controls in other
polices, these mappings are not affected.
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Note: Changes made to control mapping might be reflected in policy assessment reports.

To delete a mapping between controls

1. In EnterpriseView, click Policy and Compliance > Policy Mapping.

2. Inthe Mapped Controls table, locate the mapping that you want to delete. You can use the
Search Associated Controls box to filter the mappings. For more information, see "Search

for Controls" (on page 36).

3. Click the Delete Mapping button. A confirmation message is displayed. Confirm this

action.

The mapping is deleted from the Mapped Controls table.

Policy Mapping Window

The Policy Mapping window allows you to map controls between a source policy and a target
policy. For more information, see "Policy Mapping" (on page 35)). The different areas and the
functionality available in each is described in the following sections.

Ul Element Description

Click this button to add the selected control to the Associated
Control table.

This button is only enabled when both a source policy and a
target policy are selected and when an unmapped control in the
source policy is selected.

You can also drag and drop controls to the Mapped Controls
table. For more information, see "Map Controls" (on page 35).

Click a control and then click this button to display the control
details.

<Search Controls>

This page provides three different search options:

e Search Source Controls. Search within the list of controls
that belong to the source policy, both mapped and not
mapped.

o Search Target Controls. Search within the list of controls
that belong to the target policy, both mapped and not
mapped.

o Search Associated Controls. Search for controls that are
already mapped, from the Mapped Controls pane.

For more information, see "Search for Controls" (on page 36).

Click the control that you want to delete from the Source
column in the Mapped Controls pane, and then click this
button. For more information, see "Delete a Mapping" (on page

36).
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Ul Element Description

<% controls mapped> The percentage of controls from the target policy that are
mapped to controls in the source policy. Displayed on the
bottom of the Target Policy pane.

<Controls not mapped:> The number of source controls that are displayed in the Mapped
Controls table, but do not have a target control mapped to
them. This indication helps you manage your mappings by
filtering controls that are in the process of being mapped and for
which mapping has not been completed.

To the left, you can also see a list of these controls, by control
paragraph number. Click in the list, and then select the control
to which you want to navigate to in the Mapped Controls table.

IE' Go to previous unassociated control

This button helps you navigate between source controls that are
displayed in the Mapped Controls table but that do not have a
target control mapped to them.

IE' Go to next unassociated control

This button helps you navigate between source controls that are
displayed in the Mapped Controls table but do not have a
target control mapped to them.
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Policy Builder Window

The Policy Builder window allows you to define new policies according to a configurable
template, edit existing policies, import policies, create reports, and delete policies . The different
areas and the functionality available in each is described in the following sections.

Policy Toolbar

Unified Compliance Frame... Content | Settings ' Import Policy Create Policy X % | Repors Administration
Ul Element Description
<Policy drop-down> Select a policy from the drop-down.
Content tab See "Content Tab" (on page 42) below.
Settings tab See "Settings Tab" (on page 40) below.

Click this button to import a policy. For more information, see

"Import a Policy" (on page 30).

Click this button to create a new policy. For more information, see

"How to Create a Policy" (on page 28).
Delete Policy

Click this button to delete a policy.

This button is disabled if the assessment process has begun
(meaning that at least one control that is applied to an asset is
assessed).

Note: If you delete a policy that includes controls that are
already assigned to an asset, whether the controls are
applied to the asset or not, then the assignment and any
related assessment are deleted.

Policy Settings

Click this button to configure the control maturity and control
compliance score range. The control maturity score range and
compliance score range affect the risk acceptance level.

Generate Report

Click this button and select a report from the list of reports. If you
are prompted, select to always allow pop-ups from the
EnterpriseView server. You can save the report as a PDF or open
it in a separate browser window.

Administration Administration
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Ul Element Description

Click this button to activate or deactivate policies.You must
activate a policy before you can start working with it. Policies that
you do not activate are not displayed in any of the pages that
belong to the Policy and Compliance module, except for the
Policy Builder. For more information, see "Activate a Policy" (on

page 29).

Settings Tab

Use this screen to configure the control template for each policy that you create.

Control Template

Selectthe attributes that you want to apply to the control template far this policy:

Basic

~ Control Text

~ Guideline Introduction
~ Guidelines

~ Guideline Additional Text

« Additional Information

PS5 Applicability VWeights (0-100)

« People 10 ':
« Procedure 10 ':
« Process 10 ':
~ Product 10 ':
~ Proof 10 ';

Additional Auditing Attributes
« Priority

« GRC Designation

¥ Type

« Purpose

« Control Weight
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Ul Element Description

Control Text The Basic attributes include content elements. Selecting an attribute adds a text
box to the control in which you can add content. For example, if the control has
numerous guidelines, you can select the Guidelines attribute.

Guideline
Introduction
If you add Guidelines to your template, when you create the content for the

Guidelines policy, you will have the option of adding tags (short, descriptive text) to the
Guideline guidelines. You can remove a tag by clicking the X on the right side of the tag.
Additional Text Tag names are limited to 64 characters.

Additional The Control Text attribute is selected by default.

Information

P5 Applicability You can apply different weights to the P5 control maturity factors. For example, if
Weights the organization business strategy is focused on the human factor, give People a
higher weight than the other factors. The weights affect the calculation of the P5
maturity score when a control is assessed.

By default, all of the P5 control maturity factors are selected. Clearing the check
box will remove the specific factor from the control, meaning that the factor is not
displayed when the control is assessed.

You can narrow down the factors for a specific control further when you add
content to the policy. For more information, see "How to Create a Policy" (on

page 28).

Priority You can prioritize controls by selecting this check box. The following priorities
can be applied:

e Low
e Medium

« High

GRC Designation You can categorize the controls according to the following criteria:
e Regulation

o Legal Status

o Standards

e Threats

Type You can further categorize the controls according to the following criteria:
¢ Management
e Technical

e Operations

Purpose Additional segmentation according to purpose:
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Ul Element Description

o Confidentiality

¢ Integrity
o Availability
o Audit

e Privacy

Control Weight You can apply a weight between 0 and 100 to a control. The control weight
affects the aggregation calculation when the policy assessment score is trickled
up. For more information, see "Weights and Criticality Level" (on page 55).

If this check box is not selected, then all of the controls will have the same
weight.

Content Tab

Use this screen to add content to a policy that you created.

Unified Compliance Frame... Content = Settings Import Policy Create Policy X ﬁ |} Reports Administration
Unified Compliance Framework Analyze organizational objectives, functions, and activities.

Content . -

Tab — st PN TN XN & [ & Title

Toolbar . - :
¥ 00597 Leadership and high level obj... _ Control Text

| cosommanscpantorl e

00602 Establish and maintain a st...

04783 Ensure the distinguishabilit...
04784 Ensure the potential aggre... Guideline Infroduction

04785 Ensure the context of use fo...

04786 Ensure the organization's o...

04787 Ensure the accessibility to ...

00601 Establish and maintain ani... Guidelines Add Guideline

00600 Establish and maintain an ...

Ul Element Description

New Main Security Category

A Security Category lets you group controls with common characteristics.
Examples of security categories in ISO can be: Asset Management, Risk
Assessment and Treatment, and Security Policy. Examples of security
categories in COBIT can be: Plan and Organize, Acquire and Implement.

A Main Security Category is the first level in a policy; you cannot add controls to
a policy without first defining their security category.

Click this button to create a new Main Security Category. In the right pane,
enter the security category information.
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Ul Element Description

New Security Category

A Security Category is optional. It can serve as a subcategory, depending on
the format of the policy. You can create as many levels as required.

Click on the parent category (it may be a Main Security Category or a regular
Security Category), and then click this button. In the right pane, enter the
security category information.

New Control

Controls are typically used to make sure that risks are reduced to an acceptable
level. Controls are guidelines and rules and are the foundation of any policy; you
must define controls in order to assess an asset's compliance with your
organization's rules and regulations.

Click the security category to which the control belongs, and then click this
button. In the right pane, enter the control information.

Delete

[x]

Deletes a Main Security Category, Security Category, or Control.

Move Up

]

Changes the order of any one of the following items in the policy tree:
« Main Security Category within a policy
o Security Category within a policy or within another security category

o Control within a security category. In order to move a control between
security categories, you need to drag and drop the control.

IE' Move Down

See Move Up.
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Policy Assessment Window

The Policy Assessment window allows you to audit assets by assessing the control maturity and
asset compliance with a control, per asset. The different areas and the functionality available in
each is described in the following sections.

Left Pane

Poicy and Compliance Assessment |

ECZ2-Comp-1 Compliance Maturity ' @ Reports G
Unified Compliance Framework W I 22
¥ 00597 Leadership and high level objectives (L] 3.3

00602 Establizh and maintain a standard for assurance and impact lev... @ B 25

00601 Establish and maintain an information classification scheme, re.. () [ Ma

01636 Establish and maintain full documentation of all policies, standa... @ [ 5.0

Ul Element Description

"

Select an assel

Select the asset that you want to assess from this drop-down list
or search for an asset by entering its name.

Compliance Tab/

Maturity Tab

Displays information about the asset, per policy element (controls
and security categories).

The Compliance tab displays compliance information and the
Maturity tab displays control maturity information.

©

Reflects the assessment progress in both Compliance and
Maturity tabs.

Provides a visual indication of how much each policy element is
assessed. For the exact assessment percentage, hover over the
relevant icon.

For information on how assessment progress is calculated, see
"Control Scores Aggregation Mechanism" (on page 50).

<Score Range>

The score range for a specific policy element is indicated by one of
the following icons:

@ High score
|:| Medium score

|E| Low score

The ranges are determined in "Configure Policy Settings" (on page

27).

The actual score is displayed next to this icon.
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Ul Element Description

Generate Report

Click this button and select a report from the list of reports. If you
are prompted, select to always allow pop-ups from the
EnterpriseView server. You can save the report as a PDF or open it
in a separate browser window.

o Refresh
Refreshes the policy and its elements to display assessment
changes.
Right Pane

Assessment Tab

Assessment

Attachments

MNotes

Maturity Score & 3.8

Maturity Progress 100%

Compliance Score & 73

Compliance Progress 100% =

MA 0 10 20 30 40 50 70 a0 S0 100
Compliance Score ' ' ' ' ' ' ' ' ' ' e

People [:)' Procedure I:,P Process I:,P Product [:,P Proof E)'

4 4 4 4 4

3 3 3 3 3

2 2 2 2 2

1 1 1 1 1

0 0 0 0 0
NA MNA MA MA NA

Restore Aggregation

Paragraph Mumber 00695 A
Title Identify system boundaries and assign an Information Assurance category needed for delivery of important bu
Control Text To achieve the goal of this control, the organization should ensure this control is maintained as an integral
part in compliance documents such as Compliance Scoping [UCF cDoc ID 0000018]; and report on the
percentage of key organizational functions for which an assurance strategy has been implemented. [01658].
Assign this control to the role(s) of Analyze and Determine Systems Categories [UCF_Role_|D 0000028],
Compliance Documentation Creation Editing and Management [UCF_Role_ID 0000102], Data Custodian
[UCF_Role_ID 0000103], and Perform System Administration and Management [UCF_Role_ID 0000112].
Guidelines
Priority

GRC Designation

Type

[}
[
T
9]
o
o
b
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Ul Element Description

<Control Data>

Control data includes the following:
o Maturity Score and score range icon (high, medium, low)
Measured as a score between 0 and 5.

The evolutionary state of a control when it is applied to a
specific asset, comprised by the weighted average of five
factors: People, Procedure, Process, Product, Proof, also
known in EnterpriseView as P5 maturity factors. For example,
if the scores are: People=5, Procedure=5, Process=5,
Product=3, and Proof=3, then the control maturity score is 4.2.

o Maturity Progress
Measured as a percent.

The maturity assessment progress reflects how many maturity
factors have been assessed. Each maturity factor counts fora
percentage of the overall score, depending on the number of
maturity factors employed. For example, if all maturity factors
are employed, then each factor counts for 20% of the overall
score, so if two out of five maturity factors have been
assessed, then the maturity assessment progress will be 40%.

Note: If the control employs fewer than five factors, then
the percentage distribution changes accordingly.

e« Compliance Score see Compliance Score below.

¢ Inherited from: <asset>| ==

Indicates from which higher level asset the applicability of this
control was inherited.

<P5 Maturity Score
Slider>

For each maturity factor, drag the slider to assign a score between
0 and 5. For more information, see "P5 Control Maturity Model
Guidelines" (on page 49).

Compliance Score

This number defines how compliant the asset is with the control.

Use the slider to select a score between 0 and 100. For more
information, see "Audit Assets" (on page 33).

When asset compliance is performed on lower level assets it is
automatically trickled up and aggregated to higher level assets.
You can override the aggregated score for a specific asset by
changing it manually.

[

Score Applied Manually

This icon indicates that a score was applied manually. It is applied
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Ul Element Description

only to the scores that have been changed.

Restore Aggregation This button is enabled only when scores on the specific control
are manually assessed.

If you have made manual changes to aggregated scores, you can
click this button to restore scores that have been aggregated from
lower-level assets.

Attachment Tab

Assessment | Attachments MNotes

Maturity Score % 3.8 Maturity Progress 100% Compliance Score [ 73 Compliance Progress 100%

Upload Delete Download

Name Size Creator Creation Date

Ul Element Description

Upload Click this button to attach afile to this assessment.

The maximum file size is 5.00 MB.

Delate To delete a file from this control assessment, click the file that you
want to delete, and then click this button.

Download To download a file to your local computer, click the file that you
want to download, and then click this button.

Notes Tab

J ‘

Aszessment  Attachments Motes

Maturity Score [ 3.8 Maturity Progress 100% Compliance Score [ 73 Compliance Progress 100% =

Add

Creation Date Creator Preview

You can add comments and notes to the assessment.

Page 47 of 129 HP ArcSight EnterpriseView (1.0)



ArcSight EnterpriseView User Guide
Chapter 4: Policy and Compliance

In the text box, enter the required information, and then click . The information is

displayed in a table and includes the creation date and the user name. Click the E' icon next to the
date in order to view the entire note. You cannot delete or edit notes.
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P5 Control Maturity Model Guidelines

The P5 Model states that there are five basic factors to every control that must exist in order for that
control to perform properly.

The following describes the factors of the P5 Model:

o P1: People Assigned staff to oversee and manage controls.

o P5: Proof Metrics or validation methods used to track control effectiveness.

P3: Process Operational sequence of activities designed to reduce risk.

P4: Product Defense-in-depth technologies/solutions to manage/mitigate risk.

P2: Policy/Procedure Governance documentation used to specify and manage control.

Key 0 1 2 3 4 5
P(Iarfc?rmance Not Performed Performed Planned and Well Defined Quantitatively Continuously
ndicators ]
Informally Tracked Controlled Improving
P1: People No personnel | Part-time Full-time Formally Certified Back-up
assigned to personnel personnel trained personnel personnel
control assigned assigned personnel assigned assigned
assigned
P2: Policy & No policy for Assumed Formal Policy applied | Policy actively | Policy
Procedure control exists policy, not published policy |[to third parties |enforced by externally
documented or | with HR department | reviewed
widely known | acknowledgment
P3: Process No process for | Assumed Task list oriented | Detailed Processes Processes can
control exists processes, not | processes narrative- include be used by
documented or based evidence of external
widely known descriptive change control | personnel to
processes perform control
P4: Product No product for | Default, open Standardized Tool deployed | Tool deployed | Multiple layer
control exists source or point solution with specific with integrated | tools deployed,
shareware (tool) deployed, [ SLA and/or management, | providing
solution results KPI targets logging and defense in-
deployed monitored tracked reporting depth
approach
P5: Proof No proof for Subjective Subjective Results Results Formal
control exists verbal results; however, [ automatically independently |independent
attestation only | regularly tracked and reviewed attestations by
reported in reviewed by and/or TOD/TOE (SAS
written format internal audit validated by 70, SysTrust
3rd party etc.)
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Control Scores Aggregation Mechanism

In EnterpriseView, assessments that are done on lower-level assets, such as servers, are
automatically trickled up to higher-level assets, such as a department; this mechanism is called
aggregation.

Aggregation is performed on two different levels:
1. Aggregation on the business model level

First, containing assets get the aggregated compliance score, control maturity score,
compliance assessment progress and maturity assessment progress from their contained
assets, per control. This is done for the entire business model hierarchy.

2. Aggregation on the policy level

After aggregation is done on the business model level, security categories, main security
categories and, lastly, the policy inherit the compliance score, control maturity score
compliance assessment progress and maturity assessment progress from the controls. This is
done separately for each asset in the entire policy hierarchy. If more than one policy is applied
to the asset, then the asset receives the lowest compliance and maturity scores.

The following table includes a description of all assessment parameters.

Parameter Description

Compliance Score Measured as a percent.

The compliance of an asset with a specific control.

Control Maturity Score Measured as a score between 0-5.

The evolutionary state of a control when it is applied to a
specific asset, comprised by the weighted average of five
factors: People, Procedure, Process, Product, and Proof
(also known in EnterpriseView as P5 maturity factors). For
example, if the scores are: People=5, Procedure=>5,
Process=5, Product=3, and Proof=3, then the control maturity
scoreis 4.2.

Page 50 of 129 HP ArcSight EnterpriseView (1.0)



ArcSight EnterpriseView User Guide
Chapter 4: Policy and Compliance

Parameter Description

Maturity Assessment Progress

Measured as a percent.

The maturity assessment progress reflects the percentage of
the overall control maturity within a policy.

Each maturity factor counts for a percentage of the overall
score, depending on the number of maturity factors employed.
For example, if all maturity factors are employed, then each
factor counts for 20% of the overall score, and if out of the five
maturity factors two have been assessed, then the maturity
assessment progress will be 40%.

Note: This parameter is significant only in policy-level
aggregation.

Compliance Assessment
Progress

Measured as a percent.
The compliance assessment progress reflects the percentage
of overall asset compliance with a policy.

Note: This parameter is significant only in policy-level
aggregation.

Note: Any score, both compliance

and control maturity factor, that has not yet been assessed

(marked as Not Assessed), does not affect the aggregation calculation. For example, if the
compliance of asset A is not assessed, but is assessed in asset B, then the containing asset
inherits the compliance score of asset B.

Aggregation on the Business Model Level

The following sections describe the aggregation mechanism for each of the parameters.

Compliance Score

A containing asset gets the average
control.

> (Conpliance Scores)
> (Contained Assets)

For example:
For control X

If

compliance score of all its contained assets, on a specific

Compliance score for contained asset A= 100%

Compliance score for contained asset B=0%
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Then

Compliance score for containing asset=50%

Containing Asset

-

r

&)
bt
Asset A Asset B

Control Maturity Score

Aggregation is done in two steps:

1. A containing asset gets the average score for each P5 maturity factor of all its contained
assets.

2. The final control maturity score is the weighted average of the P5 maturity factor scores.

For example:

For control X

If

Contained asset A has the following scores on its P5 maturity factors:
People=5, Policy/Procedure=5, Process=5, Product=3, Proof=3
Contained asset B has the following scores on its P5 maturity factors:
People=5, Policy/Procedure=4, Process=3, Product=3, Proof=5
Then

The containing asset will inherit the following P5 maturity factor scores:
People=5, Policy/Procedure=4.5, Process=4, Product=3, Proof=4

and the overall control maturity score will be 4.1
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Containing Asset Calculate PS maturity
: factors for containing asset:
P1: (5+5)/2=5
P2: (445)/2=4.5

P3: (5+3)/2=4

— P4 (3+3)/2=3

P5: (3+5)/2=4

il
Asset A Asset B

P1=5 P1=5
P2=5 P2=4
P3=5 P3=3
P4=3 P4=3
P3=3 P5=5

Aggregation on Policy Level

The following diagram shows the flow of aggregation between policy elements:

\ N control X Security \ sgicqslrﬂ \ - N\
) ontrols / Category ] olicy p,
F £

/ CategDr',r 4 V4

Meaning:

1. The assessment parameters of all controls under a specific security category are aggregated
to that security category.

2. The assessment parameters of all security categories under a specific main security category
are aggregated to that main security category.

3. All assessment parameters for the main security categories are aggregated to the policy.
In the following examples, Policy A has the following format:

1 Main Security Category

1.1 Security Category

1.1.1 Control A

1.1.2 Control B

Compliance Score

A policy element gets the average compliance score of all its contained elements, for a specific
asset.

For example:
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If

Compliance score for Control A (1.1.1)= 100
Compliance score for Control B (1.1.2) =0
Then

Security Category (1.1), Main Security Category (1) and Policy A inherit the average score of
50.

Control Maturity Score

Aggregation is done in two steps:

1. A policy element gets the average score for each P5 maturity factor of all its contained policy
elements.

2. The final control maturity score is the weighted average of the P5 maturity factor scores.

For example:

If

Control A (1.1.1) has the following scores on its P5 maturity factors:

P1=5, P2=5, P3=5, P4=3, P5=3

Control B (1.1.2) has the following scores on its P5 maturity factors:

P1=5, P2=4, P3=3, P4=3, P5=5

Then

Security Category (1.1), Main Security Category (1) and Policy A inherit a control maturity

score of 4.1.
Note: Some dashboards display the score on the P5 control maturity factor level. In this
example, the following scores will be displayed:

P1=5, P2=4.5, P3=4, P4=3, P5=4

Maturity/Compliance Assessment Progress

A policy element inherits the average maturity/compliance assessment progress of all its contained
policy elements, on a specific asset.

For example:

If

Maturity assessment progress
for Control A (1.1.1) = 100% (fully assessed)
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Maturity assessment progress
for Control B (1.1.2)= 0% (not assessed)

Then
Security Category (1.1), Main Security Category (1) and Policy A is 50%

Weights and Criticality Level
Aggregation of assessment scores is affected by the following factors:

o Criticality Level. One of the asset properties; it is determined when an asset is created in the
business model, but can be modified at any time. For more information, see "Criticality Level"
(on page 19).The criticality level determines the weight of an asset's scores when it is
aggregated on the business model level; it does not affect aggregation on the policy level.

For example:

If

For contained asset A: Compliance Score= 100, Criticality Level=1
For contained asset B: Compliance Score =10, Criticality Level=2
Then

Compliance Score for containing asset=40

(100*1)+ (10 *2)
Calculation: (1+2)

« Control Weight. One of the policy properties, configurable via the control template. It is
determined when a control is defined in a policy. It can be modified until the assessment process
on a policy begins. The control weight determines the weight of a specific control in regard to
other controls within a specific policy when it is aggregated on the policy level; it does not affect
aggregation on the business model level. For more information, see "Control Weight" (on page

42).

For example:

If

Compliance Score for Control A (1.1.1)= 10, Control Weight=100
Compliance Score for Control B (1.1.2) =100, Control Weight=50
Then

Security Category (1.1), Main Security Category (1) and Policy A inherit the weighted
average score of 40.

(10*100)+ (100 * 50)
Calculation: (100 +50)
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Risk Modeling

Assessing risk is one of the ways that an organization identifies its security requirements. Risk
assessment directly affects the business strategy and the objectives of the organization. Through a
risk assessment, threats to assets are identified and the likelihood of occurrence is evaluated and
potential impact is estimated.

EnterpriseView offers self-directed information security risk evaluation that enables organizations
to make information protection decisions based on risks to their critical information technology
assets.

The foundation of risk modeling is the Threat Library Builder component. The Threat Library Builder
offers ready- to-use threats that are common to most organizations. Threats, made up of an initiator
(referred to as Actor is EnterpriseView) and the threatening incident (referred to as Operation in
EnterpriseView), can be added, modified or deleted, according to the requirements of the
organization. An actor can be anything from a hacker to a technical failure and operations may
range from natural disasters to malicious actions. EnterpriseView provides simple drag and drop
capabilities to create threats, which are displayed as visual threat trees. For more information, see
"Create a Threat Library" (on page 60).

Risk acceptance levels are derived from the risk score ranges and probability ranges editable via
the Threat Library Builder. Relative weights can be ascribed to the different actors or to actor
categories, as well as to the various factors that are affected by the threat (financial, reputation,
productivity, fines/legal, safety and health), known in EnterpriseView as impact areas. For more
information, see "Configure Threat Library Settings" (on page 57). EnterpriseView supports risk
analysis and evaluation, by applying threats to assets, applying impact value, a qualitative value
assigned to describe the extent of impact, to impact areas (low, medium, high) and defining the
probability of the threat scenario occurrence. The inherent risk and residual risk scores are
calculated from these parameters and are used as a prioritization mechanism designed to highlight
risks for remediation. For more information, see "Assess Threat Scenario" (on page 63).

Threats can be applied to top level assets and trickled down to all lower level assets that belong to
that hierarchy. Analyzed data is displayed in numerous forms,such as the "Risk Register" (on page

17).
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Configure Threat Library Settings
You can configure basic risk assessment parameters in the Threat Library Settings dialog box.
To apply weights to categories and actors
1. In EnterpriseView, click Risk Modeling > Threat Library Builder.
2. Onthe Threat Library Builder window, in the left pane, click the Threat Library Settings
button.
3. Onthe Threat Library Settings dialog box, click Actor Weights.

4. Inthe right pane, locate the category/actor for which you want to change the weight. To expand

the category and display actors, click |E| next to the category. Click the weight to make it
editable.

5. Entera weight between 0 and 100.
6. Click Save.

Note: You can override these settings for a specific asset, as described in "Configure
Asset Risk Settings" (on page 59).

To manage impact area settings
Caution: Deleting an impact area will result in the reassessment of all assets.

1. In EnterpriseView, click Risk Modeling > Threat Library Builder.

2. Onthe Threat Library Builder window, in the left pane, click the Threat Library Settings
button.

3. Onthe Threat Library Settings dialog box, click Impact Area.

4. Do one of the following, and then click Save.

*
= Toadd animpact area, in the right pane, click the Create new impact area L button. In
the Name cell, enter a name for the impact area. Click the weight to make it editable and

enter a weight between 0 and 100.

= Todelete animpact area, in the right pane, click the Delete impact area button.
A confirmation message is displayed. Click Yes to confirm.

= Toapply aweight to an impact area, click the weight to make it editable, and enter a weight
between 0 and 100.

To define probability ranges

Note: This range affects only the Risk Heat Map dashboard.
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—_

In EnterpriseView, click Risk Modeling > Threat Library Builder.

N

On the Threat Library Builder window, in the left pane, click the Threat Library Settings
button.

3. Onthe Threat Library Settings dialog box, click Probability Ranges.

4. Inthe right pane, drag the slider to define the ranges for probability, and then click Save.
To define risk score ranges

1. InEnterpriseView, click Risk Modeling > Threat Library Builder.

2. Onthe Threat Library Builder window, in the left pane, click the Threat Library Settings

button.
3. Onthe Threat Library Settings dialog box, click Risk Score Ranges.

4. Drag the slider to define the ranges for inherent and residual score risks, and then click Save.
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Configure Asset Risk Settings
You can override the default weights applied to categories and actors for a specific asset.

To override default weights for categories and actors

1. In EnterpriseView, click Risk Modeling > Assessment.

2. Onthe Risk Modeling Assessment window, click the Asset Risk Settings button.

3. Onthe Asset Risk Settings dialog box, locate the category/actor for which you want to

change the weight. To expand the category and display actors, click |E| next to the category.
Click the weight to make it editable.

4. Enter aweight between 0 and 100.
5. Click Save.
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Create a Threat Library

A threat is a potential cause of an unwanted incident which may result in harm to the organization.
For example, someone could initiate a denial-of-service attack against an organization's mail
server, or a fire or natural disaster could damage an organization's IT hardware. A threat is created
when a threat actor exploits a vulnerability.

In EnterpriseView, threats consist of an actor and an operation. The Threat Library Builder offers
ready- to-use threats that are common to most organizations. You can add, modify, or delete
threats, operations, and actors according to the requirements of your organization. For more
information on maintaining threats, actors and operations, see "Threat Library Builder Window" (on

page 66).
To create a new threat

1. If the actor required for this threat does not exist in the threat library, follow the instructions in
"Create an Actor" (on page 60).

2. If the operation required for this threat does not exist in the threat library, follow the instructions
in "Create an Operation" (on page 61).

3. "Connect Actor to Operation" (on page 62).

Create an Actor

An actor is a potential initiator of a violation of the security requirements (confidentiality, integrity,
availability) of an asset in your organization.

Actors are divided into categories. EnterpriseView includes the following categories.

Category Description

End Users This category represents threats to the asset that are caused by users
authorized by the organization.

Threats in this category require direct action by a person and can be
deliberate or accidental in nature.

External Users This category represents threats to the asset that result from physical
access to the asset.

Threats in this category require direct action by a person and can be
deliberate or accidental in nature.

IT Users This category represents threats to the asset via the organization’s
technical infrastructure.

Threats in this category require direct action by a person and can be
deliberate or accidental in nature.
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Category Description

Physical Threats This category includes problems or situations that are outside the
control of an organization. This category of threats includes natural
disasters (such as floods or earthquakes) and interdependency risks.
Interdependency risks include the unavailability of critical
infrastructures (such as power supply).

Technical Failures This category includes problems with an organization’s information
technology and systems. Examples include hardware defects, software
defects, malicious code (such as viruses), and other system-related
problems.

You can create an actor under an existing category or create a new category.
To create an actor
1. In EnterpriseView, click Risk Modeling > Threat Library Builder.
2. Onthe Actor tab, from the actor tree, click the category to which you want to add a new actor,
and then click the New Acto button.
3. Onthe Actor dialog box, do the following, and then click Save:
a. Name: Enter a unique name for the actor.
b. Description: Enter a description for the actor, which will appear as a tooltip.
The new actor is displayed in the actor tree.

To create a new actor category
1. In EnterpriseView, click Risk Modeling > Threat Library Builder.

2. Onthe Actors tab, click the New Category button.
3. Onthe New Category dialog box, do the following, and then click Save:
a. Name: Enter a unique name for the category.
b. Description: Enter a description for the category, which will appear as a tooltip.

The new category is displayed in the actor tree.

Create an Operation
An operation is the violation of the security requirements of an asset performed by an actor.

EnterpriseView includes numerous predefined operations.

To create an operation
1. In EnterpriseView, click Risk Modeling > Threat Library Builder.

*
2. Onthe Operation tab, click the New Operation L button.
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3. On the Operation dialog box,do the following, and then click Save.
a. Name: Enter a unique name for the operation.
b. Description: Enter a description. This description will appear as a tooltip for the operation.

The new operation is displayed in the operations tree. Operations are sorted alphabetically.

Connect Actor to Operation

You can create a threat by connecting an actor and an operation.

To connect an actor and an operation
1. In EnterpriseView, click Risk Modeling > Threat Library Builder.

2. Onthe Actors tab, from the actors tree, locate the required actor. To expand the actors tree,

click |E| next to the category. Drag the actor to which you want to connect an operation to the
graph area. If the actor already has operations that are connected to it, they are displayed in the
graph area.

3. Click the Operations tab. From the list of operations, locate the operation that you want to
attach to the actor, and drag it onto the actor icon in the graph area.

The operation is connected to the actor and is displayed in the Operations section in the graph
area.

4. Todisconnect an operation from an actor, click the operation in the graph, and then press
DELETE.
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Assess Threat Scenario

A threat scenario is a situation in which an asset can be compromised. It generally consists of a
threat (an actor and an operation), and an asset. Threat scenarios provide a simple way to
determine if a risk exists that could affect your asset. An asset can have many threats associated
with it.

The following diagram shows an asset that has several threat scenarios.

Technical
Failures

4
Ejm M Azset
3
A & } }
Equipment Equipment Saturation of Weak system
failure malfunction the system access control
implementation
Threat
. —_—
Scenario
A

To create and assess a threat scenario, you must first "Assign Threat to Asset" (on page 63) and
then "Apply Risk to Asset" (on page 64).

Assign Threat to Asset

To create a threat scenario, connect a threat to an asset. You can connect threats to assets from
both the Graph view and the Table view.

To assign a threat to an asset (Graph view)
1. In EnterpriseView, click Risk Modeling > Assessment.
2. OnRisk Modeling Assessment window, from the Asset drop-down list, select the asset that
you want to connect to the threat, and then click the Graph button.

The left pane is divided into two areas:
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= Associated Threats displays all the threats that are already associated with the asset
= Unassociated Threats displays all the threats that are not associated with the asset

All threats are grouped by actor and category.

To expand the threats tree, click |E| next to the category/actor.

From the Unassociated Threats area, click the threat that you want to assign to the asset.
You can also assign an entire group of threats, either grouped by actor or by category, by
clicking the category or actor. To multi-select threats, press CRTL and click the threats you

want to assign. Click the Add threats to asset button or drag the threat to the graph area.
The threat is displayed in the Associated Threats area and in the graph area.

To disconnect a threat from an asset, from the Associated Threats area, click the threat that
you want to remove, and then click the Remove the selected threat from the asset @

button.

Caution: If you disconnect a threat that has risk scores applied, then all the data on this
threat is deleted and cannot be restored.
The threat is displayed in the Unassociated Threats area and is removed from the graph area.

You can also drag and drop threats between the Unassociated Threats and Associated
Threats areas.

To assign a threat to an asset (Table view)

1.
2.

In EnterpriseView, click Risk Modeling > Assessment.

On the Risk Modeling Assessment window, from the Asset drop-down list, select the asset
that you want to connect to the threat.

Click the Table button.

From the Show Threats drop-down list, select Unassociated to Asset or All Threats.

From the table, select the Associated check box for all the relevant threats, and then click
Save.

To disconnect a threat from an asset, from the Show Threats drop-down list, select
Associated to Asset or All Threats, from the table, clear the Associated check box for all the
relevant threats, and then click Save.

Caution: If you disconnect a threat that has risk scores applied, then all the data on this
threat is deleted and cannot be restored.

Apply Risk to Asset

EnterpriseView distinguishes between two types of risks:
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o Inherent Risk

The risk to an asset, for a specific threat scenario, in the absence of any actions you might take
to alter either the likelihood or impact. The inherent risk is calculated as the weighted average of
all impact area values.

¢ Residual Risk

The risk that remains after you have attempted to mitigate the Inherent Risk. The Residual Risk
is calculated as the Inherent Risk multiplied by the probability (Residual Risk = Inherent Risk X
Probability).

Each of the threat elements (actor and operation) is applied with an inherent risk and a residual risk.
Because the residual risk takes probability into account, it is considered to be the actual risk score.
Assets can be part of many threat scenarios, therefore the risk score is applied on the threat
scenario level and then aggregated to the asset. For more information on how the risk score is
calculated, see "Risk Score Calculation" (on page 73).

In addition to the risk score, which is applied manually, each asset also has an Aggregated Risk
Score, which is automatically trickled up from lower level assets. This score is not displayed in the
Risk Modeling Assessment window, but is one of the parameters in various reports and
dashboards, such as the "Risk Register" (on page 117). For more information on the risk score
aggregation mechanism, see "Risk Score Aggregation Mechanism" (on page 75).

To apply risk to an asset

1. In EnterpriseView, click Risk Modeling > Assessment.

2. OnRisk Modeling Assessment window, from the Asset drop-down list, select the asset that
you want to assess.

All threats assigned to this asset are displayed in the left pane.

3. Todisplay the threats that you want to assess, in the threats tree, click the Show in graph
button. To expand the threats tree, click |E| next to the category/actor.

4. Inthe graph area, in the Impacts section at the bottom, click the impact icon.
The risk Properties pane is displayed.
5. Onthe Properties pane, do the following, and then click Save.

a. Inthe Probability box, enter a number between 0 and 1, up to two places after the decimal
point. For example, 0.5.

b. Inthe Impact Areas table, click inside the Value cell of each impact area and select Low,
Medium or High to represent the impact of each area.

The inherent risk and residual risk scores are applied to the operation, actor, and actor category
and the residual risk is aggregated to the asset, as described in "Risk Score Calculation" (on

page 73).
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Threat Library Builder Window

The Threat Library Builder allows you to create and manage threats and their building blocks (actors
and operations). The different areas and the functionality available in each is described in the
following sections.

Left Pane
[ Actors Operations B

G| @ X| 2 B B &
F End Users

= External Users

* Physical Threats

][

[ [

* Technical Failures

Ul Element Description

Threat Library Settings

You can configure basic risk assessment parameters via the Threat Library
Settings dialog box, such as:

o Apply weights to categories and actors
o Manage impact areas

o Define probability ranges

o Definerisk score ranges

For more information, see "Configure Threat Library Settings" (on page 57).

Search

Search for a category, actor, or operation. Enter a name, full or partial. All matches
are displayed.

Actors tab The Actors tab displays all of the actors that are defined in EnterpriseView in a tree
view, grouped by categories.
New Category

Click this button to create a new actor category. For more information, see "Create
an Actor" (on page 60).

New Actor
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Ul Element Description

Click this button to create a new actor. For more information, see "Create an Actor"

(on page 60).
Delete (category or actor)

Select the category or actor from the actor tree, and then click this button. Deleting
a category automatically deletes all of its actors.

Note: Deleting an actor that is associated with a threat, automatically deletes
the threat. Moreover, if the threat is already assessed, then the impact is also
deleted.

7 Edit (category or actor)

Select the category or actor from the actor tree, and then click this button to edit the
name and description of a category or an actor.

B Copy and Paste (actor)

You can duplicate actors using the copy/paste functionality.

El Select an actor from the actor tree, and then click this button. On the actor tree,
click the category to which you want to copy the actor, and then click the Paste

E button. You can copy the actor under the same category. A new actor is
created with the following name:

Copy of <original actor name>

You can rename the actor by clicking the Edit s button.

If the actor is connected to operations, then associations are also copied.

Connect Actor to Operation
Select an actor from the actors tree, click an operation on the graph, and then click
this button.

This button is enabled only when the actor and operation are not yet connected.

Operations tab The Operations tab displays a list of all the operations defined in EnterpriseView.

il New Operation

Click this button to create a new operation. For more information, see "Create an
Operation" (on page 61).

7 Edit Operation

Select the operation from the operation list, and then click this button to edit the
name and description of the operation.
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Ul Element Description

Delete Operation

Select the operation from the operation list, and then click this button.

Note: Deleting an operation that is associated with a threat, automatically
deletes the threat. Moreover, if the threat is already assessed, then the impact
is also deleted.

Connect Operation to Actor

Select an operation or operations (press CTRL to multi-select) from the operations
list, click the actor in the graph, and then click this button.

The operation/operations that you selected are connected to the actor and
displayed in the graph area.

Graph Area

The graph area displays a graphic depiction of the threats in the threats library. You can choose to
display one threat or multiple threats.

« Todisplay threats on the graph, on the Actors tab, from the actors tree, drag the actors that you
want to display to the graph area. You can also drag a category in order to display all of its actors
and the operations connected to the actors.

o Todisconnect an operation from an actor, in the graph area, click the operation that you want to
disconnect, and then press DELETE.

Graph Overview

When a threat includes multiple operations and is larger than the graph area, you can navigate it by
clicking and dragging in the Graph Overview area.
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Risk Modeling Assessment Window

The Risk Modeling Assessment window allows you to create threat scenarios and assess them.
The different areas and the functionality available in each is described in the following sections.

Properties
Pane

Toolbar

Asset EC2-Comp-1 view: @ E ' [ Repors L

(&) EC2-Comp-1 & 9 Properties

EC2-Comp-1 - Associated Threals ) Impact of Operation: Collects data by
LY ‘=ia) deduction
-

»_1End Users B (& Description
U ‘-'n End Users
Left
Pane
Unassociated Threats Probabiliy (0-1) | 0.2
" Impact Areas
v JEnd Users — B4 2uthorized user Weight Impact Area Value
- 40 Reputation Medi
» || Exdernal Users
§ 30 Productivity Low
[ JIT Users
) 20 FinesiLegal Medi...
»|[_|Physical Threats
) 10 Safety and Healtt None
»|_|Technical Failures
w .
& 3
D Collects data by[j Collects [:] Accidenta LSS & 47
deduction thentication reh f -
o ) Gita by decen Yoty R
4 Cancel
7 A O B
Graph Area Graph
Overview
Toolbar
Ul Element Description
Select an asset Select the asset that you want to assess from this drop-down list or search for

an asset by entering its name.

Graph (view)

In this view, the Risk Modeling Assessment window is divided into the
following sections:

o Left pane
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Ul Element Description

e Graph area
o Properties pan
o Graph overview

This is the default view.

Table (view)

In this view, all threats are displayed in a table. You can do the following:

o Disconnect threats from an asset. Clear the Associated check box.
« Edit the threat description.

o Apply risk to an asset. Edit the Probability and impact area fields.

Generate Report

Click this button and select a report from the list of reports. If you are
prompted, select to always allow pop-ups from the EnterpriseView server.
You can save the report as a PDF or open it in a separate browser window.

Risk Asset Settings

Override the default weights applied to categories and actors for a specific
asset.

Left Pane

The left pane is divided into two areas:

o Associated Threats: The top area displays all the threats that are associated with the asset.

« Unassociated Threats: The bottom area displays all the threats that are not associated with the

asset.

Ul Element Description

<Threats tree>

The threats tree displays all of the actors and their associated operations, grouped
by category. The category is the first level, the actor is the second level, and its
associated operations is the third level, displayed in alphabetical order.

Assign Threats to Asset
From the Unassociated Threats area, select the threats that you want to assign to
an asset, and then click this button.

The threat scenario is displayed in the graph area. For more information, see
"Assign Threat to Asset" (on page 63).
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Ul Element Description

(%]

Remove the selected threat from the asset
From the Associated Threats area, select the threats that you want to assign to an
asset, and then click this button.

The threat scenario is displayed in the graph area. For more information, see
"Assign Threat to Asset" (on page 63).

Graph Area

The graph area displays the following information:

o Asset : Appears in the upper left side.

« Residual risk score: The aggregated residual risk score of all of the asset's threats, displays
on the upper right side.

o Threat scenario graph: Displays (from top to bottom) the category, actor, operation, and
impact elements. Clicking the graph entity displays its properties in the Properties pane on the

right.

Properties Pane

Ul Element Description

Category Properties

Includes the name and description of the threat category, as well as the
residual risk score for this specific threat.

Actor Properties

Includes the name and description of the threat actor, as well as the residual
risk score for this specific threat.

Operation Properties

Includes the name and description of the threat operation.
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Ul Element Description

Impact Properties The impact represents the threat scenario.

¢ Description: You can document the assessment process by adding notes
and comments in this text box.

¢ Probability: The probability that this threat will occur. Enter a number
between zero and one.

o Impact Areas: This table displays all of the impact areas and the weight
that each impact area carries. To assign an impact area value, click in the
Value cell and select Low, Medium, or High.

¢ Inherent Score: The inherent risk score is the risk to an asset in the
absence of any actions you might take to alter either the likelihood or
impact. The inherent risk is calculated as the weighted average of all
impact area values.

e Residual Score: The residual risk score is the vulnerability or exposure of
the asset; in other words, the risk that remains after you have attempted to
mitigate the Inherent Risk. The Residual Risk is calculates as the Inherent
Risk multiplied by the probability (Residual Risk = Inherent Risk X
Probability).

o IE‘ Next ThreatlEI Previous Threat: Enabled when more that one
threat is displayed in the graph area. Allows you to navigate between threat
scenarios and efficiently assess risk.

Graph Overview

When a threat includes multiple operations and is larger than the graph area, you can navigate it by
clicking and dragging in the Graph Overview area.
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Risk Score Calculation

The "Residual Risk " (on page 65) that is applied to a threat scenario is also calculated and applied

separately on the actor, actor category, and asset.

The parameters used to calculate risk score and their values are:

o Impact Area Weight: Between 0 and 100. Defined in the Threat Library Settings, as described
in "Configure Threat Library Settings" (on page 57).

o Impact Area Value: Low=1, Medium=2, High=3.

o Weight: of actor or category, between 0 and 100. Defined in the Threat Library Settings, as
described in "Configure Threat Library Settings" (on page 57).

o Probability: Between 0 and 1.

Note: All scores are normalized to a value between 0 and 100.

The following table describes how the risk scores are calculated for each of these elements.

Threat Element Risk score calculation

Threat The Inherent score is the weighted average of the impact areas multiplied by their values.
Scenario . . . . .
The residual score is the inherent score multiplied by probability*100.
Y (Impact Area Value * Impact Area Weight) e %
> (Impact Area Weights * 3) (Pmbabmty 1 00)
Actor The actor receives the score of the threat scenario (impact) with the highest risk.
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Threat Element Risk score calculation
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Actor The weighted average of all actor scores.
Category

> (Actor Score * Actor Weight)
> (Actor Weights)

Asset The weighted average of all actor category scores.

> (Category Score * Category Weight)
> (Category Weights)
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Risk Score Aggregation Mechanism

In EnterpriseView, there are two types of risk calculated for an asset:

Risk score. The aggregated residual risk score of all of the threats applied to the asset. Risk
scores are applied manually on each threat scenario. For more information on how this score is
calculated, see "Risk Score Calculation" (on page 73).

Aggregated risk score. Generally defined as the weighted average of aggregated risk scores of
the contained assets of an asset, but is dependant on the calculation method selected, as
described below. This score is applied to an asset automatically. It is not displayed in the Risk
Modeling Assessment window, but is one of the parameters in various reports and dashboards,
such as "Risk Register" (on page 117).

Three methods are available for calculating the aggregated risk score:

Note: If an asset does not have contained assets, then the risk score is used instead of the
aggregated risk score.

Average: The weighted average of aggregated risk scores of the contained assets of an asset
including the risk score of asset itself. This is the default method. The asset's risk score and the
aggregated risk score of its contained assets is taken into account.

Y (Aggregated Risk Score Contained Asset* CriticalityLevel)+ Asset Risk Score * CriticalityLevel
> (CriticalityLevel)

Override: If the asset already has arisk score, then its aggregated risk score receives the value
of the risk score. If the asset does not have arisk score, then its aggregated risk score is
calculated according to the Average formula. The asset's risk score takes precedence over its
children's aggregated risk score.

Y (Aggregated Risk Score Contained Asset* CriticalityLevel)
Asset risk score or 3 (CriticalityLevel)

Average Contained: The weighted average of aggregated risk scores of the contained assets
of an asset, excluding the risk score of the asset itself. The aggregated risk score contained
assets takes precedence over the asset's risk score.

> (Aggregated Risk Score Contained Asset* CriticalityLevel)
> (CriticalityLevel)

For instructions on how to configure the risk score aggregation method, see the Configure Risk
Score Aggregation Method section in the ArcSight EnterpriseView Deployment Guide.
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Vulnerability Management

In EnterpriseView, a vulnerability is a flaw or a weakness in a software application or a system
configuration issue that can be exploited by an attacker and used to gain access to a system ora
network. For example, a user account that does not have a password, or an input validation error,
such as SQL injection.

The Vulnerabilities module enables you to manage the life cycle of vulnerabilities in your
organization including collection, aggregation, prioritization, and remediation. The Vulnerabilities
module allows you to view vulnerabilities that affect an asset and all of its contained assets in a
summarized view or a detailed view. Both views offer filtering capabilities so that, for example,
vulnerabilities can be viewed within a specific score range or a specific location.

EnterpriseView assigns vulnerabilities to specific assets in your business model. Vulnerabilities
can be attached to assets or removed from assets manually. Asset vulnerability scores are derived
from vulnerability scores and the asset "Criticality Level" (on page 19) and are trickled up and
aggregated to top-level assets, providing business context to the state of your organization's
security.

In addition, you can manage the vulnerability's life cycle by applying statuses aiding you in
managing remediation.

EnterpriseView imports vulnerability information from vulnerability scanner output generated by the
following vulnerability assessment tools:

o Tenable Nessus Vulnerability Scanner
¢ McAfee Vulnerability Manager (Foundscan)
¢ Qualys Guard

The vulnerability information is imported into EnterpriseView using ArcSight SmartConnectors. For
information on deploying ArcSight SmartConnectors, see the Import Vulnerabilities From
Vulnerability Assessment Tools section in the ArcSight EnterpriseView Deployment Guide.

EnterpriseView is CVE (Common Vulnerabilities and Exposures) compliant, aligned with most
established dictionary of common names for publicly known information security vulnerabilities.
However, EnterpriseView also supports management of vulnerabilities from sources that do not
have a CVE classification.

The same vulnerability can be reported numerous times and by numerous vulnerability assessment
tools. EnterpriseView aggregates these reports into one single vulnerability, in order to eliminate
duplication of data, allowing you to manage the vulnerability once.
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About the EnterpriseView Vulnerability Dictionary

Many information security tools and sources, both commercial and non-commercial, include a
vulnerability database. Each has a different methodology for naming and identifying vulnerabilities.
This means that the same vulnerability can be defined differently in each of these sources.
Because the Vulnerabilities module receives vulnerability information from various sources, this
disparity would make it difficult to identify duplicate reports, provide additional information about the
vulnerabilities, and associate them with remediation actions efficiently.

To solve this problem, EnterpriseView labs creates and maintains a comprehensive vulnerability
dictionary that includes all vulnerabilities, regardless of whether they have been recognized by an
industry standard source. These vulnerabilities are compiled, correlated, processed and enriched,
creating a single point of reference for each vulnerability.

The EnterpriseView vulnerability dictionary is continually expanded.

EnterpriseView labs sources are varied. Some of the leading industry standard sources from which
information is derived are:

¢ MITRE, Common Vulnerabilities and Exposures (CVE)
o Open Source Vulnerability Database (OSVDB)
o BugTraq
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About the Vulnerability Life Cycle

In EnterpriseView, the vulnerability life cycle is managed by using the vulnerability's "Status" (on
page 82) and the vulnerability's "Remediation Status" (on page 82). Vulnerability remediation has
both manual and automatic aspects. For more information on the automatic aspects, see the About
the Vulnerability Import Job section in the ArcSight EnterpriseView Deployment Guide. The
following example outlines how this process can be managed.

1.

When a vulnerability occurrence is first imported into EnterpriseView, it has an Open status
and a New remediation status. Remediation status Reopened is handled the same as
remediation status New.

A user with an appropriate role assigns New and Reopened vulnerabilities to users for
handling.

Note: Users can use the Notes parameter in order to communicate information to one
another or for any other comments that the user wants to document.

The user to whom the vulnerability is assigned must first determine whether the vulnerability is
an actual problem. The user might identify the vulnerability as a non-issue, close it, and change
its remediation status to Not an Issue. Cases in which vulnerabilities are identified as non-
issues include vulnerabilities that have very low scores, when the organization uses security
tools that provide virtual patching to solve security issues in the network, and any other case in
which insignificant reports unnecessarily overload the system.

If the vulnerability is found to be significant, then the user investigates methods for solving the
problem. The user can use the "Solution" (on page 84) parameter to help solve the problem.
When the solution is found, the user changes the remediation status to Awaiting
Remediation.

After the vulnerability is remediated, the user changes the vulnerability's status to Closed and
the remediation status to Resolved.

If a new vulnerability instance is reported for a closed and resolved vulnerability, then the
vulnerability status is changed to Open and the remediation status is changed to Reopened,
automatically.

The following flowchart depicts the process described above.
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Manage the Vulnerability Life Cycle

You can change vulnerability statuses, as described in the following procedure. For information on
the vulnerability life cycle, see "About the Vulnerability Life Cycle" (on page 78).

To manage the vulnerability life cycle

1. In EnterpriseView, click Vulnerabilities > Management.

2. From the grid, select the relevant vulnerability, and then click the Details Viewlﬁl button.
3. Inthe Status Management, perform the following steps, and then click Save:

a. If required, change the Status field.

b. From the Remediation Status drop-down list, select the relevant status.

c. Ifrequired, use the Notes parameter to communicate information with other users or for
any other comments that you want to document.
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Attach a Vulnerability to an Asset

During the Vulnerability Import Job, vulnerabilities are mapped and attached to assets. For more
information, see the About the Vulnerability Import Job section in the ArcSight EnterpriseView
Deployment Guide. In some cases, vulnerabilities cannot be mapped to assets, which results in
unattached vulnerabilities. You can manually attach vulnerabilities to assets via the Vulnerability
Assignment window. You can also detach vulnerabilities from one asset and reattach them to a
another asset.

Note: In order to put vulnerabilities in a business context, it is important to attach all
vulnerabilities to assets. The more vulnerabilities are attached to assets the more accurate the
overall asset risk score will be.

To attach a vulnerability to an asset

1. In EnterpriseView, click Vulnerabilities > Assignment.

2. Onthe Vulnerability Assignment window, in the Assets pane, select the asset to which you
want to attach a vulnerability/vulnerabilities using either of the following methods:

= Inthe Organization tab, expand the organization tree.
= Inthe Search tab, enter the asset name or a partial name.

The Unattached Vulnerabilities pane displays all the vulnerabilities that have been imported
into EnterpriseView that were not attached to an asset during the vulnerability import process.

3. If necessary, you can filter the vulnerabilities according to the vulnerability score or status, or
by clicking More Filters. For more information on the vulnerability properties in the Filter
Vulnerabilities dialog box, see "Summary View Grid" (on page 81).

4. From the Unattached Vulnerabilities, select the vulnerability that you want to attach to the

asset, and then click the Attach Vulnerabilities to Asset button. You can also
select multiple vulnerabilities by pressing CTRL and selecting the vulnerabilities from the list.

The vulnerability/vulnerabilities are displayed in the Attached Vulnerabilities pane.
To detach a vulnerability from an asset
1. In EnterpriseView, click Vulnerabilities > Assignment.

2. Onthe Vulnerability Assignment window, in the Assets pane, select the asset from which
you want to detach the vulnerabilities.

3. From the Attached Vulnerabilities pane, select the vulnerability or vulnerabilities that you

want to detach from the asset, and then click Detach Vulnerabilities from Asset
button.

The vulnerability/vulnerabilities are displayed in the Unattached Vulnerabilities pane.

Vulnerability Properties

The following tables describe all the vulnerability properties according to where they are displayed
in the Vulnerabilities module.

Summary View Grid
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The Summary View is available from the Vulnerability Management window.

Each record in the summary view grid is an occurrence of a vulnerability in a specific location.

Property Description

ID A common classification ID. This ID can be defined in the
vulnerability dictionary or not.

Score The vulnerability score is the severity level of the vulnerability
expressed as a number between 0 and 10.

Scores are imported from the different vulnerability scanners and are
normalized to the EnterpriseView scoring system.

Status The following options are available:

o Open: The default status of all vulnerabilities that are imported into
EnterpriseView. As long as the vulnerability exists, its status is
open. A vulnerability can be reopened automatically by
EnterpriseView if a new instance of the same vulnerability
occurrence is found.

e Closed : You can manually change the status to Closed. Open
vulnerabilities are automatically closed by EnterpriseView if they
have been open for more than N days. The number of days is
configurable in the Configuration module.For more information, see
the Schedule and Activate Vulnerabilities Import Job section in the
ArcSight EnterpriseView Deployment Guide.

Closed vulnerabilities do not affect the vulnerability scores of
assets in the business model.

Remediation Status The remediation status depends on the vulnerability status, meaning
that a vulnerability with status Open has different remediation status
options than a vulnerability with status Closed. Some statuses can be
applied manually and some are applied automatically by
EnterpriseView.

The following options are available:
o New: The default remediation status for open vulnerabilities.

o Reopened: A closed vulnerability can be automatically reopened
by EnterpriseView if a new instance of the same vulnerability
occurrence is found.

o Assigned: An open vulnerability is assigned to a system user.

« Awaiting Remediation: Remediation for an open vulnerability
was found, but has not been applied.

o Not an Issue: A closed vulnerability that was identified as
irrelevant to the organization, due to its severity, to the probability
of an attack using this vulnerability or for any other reason defined
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Property Description

by the organization. A vulnerability with this status will not be
reopened.

+ Resolved: The vulnerability was fixed.

« automatically closed: This status is assigned automatically
when a vulnerability has been open for more than N days. The
number of days is configurable in the Configuration module. For
more information, see the Schedule and Activate Vulnerabilities
Import Job section in the ArcSight EnterpriseView Deployment
Guide.

Attached to Asset The asset name in the EnterpriseView business model to which the
vulnerability is attached. Vulnerabilities can be attached automatically
to IP assets according to their host, IP address or MAC address.
Vulnerabilities can also be attached manually to assets. If a
vulnerability is not attached to an asset, then this field is empty. For
more information, see "Attach a Vulnerability to an Asset" (on page

81).

Times Reported The number of instances of a vulnerability occurrence.

Imported vulnerabilities can be reported more than once, either by
different vulnerability assessment tools or due to multiple scans from

the same tool.

Location <Hostname>:<Network Port>

First Reported On The date that the vulnerability occurrence was first reported, as
recorded by the external source from which the vulnerability was
imported.

Format: Mon Day, Year

Example: Jan 16, 1970

Last Reported On The date that the vulnerability occurrence was last reported, as
recorded by the external source from which the vulnerability was
imported.

Title A short description of the vulnerability.

Details View

The Details View is available from the Vulnerability Management window. The Details View
displays information on a single vulnerability occurrence.

Description

ID See "ID" (on page 82)
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Property Description

Related CVEs

The CVE identifiers of related vulnerabilities. Defined by
EnterpriseView labs.

Host The host where the vulnerability was found. Along with the port,
comprises the "Location" (on page 83) of network vulnerabilities.

Port The port where the vulnerability was found. Along with the host,
comprises the "Location" (on page 83) of network vulnerabilities.

References The identifiers defined by various sources for vulnerabilities that are
similar or related to the vulnerability defined in the EnterpriseView
vulnerability dictionary.

Details A detailed description of the vulnerability.

Vulnerable Parameter

The parameter that is used to find the vulnerability. For example, User
ID can be the vulnerable parameter in case of an SQL injection
vulnerability.

Solution

A recommended solution for remediating the vulnerability, as provided
from the vulnerability assessment tool.

Instances

The Instances tab is available from the Details View page.

The Instances tab includes all the instances reported for a single vulnerability occurrence. The data
displayed is provided by the connectors.

Property Description

Reported On

The date and time that the vulnerability instance was reported by the
connector.

Source Rule ID

The identifier of the rule that corresponds to the vulnerability defined in
the vulnerability assessment tool.

CVEs A list of CVEs that correspond to the scanner rule, as provided by the
connector.
Scanner The name of the vulnerability assessment tool.

Scanner Type

Network.

Scanner Version

The version of the vulnerability assessment tool.

IP

IP address where the vulnerability was found.

MAC

MAC address where the vulnerability was found.
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Asset Vulnerability Score Aggregation Mechanism

The aggregated asset vulnerability score is calculated as the higher score out of the following:

o The direct asset vulnerability score, which is the highest score out of all the vulnerability scores

of open vulnerabilities that are associated with the asset.

m* > (Aggregated Asset Vulnerability Score * Criticality Level)of top n Contained Assets

> (Criticality Level)

= m=Contained Assets Multiplier: This variable is a number between 0 and 1 (inclusive) that

is typically used to decrease the impact of the contained assets on the aggregated asset
vulnerability score; the lower the number, the smaller the effect. Consider the structure of
your business model when configuring this variable. For example, if you have a flat
organizational structure, then contained assets will have a bigger impact then if you have a
structure with many levels of hierarchy.

n=Maximum Contained Assets in Calculation: Sorted primarily by aggregated asset
vulnerability score and secondarily by criticality level. This variable is used to decrease the
impact of contained asset severity on the aggregated asset vulnerability score; the higher the
number, the smaller the impact. Consider the structure of your business model when
configuring this variable. For example, if assets in your business model have a maximum of
five contained assets each, then it would be meaningless if this variable is configured to six.

For more information on configuring these variables, see the Configure Vulnerability Score
Aggregation Parameters section in the ArcSight EnterpriseView Deployment Guide.

The aggregated asset vulnerability score is calculated when:

Any change is made to the Contained Asset Multiplier or to the Maximum Contained Assets in
Calculation. In this case, the scores on the entire business model are recalculated, so it might
take some time until the updated scores are apparent.

An asset is removed from the business model or is moved within the business model.
The criticality level of an asset is modified.
A vulnerability is either attached or detached from an asset.

Any change is made to a vulnerability's status.
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Vulnerability Error Handling

Vulnerability assessment tools generate reports in a variety of formats, such as an XML file orinto a
database. the information is converted to CSV format using connectors. The Vulnerability Import
Job retrieves the CSYV files, processes the information and writes it to the EnterpriseView
database. For more information on the Vulnerability Import Job, see the About the Vulnerability
Import Job section in the ArcSight EnterpriseView Deployment Guide.

The connectors write the CSV file to the <EnterpriseView Installation
folder>/vm/import/pending/<connector ID> folder. The Vulnerability Import Job processes the
files and does the following:

o Successfully processed files are moved to the <EnterpriseView Installation
folder>/vm/import/done/<connector ID> folder. When vulnerabilities are not defined in the
vulnerability dictionary, their records might contain data that was not fully imported into
EnterpriseView due to format constraints. In these cases, the data is truncate, and only partial
information is displayed.

For example,the Description field in EnterpriseView can be a maximum of 4000
characters, but the field in the file holds a value of 5000 characters. In this case, only the
first 4000 characters are imported and displayed.

If arecord is modified then a notification, indicated by "INFQO", is entered into the redcat-
vulnerability-admin.log file that is located in the <EnterpriseView Installation folder>/logs folder.

o Files containing erroneous records are moved to the <EnterpriseView Installation
folder>/vm/import/errors/<connector ID> folder. If an erroneous record exists, then the
record is skipped and an error message is entered into the redcat-vulnerability-admin.log file that
is located in the <EnterpriseView Installation folder>/logs folder.

In either case, vulnerability information is displayed in the Vulnerability Management window. The
Last Imported On field on the top left side of the Vulnerability Management window displays the
date and time of the most recent import update. If there are any ERROR or INFO messages in the
redcat-vulnerability-admin.log file, an icon informing the user of errors or notifications is displayed
right next to the Last Imported On field.

The redcat-vulnerability-admin.log file is updated with each import. The maximum size of this file is
4MB. When the maximum size is reached, a backup copy of the file is created with the following
suffix:

redcat-vulnerability-admin.log .1

Whenever a new backup file is created, the suffix is incremented by 1. Up to 19 backup files can be
created. After the maximum number of files is reached, the oldest file is deleted.

Because the log file generally includes multiple imports, you can use the Job Execution ID to locate
the latest job. Check the Job Management module for the last job executed, for more information,
see "Troubleshoot Batch Jobs" (on page 129).

File Format

Following is the format of a log file record:
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<timestamp> ERROR/INFO "The file <file name> for job execution ID <ID> has the following
issues in line number <line number>

<error/info message1>

<error/info message2>

Example:

2012-01-31 18:07:43,801 ERROR The file '6 error-handling.done.csv'
for job execution ID '36' has the following issues in line number 3

The values in the following fields exceed the maximum length:
Description (event.flexStringl), maximum length: 4000

These fields were truncated to the maximum length.

The following fields are mandatory and are missing from the record:
Host (event.destinationHostName)

This record was skipped.
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Vulnerability Management Window

The Vulnerability Management window allows you to filter the vulnerabilities found in your
organization's network using various criteria, creating views that help you manage the vulnerability
life cycle. The different areas and the functionality available in each is described in the following
sections.

Toolbar
Ul Element Description
Vulnerabilities Filter the vulnerabilities in the grid using one of the following options:

Affecting Asset A . -
o All Vulnerabilities: View all vulnerabilities, both attached to assets and

unattached assets.

« Unattached Vulnerabilities: Select this option to view vulnerabilities that are
not attached to an asset.

¢ My Organization: Expand the business model and select an asset. View all
vulnerabilities that affect this asset; meaning all vulnerabilities that are directly
attached to this asset or that are attached to any of its contained assets.

Summary View

This is the default view. For more information, see "Summary View" (on page 89).

Filters are retained when passing from one view to another.

@ Details View

To open this view, select a vulnerability from the grid, and then select this view. For
more information, see "Details View" (on page 90).

Filters are retained when passing from one view to another.

Generate Report

Click this button and select a report from the list of reports. If you are prompted,
select to always allow pop-ups from the EnterpriseView server. You can save the
report as a PDF or open it in a separate browser window.

You can generate a report for an asset, an asset and its contained assets, or for all
vulnerabilities.

Last Imported On Displays the date of the most recent import update. If any ERROR or INFO
messages are in the redcat-vulnerability-admin.log file, one of the following icons is
displayed:

@ Errors. Hovering over this icon displays the following message:

"The last update was completed with errors. For more information, see the redcat-
vulnerability-admin.log file or contact your Administrator."

@ Notifications (INFO). Hovering over this icon displays the following message:
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Ul Element Description

"The last update was completed successfully. Some notifications exist for this
update. For more information, see the redcat-vulnerability-admin.log file or contact
your Administrator.”

For more information or error handling, see "Vulnerability Error Handling" (on page

86).

Aggregated Asset For more information on how this score is calculated, see "Asset Vulnerability
Vulnerability Score | Score Aggregation Mechanism" (on page 85).
For <asset>

Filter Vulnerabilities

Click this button to open the Filter Vulnerabilities dialog box. You can filter the
vulnerabilities in the grid according to the vulnerability properties that are displayed
in the grid, described in "Summary View Grid" (on page 81). To remove afilter, you
can either open the Filter Vulnerabilities dialog box and change the filter, or you
can close the filter indicators that display on the toolbar.

Clear Filter

Click this button to clear all the filters that you set through the Filter
Vulnerabilities dialog box.

Summary View

Toolbar
Vulnerabiliies Affecting Asset All Vulnerabilities View: % E D Reports Last Imported On: Mar 1, 2012 @ Aggregated Asset Vulnerability Score For All Vulnerabiliies: E(1.3)
¥ ¢ FilteredBy: Siatus: Open
Location Score = Status Remediation Status Aftachedto Asset Times Reported First Reported On Last Reported On
All Open Al il &)
10.0.100.78 B(9.0) Open New 1 Mar 1, 2012 Mar 1, 2012
10.0.100.78 B(9.0) Open New 1 Mar 1, 2012 Mar 1, 2012
10.0.100.78 B(9.0) Open New 1 Mar 1, 2012 Mar 1, 2012
10.0.100.78 B(9.0) Open New 1 Mar 1, 2012 Mar 1, 2012
Summary 10.0.100.78 B(9.0) Open New 1 Mar 1, 2012 Mar 1, 2012
View 10.0.100.78 B(9.0) Open New 1 Mar 1, 2012 Mar 1, 2012
10.0.100.78 B(9.0) Open New 1 Mar 1, 2012 Mar 1, 2012
10.0.100.78 [(9.0) Open New 1 Mar 1, 2012 Mar 1, 2012
10.0.100.78 B(9.0) Open New 1 Mar 1, 2012 Mar 1, 2012
10.0.100.78 B(9.0) Open New 1 Mar 1, 2012 Mar 1, 2012
10005 B(9.0) Open New 1 Mar 1, 2012 Mar1, 2012
10005 B(9.0) Open New 1 Mar 1, 2012 Mar 1, 2012
100058 B(9.0) Open New 1 Mar 1, 2012 Mar 1, 2012
10.0.100.74 B(9.0) Open New ZenWeb IP 1 Mar 1, 2012 Mar 1, 2012
100058 B(9.0) Open New 1 Mar 1, 2012 Mar 1, 2012
10005 B(9.0) Open New 1 Mar 1, 2012 Mar 1, 2012
10005 B(9.0) Open New 1 Mar 1, 2012 Mar 1, 2012
10.0.100.78 B(78) Open New 1 Mar 1, 2012 Mar 1, 2012
10.0.100.78 B(7.8) Open New 1 Mar 1, 2012 Mar 1, 2012

Each record in the summary view grid is an occurrence of a vulnerability in a specific location.
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You can filter vulnerabilities using the grid column headers. If the filter string that you enter exceeds
200 characters, only the first 200 characters are used.

The Summary View includes the vulnerability properties describes in "Summary View Grid" (on

page 81).
Details View

Status
Details Pane Management

Vulnerabilities Affecting Asset: All Vulnerabilities View: ED D Reports Lastimported On: Mar 1, 2012 Aggregated Asset Vulnerability Score ForAll Vulnerabilities: &(1.3)

¥ & FilteredBy Status: Open

ID Location Title

Samba smbd Security Descriptor Parsing Remote Overflow Status Management

CVE-2004-0492 10.0.100.78:3443 RHSA-2004-; Remedialion WS yew
D CVE-2004-1154 "
CVE-2007-3093 10010078 Solaris 8 (sp: ol
Relaled CVEs oles
Left Nessus|35362 10.0.100.104:445 Microsoft Win
Pane i
CVE-2008-3529 10.0.100.78 Solaris 9 (sp: Location 10.0.100.78
CVE-2006-3420 10.0.100.104:445 MS06-040: Vi Score B(10.0)
CVE-2010-1574 10.0.100.78:161 SNMP Agent Atached to Asset
CVE-2008-4770 100.100.78 RealVNC VNt Times Reported 1
CVE-2008-4250 10.0.100.104 MS08-067: M First Reporied On Mar 1, 2012 Creation Date  Creator Message
CVE-2008-095 .
CVE-2008-0960 10010078 Solaris 10 (s1 LostReportedOn Mt 12012
CVE-2009-2296 10010078 Solaris 10 (]
Host 100.100.78
CVE-2010-1574 10.0.100.67:161 SNMP Agent
Port
CVE-2008-4250 10.0.100.66:445 MS08-067: M
CVE-2008-4038 10.0.100.66:445 MS08-063: M References B0 11973, DA 701, RHEA-2005:020,
CVE-2011-0608 10.0.100.78 Solaris 10 (s1
CVE-2007-4575 10.0.100.78 Solaris 5.10 (
CVE-2006-5857 10.0.100.78 Solaris 10 (s1 Details Integer overflow in the Samba daemon ’
CVE-2007-0099 10.0.100.66:445 MS08-069: Vi (353";’g’“gﬁarmzizzf:eﬁfég‘?:f:m U

CVE-2008-2540 10.0.100.66:445 Safan <312 to cause a denial of senace (application Save | Cancel
crash) and possibly execute arbitrary

The Details View includes the following areas:
Left Pane

This area displays a minimized version of the vulnerabilities grid that is displayed in the Summary
View. It includes the vulnerability ID, Location and Title. Clicking on a vulnerability in this grid
displays its details in the other panes,allowing you to navigate through the vulnerabilities without
changing the view. Vulnerabilities can be filtered using the grid column headers.

Details (middle pane)

This area displays the vulnerability properties described in "Details View" (on page 83).

Instances (tab)

This tab displays the vulnerability properties described in "Instances " (on page 84).

Status Management

Ul Element Description

Status Filter according to the vulnerability's status (Open or Closed).
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Ul Element Description

Remediation Status | Filter according to the vulnerability's remediation status. For more information on
the different statuses, see "Remediation Status" (on page 82).

Notes Use Notes to communicate with other users that are involved in remediating the
vulnerability and to document anything regarding the vulnerability. Notes cannot be
deleted or edited.

Save Click to save changes.

Cancel Click to clear changes. Reverts any change that you have made to the statuses.
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Vulnerability Assignment Window

The Vulnerability Assignment window allows you to attach vulnerabilities to assets or detach
vulnerabilities from assets. The different areas and the functionality available in each is described in
the following sections.

Left Pane Attached Unattached
Vulnerabilities Vulnerabilities

Assets Vulnerabilities Attached To 190.160.150.1 Unattached Vulrerabilities

Organization | Search

v () My organization « Location All ]
» (1] 14572 188 221 Open ¥ More Filters...
| |City 50 123 ite
v LJEC2 SuMltach| Mg «  Location Title .
¥ (8] Printing Senices Detach » U
— CVE-2004-2761 10.0.100.97:2456 S5L Certificate ¢
= Tomcat CVE-2004-2761 10.0.100.72:443 SSL Certificate ¢
> &/ EC2-Comp-2 CVE-2005-1056 10.0.100.78:2532 HP OpenView N
CVE-2006-0034 10.0.100.104:1026 MS06-018: Vuln
CVE-2006-0300 10.0.100.78 MDKSA-2006:0<
CVE-2006-1314 10.0.100.104:445 MS08-035: Vuln
CVE-2006-3404 10.0.100.78 Cent0S : RHSA-
— . S—
Assets

This pane enables you to select the asset to which you want to attach a vulnerability.

Ul Element Description

Organization tab Displays the EnterpriseView business model. Expand the business model to select
the asset that you want to display.

Search tab Allows you to search for a name or a partial name of any asset in EnterpriseView,
connected to the business model.

Attached Vulnerabilities

This pane displays all the vulnerabilities that are attached to a selected asset. When an asset is
selected, the title of this pane displays the asset name.

Ul Element Description

Attach Vulnerabilities to Asset

Select a vulnerability from the grid, and then click this button. For more information,
see "To detach a vulnerability from an asset" (on page 81).
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Ul Element Description

Detach Vulnerabilities from Asset

From the grid, select or multi-select (CTRL+click) the vulnerabilities that you want
to attach to the asset, and then click this button. For more information, see "Attach
a Vulnerability to an Asset" (on page 81).

<Vulnerability
Grid>

A grid with the details of the vulnerabilities that are directly attached to the asset in
the Assets pane.

Unattached Vulnerabilities

This pane displays vulnerabilities that are not attached to an asset. It includes the following
methods for filtering unattached vulnerabilities:

o Quick filters accessible from the screen

o Headerfilters

o The Filter Vulnerabilities dialog box

Ul Element Description

Score

Filter according to the vulnerability score severity:

@ Low
|:| Medium
B High

The ranges are determined in the Configure Vulnerability Score Ranges section in
the ArcSight EnterpriseView Deployment Guide.

Status

Filter according to Open or Closed.

More Filters...

Filter Vulnerabilities

Click this button to open the Filter Vulnerabilities dialog box. You can filter the
vulnerabilities in the grid according to the vulnerability properties that are displayed
in the grid, described in "Summary View Grid" (on page 81). To remove afilter, you
can either open the Filter Vulnerabilities dialog box and change the filter, or you
can close the filter indicators that are displayed on the toolbar.

¥ Clear Filter
Click this button to clear all the filters that you set through the Filter
Vulnerabilities dialog box.
<Vulnerability A minimized version of the vulnerabilities grid that is displayed in the Summary
Grid> View. It includes the vulnerability ID, Location and Title. You can filter

vulnerabilities using the grid column headers.
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Dashboards and Reports

EnterpriseView comes with a variety of out-of-the-box dashboards and printable reports, based on
common needs of specific IT and GRC roles, such as system administrators, auditors, and
executives. EnterpriseView administrators can create customized role-based dashboards for
different types of users, as described in the Create a Customized Dashboards Page in the ArcSight
EnterpriseView Deployment Guide. The dashboards can be created from predefined reports or from
user-created reports. There are two types of reports that you can create:

e Printable

These reports are available from the Risk Modeling Assessment, Policy Assessment,
Statement of Applicability, and the Vulnerability Management windows. From each window,
only reports that are specific to that module are available. These reports are generated as print-

friendly PDF documents by clicking the Generate Report button. For more

information on the reports included in EnterpriseView, see "Printable Reports" (on page 127).

o Dashboard

These reports are used as data analysis components and can be grouped together with other
components in order to create comprehensive dashboards for the various roles, such as the
"Risk Register" (on page 117).

You can create reports that belong to both categories. For more information on creating reports, see
"Create an EnterpriseView Report Using SAP BusinessObjects Web Intelligence" (on page 115).
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EnterpriseView Universe

In SAP BusinessObjects, a universe is an abstraction of a data source that contains data in non-
technical terms with which users can create queries and run them against a database. These
queries are then used to perform data analysis and create reports using entities in the universe
called objects. For more information, see SAP BusinessObjects documentation. The
EnterpriseView system includes an EnterpriseView universe that contains the classes and objects
described in the following tables. You can use these objects to "Create an EnterpriseView Report
Using SAP BusinessObjects Web Intelligence" (on page 115).

Asset

An asset is an entity that represents a physical or logical resource in the system. For example,
assets can represent hardware, software, services, or business units.

Object Description

Asset ID The unique ID of the asset.

Asset Category The category of the asset. Includes: Organization, Location,
Business, IP, Infrastructure Elements, Running Software. For
more information, see "Manage Asset Types" (on page 11).

Asset Name The name of the asset.

Asset Type The asset type is a subset of the asset category.

Asset Description Additional information on the asset.

Business Value A numeric, monetary value.

Criticality Level A numeric index, between 0 and 10, indicating the severity of a

potential catastrophe and the probability of its occurrence.
The default criticality level of all assets is 1.

The criticality level of an asset affects the weight of its scores
when policy assessment aggregation, risk aggregation and
vulnerability score aggregation is done. For more information,
see "Weights and Criticality Level" (on page 55).

Latitude Geographical coordinates of the asset's location.
Longitude Geographical coordinates of the asset's location.

Address Street address of the asset.

ZIP Code Asset location ZIP code.

City City of the asset.

State State of the asset.

Country Country of the asset.

OS Name The operating system that is installed on the infrastructure
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Object

Description

element.

OS Version

The version of the operating system that is installed on the
infrastructure element.

Application Name

The name of the application.

Application Version

The version of the application.

DNS Name The server name as defined in the network DNS.

MAC Address The server MAC address.

IP Address The server |IP address.

Is Attached Indicates whether the asset is attached to the business model.

Asset Source (subclass of Asset)

The origin of the asset.

Object

Description

Source ID

The unique ID of the source.

Source Name

o If assets are created in EnterpriseView, then the source name
is empty.

o If assets are imported from an external asset repository, then
the source name is the same as the connector name defined
in the Configuration module.

o Forthe Organization asset the source name is System.

Overall Asset Score (subclass of Asset)

Object

Overall
Asset
Score

Description

The overall asset score is comprised of the aggregated scores of the following: risk, compliance,

control maturity, vulnerability, and ESM threat.

The following formula is used for calculating the overall asset score:

Risk* weight + (100 — Maturity * 20)* weight + (100 — Conpliance)* weight + ESM™* 10 * weight + Vulnerabilty * 10 * weight

> weights

Risk Assessment (subclass of Asset)

The process of attaching threats to assets, evaluating the likelihood of their occurrence, and

estimating the potential impact.

Description

Asset Risk Score

The aggregated residual risk score of all of the threats applied to
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Object Description

the asset.

Asset Risk Score Severity The severity level of the risk on an asset, expressed as one of
the following values: Low, Medium, or High. This value depends
on the risk score ranges defined.

Aggregated Asset Risk Generally defined as the weighted average of aggregated risk
Score scores of the contained assets of an asset, but depends on the
calculation method configured. For more information, see "Risk
Score Aggregation Mechanism" (on page 75).

Associated Category (subclass of Risk Assessment)

An associated category is a category in a threat that is applied to an asset.

Object Description
Category ID The unique ID of the category.
Category Weight A numeric value between 0 and 100, associated with a specific

asset. Is used when calculating the asset risk score.

Category Risk Score The weighted average of all actor scores.

> (Actor Score * Actor Weight)
> (Actor Weights)

For more information, see "Risk Score Calculation" (on page 73).

Associated Actor (subclass of Associated Category)

An associated actor is an actor in a threat that is applied to an asset.

An actor is a potential initiator of a violation of the security requirements (confidentiality, integrity,
availability) of an asset in your organization.

Object Description
Actor ID The unique ID of the actor.
Actor Weight A numeric value between 0 and 100, associated with a specific

asset. Is used when calculating the category risk score.

Actor Risk Score The actor receives the score of the threat scenario (impact) with
the highest risk.

For more information, see "Risk Score Calculation" (on page 73).

Impact (subclass of Associated Actor)

The element that represents the threat scenario.
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Object Description

Operation ID

The unique ID of the operation.

Impact Description

Notes and comments used to document the risk assessment
process.

Impact Inherent Score

Therisk to an asset, for a specific threat scenario, in the absence
of any actions you might take to alter either the likelihood or
impact. The inherent risk is calculated as the weighted average
of all impact area values.

Impact Residual Score

The risk that remains after you have attempted to mitigate the
Inherent Risk. The Residual Risk is calculated as the Inherent
Risk multiplied by the probability (Residual Risk=Inherent Risk *
Probability).

Impact Probability

The probability that a threat will occur on a specific asset. A
number between 0 and 1.

Impact Value (subclass of Impact)

An impact value can be Low, Medium, or High.

Object Description

Impact Area ID

The unique ID of the impact area.

Impact value

Low, Medium, or High

SoA (subclass of Asset)

The Statement of Applicability (SoA) identifies the controls chosen for the assets in the

organization.

Policy - SoA (subclass of SoA)

The policies that include controls are applied to an asset.

Description

Policy ID

The unique ID of the policy.

Policy Security Category - SOA (subclass of Policy - SoA)

The policy security categories that include controls that are applied to an asset.

Object Description

Policy Security Category ID

The unique ID of the policy security category.

Not Applied Controls Count

The number of controls for a specific security category that are
not applied to an asset.

Applied Controls Count

The number of controls for a specific security category that are
applied to an asset.
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Control - SoA (subclass of Policy Security Category - SoA)

The controls that are applied to an asset.

Object

Description

Control ID

The unique ID of the control.

Is Control Applied

Indicates whether the control is applied to an asset.

Assignment Type

Indicates one of the following values for a control that is applied
to an asset:

¢ Inherited: From a containing asset.

¢ Inheritance Exception: Control applicability has been
overridden.

e Applied Manually: A regular control assignment.

Inherited From Asset (subclass of Control - SoA)

Controls that are inherited from a containing asset.

Object

Description

Asset ID The unique ID of the containing asset.
Asset Category The category of the containing asset.
Asset Name The name of the containing asset.
Asset Type The type of the containing asset.

Policy Assessment (subclass of Asset)

The process of assessing policy compliance and control maturity for all assets that comprise your

organization's business model.

Asset Scores (subclass of Policy Assessment)

Scores of assets that have been assessed.

Object

Compliance Score

Description

Indicates how compliant the asset is with the control.

Measured as a percent.

Compliance Progress

The percentage of overall asset compliance with a policy.

Maturity Score

The evolutionary state of a control when it is applied to a specific
asset, comprised by the weighted average of five

factors: People, Procedure, Process, Product, and Proof (also
known in EnterpriseView as P5 maturity factors).

Maturity Progress

The percentage of the overall control maturity within a policy, for
a specific asset.
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Policy Scores (subclass of Asset Scores)

Scores of an asset that has been assessed for a specific policy.

Object Description

Policy ID The unique ID of the policy.

Compliance Score Indicates how compliant the asset is with the policy.

Measured as a percent.

Compliance Score Severity Low, Medium or High, depending on the score range.

Compliance Progress The percentage of overall asset compliance with a policy.

Maturity Score The evolutionary state of a policy when it is applied to a specific
asset, comprised by the weighted average of five

factors: People, Procedure, Process, Product, and Proof (also
known in EnterpriseView as P5 maturity factors).

Maturity Score Severity Low, Medium or High, depending on the score range.

Maturity Progress The percentage of the overall control maturity within a policy, for
a specific asset.

Policy P5 Scores (subclass of Policy Scores)

Assessment scores on specific control maturity factors aggregated to the policy.

Object Description

People Score Maturity score for People factor.
Procedure Score Maturity score for Procedure factor.
Process Score Maturity score for Process factor.
Product Score Maturity score for Product factor.
Proof Score Maturity score for Proof factor.

Policy Security Category Scores (subclass of Policy Scores)

Scores of an asset that has been assessed for a specific security category.

Object Description

Policy Security Category ID | The unique ID of the policy security category.

Compliance Score Indicates how compliant the asset is with the security category.

Measured as a percent.

Compliance Progress The percentage of overall asset compliance with a policy.

Maturity Score The evolutionary state of a control when it is applied to a specific
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Object Description

asset, comprised by the weighted average of five
factors: People, Procedure, Process, Product, and Proof (also
known in EnterpriseView as P5 maturity factors).

Maturity Progress The percentage of the overall control maturity within a policy, for
a specific asset.

Policy Security Category P5 Scores (subclass of Policy Security Category
Scores)

Assessment scores on specific control maturity factors aggregated to the security category.

Object Description

People Score Maturity score for People factor.
Procedure Score Maturity score for Procedure factor.
Process Score Maturity score for Process factor.
Product Score Maturity score for Product factor.
Proof Score Maturity score for Proof factor.

Control Audit Data (subclass of Policy Security Category Scores)

Information on a specific assessment.

Description

Control ID Control unique ID.

Control Notes (subclass of Control Audit Data)

Object Description

Note ID The unique ID of the note.
Note Time The date and time on which the note was created.
Note Text Any type of additional information related to the assessment.

Control Scores (subclass of Control Audit Data)

Assessment scores on a specific control.

Description

Compliance Score Indicates how compliant the asset is with the control.

Measured as a percent.
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Object Description

Compliance Score Severity

Low, Medium or High, depending on the score range.

Compliance Progress

The percentage of overall asset compliance with a policy.

Maturity Score

The evolutionary state of a control when it is applied to a specific
asset, comprised by the weighted average of five

factors: People, Procedure, Process, Product, and Proof (also
known in EnterpriseView as PS5 maturity factors).

Maturity Score Severity

Low, Medium or High, depending on the score range.

Maturity Progress

The percentage of the overall control maturity within a policy, for
a specific asset.

Compliance Applied
Manually

Indicates that a score was applied manually. It is applied only to
the specific scores that have been changed.

Control P5 Scores (subclass of Control Scores)

Assessment scores on specific control maturity factors.

Object Description

People Score

Maturity score for People factor.

People Applied Manually

Score for People factor applied manually.

Procedure Score

Maturity score for Procedure factor.

Procedure Applied Manually

Score for Procedure factor applied manually.

Process Score

Maturity score for Process factor.

Process Applied Manually

Score for Process factor applied manually.

Product Score

Maturity score for Product factor.

Product Applied Manually

Score for Product factor applied manually.

Proof Score

Maturity score for Proof factor.

Proof Applied Manually

Score for Proof factor applied manually.

Policy Compliance (subclass of Asset)

This class enables you to create a policy compliance report for assets on a policy that has not been
directly assessed (Compliant Policy), but are mapped in EnterpriseView to a policy that has been
assessed (Assessed Policy). For more information, see "Policy Mapping" (on page 35).

Description

Assessed Policy ID

The unique ID of the assessed policy.
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Object Description

Assessed Policy Name The unique name of the assessed policy.
Compliant Policy ID The unique ID of the compliant policy.
Compliant Policy Name The unique name of the compliant policy.

Mapped Controls (subclass of Policy Compliance)

This class includes information on mapped control parameters.

Object Description

Assessed Control ID The unique ID of the assessed control.

Assessed Policy Security An alphanumeric string that indicates the paragraph number.
Category Paragraph Number

Assessed Policy Security The title of the policy security category.
Category Title
Compliant Control ID The unique ID of the compliant control.

Compliant Policy Security The title of the policy security category.
Category Title

Compliant Policy Security An alphanumeric string.
Category Paragraph Number

Compliant Policy Security Used to display the policy security categories according to their
Category Order Key order in the policy.

Mapped Control Scores (subclass of Mapped Controls)

This class includes information on mapped control scores.

Object Description

Compliance Score Indicates how compliant is the asset with the control.

Measured as a percent.

Compliance Progress The percentage of overall asset compliance with a policy.

Maturity Score The evolutionary state of a control when it is applied to a specific
asset, comprised by the weighted average of five

factors: People, Procedure, Process, Product, and Proof (also
known in EnterpriseView as P5 maturity factors).

Maturity Progress The percentage of the overall control maturity within a policy, for
a specific asset.

Mapped Control P5 Scores (subclass of Mapped Control Scores)

Assessment scores on specific control maturity factors that belong to a mapped control.
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People Score The maturity score for People factor.
Procedure Score The maturity score for Procedure factor.
Process Score The maturity score for Process factor.
Product Score The maturity score for Product factor.
Proof Score The maturity score for Proof factor.

Asset ESM Threats (subclass of Asset)

A security event associated with a certain asset that poses a threat on that asset.

Object Description

Asset ESM Threat Score The weighted average of a security event's priority factors,
associated with an asset in a specific time range.

A numeric value between 0 and 10.

Aggregated Asset The highest threat score out of all the asset's contained assets
ESM Threat Score (indirect scores) and the asset itself (direct score).

Asset Vulnerability (subclass of Asset)

This class includes different types of asset vulnerability scores.

Object Description

Asset Vulnerability The highest score out of all the vulnerability scores of open vulnerabilities that
are associated with the asset.

Score

Aggregated Asset The highest score of the following:

Vulnerability Score
y ¢ Asset vulnerability score

m * > (Aggregated Asset Vulnerability Score * Criticality Level)of top n Contained Assets
° > (Criticality Level)

m=Contained Assets Multiplier

n=Maximum Contained Assets in Calculation. Sorted primarily by aggregated
asset vulnerability score and secondarily by criticality level.

Asset Children

Use this class to create reports on an asset's contained assets.

Description

Parent Asset ID Containing asset unique ID. This asset is the starting point for
the asset hierarchy.
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Children (subclass of Asset Children)

Use this class to create reports on an asset's contained assets.

Object Description
Child Asset ID Contained asset unique ID.
Hierarchy Level The position of the asset in the hierarchical tree, in reference to

the containing asset (Parent Asset ID object).

Asset Profiling

This class includes information that is relevant to asset properties.

Criticality Level Ranges (subclass of Asset profiling)

This class includes color indication for the criticality level ranges.

Object Description

Medium Criticality level within a medium range is displayed in yellow.
Score below the medium range is displayed in green.

High Criticality level within the high range is displayed in red.

Policies

This class includes all the information that is relevant to active policies.

General Policy Settings (subclass of Policies)

This class includes information on policy settings that is relevant to all policies.

Maturity Score Range (subclass of General Policy Settings)

This class includes color indication for the maturity score ranges.

Object Description

Medium Scores within a medium range are displayed in yellow. Scores
below the medium range are displayed in green.

High Scores within the high range are displayed in red.

Compliance Score Range (subclass of General Policy Settings)

This class includes color indication for the compliance score ranges.

Object Description

Medium Scores within a medium range are displayed in yellow. Scores
below the medium range are displayed in green.

High Scores within the high range are displayed in red.

Policy (subclass of Policies)
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This class includes information that is specific to a policy.

A policy includes legal, statutory, regulatory, and contractual requirements to which the
organization is bound.

Object Description

Policy ID The unique ID of the policy.

Policy Name The name of the policy.

Policy Description A description of the policy.

Policy Security Category (subclass of Policy)

A policy security category is group of controls with common characteristics.

Object Description

Policy Security Category ID | The unique ID of the policy security category.

Policy Security Category
Paragraph Number

An alphanumeric string.

Policy Security Category
Title

The title of the policy security category.

Policy Security Category
Text

Any additional text explaining the policy security category.

Policy Security Category Policy security categories can be nested. This object indicates
Level the level of the policy security category in the policy security
category hierarchy.

Policy Security Category
Order Key

Used to display the policy security categories according to their
order in the policy.

Policy Security Category
Controls Count

The number of controls under a specific policy security category.

Policy Security Category Hierarchy (subclass of Policy Security Category)

This class enables you to create a report for a specific security category and is generally used for
drill-down capability.

Object Description

Policy Security Category The ID of the security category that contains the policy elements
Parent ID that you want to display.

Policy Security Category
Grandparent ID

The ID of the security category that contains the security
category that contains the policy elements that you want to
display.

Has Children

Indicates whether the policy element is the last level in the policy
hierarchy.
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Control (subclass of Policy Security Category)

Controls are the guidelines and rules that form the foundation of a policy.

Object Description

Control ID The unique ID of the control.

Control Text Control text.

Control Additional Control additional information.

Information

Guideline Introduction Guideline introduction.

Guideline Additional Text Guideline additional text.

Control Type One of the following values: Management, Technical, or
Operations.

Control GRC Designation One of the following values: Regulation, Legal Status,
Standards or Threats.

Control Purpose One of the following values: Confidentiality, Integrity,

Availability, Audit, or Privacy.

Control Weight A numeric value between 0 and 100. The control weight affects
the aggregation calculation on the policy level. For more
information, see "Weights and Criticality Level" (on page 55).

Control Priority One of the following values: Low, Medium, or High.

People Applicable to Control | Indicates whether the People control maturity factor is applicable
to a specific control.

Procedure Applicable to Indicates whether the Procedure control maturity factor is
Control applicable to a specific control.

Process Applicable to Indicates whether the Process control maturity factor is
Control applicable to a specific control.

Product Applicable to Control | Indicates whether the Product control maturity factor is
applicable to a specific control.

Proof Applicable to Control Indicates whether the Proof control maturity factor is applicable
to a specific control.

Control Guidelines (subclass of Control)

Guidelines or rules of the control.

Description

Guideline ID The unique ID of the guideline.
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Object Description

Guideline Text Guideline text.

Guideline Order ID Used to display the guidelines according to their order in the
control.

Tag (subclass of Controls Guidelines)

Short descriptive texts that are applied to guidelines.

Object Description
Tag ID The unique ID of the tag.
Tag Name The tag name.

Policy Settings (subclass of Policy)

Includes global policy settings.

Control Template (subclass of Policy Settings)

This class enables you to create a report that displays only the objects that are in the control
template.

Object Description
Control Text in Template Indicates whether this parameter is in the template.
Control Additional Indicates whether this parameter is in the template.

Information in Template

Guideline Introduction in Indicates whether this parameter is in the template.
Template

Guideline Additional Text in Indicates whether this parameter is in the template.
Template

Control Type in Template Indicates whether this parameter is in the template.

Control GRC Designationin | Indicates whether this parameter is in the template.
Template

Control Purpose in Template | Indicates whether this parameter is in the template.

Control Weight in Template Indicates whether this parameter is in the template.

Control Priority in Template Indicates whether this parameter is in the template.
People Weight The weight applied to this maturity factor.
Procedure Weight The weight applied to this maturity factor.
Process Weight The weight applied to this maturity factor.
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Object Description
Product Weight The weight applied to this maturity factor.
Proof Weight The weight applied to this maturity factor.

Policy Mapping

This class enables you to create a report that displays mappings between policies.

Source Policy ID The unique ID of the source policy.

Source Policy Name The name of the source policy.

Target Policy ID The unique ID of the target policy.

Target Policy Name The name of the target policy.

Is Target policy Active Indicates whether the target policy is active in EnterpriseView.
For more information, see "Activate a Policy" (on page 29).

Policy Mapped Controls (subclass of Policies)

This class includes information on the mapped source and target controls.

Object Description
Source Control ID The unique ID of the control in the source policy.
Source Policy Security The source policy security category paragraph number.

Category Paragraph Number

Source Policy Security The source policy security category title.
Category Title
Target Control ID The unique ID of the control in the target policy.
Target Control Text The control text in the target control.
Target Policy Security The target policy security category paragraph number.
Category Paragraph Number
Target Policy Security The target policy security category title.
Category Title
Vulnerability

A vulnerability is a flaw or a weakness in the software (in the network layer or the application
layer) or a system configuration issue that can be exploited by an attacker and used to gain access
to a system or a network.
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Object Description

Vulnerability ID The unique ID of the vulnerability.

Vulnerability Name A descriptive name of the vulnerability.

Vulnerability Type Network

Vulnerability Score The severity level of the vulnerability expressed as a number

(x.y) between 1 and 10.

Vulnerability Location <hostname>:<port>
Vulnerability Number of The number of times that a specific vulnerability is reported from
Times Reported various sources.

Vulnerability First Reported | The date and time of the first report of the vulnerability, as

On recorded by the external source from which the vulnerability was
imported.

Vulnerability Last Reported The date and time of the last report of the vulnerability, as

On recorded by the external source from which the vulnerability was
imported.

Vulnerability Unhandled Percentage Ranges (subclass of Vulnerability)

This class includes color indication for percentage ranges of vulnerabilities that have not been
handled, meaning vulnerabilities with remediation status New and Reopened.

Object Description

Medium A percentage within a medium range is displayed in yellow. A
percentage below the medium range is displayed in green.

High A percentage within the high range is displayed in red.

Vulnerability Statuses (subclass of Vulnerability)

This class includes the names and ID of all types of vulnerability statuses.

Vulnerability Status (subclass of Vulnerability Statuses)

This class includes the names and ID for all vulnerability statuses.

Object Description

Vulnerability Status ID The unique 1D of the vulnerability status.

Vulnerability Status Name Indicates the values Open or Closed.

Remediation Status (subclass of Vulnerability Statuses)

This class includes the names and ID for all remediation statuses.
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Object Description

Vulnerability Remediation The unique ID of the vulnerability remediation status.

Status ID

Vulnerability Remediation Indicates the values New, Reopened, Assigned, Awaiting

Status Name Remediation, Not an Issue, Resolved, or Automatically
Closed.

Vulnerability Score Ranges (subclass of Vulnerability)

This class includes color indication for the vulnerability score ranges.

Object Description

Medium Scores within a medium range are displayed in yellow. Scores
below the medium range are displayed in green.

High Scores within the high range are displayed in red.

Vulnerability Open Percentage Ranges (subclass of Vulnerability)

This class includes color indication for percentage ranges of vulnerabilities that have a status of

Open
Object Description
Medium A percentage within a medium range is displayed in yellow. A
percentage below the medium range is displayed in green.
High A percentage within the high range is displayed in red.

Threat Library

The threat library includes predefined threats, common to most organizations, as well as user-
defined threats.

Threat Library Settings (subclass of Threat Library)

This class includes information on threat library settings that are relevant to all threat scenarios.

Probability Ranges (subclass of Threat Library Settings)

This class includes color indication for the probability ranges.

Object Description

Medium Scores within a medium range are displayed in yellow. Scores
below the medium range are displayed in green.

High Scores within the high range are displayed in red.

Risk Score Ranges (subclass of Threat Library Settings)

This class includes color indication for the risk score ranges.
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Object Description

Medium Scores within a medium range are displayed in yellow. Scores
below the medium range are displayed in green.

High Scores within the high range are displayed in red.

Impact Area (subclass of Threat Library)

The area or areas in the organization that are affected by a threat on an asset.

Impact Area ID The unique ID of the impact area.
Impact Area Name The name of the impact area.
Impact Area Weight A numeric value between 0 and 100.

Category (subclass of Threat Library)

The category of an actor.

Category ID The unique ID of the category.

Category Default Weight A numeric value between 0 and 100. The weight of a category
defined on the threat library level.

Category Description Category description.

Category Name Category name.

Actor (subclass of Category)

An actor in the threat library.

An actor is a potential initiator of a violation of the security requirements (confidentiality, integrity,
availability) of an asset in your organization.

Object Description
Actor ID The unique ID of the actor.
Actor Default Weight A numeric value between 0 and 100. The weight of an actor

defined on the threat library level.

Actor Description Actor description.

Actor Name Actor name.

Operation (subclass of Actor)

An operation in the threat library.

An operation is the violation of the security requirements of an asset preformed by an actor.
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Object

Description

Operation ID

The unique ID of the operation.

Operation Description

Operation description.

Operation Name

Operation name.

Overall Score

This class includes overall score settings.

Overall Score Ranges (subclass of Overall Score)

This class includes color indication for the overall score ranges.

Object

Description

Medium Scores within a medium range are displayed in yellow. Scores
below the medium range are displayed in green.
High Scores within the high range are displayed in red.

Overall Score Weights (subclass of Overall Score)

This class includes the weights for all the factors used to calculate the overall asset score. This
value can be edited in the EnterpriseView universe.

Object

Description

Risk Weight

The weight applied to an asset's aggregated risk score when
calculating the asset's overall score.

Compliance Weight

The weight applied to an asset's aggregated compliance score
when calculating the asset's overall score.

Maturity Weight

The weight applied to an asset's aggregated control maturity
score when calculating the asset's overall score.

Vulnerability Weight

The weight applied to an asset's aggregated vulnerability score
when calculating the asset's overall score.

ESM Weight

The weight applied to an asset's aggregated ESM threat score
when calculating the asset's overall score.

ESM Threats

This class includes ESM threat settings.

ESM Threat Score Ranges (subclass of ESM Threats)

This class includes color indication for the ESM threat score ranges.

Medium

Description

Scores within a medium range are displayed in yellow. Score
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Object Description

below the medium range are displayed in green.

High Scores within the high range are displayed in red.

Generic Prompts

This class can be used to easily create a query filter without inputting the prompt value.

Object Description

@AssetPrompt Can be used to create a query filter without the need to input the
value "assetld".

@PolicyPrompt Can be used to create a query filter without the need to input the
value "policyld".

Generic Objects

This class includes miscellaneous classes and objects.

Score Severity (subclass of Generic Objects)

This class includes the values for score severity.

Description

Score Severity Low, Medium, or High.

Scores Rank (subclass of Generic Objects)

The objects in this class are used to rank asset scores using a weighted average in order to display
"top #" assets in reports. The rank itself is not displayed in the report.

Object Description

Asset Risk Score Rank Used for ranking risk scores.

Aggregated Asset Risk Used for ranking aggregated risk scores.

Score Rank

Aggregated Asset Used for ranking aggregated vulnerability scores.

Vulnerability Score Rank

Asset Compliance Score Used for ranking compliance scores.
Rank

Asset Maturity Score Rank Used for ranking P5 maturity factor scores.

Overall Asset Score Rank Used for ranking the overall asset score.

Asset Vulnerability Score Used for ranking the direct asset vulnerability scores.
Rank

Vulnerability Score Rank Used for ranking the vulnerability scores.
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P5 Names (subclass of Generic Objects)

Use the objects in this class to return the names of the P5 maturity factors to be displayed in a
report.

Object Description

People The word "People" is displayed in the report.
Procedure The word "Procedure" is displayed in the report.
Process The word "Process" is displayed in the report.
Product The word "Product" is displayed in the report.
Proof The word "Proof” is displayed in the report.

Create an EnterpriseView Report Using SAP
BusinessObjects Web Intelligence

In addition to the various reports provided by EnterpriseView, you can create customized reports
using SAP BusinessObjects Web Intelligence. For more information on creating reports, see
Building Reports with SAP BusinessObjects Web Intelligence User Guide.

You can create printable reports, dashboard reports, or reports that belong to both categories.

General instructions for creating a EnterpriseView report in SAP
BusinessObjects Web Intelligence

1. Select EnterpriseView Universe when you create a new document. For detailed information
on the classes and objects in the EnterpriseView Universe, see "EnterpriseView Universe" (on

page 95).

2. Prompts can be added to the report in order to get the application context. Add an assetld
prompt to initialize the report with a selected asset or a policyld prompt to initialize the report
with a selected policy.

3. Assign a category to the report when you export the document to the CMS. Select the
categories that apply to the report (one or more):

» EnterpriseView Categories > Dashboard

= EnterpriseView Categories > Printouts > Policy Assessment
= EnterpriseView Categories > Printouts > Policy SoA

= EnterpriseView Categories > Printouts > Risk Assessment

You can also assign a category to a report through SAP BusinessObjects Enterprise CMC.

Note: If you do not assign the report to a category, then it will not be displayed in
EnterpriseView.

To create a EnterpriseView report that displays the contained assets of a
specific asset
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« When you create the query, drag the following objects to the Results Object area:
= Parent Asset ID ( Asset Children class)
= Child Asset ID (Children class)
= Hierarchy Level (Children class)
Add the rest of the objects that you want to display to the Results Object area.
o Use the following objects as Query Filters:
= Parent Asset ID to determine the asset that contains the assets that you want to display.
= Hierarchy Level to determine which levels of contained assets are displayed in the report.
To create a report that displays the policy elements of a specific policy
¢ When you create the query, drag the following objects to the Results Object area:
= Policy ID ( Policy class)
= Policy Security Category Parent ID (Policy Security Category Hierarchy class)
= Policy Security Category Level (Policy Security Category class)
Add the rest of the objects that you want to display to the Results Object area.
¢ Use the following objects as Query Filters:
= Policy ID to determine the policy that contains the policy elements that you want to display.

= Policy Security Category Parent ID to display a specific section in the hierarchy. Used for
drill-down purposes.

= Policy Security Category Level to display the hierarchy graphically in the report.
The report that you created is automatically added to EnterpriseView. You can access printable
reports by clicking the Create Report button in one of the following windows:
¢ Risk Assessment
e Policy Assessment
« Statement of Applicability
o Vulnerability Management

You can access dashboard reports and create customized dashboards from the BusinessObjects
Reports component, as described in the Create a Customized Dashboard Page section in the
ArcSight EnterpriseView Deployment Guide.
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Risk Register

The EnterpriseView Risk Register is a comprehensive dashboard that provides you with all the risk-
related information identified by your organization.

To open the Risk Register, click Executive View > Risk Register.
The Risk Register includes the following components:
« Asset Selector
This component enables you to select the asset that you want to display in the Risk Register.

The Organization tab displays the EnterpriseView business model. Expand the business model
to select the asset that you want to display.

The Search tab allows you to search for a name or a partial name of any asset in
EnterpriseView, connected to the business model.

After you have selected the asset, you can collapse the Asset Selector by clicking the

Collapse button. To expand the Asset Selector, click the Expand Asset Selector
button.

The asset that you selected is saved for when you next log on.
o Asset Summary

This component displays the overall asset score, which is comprised of the following
aggregated data:

= Risk: The aggregated risk score of the asset. For more information on how this score is
calculated, see "Risk Score Aggregation Mechanism" (on page 75).

= Compliance: The aggregated compliance score of the asset. For more information on how
this score is calculated, see "Control Scores Aggregation Mechanism" (on page 50).

= Maturity: The aggregated control maturity score of the asset. For more information on how
this score is calculated, see "Control Scores Aggregation Mechanism" (on page 50).

= Vulnerability: The aggregated asset vulnerability score of the asset. For more information on
how this score is calculated, see "Asset Vulnerability Score Aggregation Mechanism" (on

page 85).

= ESM Threat: The aggregated ESM threat score of the asset. This score is calculated as the
highest score out of all the asset's contained assets and the asset itself.

For more information on how the ESM threat score is calculated, see "Apply Weighting
Scheme to Priority Factors" (on page 1).

The following formula is used for calculating the overall asset score:

Risk* weight + (100 — Maturity * 20)* weight + (100 — Conpliance)* weight + ESM* 10 * weight + Vulnerabilty* 10 * weight
> weights

Note: You can edit the weights of any of the scores by modifying the following objects in
the EnterpriseView universe belonging to the Overall Score Weights class: Risk Weight,
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Compliance Weight, Maturity Weight, Vulnerability Weight, or ESM Weight. For more
information, see the Universe Designer Help.

o Contained Assets Summary

Displays the information provided in the Asset Summary for the highest risk, first level
contained assets of the asset that you selected (up to five are displayed).

e Policy Compliance

Includes the aggregated score and assessment progress for both asset compliance and control
maturity for each policy that is applied to the asset that you selected.

¢ Risk Modeling
Includes:

= Assessed Risk Breakdown: A pie chart displaying the distribution of assets according to
risk scores divided into low, medium, and high for all first and second level contained assets.

= Highest Assessed Risk Scores: A list of the highest risk contained assets (up to five are
displayed).

o Vulnerability Overview
Includes:

= Open Vulnerability Remediation Status: Displays the number of contained, open
vulnerabilities according to their remediation status.

= Most Vulnerable Assets: A list of the most vulnerable contained assets (up to five are
displayed).
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Overall Score Heat Map

The Overall Score Heat Map allows you to view the overall score of Business and Location assets
according to their criticality level.

To open the Overall Score Heat Map, click Executive View > Overall Score Heat Map.
The colors in the heat map reflect the severity of the scores, as follows:

e Low =green

¢ Medium = yellow

e High=red

The overall asset score is comprised of the aggregated scores of the following: risk, compliance,
control maturity ,vulnerability, and ESM threat.

The assets displayed in the graph are first and second level contained assets of the asset that you
select. If the asset that you select does not contain Business or Location assets, the graph remains
empty.

The Overall Score Heat Map includes the following components:
Asset Selector

The Organization tab displays the EnterpriseView business model. Expand the business model to
select the asset that you want to analyze.

The Search tab allows you to search for a name or a partial name of any asset in EnterpriseView,
connected to the business model.

After you have selected the asset, you can collapse the Asset Selector by clicking the Collapse
button. To expand the Asset Selector, click the Expand Asset Selector button.

Overall Score Heat Map

The name of the asset that you selected is displayed above the graph along with its overall asset
score and its criticality level, if it is defined.

Note: Only assets that have been assessed are displayed on the graph.

The assets that are displayed in the legend are sorted alphabetically and are numbered accordingly.
Hover over the asset on the graph to display the name of the asset, the criticality level and the
overall asset score. Clicking the icon of the asset in the graph selects the asset in the legend and
vice versa. If two or more assets have the same criticality level and overall asset score, then they
both appear as a single point on the graph and the icon is displayed with an ellipsis (...). Hovering
over this icon displays information on all the assets that have the same overall asset score and
criticality level.
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Policy Compliance Dashboard

The Policy Compliance Dashboard is a comprehensive dashboard that provides you with all the
compliance-related information identified by your organization per policy for a specific asset.

To open the Policy Compliance Dashboard, click Policy and Compliance > Policy Compliance
Dashboard.

The Policy Compliance Dashboard includes the following components:
Policy and Asset Selector

This component enables you to select an asset and one of the policies to which it is applied to it and
display compliance information on that asset and its contained assets.

You must first select a policy from the policy drop-down.

The Organization tab displays the EnterpriseView business model. Expand the business model to
select the asset that you want to display.

The Search tab allows you to search for a name or a partial name of any asset in EnterpriseView,
connected to the business model.

After you have selected the asset, you can collapse the Policy and Asset Selector by clicking the

Collapse button. To expand the Policy and Asset Selector, click the Expand Policy and
Asset Selector button.

Compliance Summary

This component includes the aggregated compliance score and progress, as well as the maturity
assessment score and progress for the asset that you have selected, in relation to the policy that
you have selected. For more information on the aggregation mechanism, see "Control Scores
Aggregation Mechanism" (on page 50).

Contained Asset Summary

Displays the information provided in the Asset Summary for the least compliant first level
contained assets of the asset that you selected (up to five are displayed).

Control Score Distribution
Displays the following pie charts:

o Compliance Score Distribution. The distribution of first and second level contained assets
according to low, medium and high compliance scores.

o Maturity Score Distribution. The distribution of first and second level contained assets
according to low, medium and high maturity scores.

P5 Score Breakdown

A breakdown of the aggregated score of P5 control maturity factors of the asset and the policy that
you selected.

Score Details
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The aggregated maturity and compliance scores on the security category level. For more
information on the aggregation mechanism, see "Control Scores Aggregation Mechanism" (on page

50).
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Risk Modeling Dashboard

The Risk Modeling Dashboard includes information on risk assessment that is performed on a
specific asset.

To open the Risk Modeling Dashboard, click Risk Modeling > Risk Modeling Dashboard.
The Risk Modeling Dashboard includes the following components:
Asset Selector

The Organization tab displays the EnterpriseView business model. Expand the business model to
select the asset that you want to analyze.

The Search tab allows you to search for a name or a partial name of any asset in EnterpriseView,
connected to the business model.

After you have selected the asset, you can collapse the Asset Selector by clicking the Collapse
button. To expand the Asset Selector, click the Expand Asset Selector button.

Risk Heat Map

The Risk Heat Map displays threat scenarios according to their inherent risk scores and probability.
If the asset that you select does not have any threats attached to it, then the graph remains empty.
The colors in the heat map reflect the severity of the scores.

Hover over the threat on the graph to display the probability, inherent risk score, operation, and
actor. Clicking the icon in the graph selects the threat in the legend and vice versa. If two or more
threats have the same probability and inherent risk score, then they both appear as a single point on
the graph and the icon is displayed with an ellipsis (...). Hovering over this icon displays information
on all the threats that have the same probability and inherent risk score.

Risk Scorecard

The Risk Scorecard table includes detailed information on the risk assessment of each threat
attached to the asset that you have selected.

The name of the asset that you selected is displayed above the table along with its residual score.
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Vulnerability Dashboard

The Vulnerability Dashboard includes comprehensive vulnerability information providing you with
an overview of your organization's vulnerability state, for a specific asset and its contained assets.

To open the Vulnerability Dashboard, click Vulnerabilities > Vulnerability Dashboard.
The Vulnerability Dashboard includes the following components:
Asset Selector

This component enables you to select the asset that you want to display in the Vulnerability
Dashboard.

The Organization tab displays the EnterpriseView business model. Expand the business model to
select the asset that you want to display.

The Search tab allows you to search for a name or a partial name of any asset in EnterpriseView,
connected to the business model.

After you have selected the asset, you can collapse the Asset Selector by clicking the Collapse
button. To expand the Asset Selector, click the Expand Asset Selector button.

Vulnerability Summary

This component includes the aggregated asset vulnerability score for the asset that you selected.
For more information on asset vulnerability score aggregation, see "Asset Vulnerability Score
Aggregation Mechanism" (on page 85).

Most Vulnerable Contained Assets

Displays the following information for the most vulnerable first level contained assets of the asset
that you selected (up to five are displayed):

o Aggregated asset vulnerability score.

o The percentage of open vulnerabilities that have not been handled yet, meaning, with a
remediation status of New or Reopened.

Open Vulnerabilities Remediation Status

Displays a breakdown of all the open vulnerabilities that are attached to the asset that you have
selected or to any of its contained assets, according to their remediation status.

Vulnerabilities with the Highest Scores

Displays the vulnerabilities with the highest scores that affect the asset that you have selected,
meaning that they are either attached directly to the asset or to the asset's contained asset. Each
record represents a vulnerability (ID).

The Assets Impacted column displays the number of assets that this vulnerability (open or
closed) affects, either by being directly attached to the asset or by being attached to a contained
asset.

The Impacted Assets with Open Vulnerabilities column displays the percentage of assets with
vulnerabilities that have an open status out of all vulnerabilities.
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Policy Compliance Map

The Policy Compliance Map allows you to view all of the policies and their security categories that
are applied to a specific asset along with their assessment information, in a graphic view. To open
the Policy Compliance Map, click Policy and Compliance > Compliance Map. The different
areas and the functionality available in each is described in the following sections.

Left Pane (Asset Selector)

Ul Element Description

Organization tab The Organization tab displays the EnterpriseView business model.

Expand the business model and select the asset that you want to view.

Search tab You can search for a name or a partial name of any asset in EnterpriseView,
connected to the business model.

Graph Area

Compliance assessment information and control maturity assessment information is displayed in
two separate tabs: Compliance and Maturity in the graph area. This allows you to focus
specifically on the information that you require.

The policy and security categories are displayed according to their hierarchy, in a circular layout,
each represented by an icon. Each icon includes the following information:

o Policy or security category name
o Control maturity/compliance score

o Assessment progress (provides a visual indication of how much the policy element is assessed)

progress S

/ -

r
27 Cobit4.1

Policy or security
category name

The graph area also includes the following functionality and information.

Ul Element Description

Optimize Layout

Refreshes the layout of the business model in the graph.
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Ul Element Description

w7 Fit to Window

Resizes and displays the entire business model in the Graph Area.

O Zoom in/zoom out business model.

<Score Range> The score range for a specific policy element:
@ High score
|:| Medium score

|E| Low score

The ranges are determined in "Configure Policy Settings" (on page 27)

Graph Overview

When an asset has multiple policies/security categories applied to it and is larger than the graph
area, you can navigate it by clicking and dragging in the Graph Overview area.
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ESM Threat View

EnterpriseView enables a periodic import of security threats from a Security Information and Event
Management (SIEM) system, providing near real-time monitoring capabilities on the threats
imposed on organization assets. For more information on the import process, see the Import
Security Threats from an SIEM System section in the ArcSight EnterpriseView Deployment Guide.

To open the ESM Threat View, click ESM Threats > ESM Threat View.

For each security threat, a score (1-10) is used to depict threat level. This information is displayed
graphically either per asset or for multiple assets and allows identifying security threat trends over
selected time periods.

Two types of scores are calculated:

« Asset ESM Threat Score. The weighted average of a security event's priority factors,
associated with an asset in a specific time range.

o Aggregated Asset ESM Threat Score. The highest Asset ESM Threat Score out of all the
asset's contained assets (indirect scores) and the asset itself (direct score).

The score displayed is the Aggregated Asset ESM Threat Score.

The ESM Threat View window includes the following areas:

Left pane (Multi-asset Selector)

In this area you select the asset or assets for which you want to display threats. To select an asset,
from the Available Assets, expand the business model tree, click an asset, and then click the Add

Asset IE‘ button. Repeat this for all the assets that you want to display. To remove an asset, from

the Selected Assets, select the asset, and then click the Remove Asset EI button.

Top pane (Threat Over Criticality)

Displays the asset on the graph according to its threat score and criticality. You can select one of
the following time spans: last hour, last day, last 7 days, last 30 days, last year. The difference in
the threat score between the current date and the time span that you select is reflected in the size of
the asset icon that is displayed; a small icon reflects a small change in the threat score and a large
icon reflects a big change in the threat score. Hover over the asset on the graph to display the name
of the asset, the criticality level and the exact score for the current date and time, as well as the
score for the time span that you selected.

Bottom pane (Threat Over Time)

Displays a graph of the threat score for each asset that you selected for different time spans. You
can select a time span: last hour, last day, last 7 days, last 30 days, last year. Hover over the graph
curve to display the name of the asset, the exact threat score for the specific point on the graph,
and the exact time that the threat score was imported into EnterpriseView.
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Printable Reports

Printable reports are available from the Risk Modeling Assessment, Policy Assessment,
Statement of Applicability, and Vulnerability Management windows. From each window, only
reports that are specific to that module are available. These reports are generated as print-friendly

PDF documents by clicking the Generate Report button.

In addition to the various reports provided by EnterpriseView, you can create your own customized
reports using SAP BusinessObjects Web Intelligence, as described in "Create an EnterpriseView
Report Using SAP BusinessObjects Web Intelligence" (on page 115).

The following table includes all of the out-of-the-box reports in EnterpriseView.

Type Report Name Description

Risk Risk Score This report includes the selected asset's risk score and aggregated risk

Modeling Summary score, as well as risk information for each threat imposed on a selected
asset.

Risk Score Details | This report includes risk score information on all actors and operations
that comprise the threats that are posed on a selected asset, in
conjunction with their name and description.

Statement Statement of This report includes all the controls from policies that are applied to a

of Applicability Details | selected asset and their details.

Applicability

Policy Policy Compliance | This report includes compliance scores, control maturity scores and

Assessment | Summary assessment progress information on controls, security categories the
policy applied to a selected asset.

Policy Compliance | This report includes compliance scores, control maturity scores and

Details assessment progress information on all policy elements (security
categories and controls) that are applied to a selected asset, in
conjunction with the policy content.

Policy Activated Mapped | This report includes mappings between a source policy and a target
Builder Controls policy for all controls in policies that are activated, for a selected policy.
Vulnerability | Open This report includes the vulnerability score and the number of locations

Vulnerabilities that the vulnerability was found for all open vulnerabilities for a selected

Summary asset and all of its contained assets.

Open Vulnerability | This report includes the vulnerability score and the number of locations

Details that the vulnerability was found, as well as information on each of the
assets to which it is attached, for all open vulnerabilities for a selected
asset and all of its contained assets.
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Job Management

The EnterpriseView Job Management module is based on the Spring Batch framework. Using the
Job Management module you can:

e Launch batch jobs manually

Generally, batch jobs are scheduled to run automatically via the EnterpriseView Configuration
module. However, you can also launch jobs manually when required, for example, in order to re-
run a job that failed or in order to test a job in a test environment. For more information, see
"Launch Batch Jobs Manually" (on page 129).

o Troubleshoot batch jobs

You can inspect the details of each step that comprises the job in order to identify where it failed.
For more information, see "Troubleshoot Batch Jobs" (on page 129).

The following table includes all the batch jobs defined in EnterpriseView.

Batch Job Description

CsvAssetSyncJob CSV Asset Synchronization Job

For more information, see the About CSV Asset
Synchronization Job section in the HP ArcSight
EnterpriseView Deployment Guide

EsmAssetSyncJob ArcSight ESM Asset Synchronization Job

For more information, see the About ArcSight ESM
Asset Synchronization Job section in the HP ArcSight
EnterpriseView Deployment Guide

EsmSecurity ThreatimportJob ArcSight ESM Security Threats Job

For more information, see the About ArcSight ESM
Threats Job section in the HP ArcSight EnterpriseView
Deployment Guide

UcmdbAssetSyncJob UCMDB Asset Synchronization Job

For more information, see the About UCMDB Asset
Synchronization Job section in the HP ArcSight
EnterpriseView Deployment Guide

VulnerabilitiesimportJob Vulnerability Import Job

For more information, see the About Import Vulnerability
Job section in the HP ArcSight EnterpriseView
Deployment Guide
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Launch Batch Jobs Manually

To launch batch jobs manually

1.

In EnterpriseView click Administration > Job Management, and then, from the toolbar, click
Jobs.

From the Jobs Names Registered table, click the job that you want to launch.

In the Job Parameters box, the timestamp that is displayed belongs to the last batch job that
was run. Increment the timestamp by 1, and then click Launch.

The job instance is displayed in the Job Instances for Job table with a Started status.

To stop the batch job before it is completed, in the Job Instances for Job table, identify the
job instance that you want to stop, click the Started status in the LastJob Execution column,
and then click Stop.

To view the progress of the batch job and the status of each of its steps, in the Job Instances
for Job table, identify the job instance, and click the status in the LastJob Execution column.
A table with the job steps is displayed on the bottom of the page.

Troubleshoot Batch Jobs

You can inspect the details of each step that comprises the job in order to identify where it failed.

To troubleshoot batch jobs

1.

In EnterpriseView click Administration > Job Management, and then, from the toolbar, click
Executions.

From the Recent and Current Job Executions table, identify the job that you want to inspect
and click on the Executions link in the ID column.

The Details for Job Execution page displays the following information:
» Details on the job level.
= Atable that includes all the job steps and their statuses.

From the job steps table, identify the step with the Failed status, and in the Status column
click the Failed link.

The Step Execution Progress page displays detailed information on the step:

= History for Step Execution for Step: Displays the history of the execution of this step
across all job executions.

= Details for Step Execution: Displays the meta data for this step, as well as an extract of
the stack trace from any exception that caused the failure of the step.
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