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Consistent with FAR 12.211 and 12.212, Commercial Computer Software, Computer Software Documentation, and Technical
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ArcSight Logger Forwarding Connector for
HP NNMi

This guide provides information on installing and configuring the ArcSight Logger Forwarding
Connector for HP NNMi on Windows, Linux and Solaris platforms. This Logger Forwarding Connector

software supports Logger 5.1, 5.2, and 6.0 NNMi 9.20, patch 1 and NNMi 10.0.

See "Supported Cisco Router, HP H3C, and HP ProCurve Sub-Messages" on page 13 for details on
supported Cisco Router sub-messages.

Note the following:

e You must upgrade to HP NNMi 9.20, patch 1or later to be able to use the current Logger Forwarding
Connector for HP NNM.i. If you have a previous version of HP NNMi installed, the current Logger
Forwarding Connector for HP NNMi will not function.

o Use the latest version of the SmartConnector with the current Logger Forwarding Connector for
NNMi. If you plan to process events from HP ProCurve devices, you must also install the latest
SmartConnector build.

Note: The following changes start with the next release:

o Windows and Linux 64-bit operating systems will be supported.

o Solaris operating system will no longer be supported.

About HP ArcSight Logger and HP NNMi

HP ArcSight Logger is a log management solution that is optimized for extremely high event
throughput, efficient long-term storage, and rapid data analysis. Logger receives and stores events;
supports search, retrieval, and reporting; and can forward selected events.The HP ArcSight Logger
Forwarding Connector allows you to send these event logs from Logger to the HP Network Node
Manager (HP NNM.

HP Network Node Manager (NNMi) provides continual network discovery using unified fault,
availability, and performance monitoring. HP NNMi enables network management teams to detect,

locate, and diagnose faults and performance degradations of the network quickly, analyze the business
and service impact of outages, and increase network staff efficiency and productivity.

Using the HP ArcSight Logger Forwarding Connector and the HP NNMi integration install, network
staff can view syslog messages from Logger in the NNMi console.
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Sending Events From Logger to NNMi

Logger sends events to the Logger Forwarding Connector using CEF Syslog, which then forwards the
events fo NNMi via SNMP. For Logger to send events to the Logger Forwarding Connector, a Logger
forwarder must be created to send these events. For instructions on how fo create a forwarder to send
the events, see "Creating a Forwarder to Forward Events" on page 11.

Installing the Connector

Before you install the connector, make sure that the ArcSight products with which the connectors will
communicate have already been installed correctly (the ArcSight Logger, for example) and you have
assigned appropriate privileges.
1. Download the HP ArcSight executable for your operating system from My Updates on the HP
SSO ssite.
2. Start the HP ArcSight Installer by running the executable.
Follow the installation wizard through the following folder selection tasks and installation of the
core connector software:

Introduction

Choose Install Folder
Choose Install Set
Choose Shortcut Folder
Pre-Installation Summary
Installing...

3. Select Add a Connector.
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o[ 5 [ |
(_i ArcSi g ht What would vou like to do?
Configure
@ Add a Connector
() Enable FIPS mode
Hewlek Packard
Enterprise
< Previous Mext = ] [ Cancel
4. Click Next. Logger to NNMi is selected by default.
5. Click Next. Enter the Logger information.
S | B |t
<I” ArcSight Enter the connector defails
Configure
Network Port 514
Ip Address | (ALL)
Protocol  |UDP
< Previous ] [ Mext= 1 [ Cancel
Parameter Description
Network 514 or another port that matches the Receiver (the port to which the Forwarding
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Parameter Description
Port Connector sends events)
IP Address  IP or host name of the Logger

Protocol UDP or Raw TCP

Note: Whichever protocol you choose, it must match that of the forwarder type
chosen during Logger Forwarder configuration.

6. Click Next. HP NNM i is selected by default.

7. Click Next. Fill in the parameter information required for connector configuration.

| oo o) [
< ArcSight Enter the destination parameters
Configure
Host 127.0.0.1
Port 162
Version SNMP_VERSION_2 +
Read Community(v2) public
Write Community({v2) public
Authentication Username(v3)
Authentication Password(v3)
Security Level{v3) AuthNoPriv |
Authentication Scheme(v3) :MDE -
Privacy Password{v3)
Context Engine Id(v3) Privacy Password
Context Name(v3)
IH-rr-li-H Packard
’ < Previous ] o MNext> [ Cancel
Parameter Description
Host Enter the Host name or IP address of the NNMi device.
Port Enter the port to be used by the adaptor to forward events. The

default port is162. To determine if the trap port monitored by
NNMi is other than the default, use the NNMi command:

$NnmInstallDir/bin/nnmtrapconfig.ovpl -showProp

See the NNMI ArcSight Logger Integration Guide, HP ArcSight
Logger chapter for details on HP NNMI and Logger integration.
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Parameter Description

Version Accept the default value of SNMP_VERSION_2.
SNMP_VERSION_3 is not available at this time.

Read Community(v2) Enter the SNMP Read Community name.

Write Community(v2) Enter the SNMP Write Community name.

Authentication Username For use with SNMP v3. This is not available at this time.

%))

Authentication Password(v3) Enfter the authentication password.

Security Level(v3) The default value is AuthNoPriv

Authentication Scheme(v3) The default value is MD5.

Privacy Password(v3) Enter the privacy password.
Context Engine 1d(v3) Enter the context engine.
Context name(v3) Enter the context name.

8. Click Next. Enter a name for the connector and provide other information idenftifying the
connector's use in your environment.

9. Click Next. Read the installation summary and click Next. If the summary is incorrect, click Previous
to make changes.

10. When the connector completes its configuration, click Next. The Wizard now prompts you to
choose whether you want to run the connector as a process or as a service.

If you choose to run the connector as a service, the Wizard prompts you to define service
parameters for the connector.

11. Click Next. Choose Exit, fo complete the connector installation, or choose Continue, fo continue fo
make connector modifications. Click Next to exit or continue.

Configure for HP Network Node Manager (NNMi)

Add new node for the VM with the IP address where you want to receive frap.

| Hodss

®E SR |® 9| X |E <Ergty Grong ees | @ 120z &
Stwus  Dovic Wame  Hostame Mansgemenishs System Locstion  Dewice Profile Agen Stetus Lest Modified  Hotes

o ST ST X e com ——— P —

G ) SHAABERTT IS HAIG5HTT et uma e com Arcaghivosd e L
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NNMi Console

These modules are automatically filled in the NNMi Console:

| Syslogy Message Configurstions

@ | *

B2 |2 9| % |E

kS @ [1-130f28| & &

Hame +  Enabled Root Deduplicati PRate Sev Cat Fa Author Message Format
Cause on Enabled Enabled erit eg mil
¥ oy ¥

ARPIROUTECOMFLICT v v v [ E’S EN HP ArcSicht FAZEA 41 MO3TA 42130 51 361.41.119371.42132
ARPISILRP_DUPYRRPIP v v T 25 &4 e Avcsight $1.36141.19371.42131: $1.361.41.119371 42132
BFDVSEFD_CHANGE_FSh v v Ay B25 S e avcsight $1.36141.1937142131: $1.361.41.1937 142132
BGP-3-ADMCHAMGE hd v O M E’S Iﬁlr HP ArcSight FA3E1 411957142131 515614111937 14213.2
BGR/SEGP_RECHED _THRESHOI v hd V 10 Fﬁs EN HF ArcSioht FA136141118371421.3.1:51.5361.41.119371421.3.2
CDP-4-DUPLEX _MISMATCH v v Av‘ &78 ﬂk HP ArcSight F13614111837 142131 513614111937142132
CRMISICFM_SAWECONFIG_SUCE v v @ il E? b h M HP ArcSight FAZEA 41 MOETAA21 30 513614111937 142132
DEVABOARD_LOADING v = hd A W E? =1 [EII ¢ HP ArcSight FAZEL 411037142130 5136141119371 42132
DEN UFAR_FAILED hd - hd i, 0] E’S |j ¢ HP ArcSight FAIEA 41 MOETA421 30 513614111937 142132
DEV 4FAR_RECOVERED hd - v O M E’S |j C HP ArcSight FA3E1 411957142131 515614111937 14213.2
DEV/ALOAD_FINISHED v - v Av‘ &78 C HP ArcSight F1361411M837 142131 513614111937 142132

See "Supported Cisco Router, HP H3C, and HP ProCurve Sub-Messages" on page 13 for a complete list

of supported sub-messages.

When events are sent from Forwarding Connector to NNMi, only events which contain attribute

mnemonic, shown below, are parsed in syslog message incident.

CEF:Q|HP|H3C|4800G |[WROAM_ROAM_OUT_FAILED|WROAM_ROAM_OUT_FAILED|Medium|
eventld=809 msg=Client 001c-bf93-6f44, Failed to roam: Maximum roam-out clients reached.
rawEvent=Sep 6 11:15:17 hostname 2000 4800G %%10WROAM/4/WROAM ROAM OUT FAILED:Client
001c-bf93-6f44, Failed to roam: Maximum roam-out clients reached. catdt=Switch art=1436623052291
cat=WLAN Roaming deviceSeverity=4 rt=1410027317000 cs1=2000
c52=WROAM/4/WROAM_ROAM_OUT_FAILED cs3=10 cs1label=Manufacturer cs2Label=Message Name
cs3Label=Syslog Version cs6Label=Group cn2Label=Slot ID cn3Label=VLAN ID ahost=agilis50-
bn.ARCPARTNERS.COM agt=15.215.8.66 agentZoneURI=/All Zones/ArcSight System/Public Address Space
Zones/Hewlett-Packard Company av=7.1.4.0.0 atz=America/Los_Angeles
aid=3TQ1ffU4BABCAAMxwIRKx8A\=\= at=syslog dvchost=hostname dtz=America/Los_Angeles
deviceFacility=WROAM _cefVer=0.1 ad.message=Client 001c-bf93-6f44, Failed to roam: Maximum roam-
out clients reached. ad.mnemonic=WROAM/4/WROAM_ROAM_OUT_FAILED
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Incidents for these valid events would be shown in the incident view.

(7 Dashbeards ¥ | Syslog Messages
# Incident Management JB|E|S |9 9| X|BE Al | <Empty Group fiters [k @ o206 O & \l
A Topology Maps ¥ | sever Lifec) Last Occurrence-Tii Source Hode  Source Object  Catec Famit Corre Message Hotes
& Monitoring ¥ - i -
Y Troubleshasting = @ & 1ooiemsor0a40 none 10208255138 [ H0 e CRMIBICRM_SAVECONFIG_SUCCESSFULLY: -D
[ Inventary ¢ & @& omemswoso o w22 §7 00 B WIRSNIP_SOURCE_LOST. -Devie 10208285
3 Management Mode v o4 @ oopmsonse 054250254 ({2 F b0 OSPFISOSPFNBR_CHC: -Devi 1459020823
f Incident Brawsing A4 @ 1001RME010840 none none ip) J DEVMIIBOARD_REMCVED: Boardis removed 1

= Open ey nciderts ¥ & ompmsoreedo none rione 2 @ -  DEVM2/BOARD STATE FALLT. Board stete ct

2 Closed ey Inciderts £ @ 1001205010640 none none [ & % VRRPENRRP_STATUS_CHANGE -DeviP 1252

£ Open Root Causs hcidents T & omamsoieesn none rione 2 & % MSTPISMSTR_BPDU_RECEVE_EXPIRY. Devi

£ Service Impact Inciderts @ @ 1o0emE0r0s40 none rione 2 £ % OPTMODMMODULE N -Devip 16114182121

& Allnciderts T & romiemsoie40 none 10542501 2 ® % OSPFE0SEF_LAST_NBR_DOWN. -Dev 1483

£ Custom Open Incidents T & 100501040 none rione 2 £ = ARPIS/ARP_DUPVRRPP: P address 1111 con

7 Custom ncisents T @ 001205010840 none 80111 [ 8 % ARPRROUTECONFLICT: Rode confict found, F

£ hNM BT x Events = I

L @ 0mPms010e40 none rione 2 &5 % DFDSEFD_CHANGE_FSM: Sess[17216.2519
2 Syslog Messages —
£ SNMP Traps Upclatect 140712015 02:21:57 SA Totak 649 Selected: 1 Fitter: OM Auto refresh;
Analysis
Incident Summary : OSPFISIOSPF_NER_CHG & Detais & | Custom Aftrioutes &

1.3.81.40 11837 1.1 (asn_octelstring) 19

OSPF/S/QSPF_HBR_CHG: -DevP 136444 119371 4610

148.90.208.234; 0SPF 1293 Heighbor

5 2000 400G %%1005PF/5/0SPF_HBR_CHG: -DeviP

‘asn_octetstine
Wessae 1054250254 Vaninterfacetzprom |- o 0 DD o
Fullto Down. 136141 19116 an ) D
Severity H Minor [asn_octetstring)
Lifecycle State  Registered Down.
* aistere 136141 119371 465

RCA Active false (sn_octetstring) OSPF_HBR_CHG
Source Object  10,54.260.254 (Configuration K

i {Configuration Kem) 1351;;;1_9371454 I
CrestediOpened 117072015 0706 SA (Openfor 28 days) || (3Sn_octetetring)

Detail of an incident:

Syslog Messages Inciclert

I'LH—' |F¢ | 1 save and Close |

w Basics

Meszage

DEY/FAN_RECOVERED: -Chassis 2-Slat 0, Chassis

2Fan recovered.

148.90.208.234; OSPF 1293 Neighbor 10.54.250.264(Vlan-interface1245) from Full to

1367141119371 4633
(asn_octetstring)
1367141119371 4634
(asn_octetstring)

HP

H3C

L I | T N

2 R pekte ncicent | 2

4 tarents || Correlsted Children | Custom Aftributes | Diagnostics Registratio

-

MMM lists the Custom Aftributes for incidents in the arder in which they are received
from the SMMP trap. If you sort or fiter the Custom Attribute table, click the Restore
Default Settings icon to restore the Custom Attribute order for the selected incident.

Severity Mormal =
@ E | & | E<:1<:}1-11of21n>:>1||§||
* Priarity T :
| Hame | Type Value
* Lifecycle State Clozed T m
1361411193714 asn_octetsl 10 -
4136141119371 4610 asn_octets]
Source Mode none =
A1.361.41.11937 116 asn_octetsl Jan 10 01:08:40 i1 00-h003 2000 4
Source Object none 136141119371 465 asn_octets] FAN_RECOWERED
A1.361.41.119371 464 asn_octetsl 10 Jan 2015 01:08:40 PST
Assigned To - A1.361.41.11937 1 46.33 asn_octets] HP
A1.361.4.1.11937 1 4654 asn_octetsl H3C
+ Motes A1.361.41.11937.1.461 asn_octets]
Motes A1.361.41.11937 1 462 asn_octetsl 4
43614111937 1.42111 asn_octetsl mnemonic
A.361.410.119371.421.31 asn_octetsl DEVFAN_RECOVERED
17R14111977147117 a=n_nrtetsl messane LI

Updated: 110715 08:1322 AM Total 21 Selected: 0 Fiter: OFF  Auto refresh: OF
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Logger Forwarders

Logger Forwarders allow you to send all events, or events which match a particular filter, to another
destination, in this instance to the Logger Forwarding Connector for HP NNMi. For more detailed

information on Logger Forwarders, see the ArcSight Logger Administrator’s Guide.
Note: You cannot configure a Logger Forwarder to send data to a destination on the same system.

Logger forwarding uses several forwarder types, but the Logger Forwarding Connector operates with
UDP and TCP forwarder types only.

o UDP Forwarders forward events as User Datagram Protocol messages, such as Syslog format
datagrams.

e TCP Forwarders forward events as Transmission Control Protocol messages.

Creating a Forwarder to Forward Events

In order to successfully forward events from Logger to NNMi, a Logger Forwarder must be created. To
do so, complete the following steps in the Logger web application.
1. Click Configuration from the tfop-level menu bar.
. Click Event Input/Output in the left panel.

2
3. Click the Forwarder tab, then click Add. The Add Forwarder page appears.
4. Enter a name for the new forwarder and choose either “UDP Forwarder” or “TCP Forwarder”.

Caution: Whichever forwarder type you choose, it must match that of the SmartConnector
protocol and port chosen during installation.

5. Click Next.
6. The Edit Forwarder page appears.

7. Within the Query field, create a query to filter the events sent to NNMi, or leave the default, NONE,
fo send all events.

8. Continue to fill in the remaining parameters, ensuring that the Ip/Host field contains the correct

Logger Forwarding Connector IP address and that the Port number matches that of the
connector.

9. Click Save. The following page appears.

HPE Logger Forwarding Connector for HP NNMi 7.1.7.7609.0 Page 110f 18
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Name Type IP/Host Port Query
SMECFFWD TCP Forwarder 10.0.202.116 515 NONE LR 3K

10. New forwarders are initially disabled, so click the disabled icon (@ ) to enable the new forwarder.

T

The forwarder is now enabled.

Note: To create a specific filter for NNMi, refer to the HP NNMi documentation.

Tip: Wait a few minutes after enabling a forwarder before disabling it. Likewise, wait before
enabling a forwarder that has just been disabled. Background tasks initiated by enabling or

disabling a forwarder can produce unexpected results if they are interrupted.
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Appendix A: Supported Cisco Router, HP H3C,

and HP ProCurve Sub-Messages

This appendix lists Cisco Router, HP H3C, and HP ProCurve sub-messages, for which additional

mappings were provided in this release.

Cisco Router Sub-messages

The following Cisco Router sub-messages are provided:
e BGP-5-ADJCHANGE

e CDP-4-DUPLEX_MISMATCH

e DTP-3-NONTRUNKPORTFAIL

e DTP-3-TRUNKPORTFAIL

e DTP-5-NONTRUNKPORTON

e DTP-5-TRUNKPORTCHG

e DTP-5-TRUNKPORTON

e FR-5-DLCICHANGE

e LINEPROTO-5-UPDOWN

e LINK-3-UPDOWN

e STANDBY-3-DUPADDR

e LINK-4-ERROR

e PAGP-5-PORTFROMSTP

e PAGP-5-PORTTOSTP

e PORT_SECURITY-2-PSECURE_VIOLATION_VLAN
e SNMP-5-MODULETRAP

e SPANTREE-5-PORTLISTEN

e SPANTREE-5-ROOTCHANGE

HPE Logger Forwarding Connector for HP NNMi 7.1.7.7609.0
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e SPANTREE-6-PORTFWD
e SPANTREE-6-PORTLISTEN

e STACKMGR-6-MASTER_ELECTED
e STACKMGR-6-MASTER_READY

e STACKMGR-6-STACK_LINK_CHANGE
e STANDBY-6-STATECHANGE

e SYS-3-MOD_CFGMISMATCH1

e SYS-3-MOD_CFGMISMATCH2

e SYS-3-MOD_CFGMISMATCH3

e SYS-3-MOD_CFGMISMATCH4

e SYS-3-PKTBUFBAD

e SYS-3-PORT_COLL

e SYS-3-PORT_COLLDIS

e SYS-3-PORT_IN_ERRORS

e SYS-3-PORT_RUNTS

e SYS-4-SYS_LCPERR4

e SYS-5-MOD_INSERT

e SYS-5-MOD_OK

e SYS-5-MOD_REMOVE

e SYS-5-MOD_RESET

e SYS-5-RELOAD

e SYS-5-RESTART

e SYS-5-SYS_LCPERRS
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HP H3C Sub-messages

The following HP H3C sub-messages are provided:
e CFM/5/CFM_SAVECONFIG_SUCCESSFULLY
e NTP/5/NTP_SOURCE_LOST

e DEV/4/FAN_FAILED

e OSPF/5/0SPF_NBR_CHG

e DEVM/3/BOARD_REMOVED

e DEV/4/FAN_RECOVERED

e DEVM/2/BOARD_STATE_FAULT

e VRRP/6/VRRP_STATUS_CHANGE

e DEV/4/POWER_FAILED

e DEV/4/POWER_RECOVERED

e MSTP/5/MSTP_BPDU_RECEIVE_EXPIRY
e OPTMOD/4/MODULE_IN

e OSPF/6/0SPF_LAST_NBR_DOWN

e ARP/5/ARP_DUPVRRPIP

e ARP/3/ROUTECONFLICT

e BFD/5/BFD_CHANGE_FSM

e BGP/5/BGP_RECHED_THRESHOLD

e DEV/4/BOARD_LOADING

e DEV/4/LOAD_FINISHED

e DEVM/2/POWER_FAILED

e DEVM/5/POWER_RECOVERED

e DEVM/3/RPS_ABSENT

e DEVM/5/RPS_NORMAL

e DEVM/5/SYSTEM_REBOOT

HPE Logger Forwarding Connector for HP NNMi 7.1.7.7609.0
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e DEV/4/POWER_ABSENT

e DEV/4/SYSTEM_REBOOT

e LDP/5/LDP_SESSION_DOWN

e OPTMOD/5/CHKSUM_ERR

e OPTMOD/5/I0_ERR

o OPTMOD/5/MOD_ALM_OFF

e OPTMOD/5/MOD_ALM_ON

e OPTMOD/4/MODULE_OUT

e OPTMOD/3/TYPE_ERR

e PIM/5/PIM_NBR_DOWN

e STM/4/LINK_STATUS_CHANGE
e STM/3/STM_LINK_STATUS_DOWN

e STM/6/STM_LINK_STATUS_UP

HP ProCurve Sub-messages

The following HP ProCurve sub-messages are provided:
e RMON_PMGR_PORT_UP

e RMON_CHASSIS FAN_STATUS

e RMON_STP_NEW_ROOT

e RMON_LACP_DYNAMIC_TRUNK_OFF_LINE
e RMON_LACP_DYNAMIC_TRUNK_ON_LINE
e RMON_LACP_ERROR_CONDITION_BLOCK
e RMON_POEMGR_PD_DENIED POWER

e RMON_POEMGR_PD_OVERCURRENT

e RMON_POEMGR_INTERNAL_50V_FAULT

e RMON_BOOT_CRASH_RECORD®@

e RMON_BOOT_CRASH_RECORD1

HPE Logger Forwarding Connector for HP NNMi 7.1.7.7609.0
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e RMON_BOOT_NO_CRASH_RECORD
e RMON_BOOT_SELFTEST_FAILURE
e RMON_SSH_DISABLED

e RMON_SSH_ENABLED

e RMON_CHASSIS_POWER_STATUS

e RMON_CHASSIS_HEARTBEAT_FAILURE
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Send Documentation Feedback

If you have comments about this document, you can contact the documentation feam by email. If an
email client is configured on this system, click the link above and an email window opens with the
following information in the subject line:

Feedback on Configuration Guide (Logger Forwarding Connector for HP NNMi 7.1.7.7609.0)

Just add your feedback to the email and click send.

If no email client is available, copy the information above to a new message in a web mail client, and send
your feedback to arc-doc@hpe.com.

We appreciate your feedback!

Documentation Revision History

Product
Date Version Description

02/15/2016  7.1.7.7609.0  Support for version 10.0.
Installation support for Windows 2012 R2.
Support for RHEL 7.1.
Support for 64-bit on Linux and Windows platforms.
Support for Logger 6.0.

09/28/2012 5.2.3.6287.0 Added support for selected HP H3C and HP ProCurve
submessages. Added support for HP NNMi 9.20, patch 1and a
new connector installation wizard.

Event data is forwarded as CEF Syslog from Logger to the
Logger Forwarding Connector for HP NNMi. The parsing is now
enabled only in the corresponding release of the
SmartConnectors. Forwarding events from supported devices
such as Cisco Router, HP H3C, and HP ProCurve directly to the
Logger Forwarding Connector without SmartConnectors or
Logger is not a supported configuration.

05/15/2012  5.2.1.6206.0 Added support for selected Cisco Router sub-messages.

1/15/20M 5.1.7.6081.0 Added support for JRE 1.6.0_26.
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