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5. HEDANUN IN—T#HETEIHBEE. ZTOTIV—TEFTNII)VILET . FAT7ATRYIANKRIN.
ZEDRARUNT =T H [B] DIHE . [KK] DEE. F-FTOEADBENEEEAMIRETEET,

A W b PR

BREL—F—THhOULDERTE

AR Z—TIREWindows RRAM Mo EF 1) TAARUIEIET DD, KAV EBEORFIEFBEHYEE A VR
TLARVRONDRBLT TV r—2av ARV EOIRE EESNFZARNVEDOREEED) &, /R bO T —5 —
DFHENBETY,

BEL—HF—THOUEFRALTI—Y Y RRALDH D LX) T AR NEIRET S L5 (ZSmartConnector for
Microsoft Windows Event Log — NativeZ 2 E 9 A&, LT DI av O FIRIZHLNET

INSDOFIETIE. arcsightBE D A—HF—FH IOV ME1DFZIHERL T HFEDRELEIY B TEITIAEICDONT
BBALET . F-. 22— -0V L—TEERL. CORETRLEFIBERCFIEZAWNT, BRI 1—H—TIFAH<
A—HF—FIL—TITHLTHRNBRDT A TORHELEY B THELTEET

F L —H—(CEUSEHEFEIYYTTVWSEAETH. BERNOROR) Y —IZ&Y ., ZOa1—F—7HD
URTIEEF AV TAARUIOTIZT IR TER VAN HYET , COMBEEFHERTHICIE. [BRE] > [3
UrO—)L 3R] > [EEY—IL] > [A—HL £F2)F¢ RYD—] > [£F2UF+DEETE] > [A—HIL KY
=] > [FXa)T4 ATLav] #HBELFT ., COBSICABENBELR LX) TR —EHBLEFEELE
TH, RANHERTRERIO—IL, [RYFT—D FHER: O—HI FHOUNDEBEEX2)T1 ETI]
T, B [U5292 - O—Hh)L A—F—HB0—h) 1—HF—LLTRET 3] [THRESN TSI EZHEDR
LET,
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Windows Serverk A/ A bO—5—MDIZER A A—F—FhHO Uk

Windows ServerRA(>avhO0—5—T. RO FIEEEFTLET,

1.

[B%5E] > [avhkA—IL /3R] > [EEY—)L] > [Active Directory A—HF—&aAvEa—48—] > [<HBROK A
>>] > [Users] IZ7UEALET,

KAL A—H— (arcsight’s &) #EFBICERLET .

[B%5E] > [avka—IL /3R] > [EEY—)L] > [Active Directory A—HF—&aAvEa—48—] > [<HBROK A
v>] > [Builtin] IS7 9 EALET,

¥ al)F4F)s8)LEvent Log ReadersD 7O/ TA4ZHEET,
[AoR—=] BT T ZDEF2)TATV D IVIZEHBRE A > 21— —arcsightZ:BMLET

ZDTIL—TR)—REREEBETIZ, LIESKEBANNDIEENHYET, RS —F-FEEICEMTS
121X, Windows ServerKAS>ar bO—5—E LUWIndowsF A A /N—DaAT R TAVT T, ZOaATY
REETLET,

GPUpdate /Force

COATURERTTHE, CORVI—FEIFTHL TRTDTIL—T RIS —ITJ T H2EBRABTHARBRENET,

FALD AV N—DIRER A A—F—THAIUk

Windows ServerR A/ avkO—5—T. RO FIEEEFTLET,

1.

[B&5E] > [avka—IL /3R] > [EEY—)L] > [Active Directory A—HF—&aAvEa—8—] > [<HBROK A
>>] > [Users] IZ7UEALET,

KA A—H— (arcsighti &) ZFHRITERLET,

[B%5E] > [avka—IL 3RJL] > [EEY—)IL] > [T IV—TF RYS—DEE] > [Default Domain Policy] > [aY
Ea—4—0D#ER] > [RJ—] > [Windows DERE] > [£F T, DERE] > [A—HIL RYS—] > [2—Y—
ERORYYT] IT7I9ERLET,

[BEELEXa) T AT DOERE] R —%HEFET,
[EhEDR)—DREEEET D) 2EML. ORI —ICHFRR AL 21— —arcsightZFBMLET

ZDTIL—TR)—DBERIIEBETIZ, LIZSEBANMDNDIGEENHYET, RS —F-EEICEMIZT S
121X, Windows ServerKAf>av bO—5—E LUWIndowsk A A /N—DaAT R TAOVT T, DAy
FEEFTLES,

GPUpdate /Force

F: COATURERTTHE. ORI —FEIFTEL, TRTOTN—TRIO—ITRH T E2EERNBENRBREN
E S
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Windows7—494 )L—TJRA+DIBEO—H)L 21— —FhHo b

Windows 7 —%44 JL—THRART. RO F|IEZEITLET,

1.

[B%5E] > [avka—iL /3R] > [BEY—)L] > [avEa—42—DEHE] > [V ATL Y—Il] > [A—Hh)L 21—
Y=L I—TF > [2—Y—] [Z7UEALET,

O—Alla—H— (arcsight&) ZEHBITERLET,

[R5E] > [avhbE—IL /3R] > [BEY—)L] > [avEar—4—DEE] > [V ARTL Y—IU] > [A—h)L 21—
Y—LT =T > [T IL—T 27O ERLET,

Event Log Readers# )L—J7Z&RE. COY IL—TI2HRO—h)L1—F —arcsightZBILET ,

[B%5E] > [avba—IL /8RIL] > [BEBY—IL] > [A—A £Xa)Tq RYS—] > [£F 2T DERE] > [A—
AL RYo—] > [F2UTa 7T a3V IT7UERALET,

[RYRT—9 7HRR: A=A FHAOURDEEF EEF 1) T4 ETFIV| R —EFHEFET,
ZDRY—% [95vY) - O—h) A—F—hBO—h)L 21— —LLTRET D] IZRELET,

SSLERAEOEX1)TAIEBEZENEM

EHIOrILELTSSLEFE AT AB A X, Windowsk A > av bO—S5—4—E R A EActive Directory Y —/\—F
OEADEF1)TAHAAENDETYT KA AV MA—F—ICHNGIBHAEE A R—)L T HE LDAPH—E X
[&.LDAPRS T4 9 &5 B—\LARAT 5749 DA T, SSLEHRE) YAV LTEEMICRITANDIENTE

iﬁ—c

SEEAEL, ORI E—DAVAR—=ILHR[CaARIE—DIERAERNTIZAVR—bENFET, FIBIZDOWTIE, 1V R —
ILFIEDRTYFIESBL TS,

ZZTIl&. Windows 2012Di5E D FIEZRLET , FlE(L. Windows/\—2av [CE>TEBLDZENHYET, thd
Windows/S\—2 3> DM FIEIZ DL TIL, Microsoft D RF 2 AV RESBL TS,

{51: Windows Server 2012

LTFOEERFEARL—T105 VAT LELTWindows Server 20128 ELTLVET .

AEAEET VAR BICE . ROFIEEETLET .

1.

2.

Windows® [RA—F] A=a—ho, [BEY—IL] #BIRLETS,
[EEBARSES] ZRIRLTHE T ILIIYILET 1 DU EDR AL VIR — /N — IR RSN FET,
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Eile  Action  Miew Help

| = H > =

[T Certification Authority (Localy |
b el Simrma_Test_2072-M195-HOS5-

Marne Description
& Sigma_Test_2012-N195-HOS.. Certification futhority

3. Active Directory—/A—MEBLTWAR ALV DR AL VAR Y —/\—FBIRLTHEIYvIL. [FRNTo

(Properties)] Z:&IRLT [FO/8F1 (Properties)] D4 FEREET,

E stenzions | Storage

| Certificate Managers

Enrollment Agents | Aditing |

Recovery Agents I Securty

General | Palicy Moduls | Exit Module

Certification autharity [Cé)

LA certificates:

Marme: Sigma_Test_2012-M195-H035-Ca

Certificate #0
Certificate #1

Cryptographic zettings

Hash algorithm; SHa1

Pravider: Micrazaft Software K.ey Storage Provider

Yiew Certificate

Cancel | | Apply

4. [REBAEODFET (View Certificate)] #9)voLET,

5. [BE# (Details)] 27 #2)vo LT, [Z7AILIZaE—... (Copy to File...)] #9)voLET,

HPE SmartConnectors
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| General | Details |CertiFication Path

Show: | <hll=

Field
Wersion
Serial number
Signature algorithm
Signature hash algorithm
Issuet
walid from
Walid ko
Subject

Yalue
Va3

Ic83 235645 3ddb e 43 4F .

shalRsA
shal

Sigrma_Test_2012-M195-H085- ...
Thursday, January 24, 2013 6,.,
Tuesday, January 24, 2023 6:,.,
Sigma_Test_2012-M195-HO85- ...

Edit Properties. .. || Copy ka File, .. |

Learn more about certificate defails

6. [FEBAENDTHRAR—F 945 —F (Certificate Export Wizard)] ®FIBIZRA>TITVRR—+EZETLET,

Welcome to the Certificate Export Wizard

This wizard helps wou copy certificates, certificate trust lists and certificate revocation

lisks From a certificate store o your disk,

A certificate, which is issued by a certification autharity, is a confirmation of your identity
and contains information used ko protect data or to establish secure network
connections. A certificate skore is the system area where certificates are kept,

To continue, click Mext.

HPE SmartConnectors
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BRESNT=A R D UIE

ORI E—IZIE, WindowsA AU OO A—TRAMIERE SN IzA RN MR A A HEENAE SN TLVET , Windows
ARURMRE (L, WindowsTRARTEH DY — AN S AR NEIRET B1=8H DMicrosoft DHEEET I, EE DY — A
SARUNEIRET D=0, EESINT-ARUFDIETBEDA R MMUELIEPOELYET,

Microsoft WindowsA/ R kaL 94— (WEC) TlE. FEDH#H DV E—rIVE1—F— (ARVLY—R) MRk Enbd
ARV EO—ALAVEL—F— (ALY E—) TRIELTRETALIITHIRYSATTEET , COMEEEE
Y BKRIZ(E. BTH>TMicrosoft WindowsD R F 1AV RESHEL ., WindowsA A baL Y2 — DA T DN TERE
LTHNTLEELY,

3E: WindowsA AU RRE (WEC) R E T A5 A . MicrosoftD T 74 ILMRE TlX, ARV DTFF AN DER
B CHh SRenderinginfotz7ar MNE R TOEESNIZARNUMIEBMENET , CORDEEI IV EMS
NBE WECTI YD —REREELEARTIZ—DINTA—IVRIZEEZEEH0LET, TDI=H.HPET
[%. Renderinginfotz 7> a3 Z BT HEEHBELTLET,

“NFEITOIZIE, Windowsav o Rarvy— LML L TDaARUREERTLES,

wecutil ss <HTRYYTFav4> /cf:events

CIT . HIROV T av Bl ANUMNEERIZERLEWECKRETY . Chld. [IRV s Ea—7— (Event
Viewer)] > [T XS FLa> (Subscriptions)] 74 L4 —THERTEEY (FTiLxSR),

File  Action ! Help

«= 7@ EE

@ Eorens o Aot ..
: 5;:‘:;:1:: Name Status  Type Souree Co..| | Subscriptions ~ el
= Applications and Services Logs @ printer Active  Collector In... 3| OpenSwedlog..

i Saved Logs ¥ Create Custom View...
=-.f gubsctptions Import Custom View...
Create Subscription...
View r
G Refresh .
Help L} |
printer -
Delete
Runtime Status
Properties
Disable
Retry
@ Refresh -
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WindowsA R RERERAD AR Lo 32—

ARVA—PNBET IR TESAL VIV EDEEDOTRATITY—RRRAMNSAR UM RE T HIENTE
iﬁ_o

FE X AITAARUMNIAL VAT EDEF ) TAARUMAT IZBEETEFE AN, OO 247
ICERE Y AT EFTEEY,

YY—XRARDWindows OS/\— 3>

BESNARVNEBETCATEFERALTARIFI—ERELTLDIEE . AU/ —RHRZXFDOWindows OS/3—23
VIFERIEENF=ARUMNZBEMICIRYAENERT A, COBEEZERYATIZIE. Windows OS/IA—230 %Y —RAKRR
FI7A4ILELTIRIEES S, Active Directoryz i dWEMNHYET , Windows OS/IN\—230 MY —RKRX T 74
JLEActive DirectoryD i 5 THIFA TE 415 & (3. Active DirectoryDENEBEENET,

Active Directorym50S/\—2a BB 3 5154

OARYEA—DERERICEDHETEIRNT HE a2 —IFEETE LI-Active Directorym™ o R AMEHRR (RAMR E/N—D3
V) ZMELT ARV —RHRRFDOWindows/\—2a U BHREFHAILET . FILBRESNIZARIMIIL VI T VTIC
BEMICEMEINET, IRV EELETREIHYFEEA.

Active DirectorylE$RDIER (L, IRI2—DIEBI S K U240 (864000003 F) T &IZfThhEd, COBRKIERTE
*ZEJ BIZIX. $ARCSIGHT _HOME/current/agentiZ#%agent.properties774/JLT.
hostbrowsingthreadsleeptime/\Z5A—42—% KRNSO T ZET5MR V) [CERELFET . COEFOLYKRE
MEIZERELFET . COIEZOICERET B, EHMNLGRAMSENERITEINEEA,

x4y 4—h Active Directory®S B L TY—XRALDOWindows/N\—U 3 EREMF T HICIE, ARI2—HZD
Active DirectorybRIL 74 L ARRIZFEELTOWSRELRHYET,

T7AILNB0SIN—3 25T 558

ARIE—DHRERICCOFEZEFEIRTHEEIE. mARE EWindows OS/A—2aV &SV —RARANI 74 L% .csv
BATHERL. COT7MINEIARIEZ—D AV AM—IUEZRERIZ7YITA—FLET (RTYTIOWEFY—RKRRART7
A4ILE),

D AVRN=ILBITRRAMT—T LEDB TS U R—bERIF TV RR—rF B RRNT 7L E, [WEF Source

Hosts File Name] 74— JLRETHEE T Y —RAKRARI7AILIERIDEDTY . V—RAKRRNIT7AILIZIE, T/NA
RN—2a0T4—LRIZN—=DaVERHF AT O DHRAN G EN—DaVERDADNEENET
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ARGA—[EARUMADIAVE 21— 23— BEFEALTN—DavBERERE T 520, V=R KRR I 7MILEERT S
BRIZIE. Active DirectorylZ& RSN TLVAFQDNEIEETALENHYET , UL TFICY—RRAR I 7S IILDFIZERL
ij-o

hostsa.domaina.com,Windows 7
hostsb.domainb.com,Windows 8
hostsc.domainb.com,Windows Server 2012

Hostsd.domaind.com,Windows Server 2016

Y—ARRARI7AIVTHEATEDAMNG/N—DaV A (AXFEPMXFERF) (T RDEEYTT,

Windows Vista

Windows Server 2008
Windows Server 2008 R2
Windows Server 2012
Windows Server 2012 R2
Windows Server 2016
Windows 7

Windows 8

Windows 10

E: OSN—UaVIFRIFETEE Y OSN—2aVFEREZEEBLTL, L TULDIGE  ANUMNIBEITTEE S,

BRER. WHTARII—FFETLIEEICY—RRARIZAILMS0SN—U3 0 BNAO—RSNET , TDRMSIEY—
ARARIZAINDEA LRZ TR EBIZWIBEIN=T7(IIL0bO0—RENT=1LDERLTBIEEIZ, ARV FI—DEEE
BCEO—RFEIhET,

TNAZRN=2aV FERIEESNFARUMIFFEARENFEE A,

SmartConnector® A XA+k—JL

SmartConnectorg 4 > Ar—JL9 BHIIZ, AR I A—NBIEZEITIACSIghtE BN ELLA VA= LEATHIHI LE
FEFZRLET (ArcSight ESMA0ArcSight LoggeriE), CDERA MR TIL, 1> Rb—)L % &L TArcSight Manager
(encrypted) #FEALF=A Y AR—ILTAERIZDWNTEHBALET,

ORI A—MBIEFTIACSIghtE F D FL LB RIEFRIZDULTIE, SmartConnectord #HiR 124> A —ILF BHITIZ,
ArcSight# B DI EBENARIETA 2V RE—IL B LVUEBRA A RIEHEZRL TS,

ArcSight Management Center (ArcMC) 239 48—%BINY 515 & (&, [ArcSight Management CenterE &7 A
FIOFIEZESEL. [T A—/\)LINSA—E—DERTE (AT aV)1FE 2RI —DFERE/NSA—2—FHRDEM ]
WAV AR—ILF|EZEIRH TIIZELY,
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WEFIRH

ZMSmartConnectorz 4 > Ab— LT BEEIZIE. U THABETY,

e SmartConnectorz AV A—ILTBIL o ~ADA—HILTIER,

o ZTMIIUNEBE/INAT—K,

AR ILICEET BEE R

e Z®MSmartConnectorld. 64E Y rEWindows 759 T+—ALIZA VA= LG 2RHELRHYET  [A AU RRET
YR—FESNDARL—TA2 T VAT LIESRLTZEL,

e Microsoft Windows Event Log - Unifiedar&42—h i5Microsoft Windows Event Log -- Nativear o4 —([Z7 v
TJL—RgB3ILETEEEA,

e Windows Event Log - Unifieda4242—BA®/S—H—4—/3—5 4 K[, Windows Event Log - Nativearo%—
RICERETILENHYET,

o ERESNI-ARUIDINEZFAT HBE AL, Active Directorymshy, HLLIEcsvIER DY —RARAR I 7 ALV D,
AVEA—F—DINFR—LE)—RKRAMDOSN—2aVE AFTELSIITTIRENHYET,

OSLARIJLTHOFIPSHOESNE

1.
2.
3.

Windows® [RF—K] A=a—h5, [F7AILEEZIEELTET) #E8RLET,

lgpedit.msc]EAHLET,

TIN—TR)—ITFT132—T. [AVE1—F— D] > [Windows DEEE] > [EF 1T DEE] > [A—hL
RYS—] > [Fa)Tq T3] ITBBLET,

BRIDRAUT, [V AT LS BEIE. N\ BEADT=HD FIPS T ILTYXLEES] BEEI)Y
ILFES,

[B%h] IZEREL T [OK] &0UvILET,

aAvEa—4—ZBEELET,

aA7VIITT DAV AR—)L

1.

HPEY IrD 7 HR—b A EDD, BEVDARL—T42 5 L AT LB OSmartConnectorM64E w MREST
T7AIVEEHY o O—RLET,

RT 774 ILEETLTSmartConnector® > Ah—5—%BBLET
AVAR—=ILI4 P —RIZH ST LT DTHILT —BIRFZRIEETLET,
¢ Introduction

e Choose Install Folder

e Choose Shortcut Folder
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e Pre-Installation Summary

¢ Installing...
3. SmartConnectora 7 AV iR—ARU M IR IT T DAV A= LR T T5E. LTDO4VRIORARTSNET,

<. Connector Setup EI@

What would you like to do?

< ArcSight

Configure

@ Add a Connector

() Set Global Parameters

Hewlatt Packard

Enterprise

< Previous [ Mesxk = ] [ Cancel

FA—NILIRSA—A—DBRFE (FTLav)

LUTORICRIIEEZRTISBEE. ARVF—ZEBMT BRIIToTEEN, AT YINIITEAVRA—ILT S
EUTDINGA—E—ZERETEET

Sa—1NLINTFA—5— RE

Set FIPS mode [Enable] [ZE2FE T S &, FIPSEME—RMNEMIAEYET . FIPS Suite BE—REARITT S
1Z1&. [SmartConnector 1 —H—HA RN AR B—D/INSA—E2—DEE IO FIEESE
LTS, MEIREETIX. D E(E [Disable] ISERESNTLVET,

Set Remote Management [Enable] [Z58E 9 % &, ArcSight Management Centerh>® ') E—MEBEAFMIZHYE
T NE—NEETNAANY I ERITITHEEE UE—NEEBEZEMICT 5120IZCIT
HRELELR—MEENMERASNET  MEIKRETIE. ZOfEIL [Disable] IZERESNATL
£,
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JB—INLIRGA—5— % 5E

Remote management listener port JE—MEBTNARIE, COT4— LR TIRELIZR—MEYYRULES  TIHILDR—F

#S139001TY,

Preferred IP Version O—AIHRRS @RIE—DAVRb—LENTF=T ) T, IPVAEIPVEDTE A DIPFTRL R H

FEARREGSRIC.BETIN—CaveBIRTEES . MANEARETEVNESE. —
HDHANRRENES  BAHDENRTENDGEE . DPREXIPVAESTOET,

FRAEHOT=5 [Next] #9V)vILET, YU —BEINRTINET . BIRABRDH ) —FFEZEL. [Next] &5
JwHLET, [Continue] 71y F 3L, [Add a Connector] D4V RIIZRYET , [OARIFZ—DEMIDA Y AR—
JLFIEZE#HITTEITLES .

SSLEHDER (7 ay)

AR E—DERICSSLEE AT S5 AT UTOFIRICHVET  FALBNES L. RTYTAUEHET,

ARTEA—DIEBAZERA NP IZEEBAZEH A/ U R—b3BI2(E, [Cancel] €9y oL T4 —REETLET,

1.

$ARCSIGHT_HOME\current\binT. keytool 7 74— 3 % RITL. 2DDIEHEEAVR—FLET (C
DHARDISSLEREEO 1 TAEIEAEZEDEMNIEZSHE),

arcsight agent keytoolgui
TIT4ANAE—DIARIZ, F—ARTERKKIITRO DAV - NRTENFET,

jre/lib/security/cacertsZREIRLTH 5. [import cert] Z:ERL TIEBAEE A R—hLET  IELULVE
BHENSIUR—ENILEHRELET,

[Trust this certificate?] ERRENT=5. [Yes] Vv ILET, L1 DDFEAEICDOLTH, COFIEEHREYR
L/i?_o

F—RT7EREFLET,
$ARCSIGHT_HOME\current\binmMoRMDIATUFEZA AL T 1V R—bESNF-AEREZHERLET,

arcsight agent keytool -list -store clientcerts

FLOGEAENKR TSN ET .
$ARCSIGHT_ HOME\current\binhoRXMDIATUREAALT, BRE V(P —FIZRYET,

runagentsetup

ORI 32—@EN

[Add a Connector] Z:&IRL. [Next] #0vILET,

BE Y —FIZ, FRE ATREASmartConnector® ) A AR RENFE T, [Microsoft Windows Event Log -
Native] Z:&RL . [Next] 9 vHILET,
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AR I—DERTE

[Microsoft Windows Event Log — Native] ZZiRT 5L, LTFDREVI VR INRTENET,

< Connector Setup EI@
_ ) Configure Parameters
<[_ ArcSight .
# Select logs For event collection from local host -
Configure Security log

System log
Application log

[C] ForwardedEvents log
[C] custom logs

Source hosts for all forwarded events

m

[C] Do not use any source for Yindows OS5 version
[C] Use Active Directory for OS version
[C] Use file for OS5 version

Parameters ko add hosts For event collection

[ Use cormmon domain credentials

[C] Use Active Directary

EmRE [C] Enter manually

Enterprise

1

< Previous ] [ Mext= 8 [ Cancel

A—AILRAMSA ARV MUEZITIOT DER

COMHTERT SRR A—HLRRAMNERSNES . A—HLRRAMDRT —)LETA—TAV T E, 3D
B—IZEH> THHMICREEN THRESNS 2. A—AIL KRR TINLDEEHRET PV ERFHYFE A, =1L,
BIMORAMNEARNUMERET HIEE L. COEILavTRABTHESIT. T—TIL/AFA—2—EETHRRAMO
JEEMLTERTEEY,

O—AILRRCCIRET BARNUINEERTHOTERIRLET, T IAINTEIRSN TULBIEE (L. [Security log].
[System log]. [Application log] TF o YR—rENEZT7 TS —Lav ARV AT LARUED—EIZDTIE,
oy I\ —H—nHR—k1Z#SBLTIZEY,

e [ForwardedEvents log] Z:&RJ BB &L, WindowsA R MzE THERATEY—AKRANI7M LD L BIEIETE
FTRIBLENHYET , [WEFY—RRART 74L& 1ESBL TS,

e [Custom logs] ZERTBIGEIE. T—TIINFGA—E2—EE CHRILOT I7AINEERETIHELHYE
T [EHDRANGA—E—DERTE 1ZSBL TS,
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FTARTCODERESINT=ZAREDY—RKRR

ARYA—ZFFERALTEESNT: (WEF) B MO REZFZTIHBE. ARII—FARVNORETELDHKRILD
Windows OS/A\—2a BT AW ENHYET , COHIZIE. COBHREST . csVvIFMILERET HH . IRy
A—h¥Active DirectorylZ7 7 AL TRRAMDOSN—CafEREBRTEDLSIICLET , WT @G EEE
RLFET,

[Use file for OS version] #BIRLIZIGE . V—RRAR I 7S ILBERET DIIVRONRRSNET, Shik. M1
HEI4EHD [Select Logs] 433> T [ForwardedEvents log] Z:&RLI-EEIZRRENDIDERLI1URY
TY . [WEFY—RRALT 74 L4 1S RLTIZE,

[Use Active Directory for OS version] Z#IRLT1=1HE . KA B IFHEActive Directory/\ZA—42—IEHEA N
FTBVAURIDBRTREINET , [FAAVEEAE | &l Active Directory® /35 A—4— |ZSBL TS,

[Do not use any source for Windows OS version] Z:#{RL7=15& . Active Directory 7 T!) x>, A N MRE (2R D
23 RTORAREZEDWindows OS/N—30F AT B1=DCSVIFTAILIEREHYFE R A ERERAMNLD A
RUbAYE—|Z, Windows OS/A—T 3V [ERREINFER A,

ARVNRERDRAMZEEMT 5O D/INTA—5—

ARVMNRERADRRANEEBMT BT, HBOFAEREREFERT S . Active DirectoryZ= 9 5m . Ff=1&
RAMERZFEITAALET,

[Use Active Directory] #F %L, Active DirectoryftE V1 F I TEZEIEELTWSEEIE. TIAILEDRALY
. 1—H— NRT—FNEAINET . TNLUNDIGEE(E. 21— —B  NRT—F FAMVBEERELET, dnik
ENFARVEDOREEFERT HIEEIE ANV Y F—RANDAERELET

[Use common domain credentials] Z:&RLT1-1GE . FAMVERIEREANT D04V R INRRENTT, [FAS
VEEAE S RL TN,

R A ERIFH

INTGA—B—IE|REAALT, [Next] &0 vILET,
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<C Connector Setup

Enter the parameter details

<[ ArcSight

Configure

Domain Name
Domain User Name

Domain User Password

Heéwlett Packard
Enterprise

< Previous ] [ Next> | [ Cancel

F:O—HhILARUFDREETTSHE . [Domain User Name] & [Domain User Password] # A 13 204 E (L
HYFEHA,

IRSA—H5— BB

Domain Name RAMNBLTWARAMVDERTEANLET . T—95 IL—THRRARERZVR7AVER
AME, F=TIWINSGA—=B— A NIV R I TCFH TEMTEET,

Domain User Name S—47 YRR BWindows A AU EIRET B8 DB HEE 5D 1—F—Th
YURDAHEAALET  ADY—/ A=A AL L —/S— EIZFEL, CORA(Y
A—H—RZELNRRT—FEFRALTT IR TESILEEBELTVET,

Domain User Password [Domain User Name] 74— LR T E LIz 2—H—D/AXRT—FEAHALET,

Active Directory® /N5 A—32—

[Use Active Directory] #:E&RLIZBE . FAMUE & FIHREActive Directory/XTA—F—%18ET HI=HDDLUTD
DAVRIMBREINET Sk, WEIRE D1V EH®D [Source hosts for all forwarded events] ([ X TH xR
SNT=ARNU DY —ARAR]) 9332 T [Use Active Directory for OS version] #RIRL1I=EZIZRTINDDE
BLCo4VRUTY,
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< Connectar Setup IEI@

Enter the pararneter details

<I_ ArcSight

Configure

Domain Name

Domain User Name

Domain User Password
Active Directory Domain
Active Directory User Hame

Active Directory User Password

Active Directory Server

Active Directory Filter (2{cn="*){operatingsystem="*1whencreated="*1)
Active Directory Protocol non_ssl =]
Use Active Directory host results for :For WEF anly -

Hewlett Packard

Enterprise

[ < Previous ] [ Hext> [ Cancel ]

[Domain Name]. [Domain User Name]. [Domain User Password] ®ERBRIZ DTl TR AA U EKRIER IESH
LTLZELY,

INGA—B—IBE|EAALT, [Next] &0 vILET,

I

o O—AHILARUFDIREZEITSHEA . [Domain User Name] & [Domain User Password] Z A 13 246 E(1E
HYFEEA.

o RRARDRALINTA—R—H Active DirectorybRILTHSZE . MAICANTILEFIHYFEEA, Th
5N EHRIE. Active Directoryk A EB R IERMOIRBINET,

o GUIDZEMNERIZIHE->TLVBIE S, Active DirectoryF A/ EERIEMRAMFEAINET, TRTHOIES
F (comiE) ZETREHBRAMV L EIRETILENHYET,

INGA—H— EL]
Active Directory Domain RRARHAELTLVDACtive DirectoryF A DERFIEAAILET,

Active Directory User Name B—F YRR ARABWindows A N M EUIRET 21O DB HHHHEEZHF DL—F —ThIU DB
AIEANLET  ADY—/N—DR A —/—E[CFEL, CORA D A—F—ZENRT—FE
FRALTT7 IV ERATESILERELTVEY,

Active Directory User [Active Directory User Name] 74— JLF THELIzA—F—D/S\RT—FE A HALET,
Password
Active Directory Server RA NS BB#EE TMicrosoft Active Directory|Zx 9 HFREEICIAE &7 D Active DirectoryrR AR E

IEIPFRLREASILET,
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INGA—H—

Active Directory Filter

Active Directory Protocol

Use Active Directory host
results for

il

BHEIRRANSIBT. RRANERH AR —TAV T VAT LA AEBRB TIA IV E— 0BT EDITHE
%FActive Directory 74 )LA—& AALET,

HTIZIE, #£EA (cn). ARL—T42 T L XT L (operatingsystem), 'YYMMDDHHMmSS' f2
KXDEK B (whencreated) DEMZEHLIIENTEE T, ST YY=FEDT2H. MM=A.
DD=H. HH=B, mm=%>. SS=# 4B/ X) TT .

F  JTURNTIAINRA—FXTF () ZFERALT. BRZEGLIERDELRETEHIELTEET,
Active Directory Filter Dl

HERBLUBORINEAERT HICIE, T A—FROKIIITHELET: (&(cn=*)
(operatingsystem=*)(whencreated>=YYMMDDHHMMSSZ))

BEBRUBEN OBRE B URIORAEER T HICE. TAILE—ERDISIZHRELET:

(&(cn=*) (operatingsystem=*) (whencreated>=YYMMDDHHMmSS)
(whencreated<=YYMMDDHHmMmMSS) )

AT HTaraLM [non_ssl] (FIAILME) HNSSLAEEIRLET . SSLTOFILDIBEIE.
IR R—EHREENT BRI, Active Directory® ¥ ) TAiEBAEZIRYZ—IZAUR—F T Bis
ENHYET,

For WEF Only: #18i8%E 21> K9 T [Use Active Directory for OS Version] Z:&{RL1=154.
WEFY—XARRXrOWindows OS/N—3v a4 E T HDIC, Active Directorym SEXFLIzRR K
DYRIMERSNET , [For WEF Only] ZZIRLIZIBEE. VT DRRNT—T LIS A—45—
AAYALVRIDRANDT—T VBRI AENDEETHYER A

VAV A= TIE, O—HILRR DB N EELTREFSN TS T=8. [Merge Hosts] &
[Replace Hosts] OEIMEIERICICIEYET , FIHAKEBEED [Parameters to add hosts for
event collection] T [Use Active Directory] ZZIRLI=IBE . £ ERAMEEBIMT 526D /X
SA—B—FEBTHIHEIE. LTABERASINET,

[Merge Hosts] ANEIRSNTLVDIGEE . IREEAD KRR EERIFT HDIZActive DirectoryhME RS
NFEF (Ffz. WECH—/\—HFEL. FHALEREE T [Use file for OS] ZZ#IRLTLVELMGES
[&. Windows 4 N> Mz [ZHActive DirectoryzEFTEET), TDRAMNIBEESBRAONFEE
Ao ZDMDEFEEFHDRANETRTHRFSNET , IRR MK Active DirectoryhM S5EF LTz Xk
MDBMEN, TIHILETEFIUTAARUIASEIRSNET , EENAR DM -BA . EEDR
ARIVNFEEEShER A,

[Replace Hosts] hHEIRSNTLSIHE . INERADRRNEERIGT HDIZActive Directoryh & A
SINFET (F=. WECH—/\—MTFEL. MR EEE T [Use file for OS] ZBIRL TLVELNGE
I%. Windows A N hERzE[ZHActive Directoryz R TEE T ) A—AILRANMIBEEFHBRAONE
BAD, TOMDHRTEFHAHDRANEIT AT, Active DirectorymMHEGLIRAMIBE#RZ S
N TIAIRTEFR L) TAARUIGERSNET,

BRHDRANNGA—F—DERTE

MHRTE 12K [Select logs for event collection] £33 T [Custom logs] Z&IRLI=1HE . F=FRAL
DBMEITIGE X T—TIWISTA—B—ANTAVRIDBRFINET (ROR—CDHESHE), O—hILHRRNZ
HLTI0ILR) T EBINT 515A (&, [Select logs for event collection] %33> ® [Custom Logs] #FxvsL
T AN A= INGA—=B—F ATNTB=DIZZD T4V IHARREINDEIIZLET,
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A—AIHRANMIFH L TRAD/INGA—EF—A AV R I TERLEZARIE. T—TLORADDITIZRBSATNE
T [Add] 29Uy oL, RANEFEITEMT SH . [Import] Z7UvIL. .csvIFAILERIRLTRANMERE (>
R—hLET, .cSVITAILDRFBEDIUMIZIEF ¥ )yD)A—2 (CR) #1DFEITEREBELET . COKSITLAELVE. A
UIR—HMIELLETSNER Ao

BMMARRXRTIE FAUEKIEHREWindows/ A= a U BT T 74/ )L E [ Active DirectorylZ&>TiR#E . &
FUT4OT DHNEIRSNIARBEIZBYVET, BIOA T avEBIRL T BMARRARZ EITHRALRT ET4LE—
BHREFETIRBTHILLTEET,

EBMLERRARDPIZARVMREZTOEVLDOLNHDEHE . EHDAILDFIVIRYIREFERL. T—TILAD
TTEEIRBIRT HENTEEY

<. Connector Setup - “ EIL .I
Enter the device detail
%Arcslght er the device s
: H....| Di | USeuw | PRune | Whon | IS e | S8enn | SWine | ADuuw | Fivan | Q... | FltEr | Loi... | B1...
Configure b | | | @ | @ @ @@ ] [ fews] |
it [ add | [ mmport | [ Esport |
[ < Previous ]| Next = |’ Cancel ]

UTORIZ, FRAMDT RTDNFGA—EF—EGRBAZRLES . A—AURAMIH L TR D/INGA—E—A N1
FOTERLZARIE, T ILORADITICRBEINTOET . AT arEE R BMARRRT EITHRELATE
T4V E—EHREF B THEETEET

INTGA—5— SR
Host Name S—47yWindows R RDHRR B E = [ZIPTRL R,

Domain Name RAMNBLTWBRALY DA, A—7 YMNRAR TR A A—HF—FH OV MEERAL TN SIHEE A0, Active
DirectoryzfE AL T %15& (&, [Domain Name] T4 —JLRICAALET , OSN—avafiRT 510, Th
[ZIP7RLRTIFEL, BRTTHAIDELHYET
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INGA—H—

User Name

Password
Windows Version

Is WEC

Security

System
Application
ForwardedEvents

Custom Event
Logs

Filter

Locale

Encoding

A

A=y RARDSEWindows A R REURE T 1= DB EHFEEH DI —F —T AV UMD LR, Chid
A—H—RZDH (FAUHEL) ITHEYFET,

[User Name] THEELIzA—H—0D/XXT—F,

ZDRRANTEITSNTULSBMicrosofth RL—F AV F O RT LDIN—23 0 FFIRLET

WHETER—TT [Indicates that this is a WEC server] Z:&iRL1-HE . O—HILARRARCIEZOREIRER I
FTTITFzVINA>TLET,

SRR EF A TAARUNENET HERISERLET . OV ZTRTORRSTHEMITERS L
E3 I

ZDRAMNS Y RTLARUNEFINET BIGEIHERLET,
ZORANDEBEDOT I r—2av ARV MAT N7 T —2av ARV NENES DB EITERLET,
ZDRARDForwardedEventsAY Mo A N REIE T BI5E(TRIRLET .

HRBALT ) r—23rny 220X Y TIEELET (Bl “Exchange
Auditing, Directory Service”), WindowsA R raLy48—4H—/\—0Di5E (&, HardwareEvents#
HALET ., #EMIC DV TIE, THRZLOY & DIEE(B3R—2) #BBL TS,

NIFBEEDAARUERET HHEIZ, MicrosoftA RUME 2—F7—MWSEBTESI(ILE—TT, ZDT1—
JLRIZTAIIA—THANEOE—TEE T, FMICDWVTIE. [T0LA—DHREIZSBL TS,

BENOOT—IILDEZANTEMN. TIHILEDen_US (EFE (KE)) 2ZOFFEERALET B—HILKRRE
DARYEI—TELVWAT—IULEZBEHHET HBEIE. COTA—ILFEEADFEEICLETS .

B —ILEIERDEBYTY,

m JSVREE (hFHH): fr_CA

m BHAFE: ja_IP

m HAEFHEE: zh_CN

m FEARFHERE zh_TW

m EEE (CKE) (T74I/Lh): en_US

ZTOMDEEDO—H)E—3 02DV TIL, NatvearI4—TOA—hA)E—3 0 R—rDHRETA
R(BIN—D) ZBBL TS,

A—HFARXENT-AT ANV ERETHDIHERATIEEOIVA—TAVIEEANTEN. TIFHILED
en_US (H3E CRE)) 22 0FFFEALES . COBZEHHETHLETEE A ROBEILRIRLET,
B JSVREE (W) fr_CA

m  AAREE: Shift_JIS

m fHAFHRELE: GB2312

m BAFHREE zh_TW

m  HEEE CKE) (T4 UTF-8

FOMDEZOO—H)E—LavIzdTIE, INativea o 4—TOO—hA)E—oa Y R—kDHhRETA
ZI(BIR—D) #BHRLTIEELY,

INGA—E—IBERD A A EHoT=5. [Next] Z0)vILET
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T4ILE2—DEETE
TAIEA—EHRTETBIZIE ARV 2—TFT—ZBELTHD., TAIILEI—DEEEFHATEIAARUINAYEZERLET,

1. BREDOSET1)L5— (Filter current log)] 22y L TIAILE—%RELET,

[ Event Viewer L | i |
file  Action View Help
+»| 2@ EE
1@l Event Viewer (Local) Security
-?::vl.».s(um Vllews Level Date and Time Source =
. ndows c
Y FI| Appmm Sinformation  8/7/2014 85212 PM Microsoft Windows security audi= | | - Open Saved Log..
&l Security A, Information 8/7/2014 §:52:08 PM Mrcrowh w!ndows sewn.ty aud: ¥ Ve
Il Setup & Informatian 8/7/2014 8:50c17 PM Microsoft Windows security aud:
E] System B Information 8/7/2014 8:50:16 PM Microsoft Windows security audi = Import Custom View..
El ForwardedEvents L Ltk | v Clear Log-.
fﬁpntlcaﬁum and Services Logs Event 4656, Microsoft Windows security auditing. X _|'F Filter Current Log...
1 Saved Logs 1 ;
a Subs:rip'(ignn; Geners) L‘“‘"sl ] Properties |
= 8 Find—
A handle to an object was requested. - ®| A
I Save All Events As..
ibject B Attach a Task To this Log..
Log Mame: Security View L3
Source: Microsoft Windows sec Logged: B/7/2014 8:52:12 Pl
Event ID: 4656 Task Category: File System 4 Refresh
Level: Information Keywords: Audit Failure B Hep »
User. N/A Computer: BANNANJ2 america |
QpCode: Info
More Information:  Event Log Online | Event Properties
< il 1+ |E Auach Task To This Event..
i S L L

FEZIE ARURDAL625DAT F U KBMARULEIRET BITIE UTORD K52, [ RURDESEAAL
ESCIN

Filter Current Log
i'm:er Do |
Logged: [ Any time ~|
Eventlevel: [ Critical [ Waming [l Verbose
] Emor ] Information
] By Event logs: |’Szcunr5- -
Rlenkicycee | =]

Includes/Excludes Event IDs: Enter ID numbers and/or ID ranges separated by commas. To
exclude criteria, type a minus sign first. For example 1.3.5-99,-76

2625
Task category: | =
Keywords: | !_T]
User <All Users>
Computer(sl:  <All Computers>
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2. XML] 272UV ILET . VTUMXMLTRRSNET,
"Film' Current Log m

Filter || XML

To provide an event filter in XPath form, click the “Edit query manually”™ checkbox

=(uenylist=
<Query ld="0" Path="Security” =
<Select Path="Security” >*[System[ (EventlD=4625)]] < /Select>
<fQuery>
</Querylist>

Edit guery manuatly

o] [ eoni]

<Select>&</Select>DEIZRREINDAD, T4 F—ICANTESETY, ZITIE.
*[System[ (EventID=4625)]]&>TWVET . chxk, BRIDAANUROT DRAMT—T JLINZA—E—D
[Filter] HSLICaE—TEET,

F: BAICESTIER, THRRMEUIDAHF—R®D [Filter] A5 AIZEEAE—TELRWIEAHYET, 71/
A—TFAMT“gt”. “It”. “gt=". “It=" BEENDHZE L. Thigx “>7, <", “>=7 “<=" [ZZ¥hTh
BEMAOIDBELNHYFET,

ARBELOTZDIETE

WindowsTRRARD /NS A—B—D 4RO D ARRLAT B IXTA—E—RAHZLTIE. DRZ LA LOT DL RIE T
ETEET, £f=. 7TV — 3> TIL. DNS Server, Directory Service, Exchange Auditing’z& . hRZLTT1)
=23 ARUNATADARNNEERTEET (T T —2avARURTIE ARV —DH D FHTHR—k
MY R—rENFET),

f=&Z X, Active Directory®i5& (EDirectory Service#i#E%EL. Microsoft ExchangeBi&E D Z & IXExchange
AuditingZ#EELFE T, Microsoft Windows 7> hr—E X EEOY D5 E (L. Microsoft-Windows-
PrintService/AdminZERALEY,

HRBLARU OS2 %9 5I1ZIE. Microsoft Windows®D [ARUk Ea—F—] THRALTFUr—SavARy
FPRYEZRLET . AT AIE LTORISTRT LSS, ARAATDOTA/T4D [ZIL 7—L (Full Name)] Z1—)L
FTRERTEET,
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&

File Action VWiew Help

e« 2@ HE

Event Viewer

Event Viewer (Local) DNS Server
[y Custorn Vi
- it Level Date and Tirme Source Ev.. TaskCur
b Lm Windows Logs : n
2 B Applications and Senices Logs (@) Information  B/22/2014 42217 AWM DNS-Server-Service 5502 None
[5] Active Directony Web Senvices ( al
b [ Aresight
[+ ] DFS Replication General
[+] Directory Service
[&3 DNS Server Full Marne: DNS Server
[&] Hardware Events
[+] Internet Explorer Log path: [245ystemRooto6\System3Z\WinevtiLogs\DNS Server.evts |
[+] Key Management Service i B g2 )
b [ McAfee Anti-Virus File System Filter Dri 0 1 i ' Bytes
4 [ Microsoft Created: Monday, May 19, 2014 5.03:09 PM
b Windows
[+] Windows PowerShell Modified: Wednesday, August 13, 2014 4:53:12 PM
b [ Saved Logs
4 Subscriptions Accessed: Ianday, May 19, 2014 5:03:08 PM
A
[ Enable logging
Madmurm log size (KB )t I 163 B‘T%
When maximurn event log size is reached:
® Overwrite events as needed (oldest events first)
) Archive the logwhen full, do not ovenarite events
) Do not overrite events { Clear logs manually )
Clear Log
oK | [ Cancel I Apphy
< [ BB )

CDNFGA—E—DREDFHEMBIDONTIE, [RALTEDEFFMERE/ \TA—2— 12T RBL TS,

WEFY—XRARIT7MIL4A

[Select logs for event collection from local host] 433> T [ForwardedEvents log] Z:&RL1z5E. F=lE
[Source hosts for all forwarded events] 23> T [Use file for OS version] #:ZERL1=HE (H D [Use Active
Directory] Z:ZRL TLVELMER), V—RARAMERE ST I7MILDERTEZANTD=HDLUT DV FINRRS
NEFT ZDOVAVRDIE T—TIINGA—EF—4 R I TEEDRRAMIFLT [Is WEC] #Z#IRLIIGEICHRRS
n#Ev,
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<C | Connector Setup - ‘_ EIL |

Please input additional information, find the file

<I_ ArcSight

Configure

WWEF Source Hosts File Name E]

Hewlett Packard
Enterprise

[ < Previous ] [ Next> 1 [ Cancel

Y—RRARI7AILEZEAFALT, [Next] 2w ILET,

BREDT ) —

REMNTTLT [Next] 20Uv035E BIRLEABEREDZVAVRINRTEINET . RO V4 RIMLIE &
MEDREICEYEYT, NEAEDERIZSHBLTIZS,

REZRF, X2 TART  DRTLRY  BLUT TV r—2ar0 2B IRLTO—AILRIMRIZIRIZ—FAUR
F—ILLE=G & R —EEIERDLIIZHEYET,
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< Connector Setup EI‘:’ =

y For the host the following options were selected:
{ AI'CSIQ ht Security, System, Application

Configure

T ][ = ]

1 &0 5E D ER

ZITlE, ARV r£ArcSight ESMIZERIX T A5 EIZ DNV TERBALET,

1. ArcSight Manager (encrypted) N EIRSN TNBDIEEZHEEL, [Next] 29 UvILET, TDHOREIZDL
TlE. [ArcSight SmartConnectora—H#—HARIHE LU BFELDArcSightE DI EEEH /RIS HBL TS
fZ&LY,

2. [Manager Host Name]. [Manager Port]. & kUArcSight®E%h7%: [User Name] & [Password] # AALE
T, &, ArcSight Manager® > Ab—JLEFIZAERRLIzD ERLA—H—R L/\RT—KFTT,

BRIEDINTGA—F—DFEMIZDULVTIL. [ArcSight SmartConnector1—H#—H A RI1E&S B L TIEELY,
[Next] &0 vIL%ET,

3. REBATOaRIF—NERZEHET 5=, SmartConnector® [Name] &. #7732 T [Location]. [Device
Location]. [Comment] # AALFET , [Next] &7 vILET, AR F—TERTO AL HBEINFET,

4. ESM Manager®iEBAE AV R—b o4 RN RRENET , [Import the certificate to the connector from
destination] Z:#&R L. [Next] 29w oL%EF . [Do not import the certificate to connector from
destination] Z:EZRLI=BE. ARV I—DA VA= )LIEFRTLET,

5. SEBAEM A2 R—kEH. [Add Connector Summary] D4 RN RREINET,
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AVA—ILEBLUVEEDTET
SmartConnector® A > AR—JLERTEET T T DIZIE. ROFIEIZHNET,

1. [Add Connector Summary] DNEZMHEL. [Next] 22JvILET, HIV—DABMNELLLZWNEEIE,
[Previous] #9)v I L TEBFTLET,

2. 4H¥—K T, SmartConnector# AAVRF7AVTAERELTRITTEH. Y—ERELTEITTEINEERT S
BEENARTINET , ARII—FH—ERELTETTHHEE(E. [Install as a service] Z:EIRL T, [Next] &
DIVILET , D4 =R T H—ERDNFA—E—EFRTHEEMNRRIEINET, [Service Internal Name]
& [Service Display Name] ®{E% A AL . [Start the service automatically] T [Yes] &£1=I& [No] #RIRL=E
T, [Next] 29w 9 BL, [Install Service Summary] V4R IBRRTJINET , ARV 4—%RE20Rk7AVT
ALRELTRITTIGEEIF. Y —ERDNFA—F—FEE T HE@EIETRRINGN D, RORTYTLEE
TEET, ARVI—DY—ERFIET—ELELTOERTOFMIC DL TIE. FSmartConnectora—H—4 4
FlESERLTEZE,

3. ArcSightTlE, SOARIE—EH—ERELTAVRM—ILTBIEEHRLTVET . ARIEI—%RA
VRF7AVTT)r—3 0 ELTREIL, CTRLACEFE>TARIZ—2 vy OV LZBE . ORI 53—
DIWINCI—2z b I TAEAMSIDF vy aRICREFSN T Eh TR TLTLESAIREMIHYETS,

3. Y—ERDNFA—B—FAHALT. [Next] €2'JvILFET, [Install Service Summary] 742 RIHNRTEN
ij_o

4. [Next] &0 JvILET,

5. A{VAM—ILEFET T BIZIE, [Exit] ZFRLT [Next] 20U vILET,

—ER M SmartConnector Tl , RENBERMITEDICVATLOBRINVLEICLYET, [PARATLDOER
) VR ORRTEINL, AREEZELTORTLEBREL TS,

FE BEVDOIVELII—FLETRIMNTTEEFOLDOLAHLIHEIFREFL. RITHFOMDOTRTD
77 r—2ay (ArcSightavy—ILBRTHRDIEEIFINEED) 22 vybT OV LThS DRTLE
Dy U LTLEELY,

#UL T, I'SmartConnectorM =47 JICHERAFE T, ARIEI—DTYT I L—RERIET oA AF—ILOFIEIZD0N
Tl&. [SmartConnectora—H—H AR #SBL TS,

SmartConnector®=E1T

SmartConnector(f, RV R 7AOVE—RFTA UV AR—ILLTEITIT S H . WindowsF 5yt T+—LTWindowsH—E
RELTAVARM—ILLTRITTEZ T, £t=. SmartConnectorld, ¥3—rhykOA T30 M [RE—F AZa—I b
YEFEALTETTSHEETEET,

RRAURTAYTAVRAR—=)LLIZBE AR —EF B TR TILENHYFET . RRAMEBEHLI-LELEE T
TITATITBYER A F—ERELTAVRAM—LLIZIGE . ARV F—[ERA M BEESL-LEICBEMICETSN
FT, ARTEI—DH—E RELTDEFTIZDOWNTIE. [ArcSightSmartConnector 1 —H—H A R]E&S B L TZELY,
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RAVRFAVTAV A= L LIZaRI3—T HEDRAMIA VA= LEN =T RTO AR E—EFRITT HIZIE.
aAYURD4URD%RE, $ARCSIGHT _HOME\current\bin(Z#&L T. arcsight connectorsz=TLEY,

SmartConnector® 04 # S B3 5 (2 (% . $ARCSIGHT _HOME\current\logs\IZ®& % agent.logZ7 A /L &
wincagent.log 77/ ILEREELET . T X THSmartConnectorz =1L F 3IZ(X. ARV KD TCTRL+CE
AALFET,

Lo, 0 g~

SHE/NTA—F—DER

RENTGA—EF—E L E T HIZ(E, $ARCSIGHT_HOME\current\bin[Z#EIL T, runagentsetup.batz5 7L
J)9ILET,

1. [Modify Connector] Z:&RLET , [Next] &0 vILET,

2. [Modify connector parameters] &R L. [Next] #9JvoLET,
DERBEBRFTVD. ARII—DINPREDEELRLLIICIAHF—RERITLET , NTA—E—DFRBAIZ DL TIE,
(O3 05—DHEEI1ZSRLTIZE,

BREABNO—HILRRAMNIETH2LDDAHDIHZEIE. RDKIBIA R INRTEINET,

< Connector Setup EI
. . Muodify Parameters
<J_ ArcSight ,
4 Select logs far event collection From local host
Conﬁgure ¥ Security log

V] System log
V] Application log
[ ForwardedEvents log

[C] custom logs

Source hosks For all forwarded events

[l Use file for OS5 version

[l Use Active Directory for O version

Parameters to add hosts For event collection

[l Use common domain credentials

[l Use Active Directory

[Tl Enter manually

Hewlett Packard

nierprise

[ < Previous ] [ HMext> i l Cancel I

[Select logs for event collection from local host] 923 IEA—AILKRACDAIZETHEDTH A= EZE
NENERDRANIETHLDTHAZEIL. RIREN S+ K712 [Source hosts for all forwarded events] &
[Parameters to add hosts for event collection] Do avDHNEENET,
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<L Connectar Setup El@

< ArcSight

Ilodify Parameters

Source hosts For all Forwarded events
Configure [C] Use file for OS5 versian

Use Active Directory for OS5 version

Parameters to add or modify hosts For event collection

[C] Use common domain credentials
Use Active Directory

Enter hosts manually or add custom logs, filters

Heéwlekt Packard
Enterprise

< Previous ] [ MNext= [ Cancel

DARTLARNET T)r—23 0 ARVMNIx T HHRAL
IN—H—D1ERK

CDOHARTRLTWLAESIZ, SmartConnectorClE, IR TDEF1TA ARV NE—EDV AT LARUET,
WindowsDA XU rAYE —, A RUNDERBAD T A DM BRTETIZENTEET,

OARPE—TIH. TRTDVRTLARUKET T =230 ARURT, Windows DA RN kA S —D e B E 1T
STENTEET , £z, ARTI—ITIE ARV D ERBAZFEN T D=HITHBE D/NN—F—DIERRERBRAZITIH DT
L—LAT—23HAEINTVET , 2D &5%/3—H—TI&, Channel®>ProviderNameZ &I/ NV NEEITTEE T,

VRTLAANURAY (NTServicePack, —E XV bA—)LIYR—T v —  WINSIZE) Do/ RN hERET 15
&%, [Windows Log type] T [System] Z:&IiRLE T,

7 r—av /4R ha% (Microsoft Forefront Protection 2010 for Exchange. Microsoft SQL Server Audit7s
E) MM RUMEIRET 5154 (. [Windows Log type] T [Application] Z&#IRLET,

IN—H—Z BT BRI

K=Y —EERT BT, UFOFIEEEALES,

1. BEGIVRATLARUNERET IV r—2av AN UMEERLET
2. DRTLARNUNERRT IV r—2avARUMEIREL, RAWAARUNERET HELSICARIF—EHRELET
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3. ARVA—FEITLT VRTLARUNERIET TIr—2av ARUMEIEL . ArcSight D RAW A R b & 4 AR
LET o RAWARUKMIIE, JISONE R THF—LIEDRTHIEMEINET . SNSDERLIZRAWA R M EER
L.MEEDN——DEREERIZSRLT. N\—Y—J7/ILEERTHET. ChAODF—DIEE
ArcSightf RURRF—I D I74—ILRIZRIE T LET,

BT LETRTORAWAARURDARUEREIZF—LEDORTHREENDRTIEHYEL A D LS
BARNURTIE., ArcSIghtA RURRF—T D T4— LRIZRINERVE VT T /18— —% BT 20 EIEH
YEBA. ZDHZAETH. ZOEIBARURDARUNEFIFARUEDFHAZETIEL T T D/ 8—H—% 14k
BT BHIEETEET,

BBED/N——DERERH

WMBEDON—Y—ZEHLTRATHICIE UTOFIRISENETS,
1. N—Y—T7(IVERFTE=H. ROTALINICBELET,
$ARCSIGHT _HOME\user\agent\fcp\winc
2. BRPBELGANVIDFYRIIVERBILET (2K SRTL. 7TV r—a> T4LIRM)H—E X DNS
Y—n— F—FEH—ERLGE),

3. BHDBEBELGARIDTANAT—RZEZHALET , CNIE IDDF Y RILDSIRESN DA R U EHDT
ONAS —Z TCERSNDAREELH DD TT , fz&Z (X, Channel: SystemMBIREINDANUME,
ProviderName: Service Control Manager®>WINS#HETHERSNDAEREEABHYET,

4. BIENBBEIZARUIRIADSectionNameZFi#FILET (EventData, UserDataii&),

a. IRNUMAREADEventDatats avEZ@BTT BI12IE. ATYTLITHERELE-TALIMNIZ. ROGLHRBZE
FRALTE—MHE/S——DT7(IILEERLET,

\{EHxhizChannel }\{EEfFR LS f-ProviderName}.sdkkeyvaluefilereader.
properties

FEAERDIGE.

e Channel: Security

e ProviderName: Microsoft Windows Event Log
e SectionName: EventData
F—/fBNX—Y—T7AILBIERDELIIZHYET,

\security\microsoft_windows_eventlog.sdkkeyvaluefilereader.properties

b. ARVEREDZFDMMD T3> (UserDataliy) M T HIZIE. RATFYFLITHERLIETALIRIZ R
DG RBIZEFERLTISON S SA—H—T7AILEERLET,

\{EHzhizChannel }\{EEFR{LEnf-ProviderName}.{IEfH{LEhf=SectionName}.
jsonparser.properties
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LA IERDBE.

e Channel: Security

e ProviderName: Microsoft Windows Event Log
e SectionName: UserData

F—MEN—Y—T7AINBIERDEIIZGYET,

\security\microsoft_windows_eventlog.userdata.jsonparser.properties

3¥: Channel. ProviderName. SectionNameDIEZERIL T BIZIE. TR TODEFE/INLFIZE
BL,. ZEHFLUNDEXE (BRXFEAR—REED) #704—Aa7 () ICEEH®AFET . 05—
LELVI a—T 420 DIEFERIELZNTESLY,

5. WindowsA XU KDIZT TIZIYEL I SN TULVS, ArcSightDexternalId 74— /LRCE DLV =&HffETy
EVJ#FERAL. ZNTNOEHICH ST, SO /NA—Y—RITIVEV T ZERLET,

BIR D ESIZ, aRTE2—I[EWindows A R kAYE —D T4— LR ZEArCSightf R D T4— JLRIZF TIZIWE
DTLTWSTz. (RVEVT DEZEA—IN—FAFFTDRELHDIEEERE) CNLDIVELITEBERT D
DEEFHYEEA IVELTHBELDIL. BEDARIDRBAEIVEL T TEHIEEDHTT .

a. UTFRERARUIAYT —DF—/E/——DFERBITT,
e Channel: Security
e ProviderName: Microsoft Windows Event Log
e SectionName: EventData
ROESNANVIET4—ILRETVEL T TEET,
key.delimiter=8&&

key.value.delimiter==
key.regexp=(["&=]+)

event.deviceVendor= getVendor("Microsoft")

conditionalmap.count=1
conditionalmap[@].field=event.externalld
conditionalmap[@].mappings.count=2

# The event logging service has shut down.
conditionalmap[@].mappings[@].values=1100
conditionalmap[@].mappings[@].event.flexStringl=
conditionalmap[@].mappings[@].event.name= stringConstant("The event
logging service has shut down.™)

# The security log is now full.
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conditionalmap[@].mappings[1].values=1104
conditionalmap[@].mappings[1].event.flexStringl=
conditionalmap[@].mappings[1].event.name= stringConstant("The security
log is now full.")
COPIZEIE—LTRYMFITRIEEIX. T7AILRIZRKED AR—ADNFELIENEI LTS,

b. LLTFIEHTILISON/SA—H—MDUserDatat v ar D fITY,
e Channel: Security
e ProviderName: Microsoft Windows Event Log

e SectionName: UserData UserData

o ar Bl

{

"UserData":
{ "LogFileCleared":

"@xmlns:auto-ns3":
"http://schemas.microsoft.com/win/2004/08/events"”,

"@ xmlns_ ":

http://manifests.microsoft.com/win/2004/08/windows/eventlog”,
"SubjectUserSid": "S-1-5-18",
"SubjectUserName": "SYSTEM",
"SubjectDomainName": "NT AUTHORITY",
"SubjectLogonId": "©x3e7"

}

}
c. BLTFIZEventBody JSON/A—H—DERAFITY,

e Channel: Security

e ProviderName: Microsoft Windows Event Log
e SectionName: UserData EventBody

o3> DBl
trigger.node.location=/UserData
event.deviceVendor= getVendor("Microsoft")
token.count=7
token[@].name=SubjectUserSid

token[@].location=LogFileCleared/SubjectUserSid
token[@].type=String
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token[1].name=SubjectUserName
token[1].location=LogFileCleared/SubjectUserName
token[1].type=String

token[2].name=SubjectDomainName
token[2].location=LogFileCleared/SubjectDomainName
token[2].type=String

token[3].name=SubjectLogonId
token[3].location=LogFileCleared/SubjectLogonId
token[3].type=String

token[4].name=Reason
token[4].location=AuditEventsDropped/Reason
token[4].type=String

token[5].name=Channel
token[5].location=AutoBackup/Channel
token[5].type=String

token[6].name=BackupPath
token[6].location=AutoBackup/BackupPath
token[6].type=String

conditionalmap.count=1
conditionalmap[@].field=event.externalld
conditionalmap[@].mappings.count=3

conditionalmap[@].mappings[@].values=1101
conditionalmap[@].mappings[@].event.name= stringConstant("Audit events
have been dropped by the transport.The real time backup file was
corrupt due to improper shutdown.™)
conditionalmap[@].mappings[@].event.deviceCustomNumber3= safeTolLong
(Reason)
conditionalmap[@].mappings[@].event.deviceCustomNumber3Label=__
stringConstant("Reason Code")

conditionalmap[@].mappings[1].values=1102

conditionalmap[@].mappings
[1].event.destinationNtDomain=SubjectDomainName
conditionalmap[@].mappings[1].event.destinationUserName=___ extractNTUser
(___oneOf(SubjectUserName,SubjectUserSid))
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conditionalmap[@].mappings[1l].event.destinationUserId=SubjectLogonld
conditionalmap[@].mappings[1].event.name= stringConstant("The audit
log was cleared.™)

conditionalmap[@].mappings[2].values=1105
conditionalmap[@].mappings[2].event.fileType=Channel
conditionalmap[@].mappings[2].event.fileName=BackupPath
conditionalmap[@].mappings[2].event.name=__ stringConstant("Event log
automatic backup")

ZOHIEIE—LTREYIFTBIGEIE. T7AILRICKED AR—ZAMN RS KL TS,
6. ARVA—ERELET,
FLOWARURDATISA REERLTLEZSW . BMOATISA XANBEIZRIZEENHYET , h7IF1XIZD
WTIX.HPEY I+ 27 HR—r S A TAFTESTY =5/ /—F[ArcSight Categorization: A Technical

Perspective]ZZ B LTS, /IA—H —DER D HEMIZ DN TIE, HPEY I 7 HR— b A B LU Protect
7244 4 TAFTES[ArcSight FlexConnector Developer's GuideJ&#S L TLZE0Y,

NativeaRro4—THA—hH)E—a3 0 R—MDHREFTA X

ArcSight SmartConnectorl&. ArcSight SIEMAD ARV MREL A ¥ —FRELET . 2D 1= . SmartConnector®
JAVTHRARCIK, B—h)E—2avid, O—hFA XENFARUNMI&-TERSN . REBEUN D EETRBSINT=A
RURAyE—D DU, T BEUVERILEEELTOVET , A—AYE—2 3> (LI0N) (. HBEDOAT—ILE(E
ETETT2EOICTATSLEERTTHI0ERTT, ChiZE. TRTOTFFACDRFTOI—HF—(25—TxA
ADFRATATEBNDHRGENEENFET,

ArcSight IRt Sh TWB1 DDt Ica sy —Sar B R— & BT 3I12IE. RO FIEIZHWNET,
1. ARNVNT—R2Z2O0—H5A4XF B4R D Channel, ProviderName, O — )L, 8&LUP T a—FT 1420 ZE R
L/i?_o
2. ATVFITHEANL AT —ILET =T AT DINGA—E—EEZFERL T, RRANT =T ILINSA—4—%RTE
L/i?_o

AR A—DRAMT—TLBREDRRBEICRALGVOOS—LETYIA—T 1T DY R—bEBMT BIC1E,
agent.properties774 /)L ($ARCSIGHT_HOME\current\user\agent) OLTD{TOOS—)LETY
A—TAVTDEEEELET,

agents[x].windowshoststable[y].locale=<B%—)L>
agents[x].windowshoststable[y].encoding=<T>a—F42%>

SO XIEARIE—DAVTYIRT, yIEARIEA—BEDHRARD AT IIZTY,

HPE SmartConnectors 44/65R—



BRAAR

fl

agents[0@].windowshoststable[0].locale=de DE
agents[0@].windowshoststable[@].encoding=UTF-8

3. AU I7FAILNRHDARNIDXFEIND I A—T 42T DAATEAALET (Bl event.name), RDIFATIZ
FMLTAVTVEERLES: $ARCSIGHT _HOME\user\agent\fcp\winc\

4. O—AHYE—3>DEMTOEYH—I VT I7/ILOFEVHLTED/A——ZF#HALET,

$ARCSIGHT_HOME\user\agent\winc\<IEf{tEh=Channel>\
<IEFiEE=hizProviderName>.sdkkeyvaluefilereader.properties

&

$ARCSIGHT_HOME\user\agent\winc\security\
microsoft_windows_security_auditing.sdkkeyvaluefilereader.properties

#£: Channel. ProviderName. SectionNameD{EFIE(RIL T BICIE. TR THOEFE/NXFICEEL.,
EHFUNDEXF FURXFEAR—RZED) #7047 —Xa7 () ITEEMAFT  AT—ILELUT
Va—T 4T DEIFERIELEN TS,

5. OF—J)LET A—TAU T DA EHLETEIZ. CONR—HF—HNTEMTOEy Yy —Iv T I7(ILELIDTOE
ELET,

extraprocessor[4].type=map
extraprocessor
[4].filename=winc/<EfR{LEni=Channel>/<Eif{LEhi-ProviderName>.
<A —)L>.<Ia—T424>.map.csv
extraprocessor[4].conditionfield=event.oldFileHash
extraprocessor[4].conditiontype=equals
extraprocessor[4].conditionvalues=<A4s—/L>|<T>a—FT49>
extraprocessor[4].charencoding=<T>a—F42%>
extraprocessor[4].allowoverwrite=true
extraprocessor[4].overrideeventmappings=true
extraprocessor[4].clearfieldafterparsing=false
extraprocessor[4].flexagent=false

il

extraprocessor[4].type=map
extraprocessor[4].filename=winc/security/
microsoft_windows_security_auditing.fr_CA.UTF-8.110n.map.csv
extraprocessor[4].conditionfield=event.oldFileHash
extraprocessor[4].conditiontype=equals
extraprocessor[4].conditionvalues=fr_CA|UTF-8
extraprocessor[4].charencoding=UTF-8
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extraprocessor[4].allowoverwrite=true
extraprocessor[4].overrideeventmappings=true
extraprocessor[4].clearfieldafterparsing=false
extraprocessor[4].flexagent=false

6. ROLIONEMT Oy —IvTI7/ILEERLET,

$ARCSIGHT_HOME\user\agent\winc\<IEf{bLEh=Channel>\
<IEIbEnfzProviderName>.<A4Y—/L>.<T>a—TFT 424 >.110n.map.csv

E: LIONEMT By Y —IvTI7MINEER. RE. FERETIEIE. TIHILEDASCI,
UTF-8. £IXZ DMDIBEET aA—T 42T DT T)r—23 EFERLEN TSV, O—H514 XS
T NARPA—DSA X EN=TT42—TI7AINEERL. REBICIVO—To 9N LEESSINE
WESIZLTLESLY,

#l

$ARCSIGHT_HOME\user\agent\winc\security\
microsoft_windows_security_auditing.fr_CA.UTF-8.11@n.map.csv

7¥. Channel. ProviderName. SectionNameD{EZIERIL T BICIE. TRTHOEFHE/NIFIZEREL.,
EHFUNDEXTF BERXFERAR—REED) #7048 —Ra7 () ITBERAFT . Ay —ILELUT
aA—F 4T DIEFERIELENTESLY,

7. SOT7AILAT, getterS & UsetterzEEL. §RXTOA—A)E—avarToyaEBMLET,
event.externalldZs— /LR Zgettere LTERAL. A—H54 X9 57— LR Zsettere LTHEALET . LTFIZT
SUREBDHEEDY T INITAINERLET,

event.externalld,set.event.name

"4886","Les services de certificats ont recu une demande de certificat.”
"4887","Les services de certificats ont approuvé une demande de

certificat et émis un certificat.”

"4884","Les services de certificats ont importé un certificat dans sa base
de données."

"4885","Le filtre d'audit des services de certificats modifié."
"4882","Les autorisations de sécurité pour les services de certificats ont
été modifiées."”

"4883","Les services de certificats ont récupéré une clé archivée."
"4880","Les services de certificats ont démarré."

"4881","Les services de certificats se sont arrétés.”
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B

INE%E

BEHOARII—AVREIADETE

V—RRARTIARIE—DR DAV RARIV REAVAR—ILLTREITY BITIE ROFIBIZHEWLET,

4% —FT [Add a connector] V4 R IMRRTREINT D, V4P —FERTLET,

1. AVRR=ILTALIRIIZBEBEILET, I

iE:

$ARCSIGHT _HOME\ArcSightSmartConnectors\current\

$ARCSIGHT_HOME\current\user\agentT+/L 2K JT. agent.propertiesT77MILEmELET .

mq.server.listener.port7O/8T4 T, ESHETCPR—MEZERLET . COEZXIARIFZI—DH DA
RABVRATHERTHLIFTEFE A IEERIREL#H (X1 ~65535T, T 74 /L MEIL61616 T,

mq.server.listener.portF7O/F AT, INSA—EF—LEZEMLET,
$ARCSIGHT_HOME\current\user\agent\winc74LZrJIZ. ROWNBED config.iniT7 M ILEIERK
L/i?_o

mq.server.hostname=localhost
mq.protocol=tcp
mq.server.port=<H¥HtcprR—k>

ZDI7AILDmg.server.portD{ElL, agent.propertiesTHRELIZEDE—HLTVWILENHYET,

$ARCSIGHT_HOME\current\binF«sL ok ibrunagentsetupz=ETLT. b7y T O F—FEikE
BLET,

BREVAH—RERITTIHE . ANV RF—hRemoteAgentIdIZEIY L THNDFTZ/N—FE—FDEEZETR
HBE UTDEEAYE—U AT REINDIENHYFET,

[updateHeartbeat ]RemoteAgentId unspecified.Ignoring the heartbeat.

BLYI U2/ AR—ILETzNative Windows Event LogD & A > XA AMDmg. server. portDEN—ETH
WBE . ARII—[ERTINFE A INIE. TOR—ID T TICERF THEIEERLET,
ARGE—DAVRIDRABAMEZ BIZONT NY—RBEEBERLET, COH HATHERTHIIRIVR
HAHIRENSHZENHYET,
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AR —RAIYEL T DHARATA R

Windows Event Log - Native®D7 T —a v /o RTFLARU M S—H —O—FR#EE (L, KRARURDARUEY—R
[ZIREFL. UTOHRERAEANTA—Y—DO—REHAFET,

<Channel>\<ProviderName>.sdkkeyvaluefilereader.properties

COFmARAE, FEAEDISEIEMBLEHEEELET A N—Y—(CE o TIE2EERLBRENDEILSI5EED
HYVET . COEILTBEIZIE. ZEHChannelHS LUProviderNameZz VA AL ORI ET. INHD/A—H—D1E
RIGMENRITAXTEET . RRULSSHICALSEDHZEEE. ANDProviderNameZ ER KRB ELBEL TR/
ROEFETIVMN)DEREEETHIENTEET,

A —IN—Z AR YT IT7AILDIERK

1. $ARCSIGHT_HOME/current/user/agent/fcp/winc/core_mapsIZ#EL. U TDHSLEET
customeventsource.map.csvEWSERIDA—N—FARIVTIT7AILEERLET,

SourceChannel
SourceProviderNamePattern
TargetProviderName
TargetChannel

SourceProviderNamePattern®DEIZIE. XFHE-IZERKRREZFATEET,

2. $ARCSIGHT_HOME/current/user/agent/fcplZHTT4L Yk )winc/coremaps MEFEFELEWLGE (X,
ZOYTTALIMNIEERLET,

3. &#&EDT4—ILRTargetChannelld# 73> T, EDIHEE(E. SourceChanneléRLTHAEAHINET

DIRAZ—IRIBTD ANV R OB

DRI —RETIE, TIANCDN—H—T7/ VL RBNEETHEENRLE T SAREEAHYET Chid. B4D
DIRZ—DEDE ARV DRI A XENT-BIGEETOANAF —BEH DA RSN H D=0 TT . fzL2E.
SQL Serverd 7 T — 3> A4 N2 kD ProviderName (£ MSSQLSERVER T3 =8 . /A —H — & (&
application\mssqlserver.sdkkeyvaluefilereasder.propertiesIZZU®Ed,

SQL ServerMH5RA—IBETIE. B#IS5RE—DTO/NA4 —4£%SQLSERVERO1¥SQLSERVERG2 A EIZHR AT
AALTHETEZT, LHL, IRIF—IEMSSQLSERVEREWVNS TONA T —ZZEAFLTND =0, EEEITHEL
ELHRERAXL=TANAE —ZEHDIRUNTORITNKRELET,

COEIGHERERE T BT, Ty T T7MIL
$ARCSIGHT_HOME/user/agent/fcp/winc/core_maps/customeventsource.map.csv&{ERALT. I
HNEBZTRTDTANAE—ZEIDDTOANAE—ZDIEIZIVEL T LET,

LUTFIE, LRRDISRE—RFIZE IV =IUM) DFITT,
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Application, MSSQLSERVERO1, MSSQLSERVER, Application
Application, MSSQLSERVER\d*, MSSQLSERVER, Application
Application, MSSQLSERVER.*, MSSQLSERVER, Application

22N IUN)EET customeventsource.map.csvDHUTILIT7AILDOABREEKIE. ROKSIZHYET,
#SourceChannel, SourceProviderNamePattern, TargetProviderName,

System, Service.*, service_control_manager,
Application, MSSQLSERVER. *, MSSQLSERVER,

AT a3 DETE

CCTIE, COARYE—THATESHMBRE/NTA—F—D—MIZDWTEHBALET , MR E/\TA—F—~D7T
DERFEHITHCRIE, HRAD=—XIELTRETES/NFA—E—ITDVTERBALIZLDOTY,

FHNTGA—E—~DT7 IR

SmartConnector® A > Ak—JL#&IZ. agent.properties 77/ L EREL T/INTA—E—4 LB TEFT , ZDIT7
A ILIE, $ARCSIGHT_HOME\current\user\agent(ZHYET,

HlarTr—&EIO/ T4

HERAE I’"oA—4— TI*IE
aARJA—LaLYE—OETHERT S TAMIIL, BE. mq.protocol tecp
TCP7RPILEHR—ILTVET,

aARYA—EOLYA—DETHERT HR—t, ARV 2—DA mq.server.listener.port 61616
VAR—IVBHITIRE LR —MZ/ A RSN FE T, AILARR R

[CEHDOARII—FAVR—LT BIGEIE. READKR—

FESEFE>TINERELET,

MQAVR—=FUrTAYE—=UNR=V ATV RIEAT SR  mq.persistent.storage.limit 409600
RTARIHAX (KB),
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BEAR 185A—5—

MQAVR—F U hTHAT DB/AAEYH X (KB), mq.memory.limit

KFHBRNT DO RBEFH Ay —T%D)—2T YIS pg.persistent.storage.cleanup.interval

$E SUM).winc-agenth o &Y ELDAVE—CFEZ T
WBIZE RRL—% )=V 7T T2 EAHYET,

ARVRICHRNCA—FFRAYE—TRARUMNYFDH.  mq.consumer.prefetch.size

winc-agenthM 532 (TE STz Ay E—T [EARYRNTITREFS
NFETH, VBT BEHIZEAEVITO—RTIBHERHYE
T BRICA—FFBILET, T—E2A—F OB A R
SN NTH—IVADHEITRILET,

AT HBERE/NTA—F—

HERE

12QALYE—DERDARUNMLER Ly D,

NITF—IVRERALEE DO ETEBET DARNVNUBIRVEZREFTS
DIZFERATEIF1—DH AR, F21—FRECTBFE ATEREEERAFET
M NEBIZFERATEDRLYRHRIZHIR O H D120, N TA—TV AD R EIZEIL
DEFRYFER A,

TIHILNT MEHERILL105 CEICFHESN, user/agent/agentdata®
agent.log&EventStatsLiR—bI7AILICE L TEINET, CORBERE
1. MEt O EHEELFFARBLET MEHZE IR HEYD ARV MO R E DM
ROFHNEENET,

ARYE—DET TN TNARABNE IS HERNICMEBENZIDEREFT S
MNEIMETRLET,

preservestateZ EE AL ETD AN ML,

preservestatex EE AL FE TO R (SU).

RARZ EDFMERTE/NTA—F—

HERE

DT IWLEAL LARNVNERIGS DN, ANV AT DEEDSEAAEHIERLET,

INGA—5—
eventprocessthreadcount

Executequeuelength

pdastatsinterval

preservestate

preservedstatecount

preservedstateinterval

INGA—E—

startatend

NRBLT TV r—2av AN TN T TV ir—2av AN UEIRET HIZIE, ARELTT)  eventlogtypes
F—2avARUART DAVIEYYDYRNERBLFET . 70T L —TORRMIE, ThE

NADEFSIDF YL anHYFET

HPE SmartConnectors

TI4IE
65536

10000

80

T4
10

100

600000ms

true

100

10000

TI4IE
true

null
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SIDE XUV GUIDZE#LZBI T HEFEMRTE/ N\ TA—F2—

HERE

GUIDZE#ZEBEMIZLET,

GUIDEFNFNDEIRFBDEEHRMNT 55 vyl
HA4X

FyyPaADGUIDTI ) DTime-to-Live (RUF)

SIDELUGUIDIV M)A F vy aTHRUINIZA SRR
(U

SIDE&UVGUIDF ¥y alMTARIT7AIVIZRTFESIND
R (SUR), FRACODSIDF vyl BRDTARY
T7AINIREBESNET, 7= 5 IL—TRALDSIDF vy
DAl BROEETARIIT7AIIZREFSLET,

HPE SmartConnectors

INGA—H—
enableguidtranslation

guidcachesize

guidcachetimetolive

FI4IE
false

50000

600000

sidguidcacheexpirationthreadsleeptime 600000

sidguidcachepersistencethreadsleeptime 600000
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T8A vy TYv T F YA
LTOHITIE, — MGy c Ty T o)A DWTEHRBLET . SREDEMICOWLTIE, a0 4—DETE I ZS R
LTLESLY,

o O—AQIKRRANTT IV T—2ay  2FXalT4. BLUSRATLOTERET S

o IDDRAMVT. EHDE—MRRMSTI)r—ay X)) T4 BLUTRTLATEIREL, RRMEF
BTANTD

e Active Directory| 2R S SNz RRAMNS T TV r—ay X al)T4. BV AT LOTEZRET S

o O—HIFELIFE—MRAMGERESN ANV MEIIMMDOWECO T ZIRET S

A—AIKRANTT7 T r—a3y  EXal)T4. BV RTLOTE
INET S

<. Connectar Setup E@
. Configure Parameters
<1 ArcSight _
4 Select logs far event collection From local host -
Configure I Security log

System log
Application 1og

[C] ForwardedEvents log
[C] custam logs

Source hosts for all forwarded events

m

[T Do not use any source for Windows OS version
[ use Active Directory for OF version
[Tl Use file for OF version
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