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Support

Phone A list of phone numbers is available on the TechnicalSupport
Page: https://softwaresupport.softwaregrp.com/support-contact-
information

Support Web Site https://softwaresupport.softwaregrp.com/

ArcSight Product Documentation https://community.softwaregrp.com/t5/ArcSight-Product-
Documentation/ct-p/productdocs

Contact Information
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Overview
The SolarWinds IOC Activity is a content package which leverages ArcSight Logger to
detect any communication between your organization and SolarWinds SUNBURST
IOC.

Installation and Uninstallation

Installing the SolarWinds IOC Activity Content
Package
The complete process of setting up the SolarWinds IOC Activity Content Package
includes Configuring the lookup files and then installing the content.

Configuring the Lookup File
The SolarWinds IOC by IP Address Search is based on monitoring the following
Sunburst IPs:

solarwinds_ips.csv

In order to configure Logger to monitor and download this file, follow the instructions
below: 

1. In Logger, select Configuration > Lookup Files > Add. Then, in the dialog box, enter
the following values for the lookup file.
Name: ips
File Location: On Logger
Path and File: <location of the solarwinds_ips.csv file>>
Schedule: One time only

2. Save your changes.
To Install the SolarWinds IOC Activity Content Package:

1. Download the installer file Solarwinds_IOC_Activity_1.0.0.0.xml.gz to a secure
network location.

2. In Logger, select Configuration > Import Content.
3. Search for the file Solarwinds_IOC_Activity_1.0.0.0.xml.gz.

The Content Package and the resources are installed.
To Uninstall the SolarWinds IOC Activity Content Package:
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To uninstall the dashboard:

1. Select Dashboards > Malicious Activity Dashboard.
2. Click Tools > Delete Dashboard.
3. Click Yes to confirm changes.
To uninstall saved searches:

1. Select Configuration > Saved Searches.
2. For each SolarWinds saved search, click the Remove icon.
3. Click Yes to confirm changes.

SolarWinds IOC Activity Content Package
Resources
Resource Type Description

Solarwinds IOC by Host
Name

Saved
Search

Displays any communication between your organization and
SolarWinds IOC domains

Solarwinds IOC by IP
Address

Saved
Search

Displays any communication between your organization and
SolarWinds IOC IPs

SolarWinds IOC Activity
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Send Documentation Feedback
If you have comments about this document, you can contact the documentation team by
email. If an email client is configured on this computer, click the link above and an email
window opens with the following information in the subject line:

Feedback on SolarWinds IOC Activity (Logger 1.0.0.0)

Just add your feedback to the email and click send.

If no email client is available, copy the information above to a new message in a web
mail client, and send your feedback to Documentation-Feedback@microfocus.com.

We appreciate your feedback!
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