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Legal Notices

Warranty
The onlywarranties for HP products and servicesare set forth in the expresswarranty statements accompanying such products
and services. Nothing herein should be construed as constituting an additionalwarranty. HP shall not be liable for technical or
editorial errors or omissions contained herein.

The information contained herein is subject to change without notice.

The network information used in the examples in this document (including IP addressesand hostnames) is for illustration
purposesonly.

HPArcSight products are highly flexible and function as you configure them. The accessibility, integrity, and confidentiality of
your data is your responsibility. Implement a comprehensive security strategyand follow good security practices.

This document is confidential.

Restricted Rights Legend
Confidential computer software. Valid license fromHP required for possession, use or copying. Consistent with FAR 12.211
and 12.212, CommercialComputer Software, Computer Software Documentation, and TechnicalData for Commercial Items
are licensed to the U.S. Government under vendor's standard commercial license.

Copyright Notice
©Copyright 2015 Hewlett-Packard Development Company, L.P.

Follow this link to see a complete statement of copyrights and acknowledgements:
https://www.protect724.hpe.com/docs/DOC-13026

Support

Phone A list of phone numbers is available on the HPArcSight TechnicalSupport
Page: https://softwaresupport.hp.com/documents/10180/14684/esp-support-
contact-list

Support Web Site https://softwaresupport.hp.com

Protect 724 Community https://www.protect724.hpe.com

Contact Information
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Risk Insight 1.1 Release Notes
Risk Insight is an ArcSight ESM add-on that enables Risk Managers and Security Operation Center
(SOC)Managers to analyze security risk information in a business context and prioritize actions to
minimize that risk. Security risk information is processed periodically providing continuous monitoring
capabilities on the risks imposed on your organization's assets.

What's New
This version of Risk Insight is consideredmaintenance release with followingminor changes:

l Installer/Uninstaller available to operate in consolemode

l Omitting the connector configurator tool for ArcSight SmartConnectors

l Splitting up report for the ESM AssetSync job tominimize execution runtime for group-based asset
model

l Vulnerability dictionary updated as of November 2015

l Vulnerability dictionary not being populated during the installation to speed up the deployment

l Ability to save and loadmultiple asset tree views in Asset Profiling and Risk Indicators

l Cron expressions in jobs configuration replaced with intuitive user interface

l Updated resource paths of arb-package contents

l Updated embedded version of SAP BusinessObjects Enteprise to Service Pack 7 including Fix
Pack 2

l Replaced SAP BusinessObjects Enterpries Client Tools Web Intelligence with server sideWeb
Intelligence thin client

Supported Platforms
Risk Insight 1.1 is compatible with ArcSight ESM 6.9.1c.

See the HP Arcsight ESM Support Matrix available on the Protect 724 site for details on ArcSight ESM
6.9.1c platform and browser support.

Release Notes
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Release Contents
File Name Description

Risk_Insight_1.1_Release_Notes.pdf Product description and open issues (this document).

Risk_Insight_1.1_Administration_
Guide.pdf

Product configuration instructions and product
contents description.

Risk_Insight_1.1_Deployment_Guide.pdf Product installation instructions.

Risk_Insight_1.1_User_Guide.pdf Product operation instructions.

ArcSight_RiskInsight_1.1.iso Installationmedia for the product.

Open Issues in this Release
This release contains the following open issues:

Language Support
Number Description

RSI-8489 Risk Insight is supported only in the English language:

l User facing text is available only in English.

l User-created content is supported only in English, but might work for some
Western languages.

Browser Support
Number Description

RSI-8713 The color indication in the Overall Score Heat Map does not work properly if you are
using a client running on a Safari browser.

Workaround:Open this dashboard in another browser supported by ArcSight ESM.
For information on supported browsers, see HP ArcSight ESM Support Matrix.

Release Notes
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Number Description

RSI-9011 If you are using a client running on an Internet Explorer version 10 browser, dashboard
components (both out-of-the-box and custom dashboards) cannot be resized.

RSI-9021 If you are using a client running on an Internet Explorer browser, the dashboard builder
opens in a new browser window.

RSI-11376 When using a client running on an Internet Explorer 11 browser, the Component
Gallery in the Dashboard Builder does not display properly. Some functionality may be
impaired.

Workaround:Configure your browser to be compatible with Internet Explorer 10.

RSI-6575 You cannot import configuration data to Risk Insight if you are using a client running on
a Firefox browser.

Workaround:OpenRisk Insight from aChrome or an Internet Explorer browser.

Dashboards
Number Description

RSI-8974 In the dashboards, the drill-down capability that supports root cause analysis is only
available for assets that are displayed in the Asset Selector. Assets that are not
displayed in the Asset Selector, but are displayed in one of the dashboard
components, will have faulty links.

For example, suppose that you want to evaluate asset A in the Risk Register. After
you open the Risk Register and select asset A in the Asset Selector, you can see that
there are five children assets with high risk scores displayed in the First Level Children
Summary component—assets B, C, D, E, and F. Asset B has the highest risk score
and you would like to determine the cause of this high score. Asset B is not displayed
in the Asset Selector due to a large business model. If you click asset B First Level
Children Summary component, then the application will not respond.

Workaround:Click the Show More link at the bottom of the asset list in the Asset
Selector. Locate the child asset that you want to analyze. After you find this asset in
the asset list (youmight need to click Show More a few times), then the child asset link
will work as expected in the various components.

RSI-8986 If you try to open a dashboard after a session timeout, then you will get an error
message (instead of the login page).

Workaround:Click the Refresh button. You will be redirected to the login page.

Release Notes
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Number Description

RSI-8874 If you try to open a dashboard page that has been deleted (a dashboard pagemight still
appear as an option in the navigation bar menu because themenu was not yet
refreshed), then you will receive an error message. The error message does not close
properly.

Workaround:Click the Refresh button. You will be redirected to the Risk Indicators
page.

RSI-6761 The information displayed in a dashboard component is limited to the size of the
component in the UI and the screen size. In cases when the information exceeds the
component size, then the information displayed is partial.

Installation
Number Description

RSI-18847 When using a consolemode installer to deploy Risk Insight, uninstaller (uninstaller.jar)
is being corrupted, preventing uninstall process to run automatically.

Workaround: Manually remove /usr/local/riskinsight folder contents. Drop 'bri'
schema from CORR database and remove the Risk Insight Universe and folder
contents using CmcApp of SAP BusinessObjects.

Release Notes
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Send Documentation Feedback
If you have comments about this document, you can contact the documentation team by email. If an
email client is configured on this system, click the link above and an email window opens with the
following information in the subject line:

Feedback on Release Notes (Risk Insight 1.1)

Just add your feedback to the email and click send.

If no email client is available, copy the information above to a new message in a webmail client, and
send your feedback to arc-doc@hp.com.

We appreciate your feedback!
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