SmartConnector Device Versions Supported

Through SmartConnector 7.9.0 Release, June 2018

SmartConnector for:

Certified Versions Supported

Comment

AirMagnet Enterprise Syslog

52,8,9.0

Amazon Web Services CloudTrail

Identity and Access Management (IAM)
Elastic Compute Cloud (EC2)

Key Management Service (KMS)
CloudTrail

GuardDuty
Apache HTTP Server Access File (Legacy) 13,24 EOL Q4/Y2017
Apache HTTP Server Access Multiple File 13,24
Apache HTTP Server Error File 13,24
Apache HTTP Server Syslog 13,24
Apache Tomcat File 7.0
Application Security AppDetective DB 5.1

Arbor Peakflow SP Syslog

5.0,55,56,57,6.0,7.5

ArcSight Asset Import File N/A
ArcSight CEF Cisco FireSIGHT Syslog 5.4,6.0
ArcSight CEF Encrypted Syslog (UDP) N/A

ArcSight Common Event Format (CEF) File

ArcSight Common Event Format (CEF) Folder Follower Scanner

ArcSight Common Event Format (CEF) Hadoop

ArcSight Common Event Format (CEF) Multiple File

ArcSight Common Event Format (CEF) REST

ArcSight Common Event Format (CEF) Syslog

See CEF guides for certified CEF partners

Barracuda Email Security Gateway Syslog

7.0,8.0




SmartConnector for: Certified Versions Supported Comment
Barracuda Firewall NG F-Series Syslog 7.0

Blue Coat Proxy SG Multiple Server File 6.3, 6.4, 6.5, 6.6

Blue Coat Proxy SG Syslog 6.3, 6.5, 6.6

Box N/A

Bro IDS File 21,23

BroadWeb NetKeeper Syslog

NK3000 3.6, NIK4000 1.0, NK5000 1.1, NK6000 1.0, and NK Eulen 2.0

Brocade Biglron Syslog

IronWare 7.6

CA SiteMinder Single Sign-On File

12.0,12.5

CA Top Secret File

CA Top Secret Security for z/OS releases 9, 12, and 15

Check Point OPSEC NG

Check Point Security Gateway R77 (Anti-bot, Anti-spam, Email
Security, Anti-virus, Application Control, Data Loss Prevention,
Firewall, Identity Awareness, IPS, URL Filtering)

Check Point Syslog

R77.30 (Anti-bot, Anti-spam, Anti-virus, Application Control, Data Loss
Prevention, Email Security, Firewall and VPN, Identity Awareness, IPS,
URL Filtering)

R80.10 (Anti-Malware, Anti-Spam, New Anti-Virus, Application Control,
Audit, DLP (Data Loss Prevention), Email Security, ESOD, Identity
Awareness, Identity Logging, SmartDefense, SmartDashboard,
SmartUpdate, URL Filtering, VPN-1 and Firewall-1)

Cisco Catalyst OS Syslog

5.0,8.0

Cisco Content Services Switch Syslog (Legacy)

CSS 11500 Series

EOL Q4/2017

Cisco Firewall Services Module (FWSM) Syslog

Firewall Services Module version 4.2

EOL Q4/2017

Cisco I0S Syslog

Cisco 10S 2600 series and later with I0S 12.4, 15.0, 15.1, 15.2, 15.3,
15.4, 15.5, and 15.6

Cisco IronPort E-Mail Security File

AsyncOS versions 8.0, 8.5, 9.6, 9.7, and 10.0

Cisco IronPort E-Mail Security Syslog

AsyncOS versions 8.0, 9.1, 9.6, 9.7, and 10.0
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Certified Versions Supported

Comment

Cisco IronPort Web Security Appliance File

AsyncOS 8.5 and 10 are supported for Apache and Squid formats

Cisco IronPort Web Security Appliance Syslog

AsyncOS version 9.0

Cisco ISE Syslog

1.2, 1.3, 2.0.0.306 and higher

Cisco Mobility Services Engine Syslog

51

Cisco Non-10S Syslog (Legacy)

Cisco Router 2600 series and later

EOL Q4/2017

Cisco NX-OS Syslog

4.2,5.0,5.2,6.2,and 7.3

Cisco ASA Syslog

8.2,8.3,84,85,86,9.0,9.1,9.2,9.3,9.5, and 9.6

Cisco Secure ACS Syslog

5.3,5.4,5.6,and 5.7

Cisco Secure IPS SDEE

IPS Sensor versions 7.2 and 7.3

Cisco VPN I0S Syslog (Legacy)

10S Version 3.6

EOL Q4/2017

Cisco Wireless LAN Controller Syslog

7.1, 7.6, 8.2 and AireSpace WLAN controller logs

Citrix NetScaler Syslog

10.0,10.1, 10.5, 11.0

Dell ChangeAuditor DB

ChangeAuditor for Active Directory 6.7

Dell EMC Unity and VNXe Storage

EMC Unity Storage using the EMC Common Event Enabler for
Windows for CIFS audit event collection, and events from VNXe
storage systems. No associated version number.

Dell InTrust for Windows DB

10.7

Dell SonicWall Firewall Syslog

Sonic OS 5.8 and 6.2

eEye REM Security Management Console DB (Legacy)

REM Security Management Console 3.6 and 3.7 with Retina Network
Security Scanner version 5.1

EOL Q4/2017

eEye Retina Network Security Scanner DB (DSN-Based)

52,58

eEye Retina Network Security Scanner DB (RTD File)

5.0

Extreme Networks Dragon Export Tool File

7.0,73,7.4,8.0,82

Extreme Networks Dragon IDS File

6.0,7.3
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Certified Versions Supported

Comment

F5 BIG-IP Syslog

TMOS versions 10.2, 11, 11.4,11.6. 12.0, and 12.1 and Access Policy
Module (APM) v11.3 and 11.6

Fortinet FortiGate Syslog

OS versions 5.0, 5.2

F-Secure Anti-Virus File

Client Security 5.55 and Policy Manager 5.50

Gemalto SafeNet ProtectDB File 5.1,5.2,6.0
Honey-D Syslog .8

HPE Operations Manager i Web Services 9.01, 10
HPE c7000 Virtual Connect Module Syslog 4.10

HPE Aruba Mobility Controller Syslog

Aruba 0S 6.3, 6.4

HPE Integrated Lights-Out Syslog

iLO 4 for ProLiant Gen8 and Gen9 servers

HPE IPC DB

51

HPE H3C Syslog

Comware Platform V5

HPE Operations Manager Incident Web Service

HPE Operations Manager for Windows versions 9.0 and 8.16 (patch
level 90), Operations Manager for Unix versions 9.10 and 9.10.230,
and Operations Manager for Linux versions 9.10 and 9.10.230.

HPE OpenVMS File

7.3,83,8.4

HP Printers Syslog

HP Color LaserJet Enterprise: M651, MFP M680, CP5520 Series,
CP5525, MFP M575

HP Color LaserJet Enterprise Flow: MFP M680, MFP M880
HP Color LaserJet: M750, M855, CM4540 MFP

HP LaserJet: M4555 MFP, 500 COLOR M551, 500 COLOR
MFPM575, 500 MFP M525, 600 M601, 600 M602, 600 M603, MFP
M630, 700 COLOR MFPM775, 700 M712, 700 MFPM725, MFPM725,
M806

HP LaserJet Enterprise Flow: MFP M525, MFP M630, MFP M830
HP OfficeJet Enterprise Color: MFP X585
HP OfficeJet Enterprise Color Flow: MFP X585
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Certified Versions Supported

Comment

HP Digital Sender Flow: 8500 fn1l Document Capture Workstation

HP Scanjet Enterprise: 8500 fn1, 8500 fnl Document Capture
Workstation

HPE ProCurve Syslog

K.15.X

HPE-UX Audit File

Binary Audit 11i v1, v2, v3

HPE-UX Syslog 11iv3

IBM AIX Audit File (Legacy) 6.1,7.1 EOL Q4/2017
IBM AIX Realtime Audit File (Legacy) 6.1,7.1 EOL Q4/2017
IBM AIX Audit Syslog 7.1

IBM DB2 Multiple Instance UDB Audit File 9.7,10.1, 10.5

IBM Lotus Domino DB (Legacy) 7.0, 8.0, 8.5 EOL Q4/2017
IBM Lotus Domino Web Server File 6.5

IBM eServer iSeries Audit Journal File

iSeries V5R2, V5R3, V5R4, and V6R1 Type 1 and Type 5 audit journal
logs

IBM NVAS for z/OS File

2.1

IBM NVAS Session for z/OS File

2.1

IBM RACF for z/OS File

RACF for z/OS and OS/390

IBM SDSF for z/OS File

SDSF for OS/390 and z/OS

IBM Security Access Manager Syslog

8.0 and 9.0 for audit and system logs

IBM SiteProtector DB 3.1
IBM System Log for z/OS File z/0S
IBM SiteProtector DB 3.1, including:

IBM Proventia Network Intrusion Detection System (IDS)

IBM Proventia Network Mail Security System
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Certified Versions Supported

Comment

IBM Proventia G100 Server Intrusion Prevention System (IPS)
IBM RealSecure 7.0 Server Sensor and Network Sensor

IBM Proventia M10 Network Intrusion Prevention System (IPS)
IBM Proventia Desktop Endpoint Security

IBM Internet Scanner 7.0 SP2 software

EOL Q4/2017

IBM Tivoli Access Manager File (Legacy) 5.1,6.1
IBM Tivoli Access Manager XML File (Legacy) 51,61 EOL Q4/2017
IBM WebSphere File 7.0,85

IDMEF XML File

Snort version 1.8

Infoblox NIOS Syslog

5.1,6.7,6.8,6.11,7.2,7.6

Ingrian DataSecure Syslog

device versions i222 and i321 w/ software versions 4.0, 4.1

Intersect Alliance SNARE Syslog

Snare for Windows 2.5, 3.0, 4.0 and Windows 2008 and Windows Vista
events generated by Snare for Windows Vista 1.1

IP Flow Information Export (IPFIX)

10

IP Flow (NetFlow/J-Flow)

NetFlow version 9 and flexible NetFlow from 10S 15.0; Cisco ASA 8.2
and 8.5 with Juniper J-Flow version 9

ISC BIND Syslog 9.9
ISC DHCP Syslog 3.0
JBoss Security Audit File 7.1

Juniper Firewall ScreenOS Syslog

ScreenOS 6.3

Juniper IDP Series Syslog

IDP 5.1

Juniper JUNOS Syslog

EX, J, M, MX, SRX, and T series of routers/switches. JUNOS versions
12.1,12.3,13.1, 13.2, 14.1, and 14.2, and SRX version 15.1 anti-virus
and MX Series Virtual Chassis (MX960 router) version 15.1 events

Juniper Network and Security Manager Syslog

2012.2




SmartConnector for:

Certified Versions Supported

Comment

Juniper Steel-Belted Radius File

Global Enterprise Edition 5.03, 5.30, 5.40, 6.0

Kaspersky DB

Anti-Virus 6.0 for Windows Workstations

Anti-Virus 6.0 for Windows Servers Enterprise Edition

Administration Kit 8.0

Endpoint Security 10.0 for Windows

Linux Audit File

Red Hat Linux Enterprise 6.4, 6.5, 6.7, 7.1, 7.2

Linux Audit Syslog

Red Hat Linux Enterprise 6.4, 6.5, 6.7, 7.1, 7.2.

Lumension PatchLink Scanner DB

6.4

McAfee Email Gateway Syslog

45,5.0,6.1,6.5,6.7

McAfee ePolicy Orchestrator DB

eP0O 5.3:

Application and Change Control 7.0
Data Exchange Layer (DXL) 3.0
DLP 10.0,

Drive Encryption 7.1 SP3

ENS 10.5

HIPS 8.0

MOVE 3.6

MSME 8.5

Orion Log 5.1

Policy Auditor 6.2

RSD 5.0

SAE 3.

VSE 8.8)

ePO 5.1:

Application and Change Control 6.1
HIPS 8.0

MOVE 3.0

Orion Audit Log 5.1

Policy Auditor 6.2

RSD 4.7

MSME 8.0

SAE 3.5
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VSE 8.8
McAfee Firewall Enterprise Syslog 8.3

McAfee Network Security Manager DB (ID-based)

7.5,80,81,82,83

McAfee Network Security Manager DB (Time-based)

75,80,81,82,83

McAfee Network Security Manager Syslog 8.1,83
McAfee Vulnerability Manager DB 7.5
McAfee Web Gateway File 6.8,7.2,7.4

McAfee Web Gateway Syslog

7.6 for Access Logs

Microsoft Audit Collection System DB

ACS w/Operations Manager 2007, 2007 R2, 2012, 2012 R2

Microsoft DHCP File

Windows 2008, 2012 R2, 2016

Microsoft DNS Multiple Server File

Windows 2008, 2012, 2012 R2

Microsoft Exchange Message Tracking Log Multiple Server File

Exchange Servers 2007, 2010, 2013, 2013 SP1, 2016

Microsoft Forefront DB

Unified Access Gateway 2010 with Forefront 4.0

Microsoft IIS File

7.0,75,8.0,8.5,10.0

Microsoft IIS Multiple Server File

7.0,75,8.0,8.5,10.0

Microsoft IIS Multiple Site File

7.0, 8.0, 8.5, 10.0

Microsoft IS Syslog

8.0, 8.5, and 10 with Datagram v3.3

Microsoft Network Policy Server File

Microsoft Windows Server 2008

Microsoft Office 365

SharePoint Online, Exchange Online, Azure Active Directory (AD),
OneDrive

Microsoft Exchange PowerShell

Exchange Server 2010 SP2, 2013, and 2016 Mailbox Audit and Admin
Audit logs

Microsoft System Center Configuration Manager DB

2012 and 2012 R2 for antimalware events collected by Endpoint
Protection
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Certified Versions Supported

Comment

Microsoft System Center Operations Manager DB

SQL Server 2005, 2007, 2008, 2012 with Operations Manager 2005,
2007 2007 R2, 2012, 2012 R2, and Forefront Client Security 1.1 SP1

Microsoft SharePoint Server DB

Server 2010 and 2013

Microsoft SQL Server Multiple Instance Audit DB

Server 2005, 2008, 2008 R2, 2008 SP3, 2012, 2014

Microsoft Forefront Threat Management Gateway File

Gateway 2004, 2006, 2010 Servers

Microsoft Windows Event Log — Native

Event collection from Windows Vista, 7, 8, 10; Windows Server 2008,
2008 R2, 2012, 2012 R2, 2016

Microsoft Windows Event Log — Native Application and System
Event Support

e  Microsoft Active Directory

Windows 2008 NTDS, NTDS DB, ISAM, KCC, LDAP, Replication
Windows 2012/Windows 8 NTDS LDAP

e  Microsoft Exchange Audit

Exchange Server 2007 and 2007 SP3 for Windows Server 2008,
2008 R2, and 2012

e  Microsoft Forefront Protection 2010

Windows Server 2008, 2008 R2, 2012 Standard with Exchange
2010.

e  Microsoft Network Policy Server
Windows 8, Windows Server 2008 R2, 2012, 2016
e Microsoft Remote Access
Windows 8, 10, Server 2008 R2, 2012, 2012 R2, 2016
e  Microsoft Service Control Manager
Windows 8, 10, Server 2012, 2016
e  Microsoft SQL Server Audit

Windows Server 2008, 2008 R2 with SQL Server 2008, 2012;
Windows Server 2012 with SQL Server 2012 SP1, 2014, 2016

e  Microsoft WINS Server
Microsoft Windows 8; Windows Server 2012, 2016
e Oracle Audit

Oracle database versions 10g, 11g, and 12cR1 with Microsoft
Windows Server 2012

e Symantec Mail Security for Exchange
6.5, 7.0, 7.5 on Windows 2008 R2 and 2012 R2
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Certified Versions Supported

Comment

Microsoft Windows Event Log — Unified

Event collection from Windows Vista, 7, 8; Windows Server 2008, 2008
R2, 2012, 2012 R2

Microsoft Windows Event Log — Unified Application and System
Event Support

Microsoft Active Directory

Windows 2008 NTDS, NTDS DB, ISAM, KCC, LDAP, Replication
Windows 2012/Windows 8 NTDS LDAP

Microsoft Exchange Audit
Exchange Server 2007 for Windows 2008, 2008 R2
Microsoft Forefront Protection 2010
Windows Server 2008 with Exchange 2010
Microsoft Network Policy Server
Windows 2008 R2, Windows 2012, and Windows 8
Microsoft Remote Access
Windows 8, Server 2008 R2, 2012, 2012 R2
Microsoft Service Control Manager
Windows Server 2012/Windows 8
Microsoft SQL Server Audit

Windows Server 2008, 2008 R2, 2008 R3 with SQL Server 2008,
2012; Windows Server 2012 with SQL Server 2012 SP1

Microsoft WINS Server

Windows 2012/Windows 8

Oracle Audit

Oracle database versions 10g and 119
Symantec Mail Security for Exchange

6.5, 7.0 on Windows 2008 R2 and 2012 R2

Microsoft Forefront Protection Server Management Console DB

Forefront Protection Server Management Console version 1.1 with
Forefront Protection Server 2010

NetApp Filer Event Log

7.3

NetApp Filer Syslog

Data ONTAP versions 7.2, 7.3, 8.0, 8.1, 8.2, 8.3

NetlQ Security Manager DB

5.0,55,6.5

NitroSecurity Syslog

IPS version 603

10
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Comment

Nmap XML File

3.8

Nortel Contivity Switch Syslog

V04_06.222, V5, V7.0.5

Novell Nsure Audit DB

1.0.3 on NetWare version 6.5

Oracle Audit DB

8i, 9i, 10g, 11g, 11gR2, 12cR1

Oracle Audit Syslog

10g, 119, 11gR2, 12cR1

Oracle Audit Vault DB

10.2,10.3

Oracle Audit XML File

Oracle database versions 11g, 11gR2, 12cR1

Oracle Solaris Basic Security Module

Solaris SPARC versions 10, 11, and x86 version 11

Oracle Solaris Basic Security Module Syslog

Solaris SPARC versions 10 and 11 and Solaris 11 x86

Oracle SYSDBA Audit Multiple Folder

Oracle Database versions 8i, 9i, 10g, 11g, 11gr2, 12cR1

Oracle Audit Unified Audit Trail DB

Oracle Database version 12¢

Oracle WebLogic Server File

WebLogic Server 10.3.3, 12.0.0

Oval Vulnerability Scanner

N/A

Proofpoint Enterprise Protection and Enterprise Privacy Syslog

55,63,7.0,7.2,80,83,84

Pulse Secure Pulse Connect Secure Syslog 8.1,82
PureSight Content Filter DB 4.6
QoSient Argus (Legacy) 2,3 EOL Q4/2017

Qualys QualysGuard File

4.0,4.7,5.0,6.0,6.5,6.19,7.0,7.1,7.4,7.7,7.9,7.11,7.12

Radware DefensePro Syslog

3,4,56

Rapid7 NeXpose XML File

5.5 through 6.3 (with XML 2.0)

Raw Syslog Daemon N/A
RSA Identity Management Service SNMP (Legacy) 8.0 EOL Q4/2017
Sabernet NTsyslog 1.7

11
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SAINT Vulnerability Scanner

6.1,6.4

SAP Security Audit File

ERP 4.6¢c, 4.7, 6.0

SAP Real-Time Security Audit Multiple Folder File

ERP 4.6¢c, 4.7, 6.0

Sendmail Syslog

8.1

sFlow

sFlow version 5 and TippingPoint sflow (TP TOS 3.6)

SNMP Unified

Cisco WIPS version 7.4

Cisco Wireless LAN Controller MIB version 4

Cisco Wireless Control System version 7.0

Extreme Networks Dragon IDS version 5.0

HPE Network Node Manager i versions 9.1 and 9.2
HPE ProCurve Ethernet Switch 4000M devices

IBM Lotus Domino version 8.5

McAfee Email Gateway version 7.5

nCircle Scanner versions 6.0, 6.2, 7.0

RSA Authentication Manager version 8.0, 8.1, 8.2
RSA Identity Management Service version 8.0, 8.1, 8.2
Websense Web Security Suite versions 6.1, 6.3, 7.0, 7.5, 7.7

Snort Multiple File

1.8-2.0,2.1,2.2,24,25,26,2.8,29

Snort Syslog

28,29

Solsoft Policy Server

6.0,7.0

Sophos Anti-Virus DB

9.0,9.7, 10.0, 10.3

Sourcefire Defense Center eStreamer

49,49.1,4.10,4.10.1,5.0.2,5.1.0,5.1.1, 5.2, 5.3, 5.3.1, and 5.4.0.
Malware and file event collection in 5.1.1 -- 5.4.0

Squid Web Proxy Server File

Squid 2.6.STABLES9, 2.7, 3.5

Sun ONE Directory Server File

5.0,52,6.0,6.3,7.0

Sun ONE Web Access Server File (Legacy) 6.0 SP8 EOL Q4/2017
Sun ONE Web Access Multiple Server File 6.0 SP8
Sybase Adaptive Server Enterprise DB 125,150

8.0, 9.0, 10.0

Symantec AntiVirus Corporate Edition File and Multiple File

12
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Symantec Data Center Security DB 6.5
Symantec Endpoint Protection DB 11.0,12.1:

Anti-Virus

Anti-Spyware

Network Threat Protection (including firewall events)
Network Access Control
Behavior

14.0:

Scan

Server Admin Log
Network Threat Protection
Behavior

System

Anti-Virus

Anti-Spyware

Virus

Server Policy

Small Business Edition v12.1

Symantec Messaging Gateway Syslog

9.0, 10.0, 10.5

Syslog NG Daemon

3.5.6 for BSD format, and IETF standard events

TCPdump File

3.8,39,41

Tenable Nessus .nessus Format File

65., 6.6, 6.8

Tenable Security Center XML File

4.6 plus Assessment Summary Results (ASR) and Asset Reporting

Format (ARF) logs

TippingPoint SMS Syslog

2.1,25, 3.0,3.1, 3.2, and 3.3 for SMS syslog format 2.0

SMS syslog format 2.5 with SMS 3.2, 3.3, 3.5, and 3.6
CEF syslog event collection from SMS 3.3 devices

SMS and IPS device audit events

TippingPoint SMS Syslog Extended

3.2, 3.3, 3.5, and 3.6 with SMS syslog format 2.5
CEF syslog event collection from SMS 3.3 devices

SMS and IPS device audit events

Top Layer Attack Mitigator Syslog

2.1,3.2

13
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Trend Micro Control Manager Multiple DB

The following products are supported with 6.0 and 6.0 SP1:

e OfficeScan Client/Server Edition versions 10.6, 10.0, 8.0, 8.4
e InterScan Messaging Security Suite version 7.0
e  ScanMail for Lotus Domino 5.5

Tripwire IP360 File

XML3 log format for Tripwire Device Profiler 7.4 and 7.5

Tripwire Manager File

3.0,45,5.0

Type80 SMA_RT Syslog

Version 2 for CA Top Secret for z/OS and IBM RACF for z/OS, and
version 3 for CA Top Secret, IBM RACF, and CA ACF2 for z/OS

UNIX Login/Logout

Red Hat Enterprise Linux (RHEL) 7.1 and 7.2
Oracle Solaris 10 x86 64-bit

Oracle Solaris 11 SPARC and x86 64-bit
SUSE Linux 11 Enterprise Server 64-bit

UNIX OS Syslog

Oracle Solaris 10 and 11 64-bit (SPARC)

Oracle Solaris 11 64-bit (x86_64)

HP-UX 10 and 11 64-bit

Red Hat Linux Enterprise 6.7, 7.0, 7.1, 7.2, and 7.3 64-bit
IBM AIX 7.1 64-bit

VarySys PacketAlarm Syslog

4.6

VMware ESXi Syslog

VMware ESXi Server 5.5, 6.0:, and 6.5. See configuration guide for
modules supported for each version.

VMware Web Services

ESXi 5.5, 6.0, 6.5, and vCenter 5.5, 6.0, 6.5

Vormetric CoreGuard Syslog

1.0

14
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