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Legal Notices

Copyright Notice
© Copyright 2010 - 2019 Micro Focus or one of its affiliates.

Confidential computer software. Valid license from Micro Focus required for possession, use or copying. The information
contained

herein is subject to change without notice.

The only warranties for Micro Focus products and services are set forth in the express warranty statements accompanying such
products and services. Nothing herein should be construed as constituting an additional warranty. Micro Focus shall not be
liable for technical or editorial errors or omissions contained herein.

No portion of this product's documentation may be reproduced or transmitted in any form or by any means, electronic or
mechanical, including photocopying, recording, or information storage and retrieval systems, for any purpose other than the
purchaser's internal use, without the express written permission of Micro Focus.

Notwithstanding anything to the contrary in your license agreement for Micro Focus ArcSight software, you may reverse
engineer and modify certain open source components of the software in accordance with the license terms for those particular
components. See below for the applicable terms.

U.S. Governmental Rights. For purposes of your license to Micro Focus ArcSight software, “commercial computer software” is
defined at FAR 2.101. If acquired by or on behalf of a civilian agency, the U.S. Government acquires this commercial computer
software and/or commercial computer soffware documentation and other technical data subject to the terms of the Agreement
as specified in 48 C.F.R. 12.212 (Computer Software) and 12.211 (Technical Data) of the Federal Acquisition Regulation (“FAR”)
and its successors. If acquired by or on behalf of any agency within the Department of Defense (“DOD”), the U.S. Government
acquires this commercial computer software and/or commercial computer software documentation subject to the terms of the
Agreement as specified in 48 C.F.R. 227.7202-3 of the DOD FAR Supplement (“DFARS”) and its successors. This U.S.
Government Rights Section 18.11 is in lieu of, and supersedes, any other FAR, DFARS, or other clause or provision that
addresses government rights in computer software or technical data.

Trademark Notices
Adobe™ is a trademark of Adobe Systems Incorporated.

Microsoft® and Windows® are U.S. registered trademarks of Microsoft Corporation.
UNIX® is a registered trademark of The Open Group.

Support

Contact Information

Phone A list of phone numbers is available on the Technical SupportPage:
https://softwaresupport.softwaregrp.com/support-contact-information
Support Web Site https://softwaresupport.softwaregrp.com
ArcSight Product https://community.softwaregrp.com/t5/ArcSight-Connectors/tkb-p/connector-
. documentation
Documentation
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SmartConnector Parser Release 7.13.1.8184.0

These notes list SmartConnectors for which parser changes have been made and describe how to apply this latest
ArcSight SmartConnector parser release.

To Verify Your Upgrade Files

Micro Focus provides a digital public key for you to verify that the signed software you received is indeed from Micro
Focus and has not been manipulated in any way by a third party.
Visit the following site for information and instructions:

https://entitlement.mfgs.microfocus.com/ecommerce/efulfillment/digitalSignin.do

Note: If a Parser Override was provided, see if the Bug or Feature Request nhumber is included in the Fixed or
Enhancements Section. If the number is not listed, do not upgrade the Connector. You can test the upgrade in a STAGE
(staging) environment to ensure it works as expected before you upgrade your environment PROD (production).

Supported SmartConnector Version

This parser update has been certified with SmartConnector Framework release 7.13.0.8178.0. Use of this update with
earlier framework releases is not supported.

Obtain Parser Release AUP File

ArcSight Marketplace

The monthly ArcSight SmartConnector parser update releases are posted to the ArcSight Marketplace. ArcSight
Marketplace is an app store that enables rapid provisioning of your ArcSight SIEM deployment with content updates
and trusted security content packages.

An ArcSight Marketplace administrative account is required to download and install the monthly connector parser
updates. Browse to the Marketplace at https://marketplace.microfocus.com/arcsight to set up your administrative
account.

MICRO FOCUS PROTECT 7/24

The monthly ArcSight SmartConnector parser update releases are also posted on the Micro Focus Security
Community.

New Component or Version

SmartConnector for Number Description

Added support for Admin Audit and Access
Auditing events in Windows Server 2016

Added support for Microsoft Local
MS Windows Event Log Native CON-21585 Administrator Password Solution (LAPS)
-New configuration guide created.

MS Exchange PowerShell CON-21840

Rapid7 NeXpose XML File

CON-21909 Added support for version 6.5.43
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Fixed Issues

SmartConnector for

Number

Description

Juniper JUNOS Syslog

CON-22689

Description: Some events were not being
parsed.

Fix: A new pattern and submessages were
added to parse these events.

Cisco I0S Syslog

CON-21820

Description: New events are how supported.

Check Point Syslog

CON-20970

Description: Some events were not parsed
correctly.

CON-20627

Description: Incoming events for "VPN-1 &
FIREWALL-1 were not being parsed
correctly.

CON-19899

Description: A parsing issue due was
displayed to an incorrect time zone.

CON-20179

Description: Updated R77 Anti-bot (Anti
Malware) event mappings"

Enhancements

SmartConnector for

Number

Description

Checkpoint Syslog

CON-22704

CON-22132

CON-20232

CON-19444

CON-22682

Added support for version R80.20:
-HTTPS Inspection

-SmartEvent

-Syslog

-System Monitor

-Connectra

-Application Control URL Filtering
-Security Gateway/Management
-VPN-1 & FireWall-1(+)FG
-FG(+)VPN-1 & FirewWall-1
-SmartConsole

-Web-Ul

(line-editor query-database, Log indexer,
SmartView tracker, SmartView monitor).

Updated support for version R80.20:
-VPN-1 and FireWall-1
-Anti-Malware

-New Anti Virus

-Application Control

-ldentity Awareness

-URL Filtering

-SmartDefense

-FG

-Common Audit

Added support for version R77
-HTTPS Inspection
-R77 Application Control(+)URL Filtering

McAfee ePolicy Orchestrator DB

CON-22272

Added support for version ENS 10.6.1 with
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both ePO 5.3 ePO 5.9 and ePO 5.10

CON-22265
CON-22340
CON-22757

Added support for Security for Microsoft
CON-22672 SharePoint (MSMS) 3.5 with ePO 5.10
CON-22641 Added support for Data Loss Prevent (DLP)

11.x with ePO 5.10

CON-22643 Added support for DXL with ePO 5.10

CON-22657

CON-22640 Added support for HIPS ePO 5.10

CON-22658
CON-22667

Added support for Threat Intelligence
CON-22666 Exchange 2.1 on ePO 5.10

Oracle Weblogic Server File CON-21519 Added support for WebLogic Access v12.1.3

Rapid7 NeXpose XML File CON-21909 Added support for version 6.5.43

The value DNS TTL was mapped into the
CON-22629 field Device Custom Number 2 with the label
TTL.

MS DNS Trace Log Multiple Server File

Connector End-of-Life Notices

Support Ended 8/21/2019

Support ended for Oracle Audit DB v9 — end of support by vendor.
[CON-22834]

Support Ended 4/28/2018
Support ending for all 32-bit SmartConnectors — Use 64-bit SmartConnectors.
Updated Configuration Guides

SmartConnector configuration guides for the following devices have been updated for this release and are posted to
the ArcSight Connector Documentation page on Micro Focus Software Community at:
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Verify Your Upgrade Files Obtained from SSO

After you obtain the parser release file from SSO, and before you upgrade, Micro Focus provides a digital public key
for you to verify that the signed software you received is indeed from Micro Focus and has not been manipulated in
any way by a third party.

Visit the following site for information and instructions:

https://entitlement.mfgs.microfocus.com/ecommerce/efulfillment/digitalSignin.do

Upgrading to the 7.13.1.8184.0 Parser Release

The following sections document the multiple options for upgrading to this parser release:

e Upgrade Locally to this Parser Release

e Upgrade Remotely

Upgrade Locally to this Parser Release

Before starting this procedure, verify that you are running the SmartConnector framework version 7.13.0.8178.0.
Applying this parser AUP release update to any SmartConnector release earlier than 7.13.0.8178.0. is not supported
by Micro Focus ArcSight Parser Upgrade 7.13.1.8184.0.

To upgrade locally to this parser release:

1. Download the appropriate parser release upgrade AUP file from the ArcSight Marketplace site
(https://marketplace.microfocus.com/arcsight ) at Categories > SmartConnectors or from SSO
(https://softwaresupport.softwaregrp.com/).

2. Stop the SmartConnector.

3. To perform the parser upgrade, run the command:
arcsight parseraupupgradelocal [your_upgrade_to_parser].aup [your_ignore_warning_flag]

Where:

e [your_upgrade_to_parser].aup is the full path of the upgrade to parser AUP file (the file downloaded in
step 1.) This file will be moved by the upgrade script. Verify that no other process is holding this file. Verify
that the logged in user has both execute and write permissions for the selected directory.

e [your_ignore_warning_flag] is the true/false flag indicating whether you want to ignore the “Parser AUP
has later version than the connector” warning

4. The connector will be started automatically after upgrade has completed.

Upgrade Remotely to this Parser Release Using ArcMC

Before upgrading, have the latest version of the Micro Focus Security ArcSight Management Center Administrator's
Guide available for any questions.

Note: Updating the parser AUP with ArcMC requires ArcMC version 2.5 or later.

You can upgrade to the new parser release from ArcMC either directly from Marketplace using ArcMC or from your
ArcMC repository. See the following sections for details:

1.
2.

From Marketplace Directly
From SSO or Marketplace, then Apply from the ArcMC Repository
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From Marketplace Directly

Before starting this procedure, connector must be running. If you have not already done so, create your
administrative account on the ArcSight Marketplace.

To upgrade directly from Marketplace:

aghrwbdE

No

Click Node Management in ArcMC.

In the navigation tree, navigate to the host on which the container resides.

Select the container to be upgraded.

Click the Upgrade button.

(If not logged into Marketplace) On the upgrade page, click on “Save ArcSight Marketplace User” to enter
your Marketplace credentials. This is a one-time task, unless you need to update your credentials.

Under Select Upgrade Type, choose Parser upgrade.

From the Select Upgrade Version down-down list, select the 7.13.1.8184.0 (Latest) parser upgrade AUP
file.

Click Upgrade.

Verify in the Details column, under “Parser upgrade file push status”, that the file was successfully pushed
to the container. It signifies that the parser upgrade file was automatically downloaded to your repository.
Status will show “Successful.”

10. Wait while connectors restart automatically.
11. Use the Verify the Parser Version AUP in Use procedure to determine the parser AUP file in use.

From SSO or Marketplace, then Apply from the ArcMC Repository

Prior to performing an upgrade of a container, you will need a connector AUP file of the new parser version in your
ArcMC repository.

This is a two-part process:

e Uploading the parser release AUP file to the repository from Marketplace or SSO

e Applying the parser upgrade to all connectors in a container

Note: If the new parser release AUP file (7.13.1.8184.0) already exists the repository, go to the next procedure
to apply the parser upgrade.

To upload the new parser release AUP file to your repository:

1.

Nooh~wN

Download the parser release upgrade AUP file for the connector from the ArcSight Marketplace
(https://marketplace.microfocus.com/arcsight) by selecting Categories > SmartConnectors or go to SSO
(https://softwaresupport.softwaregrp.com/).

Log in to the ArcMC browser-based interface.

Go to Administration > Repositories.

In the navigation tree, pick Upgrade Files.

Click Upload from the management panel.

Click Browse and select the file you downloaded earlier. Click Open.

Click Submit. The file is uploaded.

You can now use the AUP upgrade file in the repository when you are ready to upgrade a container or containers to
a specific version using the procedure.

To apply the parser upgrade AUP file to all connectors in a container:

NogohrwdbE

Click Node Management.

In the navigation tree, navigate to the host on which the container resides.

Click the Containers tab.

On the Containers tab, select one or more containers to upgrade.

Click Upgrade.

On the upgrade page, under Select Upgrade Type, choose Parser upgrade.

Under Select Upgrade Version, from the drop-down list, choose the parser release AUP file version to
which you want to use to upgrade the selected containers.
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8. Click Upgrade. The upgrade is performed on all containers.
See “Upgrading All Connectors in a Container” in the Micro Focus Security ArcSight Management Center
Administrator’'s Guide for complete upgrade instructions.

Roll Back to a Previous Version

Users can roll back to a previous version by using any of three methods suggested for upgrading:

1. Apply the previous version of parser AUP locally.
2. Apply the previous version of parser AUP directly from Marketplace

3. Upload the previous version of the parser AUP to the ArcMC repository from SSO or Marketplace, then apply

from ArcMC repository.

Verify the Parser Version AUP in Use

The parser upgrade file in use can be verified in ArcMC or in the agent logs.
In ArcMC

1. Go to Node Management > View All Nodes.
2. Inthe navigation tree, navigate to the host on which the container resides.
3.

Verify that value in the Parser Version column matches the version number of the recent upgrade.

In the Agent Logs

1. Find the agent.log file at: /ArcSight_Home/current/logs

2. Search for the latest occurrence of the line in the log file that contains “ArcSight Parser Version.”
Example:

<CODE MAP: ®7.13.0.8178.0">

<ArcSight Connector Version: 7.13.0.8178.0>

<ArcSight Parser Version: 7.13.1.8184.0>
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