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Installation Guide

Chapter 1: About This Guide

Use the Install Guide to learn how to install HP User Behavior Analytics. In this manual, you can find:

What is HP User Behavior Analytics
Installation components

w N -

Installation procedure
4 Post-installation activities

About HP User Behavior Analytics

HP User Behavior Analytics is an advanced security analytics solution that uses correlation, algorithms
and visualizations to detect new threats, targeted attacks and privileged account misuse.

Who Should Read this Guide

This guide is intended for system administrators, system integrators and deployment teams who need to
install the application.

System administrators, responsible for ongoing operations and management should refer to the
Administrators Guide. Users of the HP UBA application (security operations, information security
professionals, security analysts, risk and compliance officers and IT specialists who need to use the
functionalities within the product) should refer to the HP UBA User Guide. If you are responsible for
integrating data sources refer to the HP UBA Administrator Guide/Importing Data.
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Chapter 2: Installation and Configuration

Installation Components

The simplest deployment is the one you get by default when you install HP UBA: database and
application running on the same server. Data comes in from the sources you've configured, and you log
into the HP UBA web interface on this same server to monitor and analyze data.

Depending on your needs, HP UBA can be deployed in a Master — Child configuration or on a single
node. This guide describes installing HP UBA on a single node.

Following components are involved in the deployment:

e Configuration folder — The application reads configuration data from files stored under the
[application] _home folder. The [application]_home folder stores certain files required during
application startup, configuration and running of the application.

e Relational database — The application uses a relational database to store data. HP UBA supports the
MySQL database.

e Universal forwarder node* — universal forwarders provide the capability to import and analyze
activities and security events. They typically run on a separate computer then the computer running
the application. They utilize the same database as the HP UBA application for storage of event data.

e Child node* — Child nodes provide the capability to import and analyze activities and security events.
They typically run on a separate computer from the computer running the application. They utilize a
different database than the application.

e Syslog forwarder — Syslog forwarders are light-weight forwarders that have the capability to read log
files incrementally and forward the logs as syslog to the HP UBA application or Real Time Analyzers.

e TPl aggregator — A text indexing engine used to index and store data aggregated from threat
intelligence sources. Provides quick search and retrieval.

*These components are part of a master child deployment. They are not required for a single node deployment

Checklist

Before you get started with the deployment, make sure that you have the following details ready:

e HP User Behavior Analytics software

e License files and license key

e Deployment environment(s) — capacity planning, hardware, software, browser and port requirements as
discussed above

e Database server (HP UBA supports the MySQL 5.6 database)

e Source of identity data (human resource management system, LDAP source, database, others)

e Source of activity/event data (syslog server, audit tables, log management, SIEM, database
monitoring, DLP, others)

o Email server configuration with an email account to send emails

¢ Roles and associated privileges needed by users of the HP User Behavior Analytics platform
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Minimum Hardware Specifications

HP UBA is a high performance application and the system should meet the recommended hardware
specification for an optimal experience

Minimum Mid-Range Optimum High Performance
(test environment) (POC or small implementations)
RAM 16 GB 32GB 64 GB 128GB
Processors 8 cores 16 cores 32 cores 64 cores
Hard Disk 500 GB 17TB 2TB 4TB
Architecture | 64-bit architecture recommended.

Supported OS

The application supports Red Hat Enterprise Linux (RHEL) v6.5 and CentOS Linux v6.5.

Supported Browsers

The application can be launched using any of the following browsers:

e Firefox 10.x and latest

e Internet Explorer 9, 10, 11

e Safari (latest)

e Chrome (latest)

Note: If you are using Internet Explorer 10, please turn off compatibility mode

Required Communication Ports

Port for MySQL — Default port for MySQL is 3306
2 Tomcat Application Server Port — Default port for HTTP is 8080 and HTTPS is 8443
3 Optional Ports:

=  SSH port (Optional) — Port 22

+ UDP/TCP 53: DNS host name lookup — DNS is used for name lookup and event enrichment.
+ DHCP/port 67: DHCP/bootstrap protocol server is not needed when static IP addressing is
used
+ UDP 514 used for syslog server set up.
+ ICMP type 8 only for server monitoring.
+ Get identity data from systems: connectivity varies by identity store, for example:
LDAP/389 LDAPS/636 to Active Directory
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Prerequisite —MySQL Installation

Before running the HP UBA product installer (HPUBAZ10.bin), please make sure MySQL is pre-installed
and configured on the Linux server (RHEL and CentOS 6.5). If some of these items are not installed or
misconfigured, the installer will let you know during installation.

Install MySQL 5.6

e root> wget http://dev.mysql.com/get/mysql-community-release-el6-5.noarch.rpm
e root> rpm -Uvh mysql-community-release-el6-5.noarch.rpm
e root> yum install mysql-server

Set up MySQL to Start at Boot Time

e root> chkconfig mysqld on

Modify my.cnf file

e root> vi /etc/my.cnf
Add the following lines in the [mysqgld] section:
¢ lower_case_table_names=1

If set to O, table names are stored as specified and comparisons are case sensitive. If set to
1, table names are stored in lowercase on disk and comparisons are not case sensitive. If set
to 2, table names are stored as given but compared in lowercase.

¢ innodb_file per_table =1

Start MySQL

e root> service mysqld start

Enable MySQL Connections from Specific IP Addresses or Hostnames

Note: replace terms with those specific to your configuration:

e grant all on *.* to ‘root’@€192.168.1.1° identified by ‘password’;
or
e grant all on *.* to ‘root’@‘myhostname’ identified by ‘password’;

After either grant statement, above, run “flush privileges;”.

Change MySQL Data Directory

If MySQL has previously been installed on the hardware, or if you need to allocate more disk space for
MySQL, please follow the steps described below (commands are shown running as root):

1 Shutdown MySQL

>> service mysqld stop

2 Create a backup of my.cnf

>> cp /etc/my.cnf /home/securonix/my.cnf.bak

HP User Behavior Analytics Page 6 of 27
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3 Create a folder called “data” in /storage

>> chmod 755 /storage
>> mkdir /storage/data

4 Move contents of MySQL to the new data storage
>> mv /var/lib/mysql /storage/data/

5 Change ownership of the “data” folder to mysq|l (recursively)
>> chown -R mysql:mysql /storage/data

6 Change the data directory and socket to the new location in /etc/my.cnf
7 Start MySQL

>> service mysqld start

Recommended Best Practice

Configure the host name and ensure it resolves in DNS. HTTPS/SSL certificates are recommended for
secure access, and must exactly match the host name during connectivity. Using the hostname will allow
for IP address changes later without re-configuration of SSL certificates.
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Installation Steps

The HP UBA software should be installed by a non-root user. To create a non-root user, open a terminal
session and run the following commands:

1 useradd HPUBAuser (for example — user whatever user name you want)
2 passwd HPUBAuser (give your non-root user a password)

In order for Syslog-ng installation to proceed, the user needs to provide the SUDO password in installer
screen. Since the installation binary is started as non-root user, this information needs to be provided in
the sudoers file

3 Login as root and go to /etc/

vi sudoers

4  Scroll down through the sudoers file to the section below, add the user information for the non-root
user that will start the installer (HPUBAuser from our example above) and save the file. Provide the
non-root user password as sudo password on the installer screen.

## Allow root to run any commands anywhere
root ALL=(ALL) ALL
HPUBAuser ALL=(ALL) ALL

## Allows members of the 'sys' group to run networking, software,

## service management apps and more.

# %sys ALL = NETWORKING, SOFTWARE, SERVICES, STORAGE, DELEGATING, PROCESSES, LOCATE,
DRIVERS

## Allows people in group wheel to run all commands

5 In order to begin the installation of HP UBA application, open a terminal and execute the following
command:

./HPUBA10@.bin

HP User Behavior Analytics 1.0 - x
ArtSlghk}C Introduction
a9 Campary
@ Introduction Installer will guide wou through the installation of HP User
O Behawior Anaktics 1.0,
@] It is strongly recommended that you quit all programs before
O cantinuing with this installation.
O Click the 'MNext' button to proceed to the next screen. If you want
@ to change something on a previous screen, click the 'Previous’
O buttan.
O ‘ou may cancel this installation at any time by clicking the
O 'Cancel' button.
O
°F;
©Bin
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6 Review system requirements, and continue. If your system does not meet minimum requirements,
you may accept the risk, but the installation may not be supported. The following warning screen will

appear.

| HP U

ser Behavior Analytics 1.0 - X

Minimum System Requirements

ArcSm;htﬁ

-
& Introduction
& Minimurn System Requi...

Mini

@ The syst
reguirements. Minimum 8 GB FAM is recommended.

Areyou sure you want to proceed?

Make sure following requirements are fulfilled before
continuing :

mum System Memory Check

em does not meet the minimurm memory

D and 1 GB

Continue any\o\rayl [ Exit Installation

JO0000000

i .
\atian F m’im any”

Install Cornplate

7 Onthe license screen, read and scroll to the bottom of the license, to enable and check the “I

accept...” button.

HP User Behavior Analytics 1.0 - X

License Agreement

Arc&ghtﬁ

-
Introduction
Minimum System Requi...
& License Agreement

Installation and Use of HP User Behavior Analytics 1.0
Requires Acceptance of the Following License Agreement
PLEASE SCROLL THROUGH THIS DOCUMENT COMPLETELY TO
CONTINUE WITH THE INSTALLATION.

] > )

END USER LICENSE AGREEMENT

FLEASE READ CAREFULLY: THE USE OF THE S0FTWARE IS
SUBJECT TO THE TERMS AND CONDITIONS THAT FOLLOW
("AGREEMENT"), UNLESS THE SOFTWARE IS SUBJECT TO
A SEPARATE LICENSE AGREEMENT BETWEEN YOU AND HP
OR ITS SUPPLIERS. BY DOWNLOADING, INSTALLING,
COPYING, ACCESSING, OR USING THE SOFTWARE, OR BY
CHOOSING THE "I ACCEPT" OPTION LOCATED ON OR

ADJACENT TO THE SCREEN WHERE THIS AGREEMENT MAY
RE _NTSPLAYED %Al ACREE_Ti THE TERMS NF THT

(<]

'@' | accept the terms of the License Agreement

() 1 do NOT accept the terms of the License Agreement

HP User Behavior Analytics
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8 Select the location to install the files to and click Next. The default will install files to an HPUBA
subdirectory in the home directory of the currently logged in user.

HP User Behavior Analytics 1.0 - X
Al’(SIghf@: Choose Install Folder
' 7 Compary
Introduction
PR ;
@ Minimum System Requi Provide a destination folder for the installation. During the
License Agreement installation, Tomcat server, securonix_home folder and the

startup/maintainence scripts will be deployed at this location.

& Choose Install Folder

Provide a destination folder for the installation

/home/HPUBALser/HPUBALD l

Eestore Default Folder l [ Choose... l

9 Modify your MySQL settings to include the system DBA user and password and port modifications as
necessary, and click Next. The database will be created on the MySQL instance specified.

HP User Behavior Analytics 1.0 - X

ArcSlgh@Z MySQL Connection Details
e 9 Company
Introduction
P
@ Minimum System Requi... Provide credentials to the MySQL database. The installer will
License Agreement test the credentials provided and use these to run the
Choose Install Folder application. Make sure this user has the adequate
permissions.
& Mys0L Connection Details
(]
Fort |
[ 3306 l —i
Database
[ hpubald l
acks Nt User Mame 3
Suffyrrany [ root l
T Install Cornplate PECSRAITE
— | &

Cancel Previous Mext

The credentials supplied will be tested for valid connectivity.

You will receive the following screen if the connection to MySQL fails. Correct the host/user/password as
needed and re-enter the credentials to proceed.

HP User Behavior Analytics Page 10 of 27
Powered by Securonix Confidential



Installation Guide

Database Connection Failed

Failed 10 establish connection 1o the database

Please check database credentials provided

IRe-enter Database Credentials] Exit Installation

10 Select the connection protocol to be used. HTTPS is recommended for secure communications.

HP User Behavior Analytics 1.0 - X
Al’(SIghf{ Application server protocol

A W Lampany
& Introduction

Minimum System Requi... Choose web protocol. HTTP over S5L protocol is
License Agreement recommended for secure access to the application.
Choose Install Folder
MySOL Connection Details
& Application server prot...

@ HTTP over 55L (recommended)
O HTTP

O Install Complete

11 Enter the credentials for the HP UBA administrative user (this account will be used for login using a
browser).

HP User Behavior Analytics 1.0 ]
Al’(SIghl"a: SSL certification details
' 2 Lompry
Introduction
. )
@ Minimum System Requi... The information provided on this screen will be used to
License Agreement generate 551 keystore and certificate. It is required to
Ag

Choose Install Folder establish connection using HTTF over 551 protocol.

MySQOL Connection Details
@ Application server prot...
&9 551 certification details

Qrganization Mame

[ Company l

IPAddress / Host Mame

I myhostname l

Keystore Password

— l

Confirm Password
 Install Cornpleta [ sotetotototolok l

HP User Behavior Analytics
Powered by Securonix
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12 Password must be a minimum of 6 characters. You will get an error screen if you do not meet this
requirement:

£ Administrator password Check. X

Either passward enteredt do nat match or a blank
password is provided, Entered password should be
minimurn of & characters in length,

Please re-enter the password.

| Re-enter the password

13 Configure Syslog-NG

HP UBA requires Syslog-ng server to be running. If you do not already have it installed, the installer
will install it by default as part of the process.

£ HP User Behavior Analytics 1.0 -

ArcSlgh@Z Optional Component : Syslog-hg Server
]

[«]] Introduaion

@ Minimum Systern Requi...
@ License Agreement

& Choose Install Folder

& M0l Connection Details
@ Application server prot. .
SSL certification details
Application Server Confi...
Configure application a...

Do you want to install syslog-ng server through this wizard ?

@ Install Syslog-ng Server [Default]

) Do not install Syslog-ng Server

HP User Behavior Analytics Page 12 of 27
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14 Enter the SUDO password (required to configure a service).

HP User Behavior Analytics 1.0 —C
AFCSIght@: Authenticate Syslog-ng Server Installation
]
@ Introduction
0 Minimum System Requi... Installer is attempting to install syslog-ng server that reguires
0 License Agreement sudo privileges.

& Choose Install Folder

& My50L Connection Details
@ Application server prot...
@ s5L certification details
@ Application Server Confi...
@ Configure application a...
@ Optional Component : 5...

SUDO Password

Hokototolololok

15 The installer will check the SUDO password before continuing:

= -
HP User Behavior Analytics x

= Executing Sudo Password Checlc
<
[ |

16 If syslog has already been installed, the system will show the following screen, and this step can be
skipped.

| 2] Syslog-ng is already installed. b4

@ Installation of syslog-ng server will be skipped during
installation.

HP User Behavior Analytics Page 13 of 27
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17 The system will show a summary of installation checks. Select Next to continue.

HP User Behavior Analytics 1.0 - X
Al’(SIghl’ Installation Check List
' P Compary
Introduction Please Read Before Continuing:
Minimum System Requi... Checks performed during installation.

License Agreement
@ AD [SUCCESS] Awvailahle RAM size check.

@ Choose Install Folder [PENDING] Database Schema.
MySQL Connection Details [SUCCESS] Temporary Directory Size Check.
[SUCCESS] Install Directory Size Check.

@ Application server prot... [SUCCESS] MySQL Server Version Check.

@ sSL certification details [SUCCESS] Application Port Availablty Check.

@ ~pplication Server Confi [SUCCESS] MySQL Tower case table name configuration
Check.

Configure application a... [TO BE INSTALLED] SYSLOG-NG server.

@ Optional Component : S. .
A A 1T

rallatian ».n'r FIEy

7 Install Complata

18 A final check screen will appear showing scripts and configurations to be executed. Select Next to

continue.
B HP User Behavior Analytics 1.0 - X
ArcSlght@Z Deployment Package Details
o W Lompay
Introduction Installer will now perfarm following actions at

Minimum System Requi... fhomefHPUBAser/HPUBALO:

License Agreement 1. Install Apache Tomcat 7.0.59.
Choose Install Folder

2. Install Oracle Jawva JDK 1.7.0_75.
MySQL Connection Details Java ] -

@ Application server prot... 2. Deploy securanix_home folder
@ ssL centification details 4. Configure connection to application's database schema
@ Application Server Confi... (hpubalo).

0 Configure application a...
@ optional Component : ..

5. Create Database Schema.

x

7 Install Cornpleta

HP User Behavior Analytics Page 14 of 27
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19 Final installation screen. Select Next.

£ HP User Behavior Analytics 1.0 =
Ar(Slght%Z_ Pre-Installation Summary
Introduai;:_' Please Review the Following Before Continuing:

Minimum System Requi

License Agreement Product Name: _
Choose Install Folder HP User Behavior Analytics 1.0

MySQL Connection Details Install Folder:
Application server prat... /home/HPUBAUser/HPUBAL0

@ ssL centification details Disk Space Information (for Installation
Application Server Confi... Target):

7 ; e Required: 684,89 MegaBytes
@ Configure application a... Available: 33,390.67 MegaBytes
@ Optional Component : 5.

)

Cancel Previous Install

20 Additional components will be installed. After the status bar shows 100% you should see an
installation complete screen. The HP UBA database and schema will be created. The time required
will vary based on hardware performance.

A HP User Behavior Analytics 1.0 - X
Arcslghr@:‘ Installing HP User Behavior Analytics 1.0
- Ly

)] Introdiuction

@ Winimum System Requi...
@ License Agreement
Choose Install Folder

@ My50L Connection Details
& Application server prot...

@ s5L certification dega
@ ~pplication Servd HP User Behavior Analytics 1.0

Configure applic

o grtritetappin
) bl

" Install Cornplate

Installing... Creating Database Schema.

100%

=

HP User Behavior Analytics Page 15 of 27
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21 Successful installation — Summary Screen. Click Done to continue.

| 5] HP User Behavior Analytics 1.0 - X
ATCSIghf@: Install Complete
p. e 57 Lampary
. Introduction HF User Behavior Analytics 1 0 installation completed
Minimum System Requi... successfully.

@ License Agreement o

pu How to start and stop the application

@ Choose Install Folder -- Open a terminal and navigate to the

MySQL Connection Details Shome/HFUBAUser/HPUBALD/bin folder.
_— -- To start the application run command: ./securonix.sh start

f

. Application server prot... —-- To stop the application run command: . /securonix.sh stop

@ SsL certification details

Application Server Confi How to access the application interface
e ) o ; -- Open a supported browser and navigate to
@ Configure application a... <protocols:/{ <HOSTNAME>: <PORT > /Profiler.

O Optional Component : 5. If installed locally using http protocol, the link for application
v o will be http://localhost: 8443 /Profiler

h A

Thank you for installing HP User Behavior Analyvtics 1.0.

Done

22 Start the HP UBA application from a command line, by running:

./securonix.sh start

Start, stop or restart the application with the commands as shown below:

[HPUBAUser@localhost bin]$ ./securonix.sh

Usage : To start Securonix Application - ./securonix.sh start
To stop Securonix Application - ./securonix.sh stop
To restart Securonix Application - ./securonix.sh restart

[HPUBAUser@localhost bin]$ [

When startup has completed, you should see the following message:

The Securonix Web Interface is at ...

HP User Behavior Analytics Page 16 of 27
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HPUBAuser@localhost:~/HPUBA10O/bin

File Edit View Search Terminal Help

[HPUBAuser@localhost HPUBALG]S$ cd bin
[HPUBAuser@localhost bin]$ 1s

[HPUBAuser@localhost bin]% ./securonix.sh start

Creating new log files

MySQL Status: MySQL is running

Starting Securonix daemon. ..

Using CATALINA BASE: /home/HPUBAuser/HPUBA1G/Tomcat
Using CATALINA HOME:  /home/HPUBAuser/HPUBAl®/Tomcat
Using CATALINA TMPDIR: /home/HPUBAuser/HPUBAl®/Tomcat/temp
Using JRE HOME: /home /HPUBAuser/HPUBA18/Java/jdk

UBAuser/HPUBA18/Tomcat/bin/tomcat-juli.jar

Tomcat started.

Please wait...

L= o T e T = - o o
pplication server is now running

You can start securonix application now...

The Securonix Web Interface is at http://localhost: 8443/Profiler
[HPUBAuser@localhost binls ]

Using CLASSPATH: /home /HPUBAuser/HPUBA18,/Tomcat/bin/bootstrap.jar: /home/HP

23 Validate the installation by connecting to the URL shown at the end of the startup script.

i Tue Mar 17, 2:19 PM

% Applications Places System w Q‘; ﬁ
Untrusted Connection - Mozilla Firefox

File Edit View History Bookmarks Iools Help
A\ Untrusted Connection u dh ‘

@ [ https://localhost:8443/Profiler v @] [-.‘v

This Connection is Untrusted

You have asked Firefox to connect securely to localhost:8443, but we can't confirm that
your connection is secure.

< Z
Normally, when you try to connect securely, sites will present trusted identification to prove
that you are going to the right place. However, this site's identity can't be verified.

What Should | Do?

If you usually connect to this site without problems, this error could mean that someone is
trying to impersonate the site, and you shouldn't continue.

| Get me out of here! |
Technical Details

I Understand the Risks

[ Untrusted Connection - Mozilla Firefox |

1 Understand the Risks

If you understand what's going on, you can tell Firefox to start trusting this site's
identification. Even if you trust the site, this error could mean that someone is
tampering with your connection.

Don't add an exception unless you know there's a good reason why this site doesn't use
trusted identification.

| Add Exception... |

HP User Behavior Analytics
Powered by Securonix

24 Accept and add an exception for the self-signed certificate of the host you have just configured.
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1] Add Security Exception

/./‘2 You are about to override how Firefox identifies this site.

Legitimate banks, stores, and other public sites will
not ask you to do this.

Server

Location: [https:ﬁloca\host18443}Pmﬁler l |get Certiﬁcate|

Certificate Status

This site attempts to identify itself with invalid | View... |
information. -

Unknown Identity

Certificate is not trusted, because it hasn't been verified by a
recognized authority using a secure signature.

Permanently store this exception

|Q0nﬁrm Security Exception| — | Cancel |

25 Login to the system using the admin user and password configured earlier during the installation.
)

Login - Mozilla Firefox

- o x
| b Login ® | dh

€ | @ localhost: 8443 /Profilery

: v &||Bv coogle #® e ¥ A

/J) User Behavior Analytics

L admin

K ."...l

Lost password ?

Version 1.0 Build:20150417 & 2015 All Rights Reserved. Use is subject to license terms.

Powered by 3 securonx

HP User Behavior Analytics
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26 On the first installation you should see the following screen. You will need to install the license

provided to continue. Select the Install License option.

| ) security Dashboard ||
@ l @ https:/localhost:8443/Profiler/dashboard/loadDashboart v @] [-']v Eﬁ] &
7

A License not installed or Invalid subject specified. Install License

27 Select the *.lic file provided with your licensing agreement

Install License ®

UploadLicense YES

ile?
ELET arcsight_uba.lic

28 After installing the license, you'll be returned to the login screen.

HP User Behavior Analytics
Powered by Securonix
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Chapter 4: Post Installation Activities

Start Using the Application

Open a terminal, and navigate to the /bin/ folder of your UP UBA installation. (In our installation sample,
that folder is /Thome/testus/HPUBA/bin.)

Start the application with the command ./securonix.sh start

=l HPUBAUser@localhost:~ - 0 x
File Edit View Search Terminal Help

[HPUBAUser@Llocalhost -]$ cd HPUBA £
[HPUBAUser@localhost -HPUBA]$ cd bin

[HPUBAUser@localhost -bin]$ ./securonix.sh start

MySQL Status: MySQL is running

Starting Securonix daemon...

Using CATALINA_BASE: /home/HPUBAUser /HPUBA/Tomcat

Using CATALINA_HOME: /home/HPUBAUser /HPUBA/Tomcat

Using CATALINA_TMPDIR: /home/HPUBAUser/HPUBA/Tomcat/temp

Using JRE_HOME: /home/HPUBAUser /HPUBA/Java/jdk

Using CLASSPATH: /home/HPUBAUser /HPUBA/Tomcat/bin/bootstrap.jar:/home/HPUBAUser/Tomcat/bin/tomcat-juli.jar
Tomcat starting up...

Please wait... |
Waiting For startUP. ... vt it i i e i e e e e e \nApplication server is now running 1
You can start securonix application now...

The Securonix Web Interface is at http://localhost:8443/Profilerf]

Once the application starts, you can open your favorite browser and navigate to
http://ipaddress:portnumber/Profiler

HP User Behavior Analytics Page 20 of 27
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Chapter 5: Uninstall HP UBA

Should you need to uninstall the application, follow these steps:

1 To remove the application, first be certain that you have stopped the application.

(Note: if you would like the uninstaller to delete the database schema as well, please make sure to

keep MySQL running.)

2 To stop the HPUBA application, log out of any open web sessions, open a terminal session and type:

./securonix.sh stop

3 Next, navigate to the folder where the application is installed, then to the _HPUBA _installation (if

you accepted the defaults during installation) folder. Example:

cd HPUBA
cd _HPUBA_installation

Issue the following command:

./Uninstall

HPUBAuser@localhost:~/HPUBA10/_HPUBA _installation
File Edit View Search Terminal Help
[HPUBAuser@localhost ~]3% 1s

B

[HPUBAuser@localhost ~]1% cd HPUBAle/
[HPUBAuser@localhost HPUBALE]S 1s

install_status.txt
[HPUBAuser@localhost HPUBALB]S cd HPUBA _installation/
[HPUBAuser@localhost HPUBA 1nstallatmn]$ 1s
Installscript.iap_: xml uninstaller.jar

[HPUBAuser@localhost HPUBA installation]s ./Uninstalll]

This will start the uninstallation wizard:

HPUBAuser@localhost:~/HPUBA10/_HPUBA_installation
File Edit View Search Terminal Help
[HPUBAuser@localhost ~1% 1s [~]

[HPUBAuser@localhost ~]% cd HPUBAlG/
[HPUBAuser@localhost HPUBAl®]% 1s

install_status.txt
[HPUBAuser@localhost HPUBALG]S cd HPUBA _installation/
[HPUBAuser@localhost HPUBA 1n5ta11at10n]$ ls
InstallScript.iap xml uninstaller.jar

[HPUBAuser@localhost _|

ArcSngh’r%:

An HP (:nmpanyr

\

HP User Behavior Analytics
Powered by Securonix
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4 Click Next to start the uninstall process.

A Uninstall HP User Behavior Analytics 1.0 ——
AI'CSI hr@: Uninstall HP User Behavior Analytics 1.0
g»-u--;
Uninstalling About 1o uninstall...

Q@ Uninst
Heo HF User Behavior Analytics 1.0

Uninstaller will remowe the features that were installed during
product installation. Files and folders created after installation
will not be removed.

Before proceeding with this wizard make sure the application
has been shut down. Tao shut down the application go to location
Shome/HPUBALzerfHPUBALO/bin and run following command:
Jfsecuraonix.sh stop

My QL Database server should be in running state to remowve
created database schemas using uninstaller.

ious

5 Select the option to remove or keep databases as part of the uninstall process.

Uninstall HP User Behavior Analytics 1.0 - X

a WP Cangany
ing

AI'CSI hf@: Remove created databases.
O Unins:

@ Uninstall Complete Uninstaller will remove the databases created during
installation. Do you want to maintain the createc databases?

@ Remove created catabases. [Default]

() Maintain created databases.
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6 Select the option to remove Syslog or leave it in place during the uninstall process.

Uninstall HP User Behavior Analytics 1.0 - X
Af(SIghI’{ Uninstall syslog-ng server
S Sy

@ Unins

Uninstaller will remowve the installed syslog-ng server. Do you
want to keep syslog-ng server?

@ Uninstall syslog-ng server. [Default]
() Do not uninstall syslog-ng server.

Previous Uninstall

7 Click Uninstall to execute.
8 The uninstaller will ask for and verify the SUDO password. Enter it and click Uninstall.

£ Uninstall HP User Behavior Analytics 1.0 - x

ArcSlght%Z_ Authentication for Syslog-ng Server

A WP Ly
O Uninstalling

Uninstaller is attempting to remove syslog-ng server that
requires sudo privileges.

SUDO Password

| e

Previous Uninstall

HP User Behavior Analytics x

4 Executing Sudo Password Checlk

AMA A LALLM LLLY
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£ Uninstall HP User Behavior Analytics 1.0 - X

ATCSIghf‘:): Please Wait
O Uninst 1|TIIT‘|-;
O Uninstall Complete

HP User Behavior Analytics 1.0
F 1.0 is being
ike a moment..

. ......,,........qu

Uninstall HP User Behavior Analytics 1.0 —

Ar(Slghf Uninstall HP User Behavior Analytics 1.0
An W Compary
Uninstalling... Please wait while InstallAnywhere's uninstaller removes the
@ Uninstall Complete following features...

Files

LaunchAnywheres

Shortcuts/Links/Aliases
Mative Packages
Folders

Others Category

Uninstalling... wsimport.1
|-—-J_E | 36%
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9 When the process is complete, you can remove the HPUBA10 and any underlying folders manually.

Uninstall HP User Behavior Analytics 1.0 - X
Af(SIghI’{ Uninstall Complete
' 2 Compary
Uninstalling. .. The following items could not be removed:

& Uninstall Complete

Unable to remove directory: fhome/HPUBAUser/HPUBALD/securonix_home

(<] m 1B
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Appendix A: Tuning MySQL Configurations

Consider the following parameters when tuning your MySQL configuration;
Key_ buffer

Change this parameter based on the amount of RAM in the system. Ideally, it should set at 20% of free
memory available.

Key_ buffer_size

Change this parameter based on the amount of RAM in the system. Ideally, it should set at 20% of free
memory available.

Sort_buffer_size

This is a memory buffer used when ordering is required (Group By, Order By). Increasing the
sort_buffer_size means allowing more memory to be used for the sorting process. However, increasing
the sort_buffer_size can be detrimental to performance because the full size of the sort buffer is allocated
for each thread that needs to do a sort, even if a large sort buffer is not required.

Read_buffer_size

This parameter is used for caching the indexes in a temp file when sorting rows, bulk insert into partitions
or caching results of nested queries. Set to a value in multiples of 4. If you do many sequential scans, you
might want to increase this value from the default value which is 131072.

Read_rnd_buffer_size

Setting the variable to a large value can significantly improve ORDER BY performance. Change the
variable only from within those clients that need to run large queries.

Join_buffer_size

This is the minimum size of the buffer that is used for plain index scans, range index scans and joins that
do not use indexes and thus perform full table scans. Increase the value of join_buffer_size to get a faster
full join when adding indexes is not possible.

max_heap_table_size:

This parameter should be set at the available RAM divided by the maximum number of connections
(max_connections).

Tmp_table_size:

This parameter should be set at the available RAM divided by the maximum number of connections
(max_connections).

Myisam_sort_buffer_size

This is the size of the buffer allocated when sorting indexes during a REPAIR TABLE or when creating
indexes with CREATE INDEX or ALTER TABLE. The default size is 8 MB and the max size is platform
dependent.

Query_cache_size

This is the amount of memory allocated for caching query results. The default value is 0, which disables
the query cache. The permissible values are multiples of 1024.
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Thread_concurrency

This function enables application to give the threads system a hint about the desired number threads that
should be run at the same time.

Innodb_buffer_pool_size

The size in bytes of the memory buffer InnoDB uses to cache data and indexes of its tables. The default
value is 8MB. The larger you set this value, the less disk I/O is needed to access data in tables. On a
dedicated database server, you may set this to up to 80% of the machine’s physical memory size.
However, do not set it too large because competition for physical memory might cause paging in the
operating system. In addition, the time to initialize the buffer pool is roughly proportional to its size.

innodb_additional_mem_pool_size

The size in bytes of a memory pool InnoDB uses to store data dictionary information and other internal
data structures. The more tables you have in your application, the more memory you need to allocate
here. The default value is 1MB.

innodb_flush_log_at_trx_commit

e |If the value of innodb_flush_log_at trx_commit is O, the log buffer is written out to the log file once per
second and the flush to disk operation is performed on the log file, but nothing is done at a
transaction commit.

e When the value is 1 (the default), the log buffer is written out to the log file at each transaction commit
and the flush to disk operation is performed on the log file.

e When the value is 2, the log buffer is written out to the file at each commit, but the flush to disk
operation is not performed on it. However, the flushing on the log file takes place once per second
also when the value is 2.

e The default value is set to 1.

innodb_file_per_table

If innodb_file_per_table is disabled (the default), InnoDB creates tables in the shared tablespace. If
innodb_file_per_table is enabled, InnoDB creates each new table using its own .ibd file for storing data
and indexes, rather than in the shared tablespace.

Max_allowed_packet

It is safe to increase the value of this variable because the extra memory is allocated only when needed.
For example, mysqld allocates more memory only when you issue a long query or when mysqld must
return a large result row. The small default value of the variable is a precaution to catch incorrect packets
between the client and server and to ensure that you do not run out of memory by using large packets
accidentally. The default value is 16MB and can go up to 1GB.
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