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Chapter 1: Overview

This guide provides information about integrating HP User Behavior Analytics (HP UBA) with ESM
using Logger and ArcSight SmartConnectors to feed events to both applications. This guide also
provides content information for HP UBA. For this release, Windows data sources are the only data
sources supported. HP UBA integration with ESM requires the following:

« Installing and configuring Logger and SmartConnectors to feed events to HP UBA and ESM
o Creating a security tokenin HP UBA

« Configuring an HP UBA Dashboard integration command in ESM

« Configuring a Logger forwarder to send events to HP UBA and ESM

« Creating and configuring Logger receivers to receive events from devices

« Configuring ArcSight SmartConnectors to collect events from devices and then forward the events
toHP UBA and ESM

Architecture

HP User Behavior Analytics (HP UBA) supports two architectures for integration with ESM and
requires that HP UBA and ESM be installed on separate machines.

Logger Integration Architecture

The Logger integration architecture uses a Logger as the input device to ESM and HP User Behavior
Analytics as shown in the following diagram:
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ESM Integration Command

ESM Manager HP User Behavior Analytics
-
F._‘_,.-!“-—,_‘___k )— -

5. &

CEF Syzl.ag Connector
Policy Violation Events

ArcSight Windows Unified
Connector

The Logger integration architecture has the following components:

ArcSight Windows Unified Connector

The ArcSight Windows Unified Connector (WUC) receives events from devices and forwards the
events to Logger. The above diagram represents a basic architecture. Your requirements might include
multiple WUCs forwarding events to Logger.

Logger

Logger can send events to multiple destinations. For the HP User Behavior Analytics (HP UBA)
integration, Logger sends events to HP UBA and to ESM.
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ESM

ESM receives events from Logger and HP UBA. ESM uses integration commands to create a secure
connection with HP UBA. ESM also receives policy violation events from HP UBA.

HP User Behavior Analytics

HP UBA receives events from a Logger UDP forwarder. It analyzes the events and forwards all policy
violation events to a CEF Syslog connector which forwards the events to ESM. ESM connects with
HP UBA using the HP UBA Dashboard Integration Command. The integration command opens a Web
browser that requests the HP UBA web page using a secure token.

Connector Integration Architecture

The connector integration architecture uses a Windows Unified Connector to send events to ESM and
HP User Behavior Analytics. A basic connector integration architecture has the following components:

ESM Integration Command

ESM ManagE/ > HP User Behavior Analytics

T

F iy

8. &

CEF SyEIﬁg Connector
Policy Violation Events

ArcSight Windows
Unified Connector

The HP User Behavior Analytics connector integration architecture has the following components:
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ArcSight Windows Unified Connector

An ArcSight Windows Unified Connector (WUC) receives events from devices and forwards the
events to HP User Behavior Analytics and ESM. The above diagram represents a basic architecture.
Y our requirements might include multiple WUCs forwarding events to ESM and HP UBA.

HP User Behavior Analytics

HP User Behavior Analytics receives events from a WUC. It analyzes the events and forwards all
policy violation events to a CEF Syslog connector which forwards the events to ESM. HP UBA
connects with the ESM Console using the HP UBA Dashboard Integration Command. The integration
command opens a Web browser that passes a token to HP UBA and the destination user name.

ESM

ESM receives events from a WUC. ESM uses the HP UBA Dashboard Integration Command to create
a secure connection with HP UBA. ESM also receives policy violation events from HP UBA.
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Chapter 2: Creating an HP User Behavior
Analytics Token

To create a secure connection between HP User Behavior Analytics and ESM, a token is created in
HP UBA and then copied and pasted within an ESM Integration Command. To create the token,
perform the following procedure:

1. From the HP UBA Console, select Configure > Connection Types .
2. From the Connection Name list, select CEFExport

3. Enterthe IP address or domain name for Host and select Yes for Generate Token?.
The host is where the CEF Syslog connector is installed.
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Connection Mame” CEFEsport
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Gandrate Token? m This wall creabs & user called "siemuser” and a role called "ROLE _siemeole” under Configure
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4. Click Update.

Creating the token creates a user (siemuser) and a role (ROLE-siemrole). The siemuser must be added
to the SECURITYOPERATIONS group:

1. Select Configure > Access Control > Manage Users.
2. Select siemuser.

3. Click Next > Next.

4. Select SECURITYOPERATIONS.

5. Click Next and Update.

The ROLE_siemrole requires access to all of the HP UBA dashboards. Perform the following
procedure to add access to all of the HP UBA dashboards:
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1. Select Configure > Access Control > Manage Roles.

2. Click ROLE_siemrole.

General Details Users
ROLE_ ROLE_siemrole
Authority”
Name that will uniquely identify user responsibilities
Description To access the Securonix application from Siem application
Privileges*
0
DASHBOARD
MANAGE
DETECT
RESPOND
REPORTS
CONFIGURE
ACCESS REQUEST

3. Click Dashboard.

4. Click - to move all of the contents from the left-side box to the right-side box as shown in

the following screen:

HP User Behavior Analytics (1.0) Page 11 of 51



HP User Behavior Analytics Integration and Content Guide
Chapter 2: Creating an HP User Behavior Analytics Token

Ganeral Datails Usars

ROLE ROLE_siemrole

Authority*

Name that will uniquely identify user responsibiliiies.
Description To access the Securonix application from Siem application
Privilages®

0
* DASHBOARD

Dashboard-Security Dashboard

Dashboard-Security Dashboard-High F
- Dashboard-Security Dashboard-High F
_ Dashboard-Security Dashboard-High F
Dashboard-Security Dashboard-High F
Dashboard-Security Dashboard-DLP A
Dashboard-Security Dashboard-High F
Dashboard-Security Dashboard-Incide

Dashboard-Security Dashboard-High F
Dashboard-Security Dashboard-High F
— Dashboard-Security Dashboard-DLP A
Dashboard-Security Dashboard-Incide

5. Click Update.
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Chapter 3: Installing the HP User Behavior
Analytics Arb File

Use the following procedure to install the HP_UBA_Privileged Account_Violations_1.0.arb file on
ESM:

1. Download the following HP User Behavior Analytics content package bundle to the machine

where you plan to run the ArcSight Console: HP_UBA Privileged Account_Violations_
1.0.arb

2. Log into the ArcSight Console with an account that has administrative privileges.
3. Inthe Navigator panel, click the Packages tab.
4. Click Import ¥

5. Inthe Open dialog, browse and select the package bundle file, and then select Open.

The Progress tab of the Importing Packages dialog shows how the package bundle import is
progressing. When the import is complete, the Results tab of the Importing Packages dialog is
displayed together with the Packages for Installation dialog, as shown in the following image:
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<[ Importing Packages | 28

P'rogress Results

Importing Packages Completed. Review the summary below for details.

Summary Report

Bl [Time to Complete: O min 0 sec 504 ms
Corflict Palicy: default
Packages Bundle Imported: C:\depotisolutions\esm'\HPUBAYHP_UBA_Privileged _Account_Violati
Packages Imported;
fall Packages/ArcSight Solutions/HP UBA: Privileged Account Violations

Packages that Don't Meed to be Imported:

<L Installing Packages %

Progress | Results

Installing Packages Completed. Review the summary below for details.

Summary Report

Time to Complete: 0 min &6 sec 199 ms
Conflict Policy: install
Installed Packages:
[l Packages fArcSight Solutions/HP UBA: Privieged Account Vialations

Mumber of Resources updated for Installed Packages: 355

Cancel

6. Inthe Packages for Installation dialog, leave the HP User Behavior Analytics checkbox selected
and click Next.

7. Inthe Installing Packages dialog, click OK.

o

In the Importing Packages dialog, click OK.

9. Onthe Packages tab of the Navigator panel, expand the HP UBA: Privileged Account Violations
group to verify that the installation is successful and that the content is accessible in the Navigator
panel.
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Modifying the HP UBA Dashboard Integration
Command

After you create the token in HP User Behavior Analytics, one of the ESM integration commands must
be modified with the token key and the URL of the HP User Behavior Analytics application. In the
following procedure, the HP UBA Dashboard command is used as an example of entering and saving
the token key and URL of HP UBA server. You can also use the HP UBA User Information -
Destination integration command or the HP UBA User Information - Source integration command to
accomplish the task. Perform the following procedure to modify the integration command:

1. Copy the token key (the key follows token=) from the token created in the HP User Behavior
Analytics application as shown in the following image:

This will create a user called "siemuser” and a role called "ROLE_siemrole” under Configure-=Access
Contral. This will also create a token that can used to access the Securonix application from ArcSight
ESMYou can create a device LIRL in ArcSight ESM using following URL.URL:
https:i=hostname=:8080/FProfiler’manageDatalshowlserSearch?token=41817d29-5290-49¢cc-938a-
flacdchb6254b&accountid=%{destinationUserMame}

Note: Replace <hostname> with appropriate network address/domain name.
2. Loginto the ArcSight ESM Console.
3. Select the Resources tab and select Integration Commands from the drop-down list.

4. Navigate to the HP UBA integration command as shown in the following image:
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|| Mavigator g 2 x=x
=177 all Integration Commands
T ArcSight Administration

Resources | Packages | Use Cases|
Integration Commands Ctrl+Alt+0
Commands |Targets | Conﬁguraﬁons|

#-53 ArcSight Foundation

=177 Integration Commands
El@ &rcSight Solukions

E? admin's Integration Cormands
=177 shared
EI@ HP User Behavior Analytics
S PR HF LB Dashboard

HP UB& User Information - Destination

HP LE& User Information - Source
- - Threat Central

E'-'i Arcight Svskem

Personal

Public

[#-0 Unassigned

5. Right-click the HP UBA Dashboard integration command and select Integration Commands
> HP UBA Dashboard as shown in the following image:
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| Navigator o 2 x| Viewer

Resources | packages | Use Cases| | [ig} System Events Last Hour | (2] Connector O
L@IntE?aﬁu'lEumuth Cirl+alt+0 « m m_@gmmusﬂ
Commands | Targets | Configurations | 3

B Integration Commands | Monitor

7 admin's Inkegration Commands
-7 Shared
(=177 &l Inbegration Commands
[0 ArcSight Administratian
(&1  ArcSight Foundation
=7 ArcSight Salubians
=47 HP User Behavior Analytics

Dashboards

f % HF Run Command
E‘..] HF Mew Command
@05 Threat =
BB acsgrs Library | Toolbox
wr_"‘i Personal Delete Command 1k !E T =
@3 Public Enabde Command i
-1 Unassigne _ & Connector Configur
[ Cannactor Connect
| Integration Commands || New Configuration ...
B Pty & HPuBADashboard...
Graph View |I

HP User Behavior Analytics (1.0)

Page 17 of 51



HP User Behavior Analytics Integration and Content Guide
Chapter 3: Installing the HP User Behavior Analytics Arb File

71 HP UBA User Information = Source

{Sedect a target:
@ HP UBA Server

! Lok | {_conced | | il |

6. Select HP UBA Dashboard for the command and HP UBA Server as the target. Click OK.

HP User Behavior Analytics (1.0) Page 18 of 51



HP User Behavior Analytics Integration and Content Guide
Chapter 3: Installing the HP User Behavior Analytics Arb File

<X Parameters e e e
SaveToT... SaveTo.. Farameter Type Value
| Ir.nlcen Fm b7dda 11564 7-533e..,
L
L]

B

- E—

7. Inthe token Value field, paste the token key. In the HPuba Value field, enter the IP address or host
name of the HP User Behavior Analytics server.

8. Click the Save To Target checkbox for both parameters. Once saved, you do not have enter
either parameter again.

9. Click OK.
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Chapter 4: Creating and Configuring Logger
Receivers and Forwarder

Use the procedures in this chapter to create and configure Logger receivers. A receiver should be
created and configured prior to installing and configuring a SmartConnector to send events to the

receiver.

Creating a Logger Receiver

Perform the following procedure to create a Logger receiver:

1.

Select the Configuration menu.

Click Receivers.

Click Add.

Enter a name for the receiver and select the type of receiver from the Type drop-down list.
Click Next.

Select the Encoding type from the drop-down list.

Select the Source Type from the drop-down list.

Click the Enable box to enable the receiver.

Configuring a Logger Receiver

Perform the following procedure to configure a Logger receiver:

1.

2.

3.

4.

Select the Configuration menu.
Click Receivers.
From the list of receivers, find the receiver you want to configure and click the receiver name.

Configure the receiver by selecting or entering values for the receiver's parameters.
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Configuring a Logger Forwarder to Send CEF Events

Perform the following procedure to configure a forwarder to send CEF events to User Behavior
Analytics:

1. Select Configuration.

2. Click Forwarders.

3. Click Add.

4. Enter values for the following parameters:
m Name - the name of the forwarder
m Type - select UDP Forwarder
m Filter Type - select Unified Query

5. Click Next. The following screen displays:
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Name

Query | (_deviceGroup in ["H.!HK.IEK.KI}€|[5martMessa ge Receiver]”) and deviceProduct = "Micr, o,

Filters

Preserve Syslog Timestamp
Preserve Original Syslog Sender
IPfHost

Port

HPUBA

€

Configuration - Configuration Changes (Unified)
Events - Evant Counts by Destination Al
Events - Event Counts by Source
Ewvents - High and Very High Severily Events (Unified)
Firewall - Deny
Firewall - Drop
Firewall - Permit
Intrusion - Maliciows Code (Unified)
Lagins - All Lagins (Unifiad) W
Lagins - Failed Logins
Selecting a filter from the abowe list will replace the query with the filter definition.

L1 Filter by time range

Lrue ﬂ
true U'|
JOLIO0C 00K 200

514

6. Enterorselect values for the following fields:

m Query - Enter the query (_deviceGroup in ["xx.xxx.xxx.xxx [SmartMessage Receiver]"]) and

deviceProduct = "Microsoft Windows"

For xx.xxx.xxx.xxx enter the I[P address for the device sending Windows events.

m Filter by time range - Click the box to filter by the time.

m Preserve Syslog Timestamp - Select true to retain timestamps for the events sent.

m Preserve Original Syslog Sender - Select true to retain information about the original device

that sent the events.

m |P/Host - Enter the IP address or host name for the machine where HP UBA runs.

7. Click Save.

HP User Behavior Analytics (1.0)

Port - Enter the port where events should be sent to the machine where HP UBA runs.
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Chapter 5: Using a SmartConnector to Send
Events to Logger

Logger comes pre-configured with a SmartMessage Receiver. You can also create and configure new
SmartMessage Receivers for multiple connector inputs to Logger. Configure the Logger receiver before
configuring the connector so that the receiver name, port and output type are set prior to configuring the
connector. See "Creating and Configuring Logger Receivers and Forwarder" on page 20 for more
information. Use the following procedure to configure a SmartConnector to send events to Logger:

1. Install your SmartConnector using the SmartConnector Configuration Guide for your connector.

2. Specify Logger as the destination. Enter the Logger hostname or IP address and the name of the
SmartMessage receiver.

m To use the preconfigured receiver, use SmartMessage Receiver as the Receiver Name.

m Touse SmartMessage to communicate between your ArcSight SmartConnector and a Logger
Appliance, configure the SmartConnector to use port 443.

= To communicate between an ArcSight SmartConnector and Software Logger, configure the
SmartConnector to use the port configured for the Software Logger.

m Forun-encrypted CEF syslog, enter the Logger hostname or IP address, the desired port, and
choose UDP or TCP output.

Configuring a Connector to Send Syslog CEF Events

To configure a connector to send Syslog CEF events, perform the following procedure:
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1. Run the AcrSight SmartConnector Installer.

I Connector Selvp L =) e |

Configure

What would vou like to do?

& Add a Connechor

Enable FIPS mode

hagat Cancel

2. Select Add a Connector. Click Next.
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r'ttmmnr"k‘rup "35‘5“1

Con flg ure Select the connector to configure

Type EysogDesemon -

| <Prevous .[_'E!I:- || Concel

3. Select Syslog Daemon. Click Next.

HP User Behavior Analytics (1.0) Page 25 of 51



HP User Behavior Analytics Integration and Content Guide
Chapter 5: Using a SmartConnector to Send Events to Logger

4 Connector Setup

f:. on flg ure Enter the parameter details

Nebwork Port 514

P Address

Protocol DR
Forwarder faice =

|| ext>

4. Enter values for the following parameters:

Network Port- 514

= [P Address - for the connector

Protocol - UDP

m Forwarder - False
Click Next.

HP User Behavior Analytics (1.0)
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r'ttmmnr"k‘rup ‘Ei‘ﬂiw1

Configure Enter the tvpe of destmation

@ ArcSght Manager (encrypied)
ArcSaght Logger SmartMessage [enc ypied)

MEP Device Poll Listene

CEF File

_) CEF Syslog [}
CEF Encrypted Sysiog (LIDP)
5V Fie
Raw Syslog

5. Select ArcSight Manager (encrypted). Click Next.
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4 Connector Setup .,__,:E;“

C.CI nfi gure Enter the destnanon parameters

Manager Hostname |

Manager Port G443

User L?
Password

AUP Master Destination fase »

Filter Dut AR Evenls faise
Enable Demo CA false -
| <Prevos || necs || Concel

6. Enter a value for or select the following:

Manager Hostname - Enter the IP address or host name of the ESM Manager.

Manager Port - Enter the port number.

User - Enter the user ID. This should be the user ID that was used to install the manager.

m Password -Enter the password for the user.

Leave the default values for the remaining parameters.

7. Click Next
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4 Connector Setup .,__,:E;“

C.CI nfi g ure Enter the connector detads

Hame
Locaton
Davicel ocation

Comment

8. Enter a name for the connector and any other information about the connector. Click Next.

The certificate import window for the ArcSight Manager displays. Select Import the certificate to the
connector from destination and click Next.

9. Complete the installation.
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Chapter 6: Use Case Overview

HP User Behavior Analytics provides two use cases:

« Privileged Account Access Violations Monitoring - monitors access violations to privileged
accounts

« Privileged Account Action Violations Monitoring - monitors unauthorized actions to privileged
accounts

The integration between HP UBA and ESM is accomplished using integration commands. The
integration commands are designed to work primarily with the active channels. For example, a partial
view of the Privileged Account Violations Active Channel might have the following information:

You can select an event, then right-click the event and select Integration Commands > HP UBA

Dashboard:

HP User Behavior Analytics (1.0)
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Destination Uiser Name | Vickstion Name Violation | Meszage [vietation Tene [Devies Event Class ID | Deviee Severity
Plserd Misuse Fassword cha... 1.0|An attempt was made. .. 13 May 2015 0%:23:45 POT 1128 0
Misuse-Password cha... | L.0|An attempt was made...|13 May 2015 09:23:45 POT 1128 10
[ester-051201 Misuse Privileged Acki 1,0|A user account wasc.., |13 May 2015 D0:39:09POT 1115 10
tester-051201 Iisuse Privileged Act 1.0\A user account was c... |13 May 2015 00:39:09 POT 1115 10
hecter051201 Mizuse-Privileged Achi,.. | 1.0|A user account was e... |13 May 2015 D0:39:09 POT |1115 10
[rester-051201 Misuse-Privileged Act .1'“|:. attempt was made,.. 13 May 2015 00:39:09 POT 1115 e
iPliserd Misuse Privileged Lag L0 privieges ass... |13 May 2015 D0: 10:48 POT [1117 10
Pliserd Iisuse Privileged Log 1.0 jal privieges assi... |13 May 2015 00:10:48 POT 1117 10
Plserd IMisusePrivileged Log 1.0 privieges assi... |13 May 2015 D0: 10:48 POT |1117 0
Pllserd Misuse-After hours lo 1.0{An account was succ... |12 May 2015 23:40: 16 PDT 1127 10
[PLsers IMswse-After hours lo 1.0[An account was sucr.... |12 May 2015 23:40: 16 POT 1127 10
Pliserd Misuse-After hours o 1.0[An account was succ... (12 May 2015 23:40: 16 POT (1127 10
Plser Msuse-After hours lo 1.0/An account was succ... |12 May 2015 23:40: 16 POT 1127 10
Pllser® Misuse-Audit Log Tam 0.6[The swdit log was de... (12 May 2015 22:27:04 POT 1103 |&
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1 ———

Showe Event Details

ilisuse-Password cha. ..

Aisuse-Privieged Acti. ..
Show Actor Details Aisuse-Privileged Acti. .. 1.0/A W
T e L e 5 Aisuse-Privileged Acti. .. 1.0[A w
g uairl U ls
Aisuse-Privieged Acti. .. 1.0[An;
Investigate ¥ lUisusePrivileged Log. .. 1.0[5pe
Debug Filter. .. Aisuse-Privieged Log... 1.0/5pe
i Aisuse-Privieged Log... 1.0(5pe
Debug Event Priori
a2 i Aisuse-After hours lo... 1.0[An;
Active List P lisuse-After hours lo... 1.0[An
Annotate Events... Chrl+T  Hisuse-After hours lo... 1.0[An;
; Aisuse-After hours lo... 1.0[An;
Mark as reviewed Chrl+R e e
Select Events with Matching Cell
Invert Selection
Event Graph
Rule Chain Graph
Geographic View
Integratioﬂ Cmﬂl‘l‘lands b Mew Cunﬁguraﬁﬂn %
ks & Logger Quick Search
Export ¥
2 Mslookup (Linux)
Add to Case b
Mslookup (Windows)
p Print Selected Rows
E Ping (Linux)
Paidos ) )
_E Payload k Ping (Windows)
N Repart . Traceroute (Linux)
= Close Traceroute (Windows)
: Knowledge Base v | [] web Search
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s T — A
<L HP UBA Dashboard [

Select a command:
(71 HP UBA Dashboard %

(7) HP UBA User Information - Destination

| i@ HP UBA User Information - Source I

Select a target:
i@ HF UBA Server

[ K H Cancel H Help ]

From the HP UBA Dashboard dialog, you can select from the following commands:
« HP UBA Dashboard - This command will display the HP UBA Dashboard dialog.

« HP UBA User Information - Destination - This command links you to information, in HP UBA,
for the Destination User Name for the selected event.

« HP UBA User Information - Source - This command links you to information, in HP UBA, for the
Source User Name for the selected event.

For the HP UBA Dashboard dialog above, clicking OK displays the Parameters dialog:
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<L Parameters B

2]

|| Save ToT... SaweTo... | Parameter
token

Type
Text

Value

o —

[ Ok H Cancel H Help ]

In the HPuba value field, enter the IP address for the HP UBA server and click OK. You will be linked to
the General Details page in HP UBA for the Source User Name. The General Details page provides

information in the following categories:

» General Details

» Contact Details

« Workflow Details

« Employment History
o Custom Properties

« Change History

For further information about the Source User Name, you can select:

o Risk Scorecard

« Organization

HP User Behavior Analytics (1.0)
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« Peer Groups

» Monitor Access
« Monitor Activities
« Behavior Profile

The HP UBA User Information - Destination integration command is configured like the HP UBA User
Information - Source Integration Command and provides similar information.

Privileged Account Access Violations Monitoring Use
Case

The Privileged Account Access Violations Monitoring use case monitors login activities such as user
logins, and violations of login policies.

The Privileged Account Access Violations Monitoring use case receives violations from HP User
Behavior Analytics. This use case has one rule that is triggered when a violation is received from HP
UBA. The use case has two dashboards: Privileged login violations and Privileged login violations
overview. The Privileged login violations overview provides graphic views as shown in the following
image:
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You can click on a bar graph or pie chart and get drilldown detail information about:
» Source hostname
« Source |IP address
» Source user name
« Policy name
« Violation risk score
« Violation time
« Violation count

« Destination host name
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« Destination IP address
« Destination Zone

For information about all the resources for this use case, see "HP User Behavior Analytics Resources
By Type".

For the Privileged login violation overview dashboard, a drill-down for a specific user, source,
destination will return information about all privileged account violations, including both the login and
action violations for the user, source, destination and so forth. This ensures a complete view of user
activity including user logins and actions after the login.

Privileged Account Action Violations Monitoring Use
Case

The Privileged Account Action Violations Monitoring use case monitors action activities such as
password changes, user account changes, log tampering actions, and other action policy violations.

The Privileged Account Action Violations Monitoring use case receives violations from HP User

Behavior Analytics. This use case has one rule that is triggered when a violation is received from HP
UBA. The use case has two dashboards: Privileged action violations and Privileged action violations
overview. The Privileged action violations overview provides graphic views as shown in the following

image:
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You can click on a bar graph or pie chart and get drilldown detail information about:
» Source user name
« Policy name
o Message
« Violation risk score
« Violation time
« Violation count
» Destination hostname

o Destination IP address
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o Destination Zone

« Employee first and last name, title, and employee ID

For information about all the resources for this use case, see "HP User Behavior Analytics Resources
By Type".

For the Privileged action violation overview dashboard, a drilldown for a specific user, source,
destination will return information about all privileged account violations, including both the login and
action violations for the user, source, destination and so forth. This ensures a complete view of user
activity including user logins and actions after the login.

HP User Behavior Analytics (1.0) Page 38 of 51



Appendix A: HP User Behavior Analytics
Resources By Type

This appendix lists all the HP User Behavior Analytics resources by type.

Active Channels .. ... 40
ACHIVE LISt 40
Dashboards .. ... o 40
Field Sets ... L 42
I OIS . 43
Integration COMMAaNdS ... .. ... e 43
Integration Configurations ... . ... il 44
Integration Targets ... ... ..o o e 44
QUBTIES . 44
QUENY VW TS .. 47
RUIES il 50
USE CaSES .. 50
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Active Channels

The following table lists all the active channels.

Active Channels Resources

Resource Description URI

Privileged This active channel shows all the privileged = /ALl Active Channels/ArcSight

Account account violation events within the last 30
. . Analytics/
Violations minutes.
Active Lists

The following table lists all the active lists.

Active Lists Resources

Resource Description

Privileged | This active list tracks privileged account violations including the

Solutions/HP User Behavior

URI

/A1l Active

Account  violation details. The default expiration time for a active list is ;iiti{m‘c?aght
. . . . . . . . s olutions
Violations = seven days, at which point the list entries expire. The active list is User Behavior
populated automatically by the Privileged Account Violations rule.  analytics/
Dashboards
The following table lists all the dashboards.
Dashboards Resources
Resource Description URI
Privileged This dashboard shows privileged /A1l Dashboards/ArcSight Solutions/HP
action action violations details sorted by User Behavior Analytics/Privileged
. . . . . i Action Violations/
violations the violation time (latest first).
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Dashboards Resources, continued

Resource

Privileged
action
violations
overview

Privileged
login
violations

Description

This dashboard shows an overview
of privileged action violations in five
panels:

1. Top ten users ranked by the user
combined violation risk score

2. Top ten users ranked by the user
combined violation count

3. Individual policy violations with
the count of each violation

4. Top ten sources ranked by the
count of violations originated from
each source

5. Top ten destinations ranked by
the count of violations targeted at
each destination

This dashboard shows privileged
login violation details sorted by the
violation time (latest first).

HP User Behavior Analytics (1.0)

URI

/A1l Dashboards/ArcSight Solutions/HP
User Behavior Analytics/Privileged

Action Violations/

/A1l Dashboards/ArcSight Solutions/HP
User Behavior Analytics/Privileged

Account Login Violations/
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Dashboards Resources, continued

Resource

Privileged
login
violations
overview

Description URI

This dashboard shows an overview | /All Dashboards/ArcSight Solutions/HP

of privileged login violations in five
panels:

1. Top ten users ranked by the user
login violation combined risk score

2. Top ten users ranked by the user
combined login violation count

3. Individual login policy violations
with the count of each type of
violation

4. Top ten sources ranked by the
count of login violations originated
from each source

5. Top ten destinations ranked by
the count of login violations targeted
at each destination

Field Sets

The following table lists all the field sets.

Field Sets Resources

Resource

Privileged
Account
Violations

Description

This field set is used by the Privileged
Account Violations active channel.

HP User Behavior Analytics (1.0)

URI

User Behavior Analytics/Privileged
Account Login Violations/

/A1l Field Sets/ArcSight
Solutions/HP User Behavior

Analytics/
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Filters

The following table lists all the filters.

Filters Resources

Resource Description URI
Privileged This filter identifies HP UBA /A1l Filters/ArcSight Solutions/HP
Account privileged account violation events, ~ User Behavior Analytics/

Violations

Integration Commands

The following table lists all the integration commands.

Integration Commands Resources

Resource Description URI

HP UBA This integration command connects to the HP UBA /A1l Integration

Dashboard = Dashboard web page as the SIEMUser in Securonix. Commands/ArcSight

Solutions/HP User

The "SIEMUser" must have admin or full dashboard Behavior Analytics/
privileges in Securonix or this command will fail.

HP UBA With a right-click on an event in the Active Channel, /A1l Integration

User this integration command connects to the HP UBA web = commands/ArcSight

Solutions/HP User

Information = page and displays the details for the Destination User Behavior Analytics/

- Name.

Destination

HP UBA With a right-click on an event in the Active Channel, /A1l Integration
User this integration command connects to the HP UBA web =~ commands/ArcSight

Solutions/HP User

Information = page and displays details for the Source User Name. Behavior Analytics/

- Source

HP User Behavior Analytics (1.0) Page 43 of 51



HP User Behavior Analytics Integration and Content Guide
Appendix A: HP User Behavior Analytics Resources By Type

Integration Configurations

The following table lists all the integration configurations.

Integration Configurations Resources

Resource Description URI

HP UBA  This integration configuration binds the HP /A1l Integration

Dashboard = UBA integration commands to the HP UBA =~ configurations/ArcSight
Solutions/HP User Behavior

Server target. Analytics/

Integration Targets

The following table lists all the integration targets.

Integration Targets Resources

Resource Description

HP UBA  This integration target stores the URL parameters for the

Server integration commands: hostname or IP address of the HP UBA
application, and the security. The integration target can be used
to supply parameter values to the HP UBA integration
commands.

Queries

The following table lists all the queries.

Queries Resources
Resource Description URI

URI

/A1l Integration
Targets/ArcSight
Solutions/HP User
Behavior
Analytics/

After-hours This query selects information about after-hours /A1l Queries/ArcSight

Logins Usinga  logins using a privileged account.

Solutions/HP User

Privileaed Behavior
nvilege Analytics/Privileged
Account Account Login Violations/

HP User Behavior Analytics (1.0)
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Queries Resources, continued

Resource

Audit Log
Tampering

Password
Changesona
Privileged
Account

Policy
violations

Policy
violations

Privileged
Activities by
Unauthorized
User

Privileged
Logins by
Unauthorized
User

Security

Access Granted

by
Unauthorized
Account

Description

This query selects information about audit log
tampering activity.

This query selects information about the
password changes for accounts in the approved
privileged accounts list maintained by HP UBA.

This query selects information about the
privileged account login policy violations along
with the number of times each type of violation
occurred.

This query selects information about privileged
action policy violations along with the number of
times each violation occurred.

This query selects information about privileged
activity by unauthorized users. For example,
when privileged activity by an unauthorized user
is detected.

This query selects information about privileged
account logins by unauthorized users.For
example, when an unauthorized user attempts
to login to an account with privileged access.

This query selects information about violation
activity when a user is granted security access
by an unauthorized account.

HP User Behavior Analytics (1.0)

URI

/All Queries/ArcSight
Solutions/HP User
Behavior
Analytics/Privileged
Action Violations/

/All Queries/ArcSight
Solutions/HP User
Behavior
Analytics/Privileged
Action Violations/

/All Queries/ArcSight
Solutions/HP User
Behavior
Analytics/Privileged
Account Login Violations/

/All Queries/ArcSight
Solutions/HP User
Behavior
Analytics/Privileged
Action Violations/

/A1l Queries/ArcSight
Solutions/HP User
Behavior
Analytics/Privileged
Action Violations/

/A1l Queries/ArcSight
Solutions/HP User
Behavior
Analytics/Privileged
Account Login Violations/

/A1l Queries/ArcSight
Solutions/HP User
Behavior
Analytics/Privileged
Action Violations/
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Queries Resources, continued

Resource

Security
Configuration
Changes Made
by
Unauthorized
Account

Service
Account
Interactive
Logins

Top ten
destinations by
violation count

Top ten
destinations by
violation count

Top ten sources
by violation
count

Top ten sources
by violation
count

Top ten user
logins by
consolidated
violations risk
score

Description

This query selects information about violation
activity when security configuration changes are
made by an unauthorized account.

This query selects information about successful
interactive logins by accounts tagged as service
accounts.

This query selects information about the top ten
destinations ranked by the count of login
violations targeted at a destination.

This query selects information about the top ten
destinations ranked by the count of action
violations targeted at a destination.

This query selects information about the top ten
sources ranked by the count of login violations
originated from a source.

This query selects information about the top ten
sources ranked by the count of action violations
originated from a source.

This query selects information about the top ten
users ranked by the user login violations
combined risk score.

HP User Behavior Analytics (1.0)

URI

/All Queries/ArcSight
Solutions/HP User
Behavior
Analytics/Privileged
Action Violations/

/All Queries/ArcSight
Solutions/HP User
Behavior
Analytics/Privileged
Account Login Violations/

/All Queries/ArcSight
Solutions/HP User
Behavior
Analytics/Privileged
Account Login Violations/

/A1l Queries/ArcSight
Solutions/HP User
Behavior
Analytics/Privileged
Action Violations/

/A1l Queries/ArcSight
Solutions/HP User
Behavior
Analytics/Privileged
Account Login Violations/

/A1l Queries/ArcSight
Solutions/HP User
Behavior
Analytics/Privileged
Action Violations/

/All Queries/ArcSight
Solutions/HP User
Behavior
Analytics/Privileged
Account Login Violations/
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Queries Resources, continued

Resource

Top ten users

Description

This query selects information about the top ten

URI

/All Queries/ArcSight
Solutions/HP User

by combined users ranked by the user action violations .

iolatoin risk bined risk Behavior
violatoin ris combined risk score. Analytics/Privileged
score Action Violations/

Top ten users
by violation
count

Top ten users

This query selects information about the top ten
users ranked by the combined login violation
count.

This query selects information about the top ten

/All Queries/ArcSight
Solutions/HP User
Behavior
Analytics/Privileged
Account Login Violations/

/All Queries/ArcSight
Solutions/HP User

by violation users ranked by the combined action violation
¢ ¢ Behavior
coun count. Analytics/Privileged
Action Violations/
User Activity This query selects information about policy /A1l Queries/ArcSight
Details violation details. It is used in drilldowns forthe ~ S0lutions/HP User
- . Behavior Analytics/
privileged user activity dashboards.

Query Viewers

The following table lists all the query viewers.

Query Viewers Resources

Resource Description URI

/All Query Viewers/ArcSight
Solutions/HP User Behavior
Analytics/Privileged Account

After-hours This query viewer shows after-hours

Logins Using a logins using a privileged account.

Privileged Login Violations/

Account

Audit Log This query viewer shows audit log /A1l Query Viewers/ArcSight
Tampering tampering activity. Solutions/HP User Behavior

Analytics/Privileged Action
Violations/
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Query Viewers Resources, continued

Resource

Password
Changes on a
Privileged
Account

Policy violations

Policy violations

Privileged
Activities by
Unauthorized
User

Privileged Logins
by Unauthorized
User

Security Access
Granted by
Unauthorized
Account

Security
Configuration
Changes Made
by Unauthorized
Account

Service Account
Interactive
Logins

Description

This query viewer shows the password
changes for accounts in the privileged
accounts list maintained by HP UBA.

This query viewer shows privileged
account login policy violations with the
number of times each type of violation
occurred.

This query viewer shows privileged action
policy violations along with the number of
times each type of violation occurred.

This query viewer shows privileged
activities by unauthorized users. This
happens when a privileged activity by an
unauthorized user is detected.

This query viewer shows privileged
account logins by unauthorized users.

This query viewer shows the activity
violation of an unauthorized user granting
security access to another user.

This query viewer shows an activity
violation when security configuration
changes are made by an unauthorized
user.

This query viewer shows successful
interactive logins by accounts tagged as
service accounts.

HP User Behavior Analytics (1.0)

URI

/All Query Viewers/ArcSight
Solutions/HP User Behavior
Analytics/Privileged Action
Violations/

/All Query Viewers/ArcSight
Solutions/HP User Behavior
Analytics/Privileged Account
Login Violations/

/All Query Viewers/ArcSight
Solutions/HP User Behavior
Analytics/Privileged Action
Violations/

/All Query Viewers/ArcSight
Solutions/HP User Behavior
Analytics/Privileged Action
Violations/

/All Query Viewers/ArcSight
Solutions/HP User Behavior
Analytics/Privileged Account
Login Violations/

/All Query Viewers/ArcSight
Solutions/HP User Behavior
Analytics/Privileged Action
Violations/

/All Query Viewers/ArcSight
Solutions/HP User Behavior
Analytics/Privileged Action
Violations/

/A1l Query Viewers/ArcSight
Solutions/HP User Behavior
Analytics/Privileged Account
Login Violations/
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Query Viewers Resources, continued

Resource

Topten
destinations by
violation count

Topten
destinations by
violation count

Top ten sources
by violation count

Top ten sources
by violation count

Top ten users by
combined
violation risk
score

Top ten users by
combined
violation risk
score

Top ten users by
violation count

Top ten users by
violation count

User Activity
Details

Description

This query viewer shows the top ten
destinations ranked by the count of login
violations targeted to each destination.

This query viewer shows the top ten
destinations ranked by the count of action
violations targeted to each destination.

This query viewer shows the top ten
sources ranked by the count of login
violations originated from each source.

This query viewer shows the top ten
sources ranked by the count of action
violations originated from each source.

This query viewer shows the top ten users
ranked by the user login violation
combined risk score.

This query viewer shows the top ten users
ranked by the user action violation
combined risk score.

This query viewer shows the top ten users
ranked by the combined login violation
count.

This query viewer shows the top ten users
ranked by the combined action violation
count.

This query displays the details about the
policy violations. It is used in drilldowns
for the privileged user activity
dashboards.

HP User Behavior Analytics (1.0)

URI

/All Query Viewers/ArcSight
Solutions/HP User Behavior
Analytics/Privileged Account
Login Violations/

/All Query Viewers/ArcSight
Solutions/HP User Behavior
Analytics/Privileged Action
Violations/

/All Query Viewers/ArcSight
Solutions/HP User Behavior
Analytics/Privileged Account
Login Violations/

/All Query Viewers/ArcSight
Solutions/HP User Behavior
Analytics/Privileged Action
Violations/

/All Query Viewers/ArcSight
Solutions/HP User Behavior
Analytics/Privileged Account
Login Violations/

/All Query Viewers/ArcSight
Solutions/HP User Behavior
Analytics/Privileged Action
Violations/

/All Query Viewers/ArcSight
Solutions/HP User Behavior
Analytics/Privileged Account
Login Violations/

/All Query Viewers/ArcSight
Solutions/HP User Behavior
Analytics/Privileged Action
Violations/

/All Query Viewers/ArcSight
Solutions/HP User Behavior
Analytics/
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Rules

The following table lists all the rules.

Rules Resources

Resource Description URI

Privileged | This rule triggers when a privileged account violation is /A1l Rules/ArcSight
Account  reported by HP UBA. The rule then creates anew entry in | >°lutions/HP User

N L o - Behavior Analytics/
Violations = the Privileged Account Violations active list.

Use Cases

The following table lists all the use cases.

Use Cases Resources

Resource Description URI

Privileged Account = This use case tracks privileged account /A1l Use Cases/ArcSight
Solutions/HP User

Access Violations = access (login) violations providing statistical 3 -
Behavior Analytics/

Monitoring information about the violations.

Privileged Account = This use case tracks privileged account action = /All Use Cases/ArcSight
Solutions/HP User

Action Violations violations providing statistical information -
Behavior Analytics/

Monitoring about the violations.
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Send Documentation Feedback

If you have comments about this document, you can contact the documentation team by email. If an
email client is configured on this system, click the link above and an email window opens with the
following information in the subject line:

Feedback on HP User Behavior Analytics Integration and Content Guide (User Behavior
Analytics 1.0)

Just add your feedback to the email and click send.

If no email client is available, copy the information above to a new message in a web mail client, and
send your feedback to arc-doc@hp.com.

We appreciate your feedback!
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