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Introduction

Introduction

The HPE ArcSight UBA Application Insight Packs are extensions to the HPE Security ArcSight User
Behavior Analytics products, and provide out-of-the-box application log collection and monitoring

forthe following applications:

* Amazon Web Services (AWS)
* Box

* Cemer

* Epic

* Google Apps

In this manual, you will find a brief description of each the Application Insight Packs, how to con-
figure the application log collection, and the list of out-of-the-box content (policies, behavior profiles).
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AWSInsight Pack

AWS Insight Pack

Description

Amazon Web Services (AWS) is a cloud computing platform provided by Amazon.com. AWS
CloudTrail is a web service that records Amazon Web Services API calls for each account and
provides the ability to retrieve theses logs. The log files include information such as the time of the
API call, the identity and the source IP address of the API caller, the request parameters and the
response elements retumed by the AWS service. This log file information can be used for security
analysis, resource change tracking, and compliance auditing.

For more information, go to the following URL: http://aws.amazon.com/cloudtrail/

The HPE ArcSight UBA AWS Insight Pack leverages the AWS CloudTrail web service to retrieve alll
the logs from AWS, provides visibility into activities performed in the AWS instance, and detects priv-
ilege abuse and abnormal behavior for users managing the AWS instances.

Creating the Data Source

HPE ArcSight UBA provides connection to AWS to pull in activity data. To connect to AWS, you will
need following information:

o AWS Access Key
o AWS Secret Key
o AWS Bucket

To create an AWS data source connection in HPE ArcSight UBA, use the following steps:
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AWS Insight Pack

1. Navigate to Add Data > Activity.

Hewlett Packard Views v Analytics v Reports v Configure v

Enterprise

# Security Dashboard > Entities

& £ Today = Y Filters z

v 0 0

c HIGH RISK USERS HIGH RISK UN-CORRELATED ACTIVITY ACCOUNTS
& x|

o

B

= No High Risk Ent
(2]

)

|~ ] o4 &,
Activity Resources Third Party Access
Intelligence

v

Lookup Data Geolocation / Account Metadata Glossary
Network Map

Organization Track Job Status
Creation Rules

» More

2. Onthe Schedule Activity Import Job tab, click Add New Datasource.

HewlettPackard  Dashboardv  Viewsv  Analyticsv  Reportsv  Configure v
Enterprise

B Schedule Activity Import Job

Select Datasource

@ Select Datasource to import activities from. Click on Datasource to edit datasource properties or add/edit attributes.

+ Add New Datasource

name ¥ Search

3. Inthe General Details section, provide the following information:

Add New Datasource

General Details
Datasource Name*
Awslmport
Provide @ name to uniquely identify this connectio

IP Address.

y IP address or hostname for the datasource

Select Device Type
Aws v Q

vent attributes and also the

Specify timezone for activity logs*

ST

Select the time zone that matches the configured time zone for Resource logs. Hint: All timestamps will be changed to standard Securonix datab

Online Resource

Save Event

(= @)

a. Specify a Datasource Name.

b. (Optional) Specify the IP Address or hostname for the datasource.
c. Fromthe Select Device Type drop-down list, choose AWS or create a new device type if

AWS does not exist.

d. Fromthe Specify timezone for activity logs drop-down list, select a timezone.
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AWSInsight Pack

4. Inthe Activity Connection Details section, provide the following information:

Add New Datasource

Activity Connection Details
Connection Name*
(Create New Connection v AwsImport_ACTIVITY
Provide a unique name for this connection. Da not use any white space in the name. Cannections can also be managed from Configure->Cannection Types,
Select a Connection Type*
AWS

Choose how you would like toimport the activity logs. You can import data from a file, windows machine, loggers or SIEM solutions.

Batch Size

10000

Error count to terminate Job

100000
Minimum attempt after which job should not fire in case of frequent failures
AccessKey*
Enter AWS Access Key. It s alphanumeric text string that uniquely identifies the user who owns the account. For example: AKIAIOSFODNN7EXAMPLE

Secret Key*

Bucket*
# Test connection & get buckets

Click on the above button to Test AWS Connection and to get AWS Bucket list. Access key & secret key is required to test connection and to get bucket st

—select—

${SECURONIX_HOME} is set to /Securonix/securonix_home. You can also replace ${SECURONIX_HOME} below with the direct path to the folder where the file exists. Example: /Users/dev/files/

Source Folder*
${SECURONIX_HOME}/import/in

Enter the complete path to the directory where this file is located

Success Foldert

${SECURONIX_HOME}/import/success

Enter the complete path to the directory where this file must be moved once the import is completed successfully

Failed Folder*

${SECURONIX_HOME}/import/failed

Enter the complete path to the directory where this file must be moved f the impart job fails to complete.

4

4

4

®© 2 0 T o

Provide a unique Connection Name, or use the default.
Fromthe Select a Connection Type drop-down, choose AWS.
Provide the Batch Size and Error count to terminate job.
Enterthe Access Key and Secret Key.

If your connection is successful, you should see a list of buckets in the Bucket drop-down
list. Select the bucket you would like to use and add a Prefix (optional) if you would like to
limit the response to keys that begin with the specific prefix.
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AWSInsight Pack

Failed Folder*
${SECURONIX_HOME}/import/failed

4
Enter the complete path to the directory where this file must be moved if the import job fails ta complete

Specify staging folder (Only required for data requiring preprocessing)

${SECURONIX_HOME}/import/in

p
Provide the intermedizte folder where datz s stored prior to processing

Incremental Field
Enable it to allow incremental update.

Prefixt

Limits the response to keys that begin with the specified prefix. You can use prefixes to separate a bucket into different groupings of keys. (You can think of using prefix to make groups in the same way you'd s & folder in a file system.}

Cancel Save and Close

5. Tosave the new connection, click Save and Close.
The following image shows an example of a successful connection:

Add New Datasource

10000

Error count to terminate Job
100000

Minimum attempt after which job should not fire in case of frequent failures

AccessKey*
IYXZYXZYXZYXZYXZYX

Enter AWS Access Key. It is alphanumeric text string that uniquely identifies the user who owns the account. For example: AKIAIDSFODNNTEXAMPLE
Secret Key*
ZYXZYXZYXZYXZYXZYX ZYXZYXZYXZYXZYXZYX

2long string of characters that you use to calculate the digital signature that you include in the request. For exemple: wialrXUtn FEMI/KTMDENG/bPXRACYEXAMPLEKEY.

[Bucket*

Connection Successful

# Test connection & get buckets

Accesskey & secret key s required to test connection and to get bucket st

Another-Bucket-For-Test ¥ List of Available Buckets

${SECURONIX_HOME} is set to /Securonix/securonix_home. You can also replace ${SECURONIX_HOME} below with the direct path to the folder where the file exists. Example: /Users/dev/files/

6. Click Save and Next, and then, to finish setting up the AWS activity import, proceed with steps
2 through 5 of the Add Activity Data section in the HPE ArcSight UBA Administration Guide.

Content

Signature ID Policy Name Policy Description Policy Type Criticality

1000038 Activity by Terminated Inactive user performing activ- | Rule-based High
account - AWS ities.

1000044 Non AWS Approved Userthatis notonthe Rule-based Low
approved list of users for AWS
is performing AWS activities.

user using AWS Services
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Box Insight Pack

Box Insight Pack

Description

Box is an online file sharing and personal cloud content management service for businesses provid-
ing a cloud-based enterprise content collaboration platform that enables organizations of various
sizes to access, store, share and manage their content and information.

For more information, go to the following URL.: https://www.box.com/

The HPE ArcSight UBA Box Insight Pack imports file sharing and administrative events from Box,
provides visibility into activities performed on the Box platform and analyzes the log data for data
snooping, data theft, and account abuse.

Connector

HPE ArcSight UBA provides a connection to Box to pull in activity data. In orderto get the activity
data from Box, you will need an admin account on Box.com for the application from which you
intend to import data into HPE ArcSight UBA.

1. Editthe application on Box.com and provide the following information:

o Client_ID
o Client_Secret
o Redirect URL

Example of Redirect URL:

"http://localhost:8080/Profiler/connectionType/generateOauthCode"

Please provide your application’s URL instead of "localhost:8080". This redirect URL will be
used for creating an Access Token later while creating connections.
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Box Insight Pack

m)( DEVELOPERS

Editing Sudhanshu

General Information

Application name:

Application description:

Support email:

Website URL (optional):

Content APl Access Only:

View APl Access Only:

client_id:

client_secret:

redirect_uri

Scopes:

Developer token:

OAuth2 Parameters

Sudhanshu

Test for box content

sumalkar@securonix.com

http://localhost:8080/Profiler/connectionTyp

[
7
(]
(]
(]

Read and write all files and folders
Manage an enterprise

Manage an enterprises's managed users
Manage an enterprises's groups
Manage an enterprises's properties

You do not currently have a developer token

Create a developer token

Ex: MyBoxApp

Ex: MyBoxApp is an online
productivity suite

Ex: support@myboxapp.com
Ex: hitp://myboxapp.com
This key can only call the Box Content

API

This key can only call the Box View
API

client_id as specified in the OAuth2
spec

client_secret as specified in the
OAuth2 spec (leave blank to reset)

redirect_uri as specified in the OAuth2
spec

Enter the set of scopes you request
users to authorize for your app

Developer tokens allow you to use the
Box API to access your personal Box
account.
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Box Insight Pack

2. Tomake a connection, navigate to Add Data > Activity.

o
2 | * |

Watch List Lookup Data Geolocation / Account Metadata Glossary
o Netwark Map
: e | o
S g
= No High Risk Ent.
Peer Creation Organization Track Job Status
e Rules Creation Rules
o » More

! # Today~ || Y Fitters || £ I
0 0 Activity
. HIGH RISK USERS HIGH RISK UN-CORRELATED ACTIVITY ACCOUNTS

Hewlett Packard Views v Analytics v Reports v Configure v
Enterprise

# Security Dashboard > Entities

[mi v

Resources Third Party
Intelligence

e

Access

222

3. Click Add New Datasource.

HewlettPackard  Dashboardv  Viewsv  Analyticsv  Reportsv  Configure v

& Schedule Activity Import Job

Select Datasource

+ Add New Datasource

@ Select Datasource to import activities from. Click on Datasource to edit datasource properties or add/edit attributes.

¥ Search

4. Inthe General Details section, provide the following information:

Add New Datasource

General Details

Datasource Name*

Box_C

1P Address

Specify P addre:

Select Device Type

Box Content v Q

Specify timezone for activity logs*

T

Online Resource

Save Event

(=)

ect

e that matches the configured time zone for Resource logs. int: Al fimestamps will be changed to standard Securoni database time zone

o

d.

Specify a Datasource Name.
(Optional) Specify the IP Address or hostname for the datasource.

Fromthe Select Device Type drop-down list, choose Box Content or create a new device
type if Box Content does not exist.

Fromthe Specify timezone for activity logs drop-down list, select a timezone.

5. Inthe Activity Connection Details section, provide the following information:
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Box Insight Pack

Add New Datasource

Activity Connection Details

inection Name*

Wyou would ke tomport the activty logs. You can import data from a il windows machine. loggers or SIEM salutions

Batch Size
10000

or count
100000

Minimum attempt.

Key

The Secret you got rom Box Iniial St

ount at Box
Generate Tokens | Populate Tokens

Provide a unigue Connection Name, or use the default.

Fromthe Select a Connection Type drop-down list, choose Box Content.

Provide the Batch Size and Error count to terminate job.

Inthe Key field, enterthe key you received from Box during the initial account creation.

-~ ®© Q o O o

Click Generate Tokens, and then grant access to Box.

With access to your sumalkar@securonix.com
Box account. Sudhanshu can:

+ Read and write all files and folders stored in
Box

= Manage enterprise

Grant access to Box

Deny access 10 Box

©2016 Box

Inthe Secret field, enterthe secret you received from Box during the initial account creation.
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Box Insight Pack

Access and refresh tokens have been generated. Click on the
"Populate Tokens" button in parent window. Close this window.

6. Afterthe access and refresh tokens have been generated, click Populate Tokens in the HPE
ArcSight UBA application.

Add New Datasource

Activity Connection Details

Connection Name*

10000

The Secret you got from Box Iniial Step(C

Generate Tokens | Populate Tokens

7. The Access Tokens and Refresh Tokens are populated:
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Box Insight Pack

ke
a1s26516g7nERKI0
“The Key you got from Box Initial Step{Create account at Box
secert
sazancizagetassT]

“The Secret you got from Box nitial Step(Create account at Box)

Generate Tokens | Populate Tokens

Access Token®
1m2n3bavscexTz

Refresh Token*
2yx987wuBSAtsT

> More Settings

[EUITIN  save and Close

8. Click Save and Close.

9. You can now select the new data source and click Preview to see the data.

Selecta datasource from the list and hit preview to see the first 100 lines

2016-03-08T21:51:18-08:00/12926957-e73-470a-202a-c322439912 eal FAILED_LOGIN|106.221.143.

Unmalkar
2016-03-08T21:51:39-08:00|70dbbd19-6513-4289-5522-92 Tb52beTel SIFAILED_LOGINIT06.221.143. Umalk
2016-03-08T21:51:45-08:00|74cb2a 62-2d01-4c60-35a9-e42adc4661 83IFAILED_LOGINI106.221.143.

2016-03-08T21:53:55-08:00/08c11348-b572-4c91-BIb2-cc4 7e081b201 FAILED_LOGINIA9.248.54, Umalkar
2016-03-08T21: 001150c098e-eaba-deeS-bed2-dea5 THBCT12MFAILED_LOGINI106.221.143. Umalkar
2016-03-08T21: :00/2ed4172b-bbe 1-456b-900b- ED_LOGIN|49.248.54 shu Umalkar
2016-03-08T21:56: :00/ef714727-9e6d-4403-b5ce-bebcdbcece3a|FAILED_LOGINI4G.248.54. Umalkar

10. Click Save and Next, and then, to finish setting up the Box activity import, proceed with steps 2
through 5 of the Add Activity Data section inthe HPE ArcSight UBA Administration Guide.

Content

Signature ID Policy Name Policy Description Policy Type Criticality

1000069 Activity by Terminated Inactive users performing Rule-based High
account activities.
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Cerner Insight Pack

Cerner Insight Pack

Description

Health IT company Cemeris one of the largest suppliers of electronic health record systems inthe
country. Cemer EMR systems are used within some of the largest health systems in the country.
Cemer created EMR to allow healthcare professionals to store, capture, and access patient health
information electronically in both acute and ambulatory care settings. By digitizing electronic health-
care records and centralizing their access, the Cemer application provides tremendous efficiencies
to healthcare workers. However, the healthcare records and financial records of customers must be
protected within the Cemer application.

For more information, go to the following URL.: http://www.cemer.com

The HPE ArcSight UBA Cemer Insight Pack imports data from Cemer and provides real time mon-
itoring and threat detection against data snooping (family, neighbor, friend, VIP), inappropriate and
suspicious access to healthcare records, break the glass event auditing and deceased patient
record snooping.

Connector

Understanding Cerner Event Logs

How do Cerner Audit Logs work?

Cemer EMR uses a messaging queue system to handle logging of its auditable events.

1. As messages are put on the queue, Cemer EMR will send that data to the HPE ArcSight UBA
application (HTTP protocol) as an audit event message.

2. The HPE ArcSight UBA application receives a message from Cemer EMR, writes this message
to alogfile, and then responds to Cemer EMR with a message containing the number of records
received.

3. Thislogfile is then imported into the HPE ArcSight UBA application.

Define Which Events to Audit

The Cemer Millenniumtool, ppraudteventmanager.exe is used to select the audit events that are
sent to HPE ArcSight UBA. This application can be found in the "C:\Program Files\Cemer" directory
on a Citrix server hosting the front-end applications for the environment being audited.

Use the following steps to select and enable events:
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Cerner Insight Pack

1. Logintothe pprauditeventmanager.exe tool with DBA rights.

Select the events your organization would like to audit orimport a list of pre-selected events
provided by your Cemer consultant.

Afterthe events have been selected, save your selections and exit the tool.

If auditing is tumed on, after five minutes, Server 30 will have recognized your selected events
and will start sending those events.

Test Connectivity

In orderto configure the Cemer Millennium back end for auditing, you must have DBA access to the
system.

1.

Configure ports:

o The default configuration is: Primary: 8081 Secondary: 8181

« Ifthe default settings need to be modified, simply make the changes by navigating to Con-
figure > Connection Types. Select the CernerListener connection type and change the
port.

2. Test Server Connectivity:

o From Cemer Audit Servers, test the IP and port numberto make sure all servers can connect
and there are no firewall issues. TCP ports 8081 and 8181 may need to be opened on any
intermediary network firewalls.

« Connectivity verification to port level can be tested using a Telnet client as follows:
telnet <SECURONIX APPLIANCE IP> 8081 [enter]
GET / HTTP/1.0 [enter] [enter]

o Asuccessful response to these commands should include the line:
HTTP/1.1 200 OK

If you do not receive this message and have verified that the HPE ArcSight UBA application
is configured and ready to accept Cemer auditing traffic, a network or firewall issue is the
likely cause.

Configure Destination for Audit Events

Mo

Log intothe back-end application node and enterthe registry for Cemer (Iregview).
Update the registry key.

If you do not have auditing tumed on, add the key.

If you do have auditing tumed on, modify the key:

Enter lregview
CD to \\environment\<domain>\node\<node name>

HPE Security ArcSight User Behavior Analytics 5.0 Application Insight Packs Guide Page 16 of 39

Powered by Securonix Confidential



CernerlInsight Pack

7.

MD VisualGold
CD VisualGold

Configure where the audit messages will be sent:

setp . url http://<SECURONIX IP or DNS NAME>:8081/Iguazu-Rts/
CernerlListener

setp . alt url http://<SECURONIX IP or DNS NAME>:8181/Iguazu-Rts/
CernerListener

Configure Authorization

setp . auth cerner:<password>

setp . alt auth cerner:<password>

exit lregview

Update the systemto recognize the changes (Start Cemer 500).

Scer mgr exe/start cerner 500 -env common,<environment name> -
noinst -verbose newgrp - d <domain>

Tum on Security (this should already be on):

« Start Server 32: Security Master if it's not started already.

Configure Destination for Audit Events

1. Tum on Auditing.

3.

If server 70 and 71 are not configured to run:

cycle server 30
enterscp

modify 70 —-inst 1
start 70

Check to make sure running "server — entry 70"

modify 71 -prop callvg=y
modify 71 -inst 1

start server 71

exit scp

If server 70 and 71 are already running, then cycle both servers across the domain.

In orderto start seeing data in the queue, there must be activity on the system. After
the servers have been reconfigured and started, you will start to see messages in the queue

within a few minutes. These messages will then leave the queue and be received by the
HPE ArcSight UBA application.
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Cerner Insight Pack

Configure Cemer Listener on HPE ArcSight UBA
1. Create a new connection type for receiving events:

a. Enteraport number.
b. Make sure that the device firewall is configured to receive events on this port.

c. Atthis stage, both servers should be connected and sending data back-and-forth to each
other.

d. Review the data on the HPE ArcSight UBA application by navigating to the folder set up for
storing events.

2. Import Events:

Create a new resource group forthe Cemerinstance.
Select resource type as Cerner Millennium.
Create Correlation rules.

Qa o o o

Schedule import job.

Audit Exception

Cerner AUDIT.EXCEPTION Queue

Reprocessing Queues: Inthe event that messages are not sent to the HPE ArcSight UBA applic-
ation, they will start to queue on the Cemer side into the AUDIT.EXCEPTION queue. If this happens, it
is possible to resend those messages to the HPE ArcSight UBA application. The following com-
mand enables you to resend those missed messages:

In QCP:
requeue -all CPMSRVAUDITBATCH -src AUDIT.EXCEPTION

Sample Cerner Feed

<?xml version="1.0" encoding="IS0-8859-1"7?>
<srvhandle><audit list>

<audit version>1</audit version>
<event dt tm>2008-07-30 14:04:15.00</event dt tm>
<outcome ind>0</outcome ind>

<user name></user name>

<prsnl id> 0</prsnl id>

<prsnl name></prsnl name>

<role></role>

<role cd> 0</role cd>

<enterprise site>HNAM</enterprise site>
<audit source>CERT</audit source>

<audit source type>1</audit source type>
<network acc type>1l</network acc type>
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Cerner Insight Pack

<network acc i1d>CERCERTCITRIX</network acc id>
<context><! [CDATA[]]></context>
<application></application>
<task></task>

<request></request>

<appl ctx></appl ctx>

<perform cnt></perform cnt>

<event list>

<event name>Logon Attempt</event_name>
Cerner Response

<?xml version=\"1.0\"?2>

<securelog>

<status>

<result>OK</result>

<COUNT>4</COUNT>

</status>

</securelog>

Cerner Response

<?xml version=\"1.0\"?>
<securelog>

<status>
<result>0K</result>
<COUNT>4</COUNT>
</status>

</securelog>
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Content
Cerner [Database]
Signature ID Policy Name Policy Description Policy Type Criticality
649001 Employee Accessing This policy detects userswho | Rule-based High
Records of Deceased perform activity on deceased
Patient[Cerner DB] patient's records. This indic-
ates possible account misuse
and datatheft.
649002 Account Performing This is behavior-based, sus- Behavior-based High
Cerner Activity Never pect-check-based policy
Conducted Before detects Yvhen an accountis
performing activity that has
[Cerner DB never been performed
before.
649003 Activity by Terminated This policy detects terminated | Rule-based High
User[Cerner DB] users who performany activ-
ity. This indicates insider threat
and possible datatheft.
649004 Users with title PRN Per- | This rule-based policy detects | Rule-based High
forming Cerner Activities | \iolation when employee with
[Cerner DB] title 'PRN'is trying to access
medical records.
649005 Snooping After Patient This policy is rule based policy | Quick Alert High
Discharge Date [Cerner | detects violation when Cerner
DB] employee accesses patient
records after patient's dis-
charge date. Indicates pos-
sible exfiltration of critical
patient data.
649006 Only Peerin Peer Group | This behavior-based policy Behavior-based High
Performing Critical Activ- | detects auser within apeer
ity [Cerner DB] group who performs critical
activity that has notbeen per-
formed by other members of
the same peer group.
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649007 Employees accessing Accesstoarecordwhere Quick Alert High
One's Own Records both the Employee and
[CernerDB] Patient SSN are same.

649008 Spike in Cerner Critical This behavior-based policy Behavior-based High
Events [Cerner DB] detects violation when user

performs critical cerner activity
than his/her normal behavior
of performing that activity.

649009 User Created & Deleted This policy detects auser who Quick Alert High
in24 Hours [CernerDB] | s created and deleted the
same user account withinthe
past 24 hours, indicating
EventName=User

Added| | User Deleted. This
indicates possible misuse of
administrative privileges.

649011 Co-Worker Snooping This policy detects ifan Rule-based High
Activity [Cerner DB] employee is looking at patient
records of aco-worker.

Cerner [HttpListener]
Signature ID Policy Name Policy Description Policy Type Criticality
647001 Snooping After Patient This rule-based policy detects | Quick Alert Medium
Discharge Date [Cerner | violation when Cerner
Listener] employee accesses patient
records after patient's dis-

charge date. Indicates pos-

sible exfiltration of critical
patient data.
647002 Activity by Terminated This policy detects terminated | Rule-based High
User [Cerner Listener] users who performany activ-

ity. This indicates insider threat
and possible datatheft.
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647003 Spike in Cerner Critical This is behavior-based policy | Behavior-based High
Events [Cerner Listener] | detects violation when user
performs critical Cerner activ-
ity than his/her normal beha-
vior of performing that activity.
647004 Multiple Login This quick alert policy detects Quick Alert Medium
Attempts/Muttiple multiple login attempts from
Accounts From Same )
) multiple accounts from same
Host[Cerner Listener] L
host. This indicates account
misuse.
647005 Login Attemptby Same | This directive-based, quick Quick Alert Medium
Account FromMultiple alert policy detects violation
Hosts [Cerner Listener] .
when login attempts by same
accounthas been made from
multiple hosts in specified
time. Indicates possible com-
promised account.
647006 Only Peerin Peer Group | This behavior-based policy Behavior-based High
Performing Critical Activ- | detects auser within apeer
ity [Cerner Listener] group who performs critical
activity that has notbeen per-
formed by other members of
the same peer group.
647007 Users with Title PRN Per- | Thisrule-based policy detects | Rule-based Low
forming Activities [Cerner Yiolation V\I/henlemployee with
Listener] title E’RN istryingto access
medical records.
647008 User Created & Deleted | This policy detects userwho | Quick Alert High
i”' 24 Hours [Cerner has created and deletedthe
Listener] same user account withinthe
past 24 hours, indicating
EventName=User
Added| | User Deleted. This
indicates possible misuse of
administrative privileges.
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647009 Employees accessing Access toarecord where Rule-based Medium
One's Own Repords both the Employee and
[Cerner Hitplistener] Patient SSN are same.

647010 Employee Accessing This policy detects userswho | Rule-based Medium
Records of Deceased performactivity on deceased

Patient[Cerner Listener] | patient's records. This indic-
ates possible account misuse

and datatheft.
649011 Account Performing This behavior-based policy Behavior-based High
Rere Cerr?er Activity detects abnormal activity
[Cerner Listener] when arare Cerner activity is
performed by user.
649013 Co-Worker Snooping This policy detectsifan Rule-based High

Activity [Cerner Listener] | employee is looking at patient
records of aco-worker.

Cerner Snooping [Database]

Signature ID Policy Name Policy Description Policy Type Criticality
650001 Family Snooping Activity | This policy detects an Rule-based High
[Cerner Snooping DB] employee looking at records

of patient staying in same
apartment with him/herand
having same lastname.

650002 Neighbor Snooping Activ- | This policy detects ifan Rule-based High
ity [Cerner Snooping DB] | €mpPloyee is looking up
patientrecords while
employee and patient stay
within distance of 1 mile.
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Cerner Snooping [HttpListener]

Signature ID Policy Name Policy Description Policy Type Criticality
650001 Family Snooping Activity | This policy detects an Rule-based High
[CernerSnooping employee looking at records
Listener] of patient staying in same

apartment with him/herand
having same lastname.

650002 Neighbor Snooping Activ- | This policy detects ifan Rule-based High
ity [Cerner Snooping employee is looking up
. patient records while
Listener]
employee and patient stay

within distance of 1 mile.
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Epic Insight Pack

Description

Epic is a software company making software for mid-size hospitals and healthcare organizations.
Epic offers a suite of healthcare software that supports functions related to patient care, clinical sys-
tems for doctors, nurses, emergency personnel and other care provides.

For more information, go to the following URL.: http://www.epic.com/

The HPE ArcSight UBA Epic Insight Pack imports detailed logs from Epic for the identification of
high risk user behavior using out-of-the-box behaviors and threat models specific to Epic and health-
care environments such as data snooping, VIP snooping and break-the-glass privileged user ses-
sions.

Connector

HPE ArcSight UBA imports activity data from Epic using a clarity file (a pipe-delimited file generated
by executing a query on Epic’s native database). When the clarity file is available, it can be imported
into HPE ArcSight UBA as a file import.
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Epic Insight Pack

1. Navigate to Add Data > Activity.

Hewlett Packard Views v Analytics v Reports v Configure v
Enterprise

# Security Dashboard > Entities

‘! £ Today ~ Y Filters e I& _D— Q’

e

U Resources Third Party Access
0 0 Intelligence
HIGH RISK USERS HIGH RISK UN-CORRELATED ACTIVITY ACCOUNTS
[}
.
a = @ E 9 1 ﬂ
Watch List Lookup Data Geolocation/ [l Account Metadata Glossary
o Network Map

=}
o [y =
= No High Risk Ent.
Peer Creation Organization Track Job Status
@ Rules Creation Rules
>
o More

2. Click Add New Datasource.

HewlettPackard  Dashboardv  Viewsv  Analyticsv  Reportsv  Configure v

& Schedule Activity Import Job

Select Datasource

@ Select Datasource to import activities from. Click on Datasource to edit datasource properties or add/edit attributes.

+ Add New Datasource

¥ Search

3. Inthe General Details section, provide the following information:

Add New Datasource
General Details
Datasource Name*

EPIC

1P Address

Select Device Type

£l

Specify timezone for activity logs*
T

Online Resource

Save Event

Specify a Datasource Name.
b. (Optional) Specify the IP Address or hostname for the datasource.

c. Fromthe Select Device Type drop-down list, choose EPIC or create a new device type if

EPIC does not exist.

d. Fromthe Specify timezone for activity logs drop-down list, select a timezone.

HPE Security ArcSight User Behavior Analytics 5.0 Application Insight Packs Guide Page 26 of 39

Powered by Securonix Confidential



Epic Insight Pack

4. Inthe Activity Connection Details section, provide the following information:

Add New Datasource

Activity Connection Details

Connection Name*

Create New Connection A EPIC_ACTIVITY

Select a Connection Type*
File Import v

Choose how you would like to import the activity Logs. You ca port data from a Tile, w

Upload a file?

(@

File Name*
EpicFile_2016_06_05.log

ated in /Securonix/securonix_home/fimport/in. You can change this location by cl

File Prefix
EpicFile_

.lonj

Batch Size
10000

Cking on More Settings Delow.

Provide a unique Connection Name, or use the default.

Enter a File Name, File Prefix, and File Postfix.

Qa o o o

Provide the Batch Size and Error count to terminate job.

5. Click Save and Close.

6. You can now select the new data source and click Preview to see the data.

Fromthe Select a Connection Type drop-down list, choose File Import.

7. Click Save and Next, and then, to finish setting up the Epic activity import, proceed with steps
2 through 5 of the Add Activity Data section in the HPE ArcSight UBA Administration Guide.
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Content

Epic [Database]

Signature ID Policy Name Policy Description Policy Type Criticality
657001 Activity by Terminated This policy detects terminated | Rule-based High
User(] users who performany activ-
ity. This indicates possible
accountmisuse and datatheft.
657002 Activity after Discharge This policy detects userswho | Quick Alert Low
date ] performany activity on a
patient after his/her dis-
charge. This indicates pos-
sible account misuse and data
theft.
657003 Activity on Specific This policy detects userswho | Quick Alert Low
Patient(s) [] performany activity on spe-
cific patients. This indicates
possible account misuse and
datatheft.
657004 Breakthe Glass Activity [] | This policy detects userswho | Quick Alert Low
performany '‘Breakthe Glass'
activity. This indicates possible
account misuse and datatheft.
657005 Activity on Deceased This policy detects userswho | Quick Alert Low
Patient's Record] performactivity on deceased
patient's records. This indic-
ates possible account misuse
and datatheft.
657006 Activity on Family Mem- This policy detects userswho | Rule-based Low
ber's Record|] perform activity on patient's
records who are their family.
This indicates possible
accountmisuse and datathett.
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657007 Activity by aUser from This policy detects auserwho | Quick Alert High
Multiple IPs [] logs into Epic multiple times
frommultiple IP addresses
within a 1-hour period. This
indicates possible account
misuse.

657008 Self Examination Activity | This policy detects userswho | Rule-based Low
[ performany activity on their
own records. This indicates
possible account misuse and
datatheft.

657009 VIP Activity [] This policy detects userswho | Quick Alert Low
performany activity on a
patient classified as a VIP. This
indicates possible account
misuse and datatheft.

657010 Type 7 Activity Per- This policy detects userswho | Quick Alert High
formed|] perform'Type 7'type of activ-
ity on their own records. This
indicates possible account
misuse and datatheft.

657011 Excessive # of Break The | This policy detects users who | Behavior-based High
Glass|] perform excessive number of
'‘Breakthe Glass' activity. This
indicates possible account
misuse and datatheft.

657012 Activity by an Employee This policy detects ifan Rule-based High
on Co-Worker [] employee is performing any

activity onthe patientrecords
ofaco-worker. This indicates

possible account misuse.
657013 Activity by an Employee This policy detects an activity Rule-based High
on Relative [] performed by an employee

on patient records of his/her
family member. This indicates
accountmisuse.
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Epic Snooping [Database]

Signature ID Policy Name Policy Description Policy Type Criticality
658001 Activity by Employee on | This policy detects ifan Rule-based High
Neighbor ] employee is looking up
patientrecords while
employee and patient stay
within distance of 1 mile.
658002 Employee Performing This policy detects an Rule-based High
Activity on Family Mem- employee looking at records
bers|] of patient staying in same
apartmentwith him/herand
having same last name.
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Google Apps Insight Pack

Description

Google Apps is a set of web application by Google such as Google Email, Google Calendar, and
Google Drive. All these web applications offeran online altemative to traditional office suite software.
For more information, go to the following URL: https://developers.google.com/google-apps/

The HPE ArcSight UBA Google Apps Insight Pack imports Google Admins, Drive, Google Token and
Login related events (such as files created or edited, logon activity, account creation/deletion), and
detects account misuse related to access of confidential files or conducting privileged activity.

Connector

To connect to Google apps, you need the following information:

o Project

« Serice Account Emalil
o Admin User Email

o Private Key File (.p12file)

To connect to an application under Google Apps, you must create individual connections and activ-
ity imports for each application. The main steps are similar forimporting activity data from the various
Google Apps, we will use “Google Drive” as an example:

HPE Security ArcSight User Behavior Analytics 5.0 Application Insight Packs Guide Page 31 0f39

Powered by Securonix Confidential


https://developers.google.com/google-apps/

Google Apps Insight Pack

1. Navigate to Add Data > Activity.

Hewlett Packard Views v Analytics v Reports v Configure v

Enterprise

# Security Dashboard > Entities

& 4 Today ~ Y Filters ]
v 0 0
" HIGH RISK USERS HIGH RISK UN-CORRELATED ACTIVITY ACCOUNTS
a o @
Watch List
o
- o
= No High Risk Ent.
Peer Creation
e Rules
©

0

Activity Resources

222

Lookup Data

Organization
Creation Rules

Geolocation /
Network Map

Track Job Status

» More

¢

Third Party
Intelligence

e

Access

Account Metadata Glossary

2. Onthe Schedule Activity Import Job tab, click Add New Datasource.

HewlettPackard  Dashboard v Views v Reports v Configure v

Analytics v

& Schedule Activity Import Job

Select Datasource

@ Select Datasource to import activities from. Click on Datasource to edit datasource properties or add/edit attributes.

+ Add New Datasource

3. Inthe General Details section, provide the following information:

View And Update Datasource Details LS

General Details

Google Test

a. Specify a Datasource Name.

b. (Optional) Enterthe IP Address or hostname for the data source.

c. Fromthe Select Device Type drop-down list, choose Google Drive.

d. Fromthe Specify timezone for activity logs drop-down list, select a timezone.
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4. Inthe Activity Connection Details section, provide the following information:

Add New Datasource *

Activity Connection Details

would like to import the activity logs. You can import data from a file, windows machine, oggers or SIEM solutions.

Batch Size
10000

or
100000

Minimur attempt after which job should not firein case of frequent failures

Project®

Service Account Email®

Admin User Email*

Private Key il (p12ile)*

UserKey*
all

Appiiction name for which the events are tobe rerieued
Separator
1

> More Settings

SV Save and Close

Fromthe Select a Connection Type drop-down, choose Google Report.
Enterthe Project.

Provide a Service Account Email and an Admin User Email.

Upload the Private Key File.

®© o 0o o o

Fromthe Application Name drop-down list, select drive.
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5. Select the data source and click Preview to see the data.

e asas e stivnst Camsigurstion ©
«
e epic
ek [
- [
testMicssh ATESIgNt_MCrosoft W (EF)
Select a datasource from the s and hit previewto see the first 100 tnes
@
2016.03-26720:42:14 56271 " CeA/as-U3I2Pof 1169.156.48.5] comI10603799264 Data_diction =
2016-03-26720:42:01. XIF: wusC nwalo’ ccom 12nesp
2016.03-26720:41:51, XIF AJUTAIOVPGILSWBIIIVIZVAKPI S 78, 1ZneGpUWUE
2016-03-261 3444577 ityl*x1F-Ugiagyg Ace KYagwl 9 i <oml108307. 5295 cessI0BBLZa2b)
20160 1 XIF A/NEBSUOLGEU | W-NHPBL2aN T lsknatig@securonis,coml 108307 2vzzKC
2016-03 2730647017348 Wityl x1F.  XikCrnfyo2Zs2Lg Vsknatio@securonix.c
2016-03-28720:37:55.1 5140714766932 Ryl IF- At chgay vEli260 385:94t:cd7 sk hali ix.coml108307 SKFTF3SaBNF
2015.03-28720:37:28. e ity X F-Ug] AJGle3WR kpho' Tsknatic ;
2016-03-28120:37:22 68621 ¥1F _oly)eSHEr 1440:4980: FITF35aBWIySI TEQUMAlun
2016-03-28T20:34:14. i 161703866 i ity F-Ug ) e0ADGABTIIT3.137.17 mix.comi1
16-03-26120:32:31 8022 XIF £A/VODXCOqU1 (RMSQ_XMLP30GFYOWY11216.0.236. 73

6. Savethe new data source, select it fromthe list, and then, to finish setting up the Google activity
import, proceed with steps 2 through 5 of the Add Activity Data section in the HPE ArcSight UBA

Administration Guide

Content

Google Admin [API]

Signature ID Policy Name

Policy Description

Policy Type

Criticality

1000065 Activity by Terminated

account-Google Apps
Admin

Inactive users performing
activities.

Rule-based

High
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Google Drive [API]
Signature ID Policy Name Policy Description Policy Type Criticality
785001 Drive Permissions to This policy detects any activity | Quick Alert High
External Domain [G performed by anon-company
Drive] domain;for example, per-
missions for files sentfromthe
drive, files accessed fromthe
drive, etc. This indicates intel-
lectualtheft by anon-domain
user.
785002 Activity by Terminated This policy detectsterminated | Rule-based High
User [G Drive] users who perform activities
on Google Drive. This indic-
ates possible account misuse
and datatheft.
785003 Suspicious Activity From | This policy detects suspicious | Quick Alert Medium
Malicious IP by Threat activities from malicious IP
Intelligence [G Drive] addresses. This indicates the
presence of malware.
785004 Activity by Non-Cor- This policy detects any activity | Quick Alert High
porate User [G Drive] performed by anon-company
user on Google Drive;for
example, viewing documents,
editing, etc. This indicates intel-
lectualtheft by anon-com-
pany user.
785006 Drive Permission Setto This policy detects auserwho | Rule-based Medium
Self [G Drive] grants permissions to his or
her own accountallowing
access to view, edit, down-
load, etc.,documents from
their own Securonix domain
toanon-Securonix domain
email. This indicates possible
datatheft.
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785008

Activities by aUserfrom
Muttiple IPs [G Drive]

This policy detects auser who
performs activities on Google
Drive frommuiltiple IP
addresses withina 1-hour
period. This indicates possible
accountmisuse.

Quick Alert

High

785009

Activities by aUserfrom
Muttiple Locations [G
Drive]

This policy detects auser who
performs activities on Google
Drive frommuiltiple IP
addresses within a 1-hour
period. This indicates possible
accountmisuse.

Quick Alert

High

785011

Publicly Shared Docu-
ments [G Drive]

This policy detects auser who
shares adocumenton
Google Drive with anyone on
the Internet or anyone with a
linkfromthe Internet. This
indicates possible datatheft.

Quick Alert

High

785012

Permissionto Com-
petitors [G Drive]

This policy detects an activity
where one user grants per-
missions to other users who
have acompetitor's domain
address. This indicates pos-
sible intrusion, datatheft, or
intellectual property theft.

Rule-based

High

785013

Downloads from Same
Account but Different IP
Addresses [G Drive]

This policy detects files down-
loaded by the same account,
using differentIP addresses,
within a 1-hour period. This
indicates activities from mul-
tiple locations,and may indic-
ate account misuse.

Quick Alert

Medium

785014

Activities on Sensitive
Files [G Drive]

This policy detects any type of
activity, such as viewing, down-
loading, etc., performed on
sensitive files such as source
code orlicenses. This indic-
ates theft of sensitive files.

Rule-based

Medium
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785014 Activities on Sensitive File | This policy detects any type of | Quick Alert Medium
Extensions [G Drive] activity, such as viewing, down-
loading, etc,, performed on
sensitive files such as source
code or licenses. This indic-
atestheft of sensitive files.
785016 Files DeletedfromMan- | This policy detects auserwho | Rule-based Low
ager's Account[G Drive] | deletes documents owned by
their managers. This indicates
possible dataloss.
785017 Excessive # of Docu- This policy detects any user Quick Alert High
ments Uploaded fol- uploading excessive # of doc-
lowed by Permission uments, followed by per-
Change [G Drive] mission changes othe same
documents by the same user
andthe same document
being downloaded by
another user. This indicates
possible datatheft.
785018 Transactions not Per- This policy detects protocols Behavior-based Low
formed by Peers [G notfrequently or normally
Drive] used by members of apeer
group. This indicates unusual
activity by auser.
785019 Excessive # of Trans- This policy detects ahigh Behavior-based High
actions Performed [G amount critical transactions
Drive] like download, upload, print,
change of permission, etc. per-
formed on Google Drive by all
users onthe system. This
indicates possible datatheft.
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Google Login [API]

Signature ID Policy Name Policy Description Policy Type Criticality

1000038 Successful Login by Ter- | Terminated users having suc- | Rule-based High
minated User cessfullogon event.

1000039 Multiple failed logins fol- Multiple failed logins followed Rule-based Medium
lowed by asuccessful by asuccessfullogin.
login

1000040 Multiple logon from dif- Muttiple logon from different Rule-based Low
ferentIP address withina | IP address within agiven span
given span oftime oftime.

Google Tokens [API]

Signature ID Policy Name Policy Description Policy Type Criticality
1000041 Activity by Terminated Activity by Terminated Rule-based High
account - Google Apps account-Google Apps token
token
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Send Documentation Feedback

If you have comments about this document, you can contactthe documentation team by email. If an email clientis
configured on this system, click the link above and an email window opens with the following information in the subjectline:

Feedback on Documentation (HPE Security ArcSight User Behavior Analytics 5.0)

Justadd your feedback to the email and click send.

If no email client is available, copy the information above to anew message in aweb mail client,and send your feedback to
arc-doc@hpe.com.

We appreciate your feedback!


mailto:arc-doc@hpe.com?subject=Feedback on User Documentation (version 5.0)
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