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1. About this Guide

This guide includes instructions for installing the server components of ChangeMan ZDD on the
mainframe.

ChangeMan® ZDD is a network file system that operates on a PC networked with a z/0S®
operating system. From your PC, you can access data sets, job output, and ChangeMan ZMF
components that reside on a z/0S server.

See the Readme for the latest updates and corrections for this manual. The Readme is available
through the Micro Focus SupportLine website at

https://www.microfocus.com/support-and-services/documentation/ .

Audience and scope

Use this manual if you are responsible for any of these tasks:

+ Installing ChangeMan ZDD.

+ Upgrading ChangeMan ZDD from a prior release.

+ Managing mainframe change control or configuration management.
« Providing technical support for mainframe started tasks.

« Managing the mainframe security system at your data center.
Use this document to accomplish any of the following:

* Install a Sernet started task to act as a ChangeMan ZDD server.

+ Add components to a ChangeMan ZMF server to access it from a separate ChangeMan ZDD
server.

« Add components to a ChangeMan ZMF server to make it a ChangeMan ZDD server.

1. About this Guide



Navigating this book
This manual is organized as follows

* The first three chapters introduce you to ChangeMan ZDD architecture and discuss installation
requirements and issues.

+ The next four chapters provide detailed, step by step instructions for installing a ChangeMan
ZDD server.

* The last chapter tells you how to set certain ChangeMan ZDD options with XML pages in a file
on the mainframe.

+ Appendixes follow with additional information that may be useful.

Guide to ChangeMan ZDD Documentation

The following sections provide basic information about ChangeMan ZDD documentation.

ChangeMan ZDD Documentation Suite
The ChangeMan ZDD documentation set includes the following manuals in PDF format.

Manual Description

SER10TY User's Guide Provides instructions for applying licenses to enable
ChangeMan ZDD servers on the mainframe.

ChangeMan ZDD User’s Explains how to:
Guide

Install and configure the client components on your PC

Access and perform operations on mainframe data from

your
ChangeMan ZDD Tools Describes the following tools that you can use to assist in
Guide your development:

ChangeMan Edit
ChangeMan Diff

These tools use the Template Manager to control how
your code is displayed.

Navigating this book



Manual Description

ChangeMan ZDD .NET Describes how to use the .NET programming interface to
Programming Interface access ChangeMan ZDD functionality from your own
Guide programs and scripts.

ChangeMan ZDD COM Describes how to access ChangeMan ZDD functionality,
Programming Interface using COM Automation, from your own programs and
Guide scripts.

ChangeMan ZDD Server Provides instructions for installing ChangeMan ZDD
Installation Guide servers on the mainframe.

ChangeMan ZDD Edit Provides a summary of keyboard shortcuts that you can
Reference Card use with ZDD editing facilities.

These manuals are available through the Micro Focus SupportLine website at: https://

www .microfocus.com/support-and-services/documentation/ .

Related Documents

The following documents provide additional information that may be useful when installing or
using ChangeMan ZDD.

Manual Description
ChangeMan ZMF Provides explanations for informational, warning, and error
Messages Guide messages for ChangeMan ZMF and Sernet. These messages

may be displayed when installing or using ChangeMan ZDD.

ChangeMan ZMF Describes how to use ChangeMan ZMF features and functions to
User’s Guide manage changes to application components. Many of these
functions are available through ChangeMan ZDD.

Related Documents



Manual Description

ChangeMan ZMF Documents the most commonly used features of the XML
XML Services User's Services application programming interface to ChangeMan ZMF.
Guide

Using the Manuals

To view PDF files, use Adobe® Reader®, which may be downloaded for free at http://

get.adobe.com/reader/ .
6 Tip

Be sure to download the full version of Reader. The more basic version does not include the
search feature.

This section highlights some of the main Reader features. For more detailed information, see the
Adobe Reader online help system.

The PDF manuals include the following features:

+ Bookmarks. All of the manuals contain predefined bookmarks that make it easy for you to
quickly jump to a specific topic. By default, the bookmarks appear to the left of each online
manual.

« Links. Cross-reference links within a manual enable you to jump to other sections within the
manual and to other manuals with a single mouse click. These links appear in blue.

« Comments. All PDF documentation files that are delivered with ChangeMan ZDD have enabled
commenting with Adobe Reader. Adobe Reader version 7 and higher has commenting features
that enables you to post comments to and modify the contents of PDF documents. You
access these features through the Comments item on the menu bar of the Adobe Reader.

« Printing. While viewing a manual, you can print the current page, a range of pages, or the

entire manual.

+ Advanced search. Starting with version 6, Adobe Reader includes an advanced search feature
that enables you to search across multiple PDF files in a specified directory.

Using the Manuals
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Using Adobe Reader Advanced Search

To search all PDF documents in a folder, execute the following steps (requires Adobe Reader
version 6 or higher):

1. In Adobe Reader, select Edit | Advanced Search (or press Shift+Ctrl+F).

2. Select the All PDF Documents in option and use Browse for Location in the drop down menu
to select the folder you want to search.

3. In the text box, enter the word or phrase that you want to find.

4. Optionally, select one or more of the additional search options, such as Whole words only and
Case-Sensitive.

5. Click Search.

6. In the Results, expand a listed document to see all occurrences of the search argument in that
PDF.

Typographical Conventions

The following typographical conventions are used in the online manuals and online help. These
typographical conventions are used to assist you when using the documentation; they are not
meant to contradict or change any standard use of typographical conventions in the various
product components or the host operating system.

Convention Explanation

italics Introduces new terms that you may not be familiar with and
occasionally indicates emphasis.

bold Emphasizes important information and field names.

UPPERCASE Indicates keys or key combinations that you can use. For example,
press the ENTER key.

monospace Indicates syntax examples, values that you specify, or results that you
receive.

monospaced Indicates names that are placeholders for values you specify; for

jtalics example, filename.

monospace Indicates the results of an executed command.

bold

Using Adobe Reader Advanced Search



Convention

vertical rule |

Typographical Conventions

Explanation

Separates menus and their associated commands. For example, select
File | Copy means to select Copy from the File menu. Also, indicates
mutually exclusive choices in a command syntax line.

12



2. Introduction

This chapter provides a high level description of ChangeMan ZDD.

What is ChangeMan ZDD?

ChangeMan ZDD is a software infrastructure technology that makes mainframe data sets and job
output appear in Windows® Explorer and other desktop applications as though they are local files
or files on a Windows® network. It simulates a network file system on a Windows® platform that is
networked with a z/OS® operating system.

From your PC, you can access files, execute jobs, and examine output from jobs that reside on a z/
0S server. No special execution environment or programming interface is required.

ChangeMan ZDD also gives you desktop access to ChangeMan ZMF. ChangeMan ZMF instances,
applications, packages, and libraries appear as folders in Windows Explorer and other PC
applications. You perform many ChangeMan ZMF functions from your PC, and all of the software
configuration management rules and restrictions set up in ChangeMan ZMF apply.

ChangeMan ZDD has two components:

+ ChangeMan ZDD client, which is installed on your desktop workstation.

« ChangeMan ZDD server, which is installed on an enterprise server to provide access to files
and services on an LPAR.

The primary component of ChangeMan ZDD server is Sernet.

What is Sernet?

Sernet (previously called Serena/Network) provides communication and other services on the
enterprise server for Micro Focus Serena products. Sernet runs as a started task on an LPAR.

Some products, such as ChangeMan ZMF, run as applications under a Sernet instance. Other
products, such as ChangeMan ZDD, run on other platforms and use a Sernet instance to get access
to mainframe files and services.

The diagram on the next page is a logical view of the Sernet architecture.

2. Introduction 13



Serena Software SERNET Architecture
Serena Software SERNET Architecture

IBM Mainframe z/OS LPAR Complex with Shared DASD
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Direct access to ChangeMan ZMF components in a change package | Direct access to ChangeMan ZMF components in a change package
from a workstation running Windows. from a workstation running Eclipse.

The diagram shows two Sernet instances on separate LPARs, each managing a ChangeMan ZMF
instance. Users access these ChangeMan ZMF instances from the Web, from workstations in the
distributed environment, and from TSO sessions in the z/OS environment. The TSO user in the last
LPAR is using the Load Balancing Option of ChangeMan ZMF to work from a mainframe
environment where there is no Sernet or ChangeMan ZMF instance.

Serena Software SERNET Architecture
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ChangeMan ZDD Server

When you configure a ChangeMan ZDD client on your desktop workstation, you specify one or
more ChangeMan ZDD servers.

Each ChangeMan ZDD server is a Sernet started task. Each Sernet started task that acts as a
ChangeMan ZDD server must:

+ Connect to the network with TCP/IP.
* Run with licenses that enable ChangeMan ZDD programs.

* Run with Sernet keyword option XCH=port to provide connectivity to ChangeMan ZDD clients.
In the ChangeMan ZDD client, you configure each server definition with:

« An IP address for the LPAR where the ChangeMan ZDD server resides.

« A port number for connectivity, which is the port number specified in the XCH=port keyword
option for the Sernet started task.

Accessing ChangeMan ZMF Servers

From a ChangeMan ZDD client on a desktop workstation, you may access one or more ChangeMan
ZMF servers through a ChangeMan ZDD server.

You need only one ChangeMan ZDD server on an LPAR to access all instances of ChangeMan ZMF
running on that LPAR.

ChangeMan ZDD Server Design

If you already have a Sernet instance running another product, you can use that started task to act
as a ChangeMan ZDD server, or you can install and configure a separate Sernet started task to act
as a dedicated ChangeMan ZDD server.

We recommend that you install a separate Sernet started task to act as a dedicated ChangeMan
ZDD server.

A separate started task will:

- Reduce contention for Sernet resources

+ Avoid operational conflicts in areas such as scheduled downtime and disaster recovery
priority

ChangeMan ZDD Server 15



Installation tasks in this manual are separated into three chapters. Execute the steps in the chapter
or chapters that describes the design that you want to use for your ChangeMan ZDD server:

+ Build Dedicated Sernet Started Task tells you how to build a Sernet started task that is
dedicated as a ChangeMan ZDD server.

+ Connect To ChangeMan ZMF tells you how to prepare an existing ChangeMan ZMF server for
access through a separate ChangeMan ZDD server.

+ Add ChangeMan ZDD To ChangeMan ZMF tells you how to reconfigure an existing
ChangeMan ZMF server to also act as a ChangeMan ZDD server.

While we do not recommend the design described in Add ChangeMan ZDD To ChangeMan ZMF, it
may be used if you want to use ChangeMan ZDD primarily to access a single ChangeMan ZMF
instance. Using an existing Sernet instance is also the quickest way to get ChangeMan ZDD
running to explore its capabilities and demonstrate its benefits.

Q Note

Regardless of which ZDD server design you choose, you must have a ZDD server on each LPAR
where a ZMF instance runs that you will access from ZDD clients.

ChangeMan ZDD Server Design
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Dedicated ZDD Server

This diagram shows a Windows workstation using a dedicated ZDD server Sernet A to access
mainframe data sets, jobs, and Unix files, and to connect to two ZMF instances, ZMF 2 and ZMF 3.
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Windows Mainframe
Computer Server
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ZDD Client ZDD Server
Temporary
Cache on Data Sets Unix Files
Local Drive
S
\\\
Data Unix
Sets Jobs Files
ChangeMan ZMF
Libraries &
Components
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ChangeMan ChangeMan
ZMF 2 ZMF 3
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Libraries A Libraries Libraries o Libraries
Libraries Libraries

Dedicated ZDD Server
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Non-dedicated ZDD Server

This diagram shows a Windows workstation using a ZMF server Sernet A as a ZDD server to
access mainframe data sets, jobs, and Unix files, and to connect to three ZMF instances, ZMF 1,
ZMF 2 and ZMF 3.

z/OS
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Computer Server
SERNET A
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Cache on Data Sets Jobs Unix Files
\ Local Drive \
<
—
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Baseline Packages - Promotion Baseline Packages - / Promotion
Libraries g Libraries Libraries | | Staging | Libraries
Libraries \ Libraries \
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ZDD Added to One ZMF Instance

This diagram shows a Windows workstation using a ZMF server Sernet A as a ZDD server to
access mainframe data sets, jobs, and Unix files, and to connect to ZMF instance ZMF 1.

This is the configuration that you use to add ZDD to an existing ZMF instance without installing a
dedicated ZDD server.
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3. Installation Requirements

This chapter describes requirements for installing a ChangeMan ZDD server in your mainframe
environment.

System Requirements

This section defines operating system and software requirements, memory requirements, and disk
storage requirements.

Operating System

ChangeMan ZDD 8.1.3 runs without modification on all IBM and plug-compatible mainframes
running z/OS®. See the Readme for a link to current information about OEM software compatibility
testing.

Software Requirements

You need the following system software to run ChangeMan ZDD in your mainframe environment:

+ One of the following external security systems:
IBM Security Server RACF®
CA ACF2™
CA Top Secret®
« SAF (System Authorization Facility) to interface to your security system.

+ At least IBM TCP/IP V3R1 for MVS. For TCP/IP V3R2, you must be at PUT level 9706 or above.

3. Installation Requirements 20



Memory Requirements

Sernet runs as a started task on each CPU that employs Sernet services. You may run multiple
Sernet instances on a single processor to test Sernet or its applications, to run different products at
different release levels of Sernet, or to achieve separation of control.

The recommended region size for a Sernet instance is zero megabytes (REGION=0M), which
provides the absolute maximum memory above and below the line. Sernet does virtually all work in
memory above the line, without spilling to DASD. To support hundreds of concurrent users, a large
amount of virtual memory is used. The symptom of insufficient memory is abend S878.

Q Note

If there are system exits that disallow REGION=0M, then set the Sernet region size to at least 48
megabytes (REGION=48M). Consider removing exits that limit memory acquisition, such as
IEALIMIT, which limits an address space from acquiring more than megabytes above the line, or
increase the maximum allowed to at least 48 megabytes

Each Sernet instance obtains 64 bytes of CSA (Common System Area subpool 245) to hold a
Subsystem Communications Vector Table (SSCVT) control block. One SSCVT is required for each
Sernet started task on a processor. To avoid fragmenting memory, this short piece of memory is
never released (FREEMAIN). When Sernet is shut down and restarted, it reuses the same anchor
block until the next IPL clears it out.

Almost all Sernet mainframe programs are written in reentrant assembly language. Most load
modules have been given the RENT attribute at link-edit time as well as AMODE=31. Some load
modules reside below the line using RMODE=24, but most reside above the line using
RMODE=ANY. All memory that can be managed above the line is acquired there for memory
constraint relief.

DASD Space Requirements

The SERCOMC libraries unloaded from the download image or distribution CD require
approximately 16 cylinders of 3390 disk space.

Memory Requirements



License for ChangeMan ZDD Server

Licenses are required to activate Micro Focus Serena products on authorized CPUs. Licenses are
delivered to customers as XML-format documents attached to an email. If you do not have a
license for ChangeMan ZDD, contact your account representative.

ChangeMan ZDD Product Compatibility

ChangeMan ZDD uses these enabling technologies delivered in SERCOMC libraries:

» Sernet
* SER10TY License Manager
« Common Utilities

* XML Services

If you are installing Sernet as a dedicated ChangeMan ZDD server, use the files unloaded from the
ChangeMan ZDD download image or distribution CD to ensure that the mainframe server software
is compatible with the ChangeMan ZDD client software installed on PCs.

If you intend to use an existing Sernet started task for a ChangeMan ZDD server, or if you intend to
connect ChangeMan ZDD to ChangeMan ZMF, review the ChangeMan ZDD Readme for information
about software release level compatibility.

You can avoid compatibility problems between ChangeMan ZDD and other products by using
JOBLIB and STEPLIB instead of adding product load libraries or SERCOMC load libraries to the
LINKLIST.

CA Panvalet® and CA Librarian® Compatibility

Sernet includes program SERIFACE as an interface to CA Panvalet and CA Librarian. The source for
SERIFACE is delivered in the SERCOMC ASMSRC library, but you do not need to customize
SERIFACE to use CA Panvalet or CA Librarian with ChangeMan ZMF.

CA Panvalet must be at Release 12 or 14. Missing CA Panvalet PTF's can cause problems. If the
PAM module has been link-edited with the RENT option, SERIFACE abends with an SOC4. PAM is
not reentrant and must be link-edited with the NORENT parameter.

The CA Panvalet or CA Librarian product library must be available for calls from Sernet. If the
product library is not in the LINKLIST, then add the library to the STEPLIB in the Sernet started
procedure.

License for ChangeMan ZDD Server



At startup, Sernet tries to load modules LIBR for CA Librarian and PAN#1 for CA Panvalet. If the
load is successful, the interface to these products is enabled. If you have renamed program LIBR,

use Sernet keyword option LIB to tell Sernet the new name.

Software Conflicts

If you use any of the software products described in this section, read the information provided to

determine if you must take action to prevent conflicts with Sernet.

Micro Focus Serena Products

Programs for Micro Focus Serena enabling technologies are delivered in the SERCOMC libraries
with all Micro Focus Serena mainframe products. Use STEPLIB and JOBLIB with these mainframe
products instead of LINKLIST concatenations to avoid problems with software release

compatibility.

Abend-AID® (from Compuware Corporation)

If an abend occurs, Abend-AlID generates a formatted dump. However, some Sernet problems
cannot be solved without a full dump, so Micro Focus Customer Care accepts only full dumps

when helping you with abends.
If your installation uses Abend-AlID and you always want full dumps from Sernet, code the following

DD statement in the Sernet started procedure and any JCL that executes Sernet programs.

//ABNLIGNR DD DUMMY

PDSFAST (from Software Engineering of America)

At one time, PDSFAST would enqueue the temporary dataset created during a SERCOPY reallocate
function, preventing SERCOPY from renaming the dataset and finishing the recovery. This problem

has been fixed by the vendor.

PDSFAST and SERCOPY contain compression facilities that interfere with each other. Since you
cannot suppress the SERCOPY compression facility when SERCOPY is executed by the Sernet
started task (parameters are generated internally), you must suppress the compression facility in

PDSFAST for copy tasks initiated by Sernet.

Suppress PDSFAST compression for ChangeMan ZMF by adding this DD statement to the Sernet

started procedure:

//NPDSFAST DD DUMMY

Software Conflicts



MAINVIEW® SRM StopX37/1I™ (from BMC Software)

StopX37/Il intercepts DASD space abends and reallocates data sets. SERCOPY executed from the
Sernet started task compresses and reallocates PDS libraries. If both StopX37/Il and SERCOPY
attempt to fix a space problem, the results are unpredictable.

You must suppress StopX37/1l in a ChangeMan ZDD server by coding the following DD statement
in the Sernet started procedure:

//X37IGN DD DUMMY

Load Library APF Authorization

Some SERCOMC load modules have an Authorization Code of 1 (AC=1). Load libraries containing
these modules must be APF authorized. You must APF authorize all libraries in a JOBLIB or
STEPLIB concatenation when one library in the concatenation is APF authorized.

IPL

When you install Sernet, IPL your system if you need to accomplish the following:

+ APF authorize Sernet load libraries if you use a static APF list.
« Permanently APF authorize Sernet load libraries if you use a dynamic APF list.

« Pick up new entries in your security system, such as the following in IBM Security Server
RACF:

Static Class Descriptor Table

Started Procedure Table

Q Note

The SER10TY License Manager gives you a choice of storing licenses for Micro Focus Serena
mainframe products in CSA or in a PDS. If you choose to store licenses in CSA, reload the
licenses to CSA when you IPL. See the SERT0TY 4.3 User’s Guide for information about applying
licenses.

MAINVIEW® SRM StopX37/II™ (from BMC Software)
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4. Installation Considerations

This chapter describes issues you must consider and decisions you must make before installing or
configuring a ChangeMan ZDD server.

System Considerations

This section describes system issues that you must consider before you start the installation
process.

z/0S Subsystem

While each Sernet instance is identified by a "subsystem ID," Sernet is not a formal z/0S
subsystem like JES or DB2®; do not define Sernet in the subsystem name table in
SYS1.PARMLIB(IEFSSNxXx). If you define it in the subsystem name table, Sernet abends with an
S0C4 when it tries to update the subsystem communication vector table with the identifying
address space (ASID).

Updating the System Linkage Index

Each Sernet instance uses a system linkage index (a z/OS resource). The system linkage index is
not released when a Sernet started task is shut down. However, the next time the same subsystem
ID is initialized, the same system linkage index is used as before.

The NSYSLX parameter in IEASYSxx defines the number of linkage indexes (in addition to those in
the system function table) to be reserved as system linkages. The default number is 55. If your
environment has a number of subsystems defined that use system linkage indexes (for example,
DB2 and IMS V5), you might need to increase the value of NSYSLX if you define multiple Sernet
instances on the same LPAR.

4. Installation Considerations

25



Non-Swappable

The Sernet address space must be available at all times for asynchronous requests coming from
client desktops and from other z/0S address spaces. Each Sernet instance makes itself non-

swappable by internally issuing the following:
SYSEVENT TRANSWAP

TRANSWAP is IBM’s preferred method of making an address space non-swappable for long

periods of time.

Libraries and LINKLIST

We recommend that you do not add load libraries for ChangeMan ZDD server to the LINKLIST.
Instead, include a STEPLIB statement in the JCL for each Sernet instance, and include a JOBLIB or
STEPLIB statement in the JCL for each batch job submitted by a Micro Focus Serena product.

STEPLIB and JOBLIB are preferred because:

« If you license more than one Micro Focus Serena product and you do not keep the products at
compatible release levels, common load modules in a LINKLIST library might interfere with the

proper function of some of these products.
* You should segregate delivered (vendor) versions of load modules in libraries separate from

customized programs such as exits. It is easier to maintain the proper concatenation of
custom and vendor load libraries if they are in STEPLIB or JOBLIB statements in started

procedures and batch JCL.

Security Considerations

This section provides information about how ChangeMan ZDD security works, and it describes
security issues you must consider before you start the ChangeMan ZDD server installation

process.
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How ChangeMan ZDD Security Works
ChangeMan ZDD respects the mainframe security controls provided by RACF, CA ACF2, and CA
Top Secret:

+ You gain access to a ChangeMan ZDD server and other mainframe resources through your
TSO userid and password.
« ChangeMan ZDD only allows you to access data sets to which you have authority.

« ChangeMan ZDD provides your user ID to ChangeMan ZMF so that your authorization to
access functions, applications, and components can be verified.

Data Set Access for the Sernet Started Task

Grant the Sernet started task userid the highest general data set access authority possible. As
described above, all data sets and libraries accessed by ChangeMan ZDD are protected by your

security system.
If administrators and developers already have access to ChangeMan ZMF applications, functions,
and data sets through the ISPF interface on the mainframe, they will have the same privileges when

they use ChangeMan ZDD.

SAF and Your Security System

SAF is an acronym for System Authorization Facility, an interface defined by z/0S that enables
programs to use system authorization services to protect access to resources such as data sets
and z/0S commands. SAF provides a common interface for IBM Security Server RACF, CA ACF2,

and CA Top Secret where you define the security rules for an LPAR.

Sernet is configured to use SAF to interface to your security system. When you define Sernet
instances to your security system, you may also need to provide parameters to enable SAF.

Access to TCP/IP Functions

Access to TCP/IP Services in z/0S Communications Server requires a z/0OS UNIX security context,
referred to as an OMVS segment, for the user ID associated with a Sernet instance.

See the section “Requirement for an OMVS Segment” in the IBM publication z/0S Communications

Server: IP Configuration Guide.

Additionally, RACF PassTickets are a requirement for mainframe clients (not ChangeMan ZDD or
ChangeMan ZMF for Eclipse) connecting via TCP/IP. Instructions for generating RACF PassTickets

are detailed in Chapter 6, “Configuring Security”.

How ChangeMan ZDD Security Works



TLS Security

A server can be configured to use Transport Layer Security (TLS) encryption for secure
communications with that server. The TLS setting applies to all ChangeMan instances defined
under the server.

If TLS security is enabled, AT-TLS on the z/0S server must also be configured to use TLS on all
ports for this server, as well as all ChangeMan ports under this server. Likewise, if AT-TLS on the z/
0S server is configured to use TLS, the ChangeMan ZDD client must also be configured to use TLS.

Connection to the server will fail if its TLS setting does not match the AT-TLS configuration on the
z/0S server.

When a connection is requested, the TLS handshake requires that the server provide a trusted
server certificate, which is then authenticated by the client.

There are two ways for a company to supply a server certificate. One way is to purchase a
certificate from a universally recognized and trusted certificate authority, such as Symantec,
GlobalSign, or DigiCert. The Windows operating system will automatically trust certificates issued
from these trusted sources, and the client users don’t need to take any action at all to allow these
certificates to be accepted.

The other method, is for security administrators to issue their own self-signed certificates. A
company may choose go this route, rather than purchasing a certificate from a universally trusted
authority. Since a customer company is not an authority that is automatically trusted by Windows,
you will need to import our your company server's own root CA certificate into the “Trusted Root
Certification Authorities” certificate store on each and every client machine. Since this certificate
will have an expiration date, this process will have to be repeated periodically, each time the
certificate approaches its expiration date. Of course, none of this is necessary, if the company
purchases a universally trusted certificate.

If the server is configured to use TLS security, you can optionally log on using a client certificate,
rather than supplying a password. There is a new “Use certificate” check box in the Logon dialog
box.

The “Use certificate” check box is only present for servers configured to use TLS security. Logging
on with a client certificate requires SerNet and ChangeMan ZMF version 8.2.2+.

The client certificate will be issued by the security administrator. The client certificate needs to be
imported into the Windows “Personal” certificate store.

In order for the Client Pack to support client certificates for multiple RACF user ID’s, the common
name on the certificate must be the same as the RACF user ID. This is the default when a RACF
administrator generates the certificate. ChangeMan ZDD will not find the certificate in the
certificate store if the administrator calls it something different.
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In order to make the client certificate optional, but to have AT-TLS authenticate the client certificate

if the client supplies one, AT-TLS must have the ClientAuthType type configured as “Full”.

Sernet JCL

Expect to run at least two instances of Sernet:

1. One or more Sernet instances that support production versions of Micro Focus Serena
mainframe applications.

2. A test Sernet instance to test upgrades and modifications before they are installed into the
libraries running the production Sernet started tasks.

Before building Sernet started procedure, consider the issues described in the following
subsections.

Subsystem ID

Each instance of Sernet is identified by a unique one-character subsystem ID. Valid values for a
subsystem ID are:

* Blank (space)
* Numeric 0-9
« Alphabetic A-Z

« Special characters @, #, and S.

Q Note

Although a null (blank) subsystem ID is valid, we strongly recommend that you avoid using a
null subsystem ID.

A subsystem ID is assigned through Sernet keyword option SUBSYS=subsysID, which is input to
program SERVER.

Sernet JCL
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Sernet Started Task Names

As stated previously, you will have at least two Sernet instances: a test instance and a production

instance. You may also have multiple Sernet instances running on other LPARs.

Each Sernet started task must be assigned a unique identity in z/OS for console commands,
automated data center management tools, and SMF. There are three ways to establish a unique z/

0S identity for a Sernet started task:
+ Member name - Build a separate procedure (member) for each started task. Use only the
member name in the START command.

S SERPROC1

The Sernet started task jobname and identifier is SERPROCT.

« Identifier - Append an identifier to the procedure member name in the START command.

S SERPROC.SERTASK2,ID=2
The Sernet started task jobname is SERPROC and the identifier is SERTASK2.

« Jobname - Use the JOBNAME parameter in the START command.

S SERPROC, JOBNAME=SERTASK3,ID=3

The Sernet started task jobname and identifier are both SERTASK3.

If you use a common procedure for several Sernet instances, then you must use an identifier or a

JOBNAME parameter in the START command.

Q Note

When you assign a started task identity that is different from the started procedure member
name, IBM recommends that you use the JOBNAME parameter because it provides an identity

that is available to the most z/0S services.

Parameters for Sernet
Sernet behavior is controlled by keyword options input to program SERVER.

Passing Parameters to Sernet
Keyword options may be passed to Sernet in two ways:

Passing keyword options In the EXEC statement for program SERVER, as subparameters in the

PARM= parameter.

Sernet Started Task Names
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= Example 1:

//SERVER  PROC ID=1,0PT='XCH=1234"

//SERVER EXEC PGM=SERVER, *Started Task

// REGION=0M, *Maximum Region

/7 DYNAMNBR=200, *High allocations

/7 PARM="'SUBSYS=&ID,&0PT' *Execution Parms
‘= Example 2:

Override the SERVER parameters in Example 1 by setting symbolic parameters in the START
command.

S SERPROC, **ID=2,XCH=2345**

Passing keyword options in a data set

In a data set read by program SERVER at a DD statement referred to by the keyword option
DDNAME=ddname coded as a PARM= subparameter.

= Example

//SERVER PROC

//SERVER EXEC PGM=SERVER, *Started Task

// REGION=0M, *Maximum Region
// DYNAMNBR=200, *High allocations
!/ PARM="'DDNAME=ANYNAME' *Execution Parms

//ANYNAME DD DSN=SERCOMC.PARMS (SERPARM)

PDS member SERPARM contains:

SUBSYS=3 /* Sernet SUBSYS ID
XCH=3456 /* TCP/IP PORT #

Parameters for Sernet
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Sernet Options For ChangeMan ZDD

Keyword options listed in this section are required or are commonly used with a Sernet instance
that is used as a ChangeMan ZDD server.

See Appendix F, Sernet Keyword Options for detailed descriptions of the options listed here.

To find other Sernet keyword options that can be used with ChangeMan ZDD, look for "XCH" in the
“Application(s)” row of the description tables in Appendix F, Serenet Keyword Options.

Q Note

Any ChangeMan ZMF server at version 5.3.6 or above that you access with ChangeMan ZDD

must not use keyword option XML=NO, which suppresses XML Services.

Required Options

These parameters must be specified for a Sernet instance acting as a ChangeMan ZDD server.

Option Description

SUBSYS=x See SUBSYS in Appendix F

XCH=port or XCH See apl in Appendix F

SDNOTIFY=nnn See SDNOTIFY in Appendix F

Common Options
These options are commonly used with Sernet instances:

Option Description

DDNAME=ddname See DDNAME in Appendix F

EX003=NO See EX003 in Appendix F

Other Options
These options may be specified for a Sernet instance acting as a ChangeMan ZDD server under
special circumstances:

Option Description

COMPRESS=[0|1] See COMPRESS in Appendix F

CONNECTCHECK=[YESINQ] See CONNECTCHECK in Appendix F

EXPIRE=HhhMmm See EXPIRE in Appendix F
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Option Description

MIGRAT=volser See MIGRAT in Appendix F
RUNFOR=HhhMmm See RUNFOR in Appendix F
TCPIP=tcpiproc See TCPIP in Appendix F

SER#PARM DD Statement

Each Sernet started task creates and maintains a reference table of application TCP/IP addresses
and port numbers for Micro Focus Serena applications. This table is kept in a PDS referenced by
DD name SER#PARM in the Sernet started procedure. The TCP/IP addresses are stored in a

u_n

member named #SERx, where “Xx” is the subsystem ID of the Sernet started task.
Caution

Do not use the SER#PARM library for any other purpose. Sernet opens this library for output,
which can interfere with other uses of the file.

The following example shows the format of a #SERx member in a SER#PARM file:

* SMFI.SUBS APP DOT.TED.DEC.MAL PORT\# TCPIPROC --Update-Time-Stamp--
BH3A.SER1 XCH 111.11.111.111 11111 2008/08/15 @ 10:30:59
BH3A.SER1 CMN 222.22.222.222 22222 2008/10/19 @ 13:31:42

* END OF DATA

SERLIC DD Statement

The SER10TY License Manager gives you a choice of storing licenses for Micro Focus Serena
mainframe products in CSA or in a PDS.

If you store licenses in a PDS, that library must be named in DD statement SERLIC included in any
started procedure that connects to ChangeMan ZDD.
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SYSMDUMP DD Statement

The preferred means of gathering diagnostic information for a program interrupt in a Sernet
started task is through a data set allocated to a SYSMDUMP DD statement. The data set should
have these attributes:

//SYSMDUMP DD DISP=(MOD,CATLG,CATLG), * SYSMDUMP

/1 DSN=*somnode*.SERCOMC.SYSMDUMP (+1),

/1 UNIT=SYSDA, SPACE=(CYL, (200,100) ,RLSE),

/1 DCB=(DSORG=PS,RECFM=FBS, LRECL=4160,BLKSIZE=4160)

We recommend that you define a GDG index for the SYSMDUMP dataset to prevent diagnostic
information in the dataset from being overwritten when the Sernet instance is restarted after an
abend.

SYSTCPD DD Statement

If there are multiple TCP/IP started tasks running on the same LPAR, you may need to code DD
name SYSTCPD in the Sernet started procedure. See topic “Considerations for Multiple Instances
of TCP/IP" in the IBM publication z/0S Communications Server IP Configuration Guide.

Component Libraries

When you allocate mainframe libraries for ChangeMan ZDD server components, consider the
following:

Preserve the components delivered with the release. If you modify a ChangeMan ZDD server
component, you may need the original version if your changes do not work as expected.
Segregate “vendor” and “custom” components in separate libraries.

Use the last node of the vendor library name when you name your generic and custom
libraries.

This example shows segregated vendor and custom component libraries:
Delivered Library:

SERCOMC.V8R1M@ . LOAD

JCL Library:

//STEPLIB DD DISP=SHR, * CUSTOM LOAD
// DSN=*somnode* . SERCOMC.V8R1M®@.CUSTOM. LOAD
// DD DISP=SHR, * VENDOR LOAD
// DSN=*somnode* . SERCOMC.V8R1M®@.LOAD

SYSMDUMP DD Statement
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Job Review

The Job Review facility of Sernet makes mainframe job output available in ChangeMan ZDD Jobs
folders.

The Job Review facility uses the same subsystem interface as the TSO STATUS command. Job
Review is not directly connected to SDSF or other job output viewing tools, and it does not offer the
same options for viewing and manipulating output data sets.

What Job Review can make available to ChangeMan ZDD depends on how your components for
JES, security, and Sernet are configured. These components determine:

1. What job output can be selected by the subsystem interface.

2. What job output a user is authorized to see.

Some of the components that can affect what users can see in ChangeMan ZDD Jobs folders
include:

+ JESJOBS and JESSPOOL resource classes

+ TSO output/status/cancel exit IKJEFF53

* RACHECK preprocessing exit ICHRCX01 (RACF only)
+ RACHECK postprocessing exit ICHRCX02 (RACF only)

If you make no changes to your existing configuration, ZDD Jobs folders may only show you this
job output:

+ JES2 - Jobs with job names consisting of your TSO ID plus one character.

+ JES3 - No jobs.

Sernet Exit SEREX003 for JES

Sernet exit SEREX003 restricts access to JES jobs and is delivered to customers in an enabled
state.

Starting with Sernet 7.1.1, exit SEREX003 allows read access to JES jobs that are not owned by the
userid. However, cancel/purge/requeue functions are restricted to jobs owned by the userid.

Since access to JES jobs is normally controlled by resource classes JESJOBS and JESSPOOL,
regardless of whether SEREX003 is activated, we recommend that you disable this exit. To disable
the exit, do one of the following:
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+ Use Sernet keyword option EX003=NO.

+ Customize the exit as described in comments at the top of the program source code.

Customizing the ChangeMan ZDD Client

When you access ChangeMan ZMF through its ISPF client, you can modify ZMF panels to fit your
requirements. The ISPF interface can be customized further with exit programs that run in the ISPF
address space and alter information that is passed to the panels.

The ChangeMan ZDD client does not offer this same flexibility. Most ZDD dialogs that access
ChangeMan ZMF functions are fixed, and ZMF exit programs cannot modify what appears on ZDD
dialogs.

However, ZDD 3.2 and higher can read parameters and options coded in XML on the mainframe
that can alter the behavior and appearance of some ZDD client dialogs. These XML pages control:

« Field labels, edit rules, and default values for the ZDD client Build dialog. This dialog is the
equivalent of the ISPF staging panels and the User Option Panel (CMNUSRO01).

« Library types available in the ZDD client. This function is like ZMF exit program CMNEX035
that hides library types in the ISPF interface.

+ User-defined options for the Audit, Demote, Promote, and New Package dialogs.
+ Enabling or disabling of ZMF commands in the ZDD client.

+ Package fields that a user may or may not update.

The XML pages are stored in members of a mainframe PDS(E) library that is named in DD
statement ZDDOPTS in the ZMF server JCL. The server must be running at ZMF 5.3.6 or higher.

If you plan to access ZMF 5.3.6 or higher through ChangeMan ZDD, analyze the following in your
environment:

« Customization of stage processing panels in the ISPF client.

« Customization of exit program CMNEX035.

+ User-defined options for the Audit, Demote, Promote, and New Package functions.
+ Which ZMF functions a user will be allowed to access.

« Which package fields a user may or may not update.
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5. Unload Mainframe Components

This chapter lists tasks you perform to unload ChangeMan ZDD components from the download
image or distribution CD and create libraries on the mainframe.

Mainframe PDS libraries for ChangeMan ZDD server are delivered in compressed binary format.
This chapter tells you how to unload the files from the download image or distribution CD, copy the
files to the mainframe, and expand the files into PDS libraries.

To execute this process, you need:
« TCP/IP FTP connectivity from your PC or workstation to the mainframe computer.
* The dotted decimal IP address or domain name of the LPAR on the mainframe.

« A mainframe userid and password.

« Security authorization to allocate files on the mainframe.

When the unload process is complete, PDS libraries for ChangeMan ZDD server reside on the
mainframe, ready for the rest of the server installation procedure.

If you have problems with the automated steps in this procedure, you may execute the same
functions manually by following the instructions in Appendix C, "Manual File Transfer and Expand.

Q Note

In this chapter: v = Version number for ChangeMan ZDD r = Release number m = Maintenance
release number

Step 1: Unload the Files

Execute this procedure to copy files from the distribution media to a work station or network drive,
build an FTP command file, and create JCL for a mainframe job to execute TSO RECEIVE
commands.

1. If you have a distribution CD, go to Step 5.

2. If you download ZDDSRVvrmSetup.exe from the Micro Focus SupportLine website, double-
click ZDDSRVvrmSetup.exe.

3. On the Location to Save Files dialog box, select the folder where you want to store
InstallShield Wizard setup files. (These are not the files you will transmit to the host.)

5. Unload Mainframe Components
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« Click Next to accept the default folder, or...

« Click Change..., select a different folder, click OK, and then click Next.

Q Note

If you have previously executed these steps for this release of ChangeMan ZDD, the
Overwrite Protection dialog box opens. You can safely click Yes to All to overwrite all
setup files.

The Extracting Files dialog box opens, then the Preparing to Install dialog box opens, and
then the ChangeMan ZDD Server v.r.m - InstallShield Wizard starts. Go to Step 10.

4. Insert the distribution CD into your optical drive.

5. If autoplay is enabled, the ChangeMan ZMF Client Pack menu opens. Go to Step 8.

6. If autoplay is not enabled, navigate to the CD drive, open the Autorun folder, then click
AUTORUN.exe.

7. On the ChangeMan ZMF Client Pack menu, click option Install ChangeMan ZDD v.r.m Server.
The Preparing to Install... dialog box opens, and then the ChangeMan ZDD Server v.r.m -
InstallShield Wizard starts.

8. On the on the Welcome ...dialog box, click NEXT.

Q Note

If you previously installed this version of ChangeMan ZDD Server from this workstation, the
Welcome dialog box gives you three choices:

* Modify

* Repair

* Remove
Check Remove and click Next on this dialog box, and then click OK on the Confirm Uninstall

dialog box to uninstall the existing ZDD Server artifacts. Click Finish on the Uninstall
Complete dialog box, and then restart the unload procedure at Step 1.

9. Read the text in the End User License Agreement scroll box. If you agree to the terms stated in
the End User License Agreement, check “l accept..." and click Next.

10. On the Choose Destination Location dialog box, select the folder on your workstation into
which ChangeMan ZDD installation files are copied:

Click Next to accept the default folder, or...

Click Browse, select a folder, click OK, and then click Next.

Step 1: Unload the Files



11. On the Customize Ftp Template dialog box, choose whether to automatically customize the
FTP commands used to transmit ZDD server components to the host.

Check Yes to automatically customize the FTP command file, then click Next to continue,
or...

Check No to skip FTP command file customization and click Next to continue at Step 16.

Q Note

If you skip customization, you can manually edit the transfer commands later, or you can use
a manual process to transfer ZDD server components from your workstation to the host as
described in Appendix C,Manual File Transfer and Expand.

12. On the Enter FTP Parameters dialog box, type the following information (not case sensitive):
+ IP Address or Host Name - The dotted decimal IP address or domain name of the
mainframe host
* User ID - Your host logon (TSO) ID Click Next.

13. On the Specify the High Level Qualifier of the host datasets dialog box, type the following
information (not case sensitive) and then click Next.

« Transmitted File HLQ - High level qualifiers for the host data set names of the binary XMIT
files transmitted from your workstation
+ PDS Libraries HLQ - High level qualifiers for the host data set names of the PDS libraries

expanded from the binary XMIT files.

14. The Setup Status dialog box opens as files are decompressed and copied to your workstation
or network destination folder, the FTP command file is built, and JCL for the mainframe
RECEIVE job is created.

15. When the unload process is completed, the InstallShield Wizard Complete dialog box opens.
Check | would like to view the README file and click Finish.

16. If you installed from a distribution CD, close the ChangeMan ZMF Client Pack menu dialog
box.

Step 1: Unload the Files
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Q Note
Follow these rules when setting high level qualifiers:
+ The host User ID specified in step Step 14 must have authority to allocate files with the
HLQ you specify here.
+ Do not enter leading or trailing periods.
Do not enter parenthesis or quotes (single or double).
Do not specify HLQ longer than 17 characters (including embedded periods).

HLQ entered in this dialog box are not case sensitive, even though they are embedded in
the RECEIVE job that is run on the host.

Do not choose high level qualifiers that will create data set names that already exist on

the mainframe. The transmit process and the RECEIVE job will overlay existing data sets.

Step 2: Transfer Files to the Mainframe

The installation wizard generates an FTP command file to transmit binary XMIT files containing
ZDD Server components to the mainframe host. In this step, you edit the FTP command file, then
execute the FTP file transfer.

Your workstation must be connected to the network to transfer files to the host.

Q Note

If you have difficulty with this automated FTP process, or if you want to use 70 emulator
software instead of FTP to transfer the files to the host, go to Appendix C,Manual File Transfer
and Expand.

Execute this procedure to transfer ChangeMan ZDD server files from your workstation or network
drive to the mainframe using FTP

1. On the workstation where you ran the installation wizard, go to Start | Programs | Micro Focus
| ChangeMan ZDD Server v.r.m and click Edit FTP Input to open the FTP command file for edit.

2. In the FTP command file, overtype \<PASSWORD> in the third line of the file with your
mainframe password.

3. Save the file to the same file name.

4. Go to Start | Programs | Micro Focus | ChangeMan ZDD v.r.m and click FTP File to Host to
initiate the file transfer.

Step 2: Transfer Files to the Mainframe
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5. Go to Start | Programs | Micro Focus | ChangeMan ZDD v.r.m and click View FTP Log to verify
that the files were transferred to the mainframe host.

6. If you see the following errors in the FTP Log, make the recommended corrections to the
FTP.Input file, then restart the process at Step 4.

Message Corrective Action

Unknown host... Edit the FTP.Input file and verify the IP
address or domain name of your
mainframe host.

530 PASS command failed Edit the FTP.Input file and verify that you
entered the correct user ID and
password.

Block size specified for the host [binary] Edit the FTP.Input file:

data set is invalid for the record length
Record length... invalid.

a: Delete these four command lines:
literal site cylinders

literal site blocksi=3120

literal site Ir=80

literal site recfm=fb

b:Replace the deleted lines with this
command (on a single line):

literal site recfm=fb Ir=80 blocksi=3120 cylinders

Not connected The FTP connection was lost so files
were not transferred. Reconnect and
restart the FTP process.

7. Go to Start | Programs | Micro Focus | ChangeMan ZDD Server v.r.m and clickEdit FTP Input to
open the FTP command file for edit.

8. In the FTP command file, overtype your password in the third line of the file with
\<PASSWORD>.

9. Save the file to the same file name.

Step 2: Transfer Files to the Mainframe



Step 3: Expand PDS Libraries with RECEIVE

The installation wizard generates a batch mainframe job to execute the RECEIVE command on
binary XMIT files transferred to the host. The RECEIVE job is transferred to the mainframe along
with the binary XMIT files.

Execute this procedure to submit the RECEIVE job on the mainframe to expand the ChangeMan
ZDD Server binary XMIT files into PDS libraries.

1. Log on to the mainframe host.

2. Edit the file named somnode.RECEIVE.ZDDvrm.TXT, where somnode is the Transmitted File
HLQ that you entered in the installation wizard. a. Replace the four /JOBCARD lines at the top
of the file with your JOB statements. b. Change the DATASET statements if you want different
output PDS library names.

3. Submit the job.

4. Examine each of the output PDS libraries to ensure that they are PDS libraries.

Q Note

The RECEIVE job can give a Return Code 00, and the job SYSOUT can show the message
“Restore successful to dataset...”, even when the RECEIVE process did not complete
successfully.

5. Save the RECEIVE job JCL.

ChangeMan ZDD server PDS libraries are now resident on the mainframe, ready for the rest of the
software installation procedure.

Step 3: Expand PDS Libraries with RECEIVE
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6. Build Dedicated Sernet Started Task

This section tells you how to build a Sernet started task to act as a dedicated ChangeMan ZDD
server.

In the diagram on Dedicated ZDD Server Sernet A is a dedicated ChangeMan ZDD server. ZDD
clients connect to Sernet A to access data sets, jobs and Unix files, and to access ChangeMan ZMF
2 and ZMF 3 that run on the same LPAR.

This chapter tells you how to build a dedicated ZDD server like Sernet A in the diagram on
Dedicated ZDD Server.

If you want to prepare an existing ChangeMan ZMF server for access through a separate
ChangeMan ZDD server, see Connect to ChangeMan ZMF.

If you want to reconfigure an existing ChangeMan ZMF server to also act as a ChangeMan ZDD
server, see Add ChangeMan ZDD to ChangeMan ZMF.

Step 1: Allocate Custom Libraries

Allocate a set of libraries for customized SERCOMC components. The following table shows an
example of vendor libraries and their corresponding custom libraries.

Vendor Libraries Custom Libraries
...SERCOMC.VVRrMm.ASMSRC ...SERCOMC.VVRrMm.CUSTOM.ASMSRC
...SERCOMC.VVRrMm.CLIST ...SERCOMC.VVRrMm.CUSTOM.CLIST
...SERCOMC.VVRrMm.CNTL ...SERCOMC.VVRrMm.CUSTOM.CNTL
...SERCOMC.VVRrMm.LOAD ...SERCOMC.VVRrMm.CUSTOM.LOAD

Recommendations for allocating CUSTOM libraries:

+ Choose data set names that comply with your data center standards.
+ Use the same RECFM and LRECL as the corresponding vendor library.
* You may optimize the BLKSIZE parameter.

« For simplicity, allocate SPACE=(CYL,(1,1,75)).
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Step 2: APF Authorize Vendor and Custom Load Libraries

Add these libraries to the APF list:

+ Vendor SERCOMC LOAD library that you unloaded from the download image or distribution
CD.

+ Custom LOAD library that you allocated in the previous step.
You can use the SETPROG system command to add these libraries to a dynamic APF list. If you use

a static APF list, you must IPL before you can execute some of the subsequent steps in the
installation process.

Step 3: Apply ChangeMan ZDD License

Apply the license you received from Micro Focus to enable ChangeMan ZDD. Refer to the SERT0TY
User’s Guide for instructions on how to apply the license.

Q Note

ChangeMan ZDD 8.1 requires a new license key.

The load modules, JCL, and other components that run SER10TY are included in the SERCOMC
libraries unloaded from the download image or the distribution CD.

Step 4: Allocate SER#PARM TCP/IP Address File

Sernet uses a PDS or PDSE file to store TCP/IP addresses and port numbers for Micro Focus
Serena applications. See SER#PARM DD Statement.

Caution

Do not use the SER#PARM library for any other purpose. Sernet opens this library for output,
which can interfere with other uses of the file.

If you already have a Sernet started task running in your enterprise, and the library in the
SER#PARM DD statement is available through shared DASD, you should use that library in the new
Sernet started procedure you are building here.

If you do not have an existing SER#PARM library available, allocate a PDS(E) with these
characteristics:
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DSN=node.SERNET.TCPIPORT * Recommended last node
DCB=(RECFM=FB,LRECL=80,BLKSIZE=0) * Let SMS set BLKSIZE SPACE=(CYL,(1,10,30))

“u_n

Sernet automatically creates a #SERx member (where “x” is the Sernet subsystem ID).

Step 5: Define XMLSPACE VSAM LDS

XML Services use a VSAM Linear Dataset (LDS) to map the relationships between XML schemas
and DSECTS used for fixed-format control blocks and copybooks. This data sets is referenced by
the XMLSPACE DD statement in the Sernet started procedure.

Execute this procedure to define and populate the XMLSPACE VSAM LDS.

Q Note

This step also creates a sequential MAPDATA dataset used by the XML prototype tool
XMLSERV.

1. Copy member XMLLOAD from the vendor SERCOMC CNTL library to your custom SERCOMC
CNTL library.

2. Edit member XMLLOAD in your custom CNTL library.
a. Code your JOB statement at the top.

b. In step RECEIVE, change DSN node placeholder somnode in the RECEIVE command INDS
parameter to point to your vendor SERCOMC CNTL library.

c. Change all other occurrences of DSN node placeholder somnode to create dataset names
that comply with your local naming conventions. Keep the last node name of MAPDATA.

3. Submit JCL member XMLLOAD.
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4. Examine the job output for problems:

a. Example of SYSTSPRT from job step RECEIVE:

READY

DELETE 'CMNTP.S6.V810.SERCOMC.MAPDATA'

IDC3012I ENTRY CMNTP.S6.V810@.SERCOMC.MAPDATA NOT FOUND+

IDC3009I ** VSAM CATALOG RETURN CODE IS 8 - REASON CODE IS IGGOCLEG-42

IDCO551I ** ENTRY CMNTP.S6.V81@.SERCOMC.MAPDATA NOT DELETED

IDC00@14I LASTCC=8

READY

RECEIVE INDS('CMNTP.S@.V810T06.SERCOMC.CNTL (XMLDATA)")

INMR9@1I Dataset DDNAME.MAPDATA from BATCHTSO on NODENAME

INMRO906A Enter restore parameters or 'DELETE' or 'END' +

INMR9@8A The input file attributes are: DSORG=SEQUENTIAL, RECFM=F, BLKSIZE=4096,
INMR9@9A You may enter DSNAME, SPACE, UNIT, VOL, OLD/NEW, or RESTORE/COPY/DELETE
INMROO1I Restore successful to dataset 'CMNTP.S6.V81@.SERCOMC.MAPDATA'

READY

END

b. Browse member XMLDATA in your SERCOMC CNTL library. Note the date and time in this
line of text near the top of the data set:

“SERNET XML Dsect Cross Reference. Created: 26 Jan 2011 02:23:40°

Then browse the new MAPDATA file and look for the same text at the top of that file. The
date and time should be the same as in the XMLDATA member.

c. Examine the job JEsmsGLG to verify that job step LOAD completed with rc=00 .

Step 6: Build Sernet Started Procedure

Execute these steps to build JCL for a Sernet instance

1. In your custom CNTL library, create a member for the Sernet started procedure. Name the
member according to the conventions you established in Sernet Started Task Name

2. Copy the contents of model JCL member SERVER in the vendor SERCOMC CNTL library into
the new Sernet started procedure member in your custom CNTL library.
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3. If you will store Sernet keyword options in a PDS or PDSE library member (see Passing
Parameters to Sernet, do the following:

a. Code keyword option DDNAME=ddname in the PARM= parameter for program SERVER.
b. Allocate a PDS or PDSE library with RECFM=FB and LRECL=80.

c. Add a ddname DD statement to the started procedure, and code the DSN to point to the
library that you allocated and the member where you will store Sernet keyword options.

4. In the STEPLIB DD statement:
a. Delete CMNZMF libraries.

b. Change the SERCOMC.CUSTOM.LOAD library name to point to the custom LOAD library you
created in Step 1: Allocate Custom Libraries.

c. Change the SERCOMC.LOAD library name to point to the vendor LOAD library you created in
Step 3: Expand PDS Libraries with RECEIVE respectively.

5. If you use a PDS to store licenses applied with the SER10TY License Manager (see Step 3:
Apply ChangeMan ZDD License, add a SERLIC DD statement to point to your license PDS.

6. Change the SER#PARM DD statement to point the PDS(E) that you created in Step 4: Allocate
SER#PARM TCP/IP Address File

7. Change the XMLSPACE DD statement to point to the VSAM LDS that you created and
populated in Step 5: Define XMLSPACE VSAM LDS.

8. Create a GDG index for SYSMDUMP datasets. (See SYSMDUMP DD Statement Change the
SYSMDUMP DD statement to point to the new GDG DSN (+1).

9. Add Sernet keyword options to the PARM= parameter for program SERVER or to the keyword
option PDS member. See Sernet Options For ChangeMan ZDD. Adjust the \&ID and \&OPT
symbolic parameters as needed.

10. Add ddnames that are required to resolve conflicts between Sernet and other software tools in
use at your site. See Software Conflicts.

11. Install the Sernet procedure in a system PROCLIB.

Step 7: Set Up Job Notification

The Job Notification facility of Sernet sends job completion messages to a user’'s workstation for
jobs that they submit through ChangeMan ZDD.

Q Note

Job Notification does not add messages to batch jobs submitted by ChangeMan ZMF, even
though you may use ChangeMan ZDD to initiate ChangeMan ZMF jobs.
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To enable Job Notification in a ChangeMan ZDD server, you set up a mainframe JCL fragment that
is automatically appended onto JCL submitted from ChangeMan ZDD.

Execute these steps to set up the Job Notification JCL fragment

1. Copy member SSERNTFY from the vendor SERCOMC CNTL library into your custom CNTL
library.

2. Edit member SSERNTFY in the custom library. Change the STEPLIB statement to point to the
vendor SERCOMC load library you coded in the STEPLIB for the Sernet started procedure.

3. Copy the updated SSERNTFY member from your custom CNTL library into a system PROCLIB.

Step 8: Set Up Job Review

See Job Review for more information about the Job Review facility.

As delivered in Sernet 7.1.1, Sernet allows read access to JES jobs that are not owned by the
userid. Cancel/purge/requeue are restricted to jobs owned by the userid.

Since access to JES jobs is normally controlled by resource classes JESJOBS and JESSPOOL,
regardless of whether SEREX003 is activated, we recommend that you disable this exit. To disable
the exit, do one of the following:

+ Use Sernet keyword option EX003=NO.

+ Customize the exit as described in source code comments at the top of the program.

Step 9: Configure Your Security System

Regardless of the security system you use, these are the tasks you must perform to set up a
dedicated ZDD server.

1. Set switches in local security routine SERLCSEC.

2. ldentify the Sernet instance to your security system as a started task and assign a user ID.
3. Permit data set access to files in the Sernet started procedure.

4. Set security for accessing USS file systems.

5. Define OMVS segments for access to TCP/IP functions.

6. Optionally restrict logon to the ZDD server.
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Customize SERLCSEC

SERLCSEC establishes the security environment for the user's subtask in Sernet so that the
subtask runs with the authority of the logged on user.

If you use RACF or CA ACF2, you can use the switch settings in program SERLCSEC that are
delivered in the LOAD library unloaded from the download image or the distribution CD.

Many CA Top Secret customers can run with the SERLCSEC switch settings that we deliver.
However, if you are using the CA Top Secret security system and you have too many security
violations, set the bit switch for \&LOGSVIO to zero.

Execute these steps to change switch \&LOGSVIO for CA Top Secret

1. Copy the source for program SERLCSEC from the vendor SERCOMC ASMSRC library to your
custom ASMSRC library.

2. Edit SERLCSEC to change the \&LOGSVIO switch. See the insert/delete below.

ID SOURCE LINES

&VERFYID SETB 1 (YES) SAF user ID verification

I - &LOGSVIO SETB @ (NO) security violation logging

D - &LOGSVIO SETB 1 (YES) security violation logging

&LOGSEL SETB 0 (NO) .selective logging (by calling pgm)

*ACF2 batch ids are specified in a user modifiable table
'"F ACF2BAT WORD 1' will find the start of this table.
Please modify it as necessary.
Notes:
#1 If &VERFYID is set to 'l' in a Top Secret (TSS) shop,
the started task must be set up as a MULTIUSER FACILITY.
#2 &LOGSVIO must be set to '1l' for &LOGSEL to have any affect.
If selective logging is selected, the logging is determined
by the calling program from products like XCH, CMN and CMW.

. I S T R

3. Copy model JCL member ASSEMBLE from the vendor CNTL library to your custom CNTL
library, edit the JCL, and submit it to assemble and link the SERLCSEC source in your custom
ASMSRC library into your custom LOAD library.
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4. If the return code from the assemble and link job is zero:
a. Compare the directory entries for SERLCSEC in your custom LOAD library to the directory
entries for SERLCSEC in the vendor LOAD library.
b. If they are not identical, adjust the assemble and link options in the ASSEMBLE job, and

submit the job again.

5. If you assemble and link SERLCSEC after you start a ChangeMan ZDD server, shut down the
Sernet started task and start it again to have the exit modifications take effect.

Configure RACF

The steps listed here provide examples specific to IBM Security Server RACF for accomplishing
security setup tasks. The following conventions are used in these examples:

+ SERPROC is the member name of the started procedure.
+ SERTASK is the jobname assigned to the started task when procedure member
+ SERPROC is started. See Step 6: Build Sernet Started Procedure.

+ SERUSER is the RACF user ID for all Sernet instances. If you want different RACF authority for
different Sernet instances, assign a unique user ID to each.

This section is not intended to be an authoritative reference for RACF command syntax. Your
security administrator should be aware of the intent of each step and should adjust the sample

command syntax if necessary.

1. Define the user ID that will be assigned to the Sernet started task:

ADDUSER SERUSER NAME('SERNET') OWNER(owner userid) +
DFLTGRP (group name) DATA('SERNET STARTED TASK')

2. Add each Sernet instance to the STARTED class to associate the started task with the user ID.
Use the following command:
RDEF STARTED SERPROC.SERTASK STDATA(USER(SERUSER) +

GROUP (groupname) )
SETROPTS RACLIST(STARTED) REFRESH

Q Note

With RACF 2.1 and higher, you may define started procedures to the STARTED class rather
than adding them to the RACF Started Procedure Table, which requires an IPL. The STARTED
class must be active at your site.
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3. In the STARTED class, specify both the started procedure member name and the jobname
assigned in the START command.See Sernet Started Task Names. You can use a wild card for

the jobname:
RDEF STARTED SERPROC.\*\* STDATA(USER(SERUSER) GROUP(groupname))

or

RDEF STARTED SERPROC.SER\* STDATA(USER(SERUSER) GROUP(groupname))

Configure CA Top Secret

The steps listed here provide examples specific to CA Top Secret for accomplishing security setup
tasks. The following conventions are used in these examples:

« SERPROC is the member name of the started procedure.
« SERACID is the name of ACID associated with the Sernet instance.

+ SERFAC is the name of Multiuser Facility created for the Sernet instance.

This section is not intended to be an authoritative reference for CA Top Secret command syntax.
Your security administrator should be aware of the intent of each step and should adjust the

sample command syntax if necessary.

1. Define the Sernet server as a Multiuser Facility, using one of the dummy facility entries in the
Facilities Matrix Table. See the CA Top Secret User Guide for information on how to add a new
facility. For example:

FACILITY (USERxx=NAME=SERFAC)
FACILITY (SERFAC=PGM=SER)
FACILITY (SERFAC=NOASUBM)

FACILITY (SERFAC=LCFCMD)
FACILITY (SERFAC=UIDACID=7)

2. Execute a TSS refresh to implement this parameter change, or perform a temporary change
until the next refresh or IPL by executing this command:

TSS MODIFY FACILITY(USERxx=NAME=SERFAC)

3. After the above TSS command has been completed, query CA Top Secret to verify that the
definition is correct.
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TSS MODIFY FAC(SERFAC)
The following messages are from a successful installation:

TSS95501 FACILITY DISPLAY FOR SERFAC

TSS95511 INITPGM=SER ID=T TYPE=013

TSS95521 ATTRIBUTES=INUSE,ACTIVE, SHRPRF,NOASUBM, NOABEND,MULTIUSER, NOXDEF
TSS95521 ATTRIBUTES=LUMSG, STMSG,SIGN (M), INSTDATA, RNDPW, AUTHINIT

TSS95521 ATTRIBUTES=NOPROMPT,NOAUDIT,RES, WARNPW,NOTSOC, LCFCMD

TSS95521 ATTRIBUTES=MSGLC,NOTRACE,NOEODINIT,IJU,NODORMPW, NONPWR,NOIMSXTND
TSS95531 MODE=FAIL DOWN=GLOBAL LOGGING=INIT,bMSG

TSS95541 UIDACID=8 LOCKTIME=000 DEFACID=*NONE* KEY=8

TSS95561 MAXUSER=03000 PRFT=003

TSS0300I MODIFY FUNCTION SUCCESSFUL

4. Create a CA Top Secret Started Task (STC):

TSS CREATE(SERACID) TYPE(USER) NAME('SERACID STC FOR SERNET')
FACILITY(STC,BATCH,SERFAC) DEPT(NAME) PASS(NOPW,Q)

5. Add the new STC to the Started Task Table:

TSS ADD(STC) ACID(SERACID) PROCNAME (SERPROC)

6. Add the SERFAC to the userids:

TSS ADD(SERACID) FACILITY(SERFAC)

Q Note

Repeat this command for each user that requires this access, or put it in a profile to which
users are attached.

For more information, refer to the CA Top Secret OS Reference Guide Volume 3, Section: TSS
Command Function.

Configure CA ACF2

The steps listed here provide examples specific to CA ACF2 for accomplishing the security setup
tasks. The following conventions are used in these examples:

+ SERUSER is the Sernet logon ID.

+ SERPROC is the started procedure name.
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This section is not intended to be an authoritative reference for CA ACF2 command syntax. Your
security administrator should be aware of the intent of each step and should adjust the sample
command syntax if necessary.

1. Change the ACF2 Global System Options (GSO) to associate a logon ID with started tasks. Set
up a default logon ID to allow all started tasks to come up successfully. From the TSO
command processing option, enter the following commands:

ACF2

SET CONTROL (GSO)

INSERT ACFSTCID (Set up default logon ID for started tasks)
OPTS STC (To have privilege of started task)

2. Set up SERUSER as unique logon ID for Sernet. From the TSO command processing option
enter the following commands:

ACF2

SET CONTROL (GSO)

INSERT SERUSER (To insert a new logon ID)
OPTS STC (To have privilege of started task)

3. To give ChangeMan ZMF enough dataset access to perform its functions, add non-cancel
authority NONCNCL or PREFIX(**#**x%%)

4. Add a TSO ID:

ACF SET LID
INSERT SERPROC JOB STC ACC-SRCE(STCINRDR) MUSASS

Q Note

MUSASS means multiple-user single address space system.

Caution

Verify that this ID is not assigned to a user as a TSO logon ID.

5. Add the following version-dependent definition to the environment: For ACF2 Version 6.x:

Configure CA ACF2 53



SET C(GSO)

INSERT CLASMAP.CMN

RESOURCE (CMN)

RSRCTYPE (CMN)

INSERT SAFDEF.CMN@O1

ID(CMNQO1)

PROGRAM (SER-)

RB(SVC109)

RACROUTE (REQUEST=AUTH CLASS=CMN)

6. Activate the resource type SER.ACF2

SET RESOURCE (SER)

Permit Data Set Access

Permit data set access to the user ID assigned to the ZDD server started task:

« READ access to all of the data sets coded in the ZDD server started procedure, except...
« UPDATE access to the data set in the SER#PARM DD statement.
« ALTER access to the data set in the SYSMDUMP DD statement.

Permit User Access to JES Output

Some SerNet services may write messages as JES output, while running under the security
environment of the logged on user. As such, if the JESSPOOL class is activated, all users must be
allowed UPDATE access to any JESSPOOL profiles that control JES output produced by the started
task. For JESSPOOL profiles, UPDATE access only allows users to write messages to JES SYSOUT.
It does not allow any other type of updates to JES spool files, such as re-queuing, deleting, holding,
or releasing output, all of which require ALTER access.

JESSPOOL profiles are defined using the following model:
nodeid.userid.jobname.jobid.ddsid.dsname
+ nodeid: Name of local JES NJE node

- userid: User ID of started task

+ jobname: Job name of started task
You can define any suitable JESSPOOL profile that covers the started task output with a universal

access of UPDATE. For example, the following would secure all of the output files produced by the
started task user ID.
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* STCUSER.**
A profile named like this would secure the output by started task name:

** STCNAME.**

Set Security for USS File Systems

If you want to use ChangeMan ZDD to access HFS files in Unix System Services on the mainframe,
you must make additional entries in your security system.

The instructions here describe commands for z/OS Security Server RACF. If you use CA ACF2 or CA
Top Secret, consult with your security administrator to determine the actions they must take in
those security systems to accomplish the same objectives.

In the commands that follow, the following conventions are used:
SERUSER is the user-id assigned to the Sernet / ZMF started task.

SERGRP is the RACF group assigned to the Sernet / ZMF started task.

1. Assign a non-zero UID to SERUSER by manually assigning the next available value:

ALTERUSER SERUSER OMVS (UID(xxx))

2. Permit access for SERUSER to two resources so it can manage HFS in USS:

PERMIT BPX.SERVER CLASS(FACILITY) ID(SERUSER) ACCESS(UPDATE)
PERMIT SUPERUSER.FILESYS CLASS(UNIXPRIV) ID(SERUSER)

ACCESS (READ)

SETROPTS RACLIST(FACILITY) REFRESH

SETROPTS RACLIST(UNIXPRIV) REFRESH

3. Ensure that the SERUSER default group SERGRP has a GID:

ALTERGROUP SERGRP OMVS(GID(YYY))

Set Security for USS File Systems

55



Define OMVS Segments For TCP/IP

Most user IDs requiring access to TCP/IP functions must have an OMVS segment.

To satisfy this requirement for the ChangeMan ZDD server and for ZDD users, do one of the

following:

+ Define an OMVS RACF segment for the userid of the ZDD server and for each ZDD user.

or

+ Use the default OMVS segment support provided by RACF and z/0S UNIX for users and
groups.
Q Note

You may have already defined an OMVS segment for the ZDD server user ID in Set Security for

USS File Systems.

See "Requirement for an OMVS segment” in the z/0S Communications Server IP Configuration

Guide.

Restrict Logon to ZDD

As described in How ChangeMan ZDD Security Works, ChangeMan ZDD respects the mainframe
security controls provided by your security system when a ZDD user works with files, jobs, and job

output.
In addition, you can require explicit permission at the user ID and group ID level to logon to a ZDD

server.
Execute these steps to restrict logon to a ZDD server:
1. Code Sernet keyword option CONNECTCHECK(YES) in one of these locations on a Sernet
instance that is acting as a ZDD server:

« The PARM= parameter for program SERVER in the Sernet started procedure.

+ The data set coded at the ddname that is specified in the DDNAME=ddname keyword option
in the PARM= parameter. (The default value for this keyword option is
CONNECTCHECK(NO).)

2. Define a FACILITY class profile:
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SERENA.CONNECT. sysname.XCHsubsys

Where:

*sysname* is the four-character SMF ID of the LPAR where the Sernet instance runs

*subsys* is the one-character subsystem ID of the Sernet started task

3. Permit READ access to the FACILITY class to user IDs and group IDs to allow logon.

Step 10: Add PassTicket Support In Sernet

RACF PassTickets are a requirement for mainframe clients connecting via TCP/IP.

Q Note

RACF PassTickets are not a requirement for ChangeMan ZDD or ChangeMan ZMF for Eclipse.
These PassTickets are the result of the RACF Secure Signon Function and eliminate the need
for clients to provide a password or passphrase that needs to be sent over a network.
Additional information on PassTickets can be found in the ‘Using the Secured Signon Function’
section of the IBM-supplied ‘Security Server RACF Security Administrator's Guide'.

PassTickets are application-specific so a Sernet-generated PassTicket is only valid for connecting
to a Sernet started task. Each PassTicket is valid for approximately ten minutes from the time it is

issued and can only be used once.

RACF Administration Required

« Activate the PTKTDATA class by entering:

SETROPTS CLASSACT(PTKTDATA) RACLIST(PTKTDATA)

+ Refresh the PTKTDATA class by entering:

SETROPTS RACLIST(PTKTDATA) REFRESH

* Create a profile in the PTKTDATA class by entering:

RDEFINE PTKTDATA SERNET SSIGNON(*user_must_choose*) APPLDATA('NO
REPLAY PROTECTION’)
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Q Note

The value of SERNET in the above RDEFINE command is mandatory and should not be altered.
You must provide the SSIGNON specification.

The SERSET Utility

Support for PassTickets in Sernet is provided via the execution of the SERSET utility. Each time the
ChangeMan started task is brought up, during the initialization process, the SETSET utility gets
invoked. This caters for the case where clients connect to a started task running on the same
LPAR.The SERSET utility will always be automatically invoked by every Sernet started task during
initialization. This caters to the case where clients connect to a started task running on the same

LPAR.

However the SERSET utility can also be executed as a batch utility. We provide a new member
called SERSET in the delivered SERCOMC CNTL library. If you have a situation where users are
signing onto the started task from other LPARs, then you need to run the SERSET batch job once

per LPAR after IPL, this will provide support for the PassTickets.

Generating a PassTicket

Sernet generates PassTickets when SERCLIEN calls SERXPTIK. The generation process requires
authorization (key zero) so SERXPTIK executes as a PC routine and the sole purpose of the

SERSET utility is to implement this routine.

For SERCLIEN to generate a PassTicket SERCLIEN only needs to know the PC number associated
with SERXPTIK. To find this number SERCLIEN retrieves two system-level tokens, as follows:

SerNet.PTickTok — this contains the SerNet.PTickX value.

SerNet.PTickX — this contains the PC number.

Q Note

The X in this token name corresponds directly to the TOKEN= value established when SERSET

runs

The SERSET Utility
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Failures in PassTicket Generation

SERXPTIK calls the routine anchored in field RCVTPTGN of the RACF CVT. Errors will be returned
to the caller of SERCLIEN with the following message:

SER6035E Passticket generation failed, RCVTPTGN RC=nnnn

RCVTPTGN and its accompanying return codes are documented under “Using the service to
generate a PassTicket” in the RACF Macros and Interfaces manual.

TOKEN =Operand of SERSET
The SERSET member of the SERCOMC CNTL library contains an EXEC card that reads:

PTICKET EXEC PGM=SERSET,REGION=2M,PARM='TOKEN= '

The default value for TOKEN is A so this effectively reads:

PTICKET EXEC PGM=SERSET,REGION=2M,PARM="'TOKEN=A"

When the JCL executes one of two message sequences will normally ensue:

SER1704I CSVDYLPA loaded SERXPTIK @ XXXXXXXX
SER1708I SerNet.PtickA token created
SER1708I SerNet.PtickTok token created
SER1709I Passticket support enabled

This sequence will appear when SERSET first executes after an IPL. It shows the loading of
SERXPTIK and the creation of the two system-level tokens.

SER1701I Passticket support previously enabled under 'A' suffix

This message will appear when SERSET executes every other time after an IPL. It signifies that
SerNet.PTickTok points at SerNet.PTickA and that the latter contains the PC number associated
with SERXPTIK.

Refreshing SERXPTIK

SERXPTIK is loaded into common storage by SERSET. By design, it's a very small piece of code that
should rarely change but, even so, on occasion it may need to be refreshed without an IPL.

To do this, rerun SERSET ensuring it will pick up the new version of SERXPTIK from STEPLIB and
specifying a different TOKEN= value. For example, specifying TOKEN=B will result in the following
message sequence:
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SER17041 CSVDYLPA loaded SERXPTIK @ XXXXXXXX
SER1708I SerNet.PtickB token created
SER1708I SerNet.PtickTok token created
SER1709I Passticket support enabled

Once this has executed SerNet.PTickTok will point at SerNet.PTickB and this will cause SERCLIEN
to invoke the new version of SERXPTIK [via a different PC number].

The TOKEN= parameter will accept any value from A-Z and 0-9 but any use beyond A and, rarely, B
would be highly unusual.

Step 11: Start the Sernet Instance
Use a START command to start a Sernet instance. Variations of the START command include:

S SERPROC1
S SERPROC.SERTASK2,ID=2
S SERPROC, JOBNAME=SERTASK3,ID=3

See Sernet Started Task Names for a discussion of the START command and Sernet started task
names.

Messages

Sernet messages and SER10TY License Manager messages are displayed in the SERPRINT sysout
dataset for the Sernet started task. Sernet messages are explained in Sernet Messages.

SERQ80QI SerNet - Initialization in progress: CSA=0000E000
SER@801I Execution parameters specified:

SER0801I DDNAME=PARMLIB

SER0801I < DDNAME: PARMLIB

SER0801I SUBSYS=$%
SER0801I XCH=61
SER0801I SDNOTIFY=010
SER0Q80Q1I >

LIC0034I ChangeMan ZDD licensed to SERENA - Blue Hill CPU
SER066QI Unix services are available
SER@821I XCH (ChangeMan ZDD) licensed
SER1000I XCH TCP/IP environment active at 10.35.11.100..61
SER1001I XCH TCP/IP local host name: C001
SER@8I Address Space Manager active
SER@833I XML Data Space Manager active
SER0810I SerNet server "$" initialized and ready for communications
SER0824I Attempting to load PAN#1 to determine if feature present; Please ignore any
associated
CSV003I message.
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SER0826I PAN#1 not found
SER0824I Attempting to load LIBR to determine if feature present; Please ignore any
associated
CSV@O3I message.
SER0826I LIBR not found

Already Started

Each Sernet instance started on an LPAR must be assigned a unique subsystem ID. If you attempt
to start a Sernet instance with a subsystem ID that is the same as a Sernet instance that is already
running, an error message is displayed.

SER@822E SerNet already active for subsystem ID "$" - Terminating

Step 12: Stop the Sernet Instance

There are several ways to bring down a Sernet started task. The recommended method is to do an
orderly termination with a SHUTDOWN modify command. You can specify a grace period with the
SHUTDOWN command to allow users to save their work and logoff.

The following table lists some variations of the SHUTDOWN command.

Shutdown Command Result

F SERs,SHUTDOWN Orderly shutdown, 5 minute grace period

F SERs,SH Command abbreviation, same result as SHUTDOWN

F SERSHALT Alternate command; same result as SHUTDOWN

F SERs,SH,M10 Orderly shutdown, 10 minute grace period

F SERs,SH,30 Orderly shutdown, 30 minute grace period

F SERs,SH,0 Immediate orderly shutdown, 15 second maximum wait

SERs is the started procedure name, the started task identifier, or the JOBNAME specified on
the START command. See Sernet Started Task Names.

The keyword SHUTDOWN may be abbreviated SH.

The keyword HALT is equivalent to SHUTDOWN and is provided because IBM® NetView®
often uses HALT as the directive to bring down long running systems.

The default grace period is 5 minutes.

Minutes of grace period may be preceded with M to conform with other hour and minute
designations.

Grace periods longer than 30 minutes are set back to 30 minutes.
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The response is printed at /SERPRINT, as follows:

SER0944I SexNet orderly SHUTDOWN initiated; No grace period; Immediate termination

SERQ990QI Statistics;
SER@991I Statistics;
SER0992I Statistics;
SER@993I Statistics;
SER0994I Statistics;
SERQ995I Statistics;
SER0996I Statistics;

Real time: HO9M11S02
Applications: g
Users attached: 0
Called count: 0
Concurrent max: 0
Abended: 0
Detached inactive: 0

0

SERQ999I SerNet server "$" termination complete, RC=

Other methods may be used to stop the Sernet started task if the SHUTDOWN command is not

successful.

Command
P SERs
F SERSABEND

CANCEL
SERs,DUMP

Result
Purge all users in session immediately and stop
Abend the started task with an SOC3 after closing VSAM files.

Cancel the job. Cancel is not recommended because there may be open
dialogs along the network and open data sets. Severe damage could
result depending on what is occurring at the time the CANCEL is issued.

Step 11: Start the Sernet Instance
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7. Connect to ChangeMan ZMF

This chapter tells you how to prepare an existing ChangeMan ZMF server for access through a
separate ChangeMan ZDD server.

Skip this chapter if you do not license ChangeMan ZMF, or if you will not use ChangeMan ZDD to
access ChangeMan ZMF.

Introduction

In the diagram on Dedicated ZDD Server, ChangeMan ZDD clients connect to ChangeMan ZMF 2
and ZMF 3 through dedicated ZDD server Sernet A.

This chapter tells you how to prepare ZMF instances like ZMF 2 and ZMF 3 in the diagram on
Dedicated ZDD Server for access through ZDD.

If you want to build a Sernet started task that is dedicated as a ChangeMan ZDD server, see Build
Dedicated Sernet Started Task.

If you want to configure an existing ChangeMan ZMF server to act as a ChangeMan ZDD server,
see Add ChangeMan ZDD to ChangeMan ZMF.

Step 1: Verify ChangeMan ZMF Compatibility

As you connect to ChangeMan ZMF, see the release level on the pop-up panel that is displayed
before the Primary Option Menu appears.

ISPF Command Shell
Enter TSO or Workstation commands below:

g g 00 Y 0 g +
===>s | |
| ChangeMan (R) |
| Version = 7.1.1 |
I I
Place | Initialization in progress
I I
=> ser | Copyright (C) 1985-2010 Serena Software, Inc.
=> ser | Licensed material. All rights reserved.
=> SER | ChangeMan is a registered trademark of SERENA (R) Software Inc. |
=> ser | |
=> RAC | |
R G gy 00y 0 g gy +

7. Connect to ChangeMan ZMF
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> isrddn

\%

\%

\%

See the "Compatibility" section of the ChangeMan ZDD Readme to verify that your ZMF release
level is compatible with the ZDD client you want to use to access it.

Upgrade ChangeMan ZMF or ChangeMan ZDD if necessary.

Step 2: Apply ChangeMan ZDD License

Ensure that the license that enables ChangeMan ZDD on the ZDD server is available to this ZMF
server, either through CSA or through a license PDS or PDSE at a SERLIC DD statement.

If you need to apply the license with SER10TY License Manager, apply the ZDD license using the
SER10TY JCL that you used to apply other licenses to this ZMF server. If you cannot find that JCL,
SERT10TY components are included in the SERCOMC libraries running your ZMF server.

Step 3: Enable ZDD Application

Add Sernet application keyword option XCH to the started task to enable ChangeMan ZDD on this
Sernet instance.

Code the option in one of these locations:

+ The PARM= parameter for program SERVER in the Sernet started procedure.

* The data set coded at the ddname that is specified in the DDNAME=ddname keyword option in
the PARM= parameter.

A port number is optional because ZDD clients will not access this Sernet instance directly. The
following format is acceptable.

XCH
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Step 4: Provide Port Number for ZMF

To access a ChangeMan ZMF instance from a ChangeMan ZDD server, the CMN application
keyword option must include a port number.

1. Locate the CMN application parameter in the Sernet started task. This parameter will be coded

in either:

« The PARM= parameter for program SERVER in the Sernet started procedure.

* The data set coded at the ddname that is specified in the DDNAME=ddname keyword option
in the PARM= parameter.

2. Ensure that the CMN keyword option includes a non-zero port number. Example:

"CMN=60"

Q Note

Do not use the same port number for the CMN=port keyword option and the XCH=port keyword
option.

Step 5: Allocate ZDDOPTS XML Parameters

You can use XML pages in a library at ddname ZDDOPTS in the ChangeMan ZMF started procedure
to alter the behavior of the ChangeMan ZDD client when it accesses functions in ChangeMan ZMF
5.3.6 and higher.

See ZDDOPTS: ChangeMan ZDD XML Options for a description of the XML parameter members
and for instructions for coding the XML to meet your requirements.

Execute these steps to add a ZDDOPTS library to an existing ChangeMan ZMF server

1. Allocate a PDS(E) for the ZDDOPTS XML page members with these characteristics:

DSN=node.SERCOMC. ZDDOPTS * Recommended last node
DCB=(RECFM=VB, LRECL=255,BLKSIZE=0) * Let SMS set BLKSIZE
SPACE=(CYL,(1,10,30))

2. Add a ZDDOPTS DD statement to the ChangeMan ZMF started procedure and code it with the
data set name of the allocated ZDDOPTS library.
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3. Copy these members to the ZDDOPTS library from the SERCOMC SAMPXML library unloaded
from the download image or the distribution CD:
« AUDIT
* BUILD
* COMMAND
* DEMOTE
* LIBTYPE
* PKGCREAT
* PKGPROP
* PROMOTE

4. Use a PDS search like the ISPF Search-For Utility to find this XML comment syntax in any
ZDDOPTS library member:

AP

If no XML comments are found, see Translating Comments in ZDDOPTS Members for a procedure
to fix XML comments in ZDDOPTS library members.

Step 6: Configure Your Security System

You may need to change some security settings in your ChangeMan ZMF instance to access it
from a ChangeMan ZDD client.

Set Security Interface to SAF

A ChangeMan ZMF instance must use SAF for its security interface if you want to access it from a
ChangeMan ZDD client. See SAF and Your Security System.

Execute these steps to ensure that the ChangeMan ZMF server you want to access from a ZDD
server is using the SAF security interfacez:

1. Logon to ChangeMan ZMF with Global Administrator authority.

2. Go to the Global Parameters - Part 1 of 6 panel (=A.G.1) and examine the setting of the
Security System field.

3. If the Security System field is set to RACF, ACF2, or TSS, change it to SAF, and then save your
change by pressing ENTER until you are returned to the menu where you started.

Step 6: Configure Your Security System
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4. If you have not customized local security routine SERLCSEC, no further action is required. Go
to Define OMVS Segments For TCP/IP.

5. Edit local security routine SERLCSEC in your custom ASMSRC library, and search the source
code for &SAF.

6. If &SAF is not found, Sernet is running Version 7.1.1 or later, and no further action is required.

Go to Define OMVS Segments For TCP/IP.

7. Compare the switch settings in your customized SERCSEC source to the settings shown in

this code fragment.

&SAF SETB 1 (YES) security package - SAF

&ACF2 SETB @ (NO) security package - ACF2

&RACF SETB @ (NO) security package - RACF
&RACFVRM SETB 1 (1.9) .RACF 1.9 or better (0=1.8)
&TSS SETB @ (NO) security package - Top Secret
&TSSVRM SETB @ (4.1) .version 4.2 or better (0=4.1)
&VERFYID SETB 1 (YES) SAF user ID verification

8. If your switch settings match the settings in the code fragment above, no changes are
required. Go to Define OMVS Segments For TCP/IP.

Change the switch settings in your customized SERLCSEC source to match the code fragment
above.

Assemble and link the customized SERLCSEC program source into your custom LOAD library.

Stop and start your ChangeMan ZMF instance.

Define OMVS Segments For TCP/IP

Most user IDs requiring access to TCP/IP functions must have an OMVS segment. To satisfy this
requirement for the ChangeMan ZMF server, do one of the following:

+ Define an OMVS RACF segment for the userid assigned to the ZMF server.

+ Use the default OMVS segment support provided by RACF and z/0S UNIX for users and
groups.

See "Requirement for an OMVS segment” in the z/0S Communications Server IP Configuration
Guide.

Define OMVS Segments For TCP/IP
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8. Add ChangeMan ZDD to ChangeMan ZMF

This chapter tells you how to reconfigure an existing ChangeMan ZMF server to also act as a
ChangeMan ZDD server.

Skip this chapter if you do not license ChangeMan ZMF, or if you will not use ChangeMan ZDD to
access ChangeMan ZMF.

In the diagram Non-dedicated ZDD Server, ZDD clients connect to Sernet A to access ZMF 1 that
runs as an application under Sernet A. ZDD clients also connect to Sernet A to access ZMF 2 and
ZMF 3 running under Sernet B and Sernet C respectively.

This chapter tells you how to prepare Sernet A for its dual role as a ZMF server and a ZDD server as
shown on Non-dedicated ZDD Server.

If you want to build a Sernet started task that is dedicated as a ChangeMan ZDD server, see Build
Dedicated Sernet Started Task.

If you want to prepare an existing ChangeMan ZMF server for access through a separate
ChangeMan ZDD server, see Connect to ChangeMan ZMF".

We recommend that you set up a dedicated Sernet instance as a ChangeMan ZDD server to access
all ChangeMan ZMF instances on an LPAR. See ChangeMan ZDD Server.

However, adding ChangeMan ZDD to an existing ChangeMan ZMF server may be quicker than
creating a new Sernet started task. This approach might allow you to demonstrate the capabilities
and benefits of ChangeMan ZDD with little effort.

Caution

If you do not currently define SAF as your security system interface in ChangeMan ZMF Global
Administration, the procedure in this chapter requires you to change the switch settings in
security module SERLCSEC. Mistakes in this change could make ChangeMan ZMF unavailable.
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Step 1: Verify ChangeMan ZMF Compatibility

As you connect to ChangeMan ZMF, see the release level on the pop-up panel that is displayed
before the Primary Option Menu appears.

Menu List Mode Functions Utilities Help

ISPF Command Shell
Enter TSO or Workstation commands below:

ChangeMan (R)
Version = 7.1.1

I I
I I
I I
I I
Place | Initialization in progress
I I
=> ser | Copyright (C) 1985-2010 Serena Software, Inc.
=> ser | Licensed material. All rights reserved.
=> SER | ChangeMan is a registered trademark of SERENA (R) Software Inc. |
=> ser | [
=> RAC |
i S G R e T +
=> isrddn

See the "Compatibility" section of the ChangeMan ZDD Readme to verify that your ZMF release
level is compatible with the ZDD client you want to use to access it.

Upgrade ChangeMan ZMF or ChangeMan ZDD if necessary.

Step 2: Apply ChangeMan ZDD License

Apply the license you received from Micro Focus to enable ChangeMan ZDD. Refer to the SERT0TY
User’s Guide for instructions on how to apply the license.

Use the SER10TY JCL and SERCOMC load libraries that were used to apply other licenses to this
Sernet instance.

If you cannot find that JCL, the load modules, JCL, and other components that run SER10TY are
included in the SERCOMC libraries unloaded from the ZDD download image or the distribution CD.

Step 1: Verify ChangeMan ZMF Compatibility
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Step 3: Enable ZDD Application With Port Number

Add Sernet application keyword option XCH to the started task to enable ChangeMan ZDD on this
Sernet instance and to provide a port number for access by ZDD clients.

Code the option in one of these locations:

« The PARM= parameter for program SERVER in the Sernet started procedure.

+ The data set coded at the ddname that is specified in the DDNAME=ddname keyword option in
the PARM= parameter.

The following format with a port number is required:

XCH=nnnn

Step 4: Provide Port Number for ZMF

To access a ChangeMan ZMF instance from a ChangeMan ZDD server, the CMN application
keyword option must include a port number.

1. Locate the CMN application parameter in the Sernet started task. This parameter will be coded
in either:

+ The PARM= parameter for program SERVER in the Sernet started procedure.

* The data set coded at the ddname that is specified in the DDNAME=ddname keyword option
in the PARM= parameter.

2. Ensure that the CMN keyword option includes a non-zero port number. Example: cMnN=60

Q Note

Do not use the same port number for the CMN=port keyword option and the XCH=port
keyword option.

Step 3: Enable ZDD Application With Port Number
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Step 5: Allocate ZDDOPTS XML Parameters

You can use XML pages in a library at ddname ZDDOPTS in the ChangeMan ZMF started procedure

to alter the behavior of the ChangeMan ZDD client when it accesses functions in ChangeMan ZMF
5.3.6 and higher.

See ZDDOPTS: ChangeMan ZDD XML Options for a description of the XML parameter members
and for instructions for coding the XML to meet your requirements.

Execute these steps to add a ZDDOPTS library to an existing ChangeMan ZMF server

1. Allocate a PDS(E) for the ZDDOPTS XML page members with these characteristics:

DSN=node.SERCOMC. ZDDOPTS * Recommended last node
DCB=(RECFM=VB, LRECL=255,BLKSIZE=0) * Let SMS set BLKSIZE
SPACE=(CYL,(1,10,30))

2. Add a ZDDOPTS DD statement to the ChangeMan ZMF started procedure and code it with the
data set name of the allocated ZDDOPTS library.

3. Copy these members to the ZDDOPTS library from the SERCOMC SAMPXML library unloaded
from the download image or the distribution CD:

AUDIT
BUILD
COMMAND
DEMOTE
LIBTYPE
PKGCREAT
PKGPROP
PROMOTE

4. Use a PDS search like the ISPF Search-For Utility to find this XML comment syntax in any
ZDDOPTS library member:

AP

5. If no XML comments are found, see Translating Comments in ZDDOPTS Members for a
procedure to fix XML comments in ZDDOPTS library members.

Step 5: Allocate ZDDOPTS XML Parameters
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Step 6: Set Up Job Notification

The Job Notification facility of Sernet sends job completion messages to a user’s PC for jobs that
they submit through ChangeMan ZDD.

Q Note

Job Notification does not add messages to batch jobs submitted by ChangeMan ZMF, even
though you may use ChangeMan ZDD to initiate ChangeMan ZMF jobs.

To enable Job Notification in a ChangeMan ZDD server, you set up a mainframe JCL fragment that
is automatically appended onto JCL submitted from ChangeMan ZDD.

1. Copy member SSERNTFY from the vendor SERCOMC CNTL library into your custom CNTL
library.

2. Edit member SSERNTFY in the custom library. Change the STEPLIB statement to point to the
vendor load library you coded in the STEPLIB for the Sernet started procedure.

3. Copy the updated SSERNTFY member from your custom CNTL library into a system PROCLIB.

Step 7: Set Up Job Review

See Job Review for more information about the Job Review facility.

As delivered in Sernet 7.1.1, Sernet allows read access to JES jobs that are not owned by the
userid. Cancel/purge/requeue are restricted to jobs owned by the userid.

Since access to JES jobs is normally controlled by resource classes JESJOBS and JESSPOOL,
regardless of whether SEREX003 is activated, we recommend that you disable this exit. To disable
the exit, do one of the following:

+ Use Sernet keyword option EX003=NO.

+ Customize the exit as described in source code comments at the top of the program.
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Step 8: Configure Your Security System

You may need to change some security settings in your ChangeMan ZMF instance to access it
from a ChangeMan ZDD client.

Set Security Interface to SAF

A ChangeMan ZMF instance must use SAF for its security interface if you want to access it from a
ChangeMan ZDD client. See SAF and Your Security System.

Execute these steps to ensure that the ChangeMan ZMF server you want to access from a ZDD
client is using the SAF security interface

1. Logon to ChangeMan ZMF with Global Administrator authority.

2. Go to the Global Parameters - Part 1 of 6 panel (=A.G.1) and examine the setting of the
Security System field.

3. If the Security System field is set to RACF, ACF2, or TSS, change it to SAF, and then save your
change by pressing ENTER until you are returned to the menu where you started.

4. If you have not customized local security routine SERLCSEC, no further action is required. Go
to Set Security for USS File Systems.

5. Edit local security routine SERLCSEC in your custom ASMSRC library, and search the source
code for &SAF.

6. If &S AF is not found, Sernet is running Version 7.1.1 or later, and no further action is required.
Go to Set Security for USS File Systems.

7. Compare the switch settings in your customized SERCSEC source to the settings shown in
this code fragment.

* BELOW IS WHERE THE USER CAN TAILOR THE SOURCE CODE FOR THE SHOP

&SAF SETB 1 (YES) security package - SAF

1
&ACF2 SETB @ (NO) security package - ACF2

&RACF SETB @ (NO) security package - RACF
&RACFVRM SETB 1 (1.9) .RACF 1.9 or better (0=1.8)
&TSS SETB @ (NO) security package - Top Secret
&TSSVRM SETB 0 (4.1) .version 4.2 or better (0=4.1)
&VERFYID SETB 1 (YES) SAF user ID verification

8. If your switch settings match the settings in the code fragment above, no changes are
required. Go to Set Security for USS File Systems.

9. Change the switch settings in your customized SERLCSEC source to match the code fragment
above.

10. Assemble and link the customized SERLCSEC program source into your custom LOAD library.

11. Stop and start your ChangeMan ZMF instance.
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Set Security for USS File Systems
If you want to use ChangeMan ZDD to access HFS files in Unix System Services on the mainframe,

you must make additional entries in your security system.

The instructions here describe commands for z/OS Security Server RACF. If you use CA ACF2 or CA
Top Secret, consult with your security administrator to determine the actions they must take in

those security systems to accomplish the same objectives.
In the commands that follow, the following conventions are used:

+ SERUSER is the user-id assigned to the Sernet / ZMF started task.
+ SERGRP is the RACF group assigned to the Sernet / ZMF started task.

1. Assign a non-zero UID to SERUSER by manually assigning the next available value:

ALTERUSER SERUSER OMVS (UID(xxx))

2. Permit access for SERUSER to two resources so it can manage HFS in USS:

PERMIT BPX.SERVER CLASS(FACILITY) ID(SERUSER) ACCESS(UPDATE)
PERMIT SUPERUSER.FILESYS CLASS(UNIXPRIV) ID(SERUSER)

ACCESS (READ)
SETROPTS RACLIST(FACILITY) REFRESH SETROPTS RACLIST(UNIXPRIV) REFRESH

3. Ensure that the SERUSER default group SERGRP has a GID:

ALTERGROUP SERGRP OMVS(GID(YYY))

Define OMVS Segments For TCP/IP

Most user IDs requiring access to TCP/IP functions must have an OMVS segment. To satisfy this

requirement for the ChangeMan ZMF server, do one of the following:

Define an OMVS RACF segment for the userid assigned to the ZMF server.

or

Use the default OMVS segment support provided by RACF and z/0S UNIX for users and

groups.

See "Requirement for an OMVS segment” in the z/0S Communications Server IP Configuration

Guide.

Set Security for USS File Systems
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Restrict Logon to ZDD

As described in How ChangeMan ZDD Security Works, ChangeMan ZDD respects the mainframe
security controls provided by your security system when a ZDD user works with files, jobs, and job

output.

In addition, you can require explicit permission at the user ID and group ID level to logon to a ZDD

server.

Execute these steps to restrict logon to a ZDD server
1. Code Sernet keyword option CONNECTCHECK(YES) in one of these locations on a Sernet
instance that is acting as a ZDD server:

« The PARM= parameter for program SERVER in the Sernet started procedure.

+ The data set coded at the ddname that is specified in the DDNAME=ddname keyword option
in the PARM= parameter. (The default value for this keyword option is
CONNECTCHECK(NO).)

2. Define a FACILITY class profile:

SERENA.CONNECT . sysname . XCHsubsys

Where:

sysname is the four-character SMF ID of the LPAR where the Sernet instance runs.

subsys is the one-character subsystem ID of the Sernet started task.

3. Permit READ access to the FACILITY class to user IDs and group IDs to allow logon.

Restrict Logon to ZDD
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9. ZDDOPTS: ChangeMan ZDD XML Options

This chapter tells you how to customize the behavior of the ChangeMan ZDD client when
accessing a ChangeMan ZMF server.

It also describes the ChangeMan ZDD settings that can be specified for the mainframe server
started tasks.

These settings apply to ChangeMan ZMF functions accessed through ZDD.
See Customizing the ChangeMan ZDD Client.

These settings are specified in XML format and stored as members of a PDS library. This library
must be allocated to the ChangeMan ZMF server started task using ddname ZDDOPTS:

//ZDDOPTS DD DSN=*somnode*.ZDDOPTS,DISP=SHR

The ZDDOPTS library is allocated to the started task to which the settings apply.

Q Note
Skip this chapter if any of these apply:

* You do not license ChangeMan ZMF
* You will not use ChangeMan ZDD to access ZMF

* Your version of ZMF is not 5.3.6 or higher

The first time you initiate a ZDD function that uses these options, the following actions are
performed:

1. XML pages are read from the appropriate ZDDOPTS member on the mainframe.
2. XML is parsed to get the option values.

3. Option values are stored in the Windows registry on your PC.

Option information is deleted from the registry when you log off from Windows or restart Windows.

9. ZDDOPTS: ChangeMan ZDD XML Options
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6 Important

If you update a ZDDOPTS member, you must do a refresh options from the ZDD client for the
new settings to take effect:

1. In Windows Explorer, right-click either a ChangeMan ZDD server node or a ChangeMan
ZMF instance.

2. On the ZDD Network shortcut menu, click Refresh Options. It is not necessary to restart
the started task.

If you want to use the same options for all servers, allocate the same ZDDOPTS library to all
servers. If you want unique behavior for a server, code a different library name at ddname
ZDDOPTS.

ZDDOPTS Members

The following members can be included in the ZDDOPTS library.
Member Name Purpose
AUDIT User-defined options for audit package
BUILD Default settings for build, recompile, and relink dialogs
CHECKIN User-defined options for check in
CHECKOUT User-defined options for check out
COMMAND Enables or disables menu commands
DEMOTE User-defined options for demote package
FREEZE User-defined options for freeze package
LIBTYPE Shows or hides ChangeMan library types
PKGCREAT User-defined options for package creation
PKGPROP Allow or disallow package property fields to be changed
PROMOTE User-defined options for promote package
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XML Syntax

Members in the ZDDOPTS library contain well-formed XML pages, but this XML does not follow all
of the same syntax rules that apply to XML Services.

The top level XML element for each ZDDOPTS XML page is the \<options> element:

\<options name="XXXXXXXX" strict=...\>

\</options>

...where XXXXXXXX is the name of the ZDDOPTS member.

Element names (example: <options>) and attribute names (example: name=) in ZDDOPTS
members are case sensitive and should always be specified using lower case. Attribute values in
double quotes are not case sensitive and can be specified in upper, lower, or mixed case.

The optional strict="Y" or strict="N" attribute above specifies whether unrecognized keywords or
element names are ignored. The default is strict="N", which ignores unrecognized keywords. This
default facilitates migrating to new versions of ChangeMan ZDD that support new keywords or
element names. By ignoring unrecognized keywords, older ZDD clients can still be used without
displaying an error message when a ZDDOPTS member is read.

There may be times, however, when you want to specify strict="Y". With strict="N", misspelled
keywords or element names will simply be ignored. If you have a ZDDOPTS member that doesn't
appear to be working correctly, specify strict="Y" so that any misspelled names will be reported as

errors.

The strict attribute can be specified in the <options> element of any ZDDOPTS member.

Multiple Attribute Values

Some attributes allow multiple values to be specified. When specifying multiple values, separate
the values with spaces, for example:

\<profile application="TST\* DEMO X*">

Most attributes on \<profile> elements accept multiple values.

Q Note

All ChangeMan ZDD users must be at version 3.2 or higher before specifying multiple attribute
values in any ZDDOPTS member. Earlier versions of ZDD do not support multiple values and
this will be considered a syntax error.
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Wildcard Patterns

Some attribute values allow wildcard patterns to be specified. You can use the following wildcard
characters in the pattern string:

Character Function
* Matches zero or more characters
? Matches a single character

For example:

The pattern “A*” would match any string that starts with the letter A.
The pattern “*Z” would match any string that ends in the letter Z.
The pattern “A*Z” would match any string that starts with A and ends with Z.

The pattern “A??D” would match a string that starts with A, followed by exactly two characters,
and followed by D.

+ The pattern “*" matches any string.

The following table gives examples of how wildcard patterns work.

Pattern Description Match No Match
A* Match any string that starts with the letter A B
A.
AB BA
ABCDEFGH
*Z Match any string that ends in the letter Z. z ZA
WXYZ AZA
A*DE Match a string that starts with A and ends ABCDE ABCDEF

with the letters DE.

AXXXXXDE
A??DE Match a string that starts with A, followed ABCDE ABCDEF
by exactly two characters, followed by DE.
AXYDE AXYZDE
& Match any string. z

Wildcard Patterns



Pattern Description Match No Match

ABCDEFGH

Translating Comments in ZDDOPTS Members

6 Important

This section describes modifications you may need to make if you are using certain code pages
on your mainframe.

ZDDOPTS members use the following XML syntax for comments:

<l-- xxx -->

If you use certain code pages on your mainframe, and if you follow the standard procedure in Unload
Mainframe Components to populate the SERCOMC SAMPXML library on the mainframe, the ! in XML comments
may be changed to a different character. This change renders the XML invalid.

This table shows how ! is translated for each code page:

Code Page Language Translation
00424 Hebrew !
00875 Greek ]
01140 English-US, Portuguese !
01141 German U
01142 Danish, Norwegian _
01143 Finish, Swedish _
01144 Italian é
01145 Spanish ]
01146 English-UK !
01147 French 8
01148 Malay ]
01149 Icelandic A
01153 Polish, Hungarian ]

Translating Comments in ZDDOPTS Members
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Code Page Language Translation

01154 Russian ]
01155 Turkish b
01156 Latvian, Lithuanian !
01157 Estonian -
01158 Ukrainian ]
01164 Vietnamese ]

When ! is changed to a different character, users see the following error message (or something
similar) the first time they execute a ZMF function that uses a ZDDOPTS member with a comment:

ChangeMan [ChangeMan ZMF instance] on server [ChangeMan ZDD server]
has invalid XML data specified for ZDDOPTS in [library(member)].
Missing equals sign between attribute and attribute value.

There are two solutions to this problem:

On the mainframe, manually edit the members that you copy from the SERCOMC SAMPXML
library to the ZDDOPTS library to fix the ! in comments. The hexadecimal code for ! is 5A.

Manually upload the sample ZDDOPTS files as text files to the mainframe from the
workstation where you installed the ChangeMan ZDD client. The translation of ASCII text to
hexadecimal will preserve the ! in comments. The default location for ZDDOPTS members on
your workstation is:

C:\Program Files\Micro Focus\ChangeMan ZDD\Samples\ZddOpts

Profile Names

m

Many of the ZDDOPTS members have \<profile> elements with an optional profile name (hame=
attribute).

The profile names are not case sensitive. Below is an example:

<profile name="Einstein”>

The “name” attribute can be used by an HLLX exit to select a specific profile. There can be multiple
profiles with the same name, in which case the first matching profile will be selected. A given
profile can also have multiple names. If it has multiple names, it will match any of the names. The
profile name is not case sensitive.
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Named profiles can only be selected using an HLLX exit. If you are not using HLLX exits, do not
specify a profile name.

For example, say we have the following profiles:

<profile name=“Tarzan Jane” application="DEMO TEST”>
<profile name="“Tarzan Jane” application="*">

<profile name=“KingKong Godzilla” application ="“DEMO”>
<profile name=“KingKong Godzilla” application ="TEST">
<profile name=“KingKong Godzilla” application ="*">

If an HLLX exit sets the “optsProfile” to “Godzilla”, then the third profile will be selected if the
application is “DEMOQ", the fourth profile would be selected if the DEMO is “TEST”, and the last
profile would be selected if the application is anything else.

If the profile contains no “name” attribute, then it will match any name. Client Pack always selects
the first matching profile. Therefore, unnamed profiles should always be placed after the named
profiles.

The profile name can be set from one of the user options HLLX preprocessing exit points or from
any exit prior to user options being displayed.

AUDIT, DEMOTE, FREEZE, PROMOTE Options

The AUDIT, DEMOTE, FREEZE, and PROMOTE members of the ZDDOPTS library specify user-
defined options for the Audit, Demote, Freeze, and Promote Package wizards. Each of these
members contains one or more profiles. Each profile is a complete set of options for the
corresponding wizard.

Profiles are specified by profile name an application. You may specify one or more applications
associated with each profile. Applications may be specified using wildcard patterns. The first
matching profile is the one used. For information on using HLLX exits to select profiles by name,
see Profile Names.

The structure of an AUDIT, DEMOTE, FREEZE, or PROMOTE member is as follows:

AUDIT, DEMOTE, FREEZE, PROMOTE Options



<options name= ...> (AUDIT, DEMOTE, FREEZE, or PROMOTE)
<profile ...>

<field name= .>

<field name= .>

\</profile>

<profile ...>

<field name= .>

<field name= .>

\</profile>

\</options\>

Elements
This table shows the elements for the AUDIT, DEMOTE, FREEZE, and PROMOTE members.

Element Description Attributes

options Top-level document element name
strict

profile Complete set of user variables for the audit, demote, or application

promote package wizards.

field Properties for a particular field. name
length
default
readonly
label
help
required
uppercase

validation

Elements



Element Description Attributes

list
Attributes for <options> Element
These are the attributes for the <options> element.
Attribute Description Values Multiple Length Default
Values
name ZDDOPTS “AUDIT” No 8 Value
member name required
“DEMOTE"
"FREEZE"
“PROMOTE"
strict Report error or "Y" or "N" No 1 "N"

ignore
unrecognized
keywords

Attributes for <profile> Element

This table shows the attributes for the <profile> element. Attributes can be coded in any order.

Attribute Description Values Multiple Length Default
Values
name Profile name Wildcard Yes 0-8 B
pattern
application Application Wildcard Yes 0-4 iy
mnemonic pattern

The “name” attribute can be used by an HLLX exit to select a specific profile. For more information
on profile names, see Profile Names.
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Attributes for <field> Element

This table shows attributes for the <field> element. Attributes can be coded in any order.

Attribute

name

default

readonly

label

help

required

Description / Values Multiple Length
Values

Field name. No 1-16

Values are described in length Maximum

Name Values for <field>. number of
characters.
Valid values:
1-72

Default value for field. No

Determines whether the No 1

field can be changed by
users.

“Y” Field cannot be

changed.
“N” Field can be changed.

Defines the field label. No 0-256
Can be any text, any case.

The number of characters

that are actually

displayed depends on the

size of the display field.

Help text. Displayed in a No 0-4096
tool tip when the mouse
hovers over the field.

Determines whether a No 1
field is required or can be
left blank.

“Y” This field is required
and cannot be left blank.

Attributes for <field> Element

Default

Value
required

No

Field is
left
blank

IINII

Value
required
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Attribute Description / Values Multiple Length Default
Values

“N” This field can be left
blank.

uppercase Determines whether the
case of the field will
remain as entered or will
be changed to upper
case.

“Y” Field will be changed No 1 ‘N"
to upper case.

“N” Field will remain as
entered.

validation Validation performed on No 0-8 “None"
data entered in the field.

NOTE This is an attribute
for the UserOption fields

only. Ignored if list is also
specified.

“YN”: Y or N

“ALPHA": A-Z or national
# S @)

“ALPHANUM": A-Z,
national (#, S, @), 0-9

“NUMERIC": 0-9

“SYMBOL”: Same as
ALPHANUM, except first
character must be
alphabetic or national.

“DSNAME:Valid data set
name

“NONE": No validation
performed

Attributes for <field> Element



Attribute Description / Values

list List of possible values for
field, separated by
semicolons (“;"). User can
select one of the values
from a dropdown list. The
validation attribute is

ignored if list is specified.

Name Values for <field> Element

Multiple
Values

Yes.

Use

IR

Length Default

This table describes values for the name attribute of the <field> element.

Name Value Description

UserVariable01 - User

UserVariable05 options

UserVariable06 - User

UserVariable10 options
Example

Sample AUDIT, DEMOTE, FREEZE,and PROMOTE members are delivered in the Samples\ZddOpts

User
Defined

Yes

Yes

Values Length
Any text, subject 0-8

to validation

Any text, subject 0-72
to validation

subdirectory of the ChangeMan ZDD client installation directory.

You can view the sample members, formatted by your default XML browser, by double clicking on

the files:

C:\Program Files\Micro Focus\ChangeMan ZDD\Samples\ZddOpts\member.xml

where member is AUDIT, DEMOTE, FREEZE, or PROMOTE.

Name Values for <field> Element
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BUILD Options

The BUILD member of the ZDDOPTS library specifies default settings for the Build, Recompile, and
Relink dialog boxes. The BUILD member includes one or more profiles. Each profile is a complete
set of rules for the Build dialog.

Profiles are specified by profile name, build function, application, language, build procedure, and
library type. Any or all of these can be specified using wildcard patterns. The first matching profile
is the one used. For information on using HLLX exits to select profiles by name, see Profile Names.

The structure of a BUILD member is as follows:

<options name="BUILD”>
<multiple init= .>

<profile ...>
<field name= .
<field name= .

</profile>

v

v

<profile ...>
<field name= .
<field name= .

</profile>

v

v

</options>

Elements

This table shows the elements for the BUILD member.

Element Description Attributes

options Top-level document element. name
strict

multiple Specifies how the Build dialog box fields are to be init

initialized when multiple components are being built at the

same time.
profile Complete set of fields for Build dialog box. application
libtype
language
procname
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Element Description

field Properties for a particular field in the dialog box.

Attributes for <options> Element

This table shows the attributes for the <options> element.

Attribute Description Values Multiple
Values
name ZDDOPTS “BUILD” No
member name
strict Report error or "Y" or No
ignore "N"
unrecognized
keywords
Attributes for <multiple> Element
Attributes for the <multiple> element are shown below.
Attribute Description Values Multiple
Values
init Field initialization “None” No
for multiple
components
“First”

Attributes for <options> Element

Length

Length

Attributes
name
default
readonly
length
label

help
required
uppercase
validation

list

Default
Value

required

IINII

Default

IIAIIII
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Attribute Description Values Multiple Length Default
Values

“All”

The <multiple> element specifies how the Build dialog box fields are to be initialized when multiple
components are being built at the same time. The following table describes the values that can be
specified for the init attribute:

Values Description
None None of the dialog box fields will be filled in.
First Dialog box fields will be filled in with values from the first component for

which history or a designated build procedure can be found.

All History for all of the components will be examined. Those fields that contain
the same value for all components will be filled in. Fields for which values
differ from component to component will be left blank.

Attributes for <profile> Element

This table shows the attributes for the <profile> element. Attributes can be coded in any order.

Attribute Description Values Multiple Length Default
Values
name Profile name Wildcard Yes 0-8 o
pattern
function Build “Build” Yes 0-6
function “Recomp”
“Relink”
”Query"
application Application Wildcard Yes 0-4 o
mnemonic pattern
libtype Library type Wildcard Yes 0-3 e
pattern
language Language Wildcard Yes 0-8 i
pattern

Attributes for <profile> Element
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Attribute Description Values Multiple Length Default
Values

prochame Build Wildcard Yes 0-8 e
procedure pattern

The “name” attribute can be used by an HLLX exit to select a specific profile. For more information
on profile names, see Profile Names.

The “function” attribute can be used to select different profiles based upon the type of build
operation (Build, Recompile, Relink). You can specify more than one function for a profile, if it is to
be used for more than one type of build operation. If no function attribute is specified, then the
profile can be selected for any type of build operation.

Multiple values should be separated by spaces.

Attributes for <field> Element

Attributes for the <field> element are shown in the following table. Attributes can be coded in any
order.

Q Note

Some of the attributes apply only to user-defined fields that display on the User Options page of

non

the Build wizard. They are: "label", "length", "required”, "uppercase’, and "validation".

Attribute Description / Values Multiple Length Default
Values
name Field name. No 1-16 Value
required

Values are described in
Name Values for <field>

Element.

default Defines what value is No Depends Field is
automatically inserted in on the left blank
the Build dialog field when field

the field is initially blank.

readonly Determines whether the No 1 "N"
field on the Build dialog can
be changed by users.

Attributes for <field> Element



Attribute Description / Values

“Y” Field cannot be
changed.

“N” Field can be changed.

label Defines the field label on the
Build dialog. Can be any
text, any case. The number
of characters that are
actually displayed depends
on the width of the
displayed characters.

NOTE This is an attribute for
the UserOption fields only.

help Help text. Displayed in a
tool tip when the mouse
hovers over the field.

length The maximum number of
characters allowed for entry
in a UserOption field.
Cannot exceed the field size
defined for that particular
UserOption. See Name
Values for \<field> Element
for specific lengths.

NOTE This is an attribute for
the UserOption fields only.

required Determines whether a field
is required, whether a field
can be left blank.

NOTE This is an attribute for
the UserOption fields only.

Attributes for <field> Element

Multiple
Values

No

No

No

No

Length Default

0 - 256 Value
required

0-4096

2 Max.
length
defined
for a User
Option
field.

-I IINII
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Attribute Description / Values Multiple Length Default
Values

“Y” This field is required and
cannot be left blank.

“N” This field can be left
blank. Delivered ZMF
skeletons process blank
User Options as if they were
setto “N”.

uppercase Determines whether text No 1 "N"
will be folded to upper case.

NOTE This is an attribute for
the UserOption fields only.

“Y” Text will be folded to
uppercase.

“N” Text will remain as No 1 “N”
entered (no conversion to
uppercase).

validation Validation performed on
data entered in this field.

NOTE This is an attribute for No 0-8 "NONE"
the UserOption fields only.

Ignored if list is also

specified.

“YN”:Y or N

“ALPHA": A-Z or national (#,
S @)

“ALPHANUM”: A-Z, national
(#S @),0-9

“DSNAME: Valid data set
name

“NUMERIC": 0-9

Attributes for <field> Element



Attribute Description / Values

“SYMBOL”: Same as

ALPHANUM, except first

character must be

alphabetic or national.

“NONE”: No validation

performed

list List of possible values for

field, separated by

semicolons (“;"). User can
select one of the values
from a dropdown list. The

R

validation attribute is

ignored if list is specified.

Name Values for <field> Element

Multiple Length
Values

Yes. Use

“un

Default

This table describes the values that may be specified for the name attribute of the <field> element.

Name Value

Language

BuildProc

Db2PreCompile

Db2Subsystem

CompileOptions

LinkOptions

Name Values for <field> Element

Description

Language
name

Build
procedure
name

DB2
precompile
option

DB2
subsystem
name

Compile
parameters

Link
parameters

User Values
Defined

No Alphanumeric
No Alphanumeric
NO IIYII Or IINII

No Alphanumeric
No Any text

No Any text

Length

0-8

0-8

0-4

0-34

0-34
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Name Value

UserOption01 -
UserOption20

UserOption101 -
UserOption105

UserOption201 -
UserOption203

UserOption301 -
UserOption303

UserOption401 -
UserOption403

UserOption801 —
UserOption805

UserOption1001 -
UserOption1002

UserOption1601 -
UserOption1602

UserOption3401 -
UserOption3402

UserOption4401 -
UserOption4402

UserOption6401 -
UserOption6405

UserOption7201 -
UserOption7205

UserVariable01 -
UserVariable05

Name Values for <field> Element

Description

User options

User options

User options

User options

User options

User options

User options

User options

User options

User options

User options

User options

User variable

User

Defined

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Values

Any text, subject
to validation

Any text, subject
to validation

Any text, subject
to validation

Any text, subject
to validation

Any text, subject
to validation

Any text, subject
to validation

Any text, subject
to validation

Any text, subject
to validation

Any text, subject
to validation

Any text, subject
to validation

Any text, subject
to validation

Any text, subject
to validation

Any text, subject
to validation

Length

0-1

0-2

0-3

0-4

0-10

0-34

0-44

0-64

0-72
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Name Value Description User Values Length
Defined

UserVariable06 - User variable Yes Any text, subject 0-72
UserVariable10 to validation

Example

A sample BUILD member is delivered in the Samples\ZddOpts subdirectory of the ChangeMan
ZDD client installation directory.

You can view the sample BUILD member, formatted by your default XML browser, by double
clicking on the file:

C:\Program Files\Micro Focus\ChangeMan ZDD\Samples\ZddOpts\Build.xml

CHECKIN Options

The CHECKIN member of the ZDDOPTS library specifies default settings for the Check-In wizard.
The CHECKIN member includes one or more profiles. Each profile is a complete set of defaults for
the Check-In wizard.

Profiles are specified by profile name, application, and library type. Any or all of these can be
specified using wildcard patterns. The first matching profile will be the one used. For information
on using HLLX exits to select profiles by name, see Profile Names.

The structure of a CHECKIN member is as follows:

<options name="CHECKIN">

<profile ..>
<field name= ../>
<field name= ../>
</profile>

<profile ..>
<field name= ../>
<field name= ../>

</profile>

</options>

Example
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Elements

The following table shows the elements for the CHECKIN member.

Element Description

options Top-level document element.

profile Complete set of command definitions.

field Properties for a particular field in the dialog box

Attributes for <options> Element

The following table shows the attributes for the <options> element.

Attribute Description Values Multiple
Values
name ZDDOPTS "COMMAND" No

member name

strict Report error or "Y" or "N" No
ignore
unrecognized
keywords

Elements

Attributes
name
strict

user
name
default
readonly
length
label

help
required
uppercase
validation

list

Length

Default

Value
required

IINII
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Attributes for <profile> Element

This table shows the attributes for the <profile> element. Attributes can be coded in any order.

Attribute

name

application

libtype

Description Values
Profile name Wildcard
pattern
Application Wildcard
mnemonic pattern
Library type Wildcard
pattern

Multiple
Values

Yes

Yes

Yes

Length

Default

gen

tgen

“gen

The “name” attribute can be used by an HLLX exit to select a specific profile. For more information

on profile names, see Profile Names.

Attributes for <field> Element

Attributes for the <field> element are shown in the following table. Attributes can be coded in any

order.

Attribute

name

default

readonly

Description / Values

Field name. Values are
described in Name Values
for <field>.

Defines what value is
automatically inserted in
the Build dialog field when
the field is initially blank.

Determines whether the
field on the Build dialog can
be changed by users.

“Y” Field cannot be
changed.

“N” Field can be changed.

Attributes for <profile> Element

Multiple
Values

No

No

No

Length

Depends
on the
field

Default

Value
required

Field is

left blank

nNu

98



Attribute Description / Values

label Defines the field label on
the Build dialog. Can be any
text, any case. The number
of characters that are
actually displayed depends
on the width of the
displayed characters.

NOTE This is an attribute
for the UserOption fields
only.

help Help text. Displayed in a
tool tip when the mouse
hovers over the field.

length The maximum number of
characters allowed for entry
in a UserOption field.
Cannot exceed the field size
defined for that particular
UserOption. See Name
Values for <field> Element
for specific lengths.

NOTE This is an attribute
for the UserOption fields
only.

required Determines whether a field
is required, whether a field
can be left blank.

NOTE This is an attribute
for the UserOption fields
only.

“Y” This field is required and
cannot be left blank.

Attributes for <field> Element

Multiple
Values

No

No

No

No

Length

0 - 256

0-4096

Default

Value
required

Max.
length
defined
for a User
Option
field.

IINII
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Attribute Description / Values Multiple Length Default
Values

“N” This field can be left
blank. Delivered ZMF
skeletons process blank
User Options as if they were
setto “N”.

uppercase Determines whether text No 1 "N"
will be folded to upper case.

NOTE This is an attribute
for the UserOption fields
only.

“Y” Text will be folded to
uppercase.

“N” Text will remain as
entered (no conversion to
uppercase).

validation Validation performed on No 0-8 "NONE"
data entered in this field.

NOTE This is an attribute
for the UserOption fields
only. Ignored if list is also
specified.

“YN":Y or N

“ALPHA":A-Z or national (#,
S @)

“"ALPHANUM": A-Z, national
*#3 @),0-9

“DSNAME: Valid data set
name

“NUMERIC”: 0-9

“SYMBOL”: Same as
ALPHANUM, except first
character must be
alphabetic or national.

Attributes for <field> Element
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Attribute Description / Values

“NONE": No validation
performed

list List of possible values for

field, separated by

R

semicolons (“"). User can

select one of the values

from a dropdown list. The

validation attribute is
ignored if list is specified.

Name Values for <field> Element

Multiple
Values

Yes.

Use

Length

Default

This table describes the values that may be specified for the name attribute of the <field> element.

Name Value Description
UserOption01 - User
UserOption20 options
UserOption101 — User
UserOption105 options
UserOption201 - User
UserOption203 options
UserOption301 — User
UserOption303 options
UserOption401 - User
UserOption403 options
UserOption801 — User
UserOption805 options

Name Values for <field> Element

User
Defined

Yes

Yes

Yes

Yes

Yes

Yes

Values

Any text,
subject to
validation

Any text,
subject to
validation

Any text,
subject to
validation

Any text,
subject to
validation

Any text,
subject to
validation

Any text,
subject to
validation

Length

0-1

0-1

0-2

0-3

0-4

0-8
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Name Value

UserOption1001 -
UserOption1002

UserOption1601 -
UserOption1602

UserOption3401 -
UserOption3402

UserOption4401 -
UserOption4402

UserOption6401 -
UserOption6405

UserOption7201 -
UserOption7205

UserVariable01 -
UserVariable05

UserVariable06 -
UserVariable10

Example

A sample CHECKIN member is delivered in the Samples\ZddOpts subdirectory of the ChangeMan

Description

User
options

User
options

User
options

User
options

User
options

User
options

User
variable

User
variable

ZDD client installation directory.

You can view the sample CHECKIN member, formatted by your default XML browser, by double

clicking on the file:

C:\Program Files\Micro Focus\ChangeMan ZDD\Samples\ZddOpts\CHECKIN.xmI

Example

User
Defined

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Values

Any text,
subject to
validation

Any text,
subject to
validation

Any text,
subject to
validation

Any text,
subject to
validation

Any text,
subject to
validation

Any text,
subject to
validation

Any text,
subject to
validation

Any text,
subject to
validation

0-16

0-34

0-44

0-64

0-72

0-72
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CHECKOUT Options

The CHECKOUT member of the ZDDOPTS library specify user-defined options for the Check Out
wizard. Each of these members contains one or more profiles. Each profile is a complete set of
options for the corresponding wizard.

Profiles are specified by profile name an application. You may specify one or more applications
associated with each profile. Applications may be specified using wildcard patterns. The first
matching profile is the one used. For information on using HLLX exits to select profiles by name,
see Profile Names.

The CHECKOUT user-defined options are used for batch check out operations only. The Check Out
wizard does not display any user options page when performing online check out operations. Batch
check out is normally used only for like type “other” and for previous baseline versions.

The structure of a CHECKOUT member is as follows:

<options name="CHECKOUT">
<components .>

<profile ...>
<field name= .>
<field name= .>

</profile>

<profile ...>
<field name= .>
<field name= .>

</profile>
</options>
Elements
This table shows the elements for the AUDIT, CHECKOUT, DEMOTE, FREEZE, and PROMOTE
members.
Element Description Attributes
options Top-level document element name
strict
profile Complete set of user variables for the audit, demote, or application
promote package wizards.
field Properties for a particular field. name
length
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Element Description Attributes

default
readonly
label
help
required
uppercase
validation
list
Attributes for <options> Element
These are the attributes for the <options> element.
Attribute Description Values Multiple Length Default
Values
name ZDDOPTS "CHECKOUT" No 8 Value
member name required
strict Report error or “Y" or "N" No 1 “N"
ignore
unrecognized
keywords
Attributes for <components> Element
These are the attributes for the <components> element.
Attribute Description Values Multiple Length Default
Values
warn Number of Number No 0-8 No limit

components
before warning
displayed
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Attribute Description Values
max Maximum number Number
of components

that user can
check out

Attributes for <profile> Element

Multiple

Values

No

Length

0-8

Default

No limit

This table shows the attributes for the <profile> element. Attributes can be coded in any order.

Attribute Description Values
name Profile name Wildcard
pattern
application Application Wildcard
mnemonic pattern

Multiple
Values

Yes

Yes

Length

Default

tgen

tgen

The “name” attribute can be used by an HLLX exit to select a specific profile. For more information

on profile names, see Profile Names.

Attributes for <field> Element

This table shows attributes for the <field> element. Attributes can be coded in any order.

Attribute Description / Values

name Field name. Values are
described in Name Values for
<field>.

length Maximum number of
characters. Valid values: 1-72

default Default value for field.

readonly Determines whether the field
can be changed by users.

“Y” Field cannot be changed.

Attributes for <profile> Element

Multiple
Values

No

No

No

No

Length

Default

Value
required

Field
length

Field is
left
blank
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Attribute

label

help

required

uppercase

validation

Description / Values Multiple
Values

“N” Field can be changed.

Defines the field label. Can be No
any text, any case. The number

of characters that are actually

displayed depends on the size

of the display field.

Help text. Displayed in a tool tip No
when the mouse hovers over

the field.

Determines whether a field is No

required or can be left blank.

“Y” This field is required and
cannot be left blank.

“N" This field can be left blank.

Determines whether the case No
of the field will remain as

entered or will be changed to

upper case.

“Y” Field will be changed to
upper case.

“N” Field will remain as
entered.

Validation performed on data No
entered in the field.

NOTE This is an attribute for
the UserOption fields only.
Ignored if list is also specified.

“YN":Y or N

“ALPHA": A-Z or national (#, S,
@)

“ALPHANUM": A-Z, national (#,
S, @), 09

Attributes for <field> Element

Length

256

0-4096

0-8

Default

Value
required

||N||

"NONE"
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Attribute Description / Values Multiple Length Default
Values

“NUMERIC": 0-9

“SYMBOL’: Same as
ALPHANUM, except first
character must be alphabetic
or national.

“DSNAME: Valid data set name
“NONE” No validation
performed

list List of possible values for field, Yes.
separated by semicolons (“;").
User can select one of the
values from a dropdown list.
The validation attribute is
ignored if list is specified.

“n

Use"".

Name Values for <field> Element

This table describes values for the name attribute of the <field> element.

Name Value Description User Values Length
Defined
UserVariable01 - User Yes Any text, subject 0-8
UserVariable05 options to validation
UserVariable06 - User Yes Any text, subject 0-72
UserVariable10 options to validation
Example

Sample AUDIT, CHECKOUT, DEMOTE, FREEZE,and PROMOTE members are delivered in the
Samples\ZddOpts subdirectory of the ChangeMan ZDD client installation directory.

You can view the sample members, formatted by your default XML browser, by double clicking on
the files:

C:\Program Files\Micro Focus\ChangeMan ZDD\Samples\ZddOpts\CHECKOUT.xml

Name Values for <field> Element
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COMMAND Options

The COMMAND member of the ZDDOPTS library allows certain menu commands to be disabled in
the ChangeMan ZDD user interface. The COMMAND member includes one or more profiles. Each
profile is a complete set of command settings.

Profiles can be specified by either user ID or security group name. Using group name requires that
the server be at the SerNet 7.1.3+ level.

If both user= and group= filters are specified in the profile, the profile will be selected if either filter
matches. Both the user ID and group name filters may contain wildcard patterns. The first matching

profile will be the one used.

The structure of a COMMAND member is as follows:

<options name="COMMAND">

<profile ...

<command
<command
</profile>

<profile ...

<command
<command
</profile>

</options>

Elements

>

name= .
name= .

name= .
name= .

\%

\%

The following table shows the elements for the COMMAND member.

Element

options

profile

command

COMMAND Options

Description

Top-level document element.

Complete set of command definitions.

Enable or disable menu commands.

Attributes

name

strict

user

name

enable
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Attributes for <options> Element

The following table shows the attributes for the <options> element.

Attribute Description Values

name ZDDOPTS "COMMAND"
member name

strict Report error or "Y" or "N
ignore
unrecognized
keywords

Attributes for <profile> Element

Multiple Length
Values

No 7

No 1

The following table shows the attributes for the <profile> element.

Attribute Description Values
user z/0S user ID(s) Wildcard
pattern
group z/0S security Wildcard
group(s) (requires pattern

SerNet 7.1.3+)

Attributes for <command> Element

Multiple
Values

Yes

Yes

Length

Default
Value

required

IINII

Default

gen

None

The following table shows the attributes for the <command> element. Commands are always

enabled by default.

The command name may contain wild characters. If a command name matches multiple

\<command> elements with wild character patterns, the first matching \<command> element is

used for that command.

Attribute Description Values
name Command e
name
"ApproveCheckin"
"ApproveCheckOff"

Attributes for <options> Element

Multiple
Values

No

Length

1-16

Default

Value
required
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Attribute Description Values Multiple Length Default
Values

'ApprovePackage”
"ApproveRelease”
"AttachDetachPackage”
"AuditPackage"
"AuditReleaseArea"
"BackOutPackage"
"BackOutRelease”
"BillOfMaterials"
"BlockArea"
"BlockRelease"
"BuildComponent”
"CancelJob"
"ChangePackageDate"
"ChangePackageStatus”
"ChangeSchedule"
"CheckinComponent"
"CheckinToNextArea"
"CheckinToPackage"
"CheckinToRelease"
"CheckOutComponent”
"CheckOutToPackage"
"ClosePackage"
"ComponentHistory"
"CreatePackage”

"DeleteComponent”
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Attribute Description Values Multiple Length Default
Values

"DeleteQutput”
"DeletePackage”
"Demote”
"FreezePackage”
"HoldSchedule"
‘ImpactAnalysis”
"InstallationSchedule’
“LimboPackages"
"LockComponent"
"NotifyCheckIn"
"NotifyCheckOff"
"OpenPackage”
"Promote”
"PromotionHistory"
"PromotionSchedule”
"RebuildJcl”
"RecompileComponent”
"RefreezeComponent”
"RefreezePackage”
"ReleaseSchedule”
"ReleaseVersions"
"RelinkComponent”
"RenameComponent”
"RequeueOutput”

"ResetApprovals”
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Attribute

Attributes for <command> Element

Description

Values Multiple Length
Values

"RetrieveComponent”
"RevertPackage”
"RevertRelease"
"ScratchComponent"
"ScratchRename”
"SearchFiles"
"SearchRelease"
"SiteActivity"
"StagingVersions"
"SubmitJcl"
"SubmitXml"
"TestArea"
"TestPackage"
"TestRelease"
"UnblockArea"
"UnblockRelease"
"UndeletePackage”
"UnfreezeComponent"
"UnfreezePackage"
"UnlockComponent”

"ValidateVersions"

Default
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Attribute Description Values Multiple Length Default
Values

enable Indicates “Y” or “N” No 1 v
whether
command
is enabled
or
disabled.

The following types of commands are not supported in the COMMAND member by the ChangeMan
ZDD client, and will be ignored, if specified:

Download and Upload commands

New, Copy, and Move commands

Recall, Migrate, and Compress commands

View, Edit, Compare, and Merge
Due to the nature of ChangeMan ZDD as a Windows file system, most of the operations above can
be performed in Windows functions without explicit use of the ZDD menus. As such, disabling

these options using the ZDDOPTS COMMAND member would be ineffective. The Windows
functions cannot be disabled as this would cause technical problems.

Example

A sample COMMAND member is delivered in the Samples\ZddOpts subdirectory of the
ChangeMan ZDD client installation directory.

You can view the sample COMMAND member, formatted by your default XML browser, by double
clicking on the file:

C:\Program Files\Micro Focus\ChangeMan ZDD\Samples\ZddOpts\Command.xml
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LIBTYPE Options

You can suppress the display of application library types in ChangeMan ZDD with XML entries in

the LIBTYPE member of the ZDDOPTS library. Use the LIBTYPE member to emulate customization

in ZMF exit program CMNEXO035 you have made to suppress the display of “hidden” library types.

Q Note

The LIBTYPE member includes one or more profiles. Each profile is a complete set of library type

ZMF exit program CMNEX035 contains multiple tables to suppress the display of library types
in particular functions such as checkout, stage, browse compressed listing, and browse
baseline. The LIBTYPE member of ZDDOPTS suppresses all displays of specified library types
in baseline and package folders in the specified applications, effectively disabling all ZMF
functions for those library types in the specified applications.

settings for an application. Application can be specified using wildcard patterns. The first matching
profile is the one used.

The structure of a LIBTYPE member is as follows:

<options name="LIBTYPE">

<profile ...

<libtype
<libtype
</profile>

<profile ...

<libtype
<libtype
</profile>

</options>

Elements

>

name= .
name= .

name= .
name= .

This table show the elements for the LIBTYPE member.

Element

options

profile

libtype

LIBTYPE Options

Description

Top-level document element.

Complete set of library type definitions.

Show or hide properties for a particular library type.
Library type can be specified using a wildcard pattern.

Attributes
name
strict
Application

name
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Element Description

Attributes for <options> Element
These are the attributes for the <options> element.

Attribute Description Values

name ZDDOPTS “LIBTYPE”
member name

strict Report error or "Y" or "N"
ignore
unrecognized
keywords

Attributes for <profile> Element

These are the attributes for the <profile> element.

Attribute Description Values
application Application Wildcard
name pattern

Attributes for <libtype> Element

This table shows the attributes for the <field> element. The default is to show all a library types.

Attribute Description / Values

name 3 character library type or
wildcard pattern.

listing Listing library type filters. One
or more wildcard patterns,
separated by spaces.

show Indicates whether library type
is shown or hidden.

“Y” Show library type

Attributes for <options> Element

Multiple

Values

No

No

Multiple
Values

Yes

Multiple
Values

No

Yes

No

Length

Length

1-4

Length

1-3

Attributes

show

Default
Value

required

IIN "

Default

Hgen

Default

None

"LST"
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Attribute Description / Values Multiple Length Default
Values

“N” Hide library type

Example

A sample LIBTYPE member is delivered in the Samples\ZddOpts subdirectory of the ChangeMan
ZDD client installation directory.

You can view the sample LIBTYPE member, formatted by your default XML browser, by double
clicking on the file:

C:\Program Files\Micro Focus\ChangeMan ZDD\Samples\ZddOpts\LibType.xml

PKGCREAT Options

The PKGCREAT member of the ZDDOPTS library specifies user-defined options for the New
Package wizard. The PKGCREAT member includes one or more profiles. Each profile is a complete
set of rules for the New Package wizard.

Profiles are specified by profile name and application. You may specify one or more applications
associated with each profile. Applications may be specified using wildcard patterns. The first
matching profile is the one used. For information on using HLLX exits to select profiles by name,
see Profile Names.

The structure of a PKGCREAT member is as follows:

<options name="PKGCREAT">

<profile ...>
<field name= .
<field name= .

</profile>

\%

\%

<profile ...>
<field name= .
<field name= .

</profile>

\%

\%

</options>

Example
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Elements

This table shows the elements for the PKGCREAT member.

Element Description

options Top-level document element.

profile Complete set of user variables for the New Package
wizard.

field Properties for a particular field in the New Package
dialog boxes.

Attributes for <options> Element

These are the attributes for the <options> element.

Attribute Description Values Multiple
Values
name ZDDOPTS “PKGCREAT” No

member name

Elements

Attributes
name
strict

application

name
length
default
readonly
label

help
required
uppercase
validation

list

Default

Value
required
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Attribute Description Values

strict Report error or "Y" or "N"
ignore
unrecognized
keywords

Attributes for <profile> Element

Multiple

Values

No

Length

Default

uNu

This table shows the attributes for the <profile> element. Attributes can be coded in any order.

Attribute Description Values
name Profile name Wildcard
pattern
application Application Wildcard
mnemonic pattern

Multiple
Values

Yes

Yes

Length

Default

tgen

tgen

The “name” attribute can be used by an HLLX exit to select a specific profile. For more information

on profile names, see Profile Names.

Attributes for <field> Element

This table shows attributes for the <field> element. Attributes can be coded in any order.

Attribute Description / Values

name Field name. Values are
described in Name Values for
<field> Element.

length Maximum number of
characters. Valid values: 1-72

default Default value for field.

readonly Determines whether the field
can be changed by users.

“Y” Field cannot be changed.

Attributes for <profile> Element

Multiple
Values

No

No

No

No

Length

Default

Value
required

Field
length

Field is
left
blank

118



Attribute Description / Values Multiple Length Default
Values

“N” Field can be changed.

label Defines the field label. Can be No 0- Value
any text, any case. The number 256 required
of characters that are actually
displayed depends on the size
of the display field.

help Help text. Displayed in a tool tip No 0-
when the mouse hovers over 4096
the field.

required Determines whether a field is No 1 “N"
required or can be left blank.

“Y” This field is required and
cannot be left blank.

“N" This field can be left blank.

uppercase Determines whether the case
of<ns1:XMLFault xmlns:ns1="http://cxf.apache.org/bindings/xformat"><ns1:faultstring xmlns:ns1="http://cxf.apache.org/bindings/xformat">java.lang.OutOfMemoryError: Java heap space</ns1:faultstring></ns1:XMLFault>