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Application Security 7 —9 R—ARAF—I ET—IR—ZAADITRTDT—H %HIRT %
IIE. ROFIEZETLET,

1. <ssc_distribution_dir>/sql/ 1 L' 2 b ) ICFB) L. Application Security TERT
BZFEDY— RNR—F A F=IR=2DYTF4L I M) EFHEEET,

o mysql
o Oracle
o sgqlserver

2. Application Security 7 — 49 X—2 8 4 FIT—BT2H T4 L7 NUHb,
drop-tables.sql 227 1) 7 N &#FR{T§ 2T —IR—A G —NFLIFMBDGBFICOAE—
L9,

3.T—IR=RUS4F7> NTOYS LT, Application Security TERT B 7= IC1F
BLizT—49R—AT7Ao M4 LET,

4. ZDOMNEYIVDEBICHDIFEZTHEAMRALE T,

5. RDRY ) 7 MER{TLT. Application Security 7 —9 R—ARAF—T &F—4 R
—AARADITRTDT—Y %HIFRLZE T,

drop-tables.sql
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1.4.5. Kubernetes C®Application Security
DEREICDOWT

Kubernetes T £ Application SecurityA >V T+ DA =7 A ML —> 3 V%1756
&, helm-ssc OHelImF v+ — h %2 E L CTHEATEET, ZDHelmF v — M,
https://hub.docker.com/r/fortifydocker/helm-sscic#H Y 7,

Note

e MDY Y —RBERICIE. HelmFvr— M Z2FIATERWGEELRHY ET, I8
FEDY ') —XRDHelm chartF¥ v — MDMEAAIRERHZE. TORF1 AV K
l&. Application Security Documentation Webt 4 M TRETE £ 9,

Application Security KubernetesBFRAD%EfEH L CEITDFIRICD W TIE,
Kubernetes_25.4.0.ntmlilEFE N % [SSCOER] #SRL T REILV,

WMEBRY TN TDHR—FINTWEN—=2 3 VOFMICDWTIE, [Application
SecurityY 7 O T FPDXTALAEMH] (AT aV)RFa XU hMESRLTLEIW,
Application Security#Kubernetes7 S A9 NEBHR T
)

Application Securityx2 4 4% —% v MIT7 V7 ZRATERRIE, FLEI7¥vv Ik
RIBICBHEATEEY, 77U Tr—2a3ava4 U9 —xy MITVEATE2RIEICERY
3 FEDGZE L. Application Security Docker/ * — < (fortifydocker/ssc-webapp) %
Docker HUbL P R MY MDLEBTEEXY, T7F¥ vy TINERIETTZ Y r—>avk
BRTIVELGHDIHEIE. TITAR—MNLIYZR N EZRBRICERAL. 7 ZICApplication
SecurityA VT FA A=V %RET I2HENHY T,

I7¥+v v TREATI. Kubernetes7 SR ML T IV ZAABERTSAR—K LI ZRNY
ICApplication Security AV 7 A A =% Ty a§20EBAHY T,

Application Security = Kubernetes7 5 X ¥ ICEBE$ % 1T 14
1.Docker HUb7 AV R EERK LT, 7HO Y MNEEHAIIYR—NMNIIEAFT,
AR THYR— D5, Fortify DockerY RY KYADT7 VAN EINET,

Fortify Docker!) IR b ) ICAB ST 1T % Application Security Docker4f X —IA
DTV EAEZEFT 2ICIFE. ROBHR2FLEF A —ILZmfi-
fortifydocker@opentext.com~#%E L £,

o %
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o W

o Rt

o Docker ID
o ARHF<ID

2. (77X vy IINEA VAR M=, FRIFTZAR=MNLIZAN)DIFE, BEFD
Dockerty—/N&Docker7 A4 7Y MABHEINTWEEHEDEARINE T, RO L
2 IZ. Application Security AV 57+ A A= TSAR—MNL IR N ICEREL F
ERR

1. docker login %{#f L CTDocker HubicA /4 >~ L& 9,

2. docker login <priv_reg_host_and_port> #FR L TTZARXR—KL I A K
icay4 >y L%Fd, T T <priv.reg_host_and_port> &, 754 R—KL
PANYDKRAPMNER—MEKRLET,

3. RD & ST, Application SecurityI YT+ 4 X =Y &EEL T,

1. docker pull “fortifydocker/ssc-webapp:<tag>"

2. docker tag "fortifydocker/ssc-webapp:<tag>" "
<priv_reg host and port>/<priv reg path>/ssc-
webapp: <tag>"

3. docker push "
<priv_reg host and port>/<priv_reg path>/ssc-
webapp: <tag>"
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Note

<tag>IfEAY BEZRET B ICIE,

<ssc_helm_dir> 71 L2 M) ICBEL T, ssc-
<chart_version>+<ssc_version>t9z 7 7 1 JL %= F X
F9, TGZT7 7 ILEAD LD <ssc_version> {E(xH
DRFEA A —VEILRDY V) &FERLES,

T, EERAA—2ENRDY TH RO THE
INTWHT: <ssc_version>.<imageBuildNumber>

Docker HUb CERAIRER A X —2 4 T2 —BRRTZ
79, <imageBuildNumber> =R 7 35k, %
% image.buildNumber Helm¥F +— Kk DETIEET
DNENHY FT,

Important

A4 XA —%&( ssc-webapp ) &4 J( <tag> )DIEZZEE
LTIERY ZTEA,

4. <priv_reg_host_and_port>/<priv_reg_path>| 7 7 4 JL T
<code>image.repositoryPrefix</code>/X5 X —4 DfEE L T
[ image.repositoryPrefix | Z AL XY,

image.repositoryPrefix /X5 X —# ICIBET 2EIF. KEICZAZ v a())%
EDHBIVLELIHYET,

J.IEMIGA A=Y EINRY T%FERAT 5%BEIE. <imageBuildNumber> Dfg& LT
image.buildNumber fEZ AN L FT, TNUADZEIE. ZOXFHICLFET,

4. LY X b (Docker HUbF 72 E TS AR=—ML IR RNY )OS A= ERET 5720
MDKubernetes>—2 L v hE7OEY 3=V LET, FIBIZDWTIE,
https://kubernetes.io/docs/tasks/configure-pod-container/pull-image-private-
registry Z58R L. <ssc_helm_dir>/ssc-values.yaml 7 7 1 JL T
imagePullSecrets /X5 X —4%DEELTY—I Ly NEEAHDLEY, >—V LY
A regecred THBGFED 7 A —< v MIRDEBY TY,

imagePullSecrets:
- hame: regcred

This PDF was generated on July 6, 2026 Page 70 of 695



m opentext- Application Security 25.4.0

Note

imagePullSecrets {&i&. Docker HUbL Y XA N YADT 7 ZRITHET
T, BRBERRLTTIERTESDTSAR—KNLI AN DHB5BE
i&. imagePullSecrets #18E T 2 M EIFHY FH A,

5. (AT a V)BT —9 5BESILT 576D secretkey 7 71 L= #fEL T,

1. #1& TApplication SecurityzZ BT 2355 1d. REREHRD bin 74 L 7 Y
TRRAT—=RY—=)LERDIF, ROAXY RERTFTLTHLVWF—IANTE4E
RY B2HENHY FT,

<ssc_distribution_dir >[bin pwtool secret.key
# L\ secretkey 7 7 1 ILAERINE T,
Enterr—%Z# L. BESLTEIXFINZAALIET,

2. AV TFHiEXIhTWia L Application Security = Kubernetes? 5 2 4 (L8179
3al. ROT14 L7 M) TEBFDsecretkeyz ROIFT2MENHY XT:

<fortify.home>[/<app_context>/conf

secret.keyDIGFTDEFMIC D W TIEX, [<fortify.home>7 4 L2 FJIZDW
Tl ZBRLTLLEI W,

6. LERMD/INS X —4 % values.yaml 7 7 1 JILICABDLET,

o urlHost ICI&. Application Security~D7 7 XA %= BH & L TLIEEHDNSH
DA>TWBRENHY £, Application Security 1 Y XA M—JLIZT VAT
57-bD7 KL XIE <https://<hostname>:
<service.httpsPort>| <sscPathPrefix> TY, =& Z I,
https://ssc.example.com:443/ssc IZ72Y £9, R— FH443DIFE I,

URL( https://ssc.example.com/ssc )h 5 EBETX £,

o HWLWPT T BLDIC. service.type /XT X —4 % LoadBalancer ICFRET %
lEEBAHLET,

o secretRef.name |C& > THHBB X 5 Application Security>—2 Ly MNMIE&R
HHEAT B ICIE. ssc-webappz FEITHIRRT 2 EAHY I (T hiFRIFE
BHEMICBERINET),
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Note

e MEIIZIG LT, values.yaml 7 7 A LTS A—FICHEET BT &
AEDEEKRTERLTHA S, Application Security=BRERI L T
TEAERLTXET. KubernetesV S R 7 &> TlE, Fl4IE

persistentVolumeClaim /X5 X —4 £ R BIHEDRHY T,

Tomcat7 72X DARIYTA X

ssc-webapp AV 774 X—Y CTomcat7 7 Z2AJ7DF 74 N7 +—< v N&ER
9 BICid. HTTP_SERVER_ACCESS_LOG_PATTERN IRiEZ %1% Tomcat Access Log
ValveD /N —VIZERELEX T, Y R—PFINTWVWBNSY—VDOFMICDWTIL, Apache
Tomcat Configuration Reference®WebH# 4 KSR L T LI L,

ROBFNCRY & DI RiEHelmF v — MEZERATE X,

environment: - name: HTTP_SERVER ACCESS LOG PATTERN value: 'Sh

%L %u %St "%r" %s %b'

Kubernetes? S A9 NDERBAD NS TV a—FT1 >
g

DtV arvThR, BRAORITHRICIS—DNRELEBEDOINS TV 2a—FT14 2 TD
EYbheRLET,

AVRAMN—IVERETY v 2alizBaldk,. UTERITLET,
kubectl describe pod <pod name>
AVZAM=ILRICOTZRTTBICIE. UTFZETLET,

kubectl logs <pod name> -f

225 TRITHFDPodD AT —4 A (fREH, EITH. &I KR FTLEFERE) ZRTT
ZICIE. UTFZERITLET,

kubectl get pods

PodHWZEITLTWAWEETE, 1 V950574 TREBIIFOREEZBO—RNLTWE
T, BRF->T. £ 5—F kubectl get pods #2217 L F 3, PodAEITLTWBD AR
L% ®iITLxd,
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ITRTOY—ER, EYEHTOHLNEIP(VZRIBLUHER)., BLVR—bDY R MERT
T5ICEE, UTFZ2ERTLET,

kubectl get services

INLDEFIZ—EICTSBICIE, UTFZRTLET,

helm list

HelmiC&k > TA YA M —ILENIBFEDEBRDIE/REZRNFT I, UTZRITLE
ER

helm get values <installation name>

IOV KRINTWERY) 2—LICEATZERZEZALIEY, A A—IDERICBIETHIN
e EDIDEBBE LAY T2ITIE(EAIK BEALERBERIIREINALEE). LT
=EREITLET,

kubectl describe --help

TRTCHRIFICE A TEH. Application Security A BEE S W ICEMEE S, OJ LT TR+
DRBRHABONBVWEERF. UTEETLTCAVFTFI7AILIRTLEREL, RIE
DODREEF v I L, FHRTNNYITIRIVERITLET,

kubectl exec -it <pod name> bash

INICEY, AVFFTDAVISIT1TRTSHDRE, thOREO Y (Tomeat £ 7z 1%
Application SecurityB&A)DH T E, DT Y ROEITHAFREICAY T,

BHEDONS TN a—FT4 VJICEATBIHRENLAM RIZDOWTIE, TKubernetes R D
NS TV a—FT4 2 JICETBHEENLASN R) 28R LTCEIY, aVvFH{EIh
7TV r—2avIilEAd 3 —RUABREDT /NNy JIZoWTik, 770 5—>3vm
NSTIoa—T427] #ZBRLTLEIV,
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1.46. 74 LI M)ICDWT

<fortify.home>7 14 L 7 MU I&, B&E 7 7 1 IV & L UMD Application Security ) ¥V — A
BFEISmATY,

Application SecurityERA#&. <fortify.home> (ZRDIFFTICHY £,
o Windows¥ X7 LDIHFHE: %USERPROFILE%\.fortify

B —H EWindows—EZXR 21— OEAICEBINE T,

Note
%USERPROFILE% (%, Tomcattt—ERXRZFE{FLTWE1—HARKL
9, Tomcatda 4 VA M—J)L L2 —EIFRY FH A,

Named Account = C:\Users\<username>

LocalSystem [Default] = % WinDir%\System32\config\systemprofile
LocalService = %WinDir%\ServiceProfiles\LocalService
NetworkService = %WinDir%\ServiceProfiles\NetworkService

e Linux> 27 LDIHE: $HOME/ fortify
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1.4.61. 7 # )V NOBFRTOZER

Tomcatt —/XDRENIFEA T 2JIJVMLET fortify.home Y AT ATONT 1 2B ETSE
&Y., 74 bD<fortify.home>T 14 LU M) DIFFi%E LEXTEEY, L&k
X, CATALINA_OPTS BMEZ#HAFRLTCIDYRTLTAONRT 1 ABETEZZEY, T
&, Windows> 27 ADTomcattr —ERXERZICH S [Javat 72 3 >~ (Java Options)]

7 14 — )b RIC fortify.home 7O/ T 4 ZEMT B EELTEET, Javay AT LATONT
1 DREDFHMICOVTIE, TomcatdYZ a7 ESRBLTLLEIWN,

IR

-Dfortify.home=/home/fortify

Note
e Application Security = %7€ ( [Application Securityd#]E%E] =S8R) L7
IC. <fortifv.home>7T 4 Lo N DIGZFAZEET 5ICIE. BFHED
fortify.nome Y A 7L 7ONTF 4 EEZFERAL T —N"2BEHT 271, BE
ZF D <fortify.home>T 4 LU N DARABZFHLWEBMICOAE—F 5H. BEIL
TLEXW,
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1.46.2. 74 L2 N)DRE

<fortify.home> 74 L2 R )IEZRDEL D ITERINTVWET,

<fortify.home> <app context>/ conf/ app.properties
datasource.properties log4j2.xml secret.key version.properties
logs/ ssc.log ssc plugins.log ... init.token plugin-framework/
fortify.license

T

(A

<app_context>

Application Security"BREINZ 7 SV r—2avH—nN"aAVFF A MNTY, Fif
ICDWTIE, Application SecurityDEEEDEEMELA SR L T 23V,

e app.properties

BEFEDPRETEZ 7T r—2ar7anF42E8FNTWBE 774 T,
Application SecurityDs&E %= BENIMLT 2356, TO7 7 ILIFEEZ & IC
autoconfigZ 7 1 JLIND appProperties F—ICEDWTERINE T, FMICDOW
Tid. TApplication Securitys2 EDEHENIE] 2SR LTI,

» datasource.properties

T—IR=—ZAFHMTONRT A HEENTWVWSE T 714 ILTY, Application Security®d

REEXBELET BHBE. DT 71 ILIEEEITZ & iCautoconfigZ 7 1 LD
datasourceProperties ¥ —ICE W TEHRINF T, FHICDWTIE,
[Application Securitysg¥ €D BENME] 2SR LTI L,

e log4j2.xml

T2 MDOOTHRENEFNTWVWE T 7A4ITY, COREITFETEETEET
M. RKbYIClogdj2tdE LEXMEZFRAIT A s zmKHRELFI( IO JEHED
BREI FBRLTLLEIV),

« secret.key

Application Security WD EE LR EBEREZBSILE L VESILT 2DICERAIN
PESIEF—T7 74 TY, TD7 74 ILHApplication Securitylic K> TEEE X
nazelEpYFErthA, L. TOT 74D

<fortify.home>/ <app_context>/conf/ T4 L7 K JICBRWBEIFERINE T,
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231.0& YW= 3 >~ DApplication Security % & L 72355 1&.  secret.key %
FLWERICKRITT S & 2880 L F T, FIPSERIE TApplication Security = 547
9 BICIdE. secretkey ZFH L WHERICKRITT 2HELHY X T,

EMIICDOWTIE, TsecretkeyZ7 7 41 ILD#1T] #8RLTLEIL,

Note

datasource.properties 7 7 1 LB L V—EHDTFT—FRXR—27 4 —JL K
I, secretkey 7 7 M IVICHKRFT BBESIEINAT Y NIDNEEH
TWE Y, Application Securityf Y R9 VR & Ea—4YBTHREIT
BGEIE. T—IR—RT7AIVEIFTIERL secretkey 771 %
BENT DIHVENDHY X7,

e version.properties

T7I)r—=2avo7y 7T L—RKEBRE LT, Application SecurityDIRIES &
CUEION—Ya VICET 5 1E5HReBMNT 27 71T,

e logs

Application Security@ 7' 7 7 (I &E TS5 74000774V EEL T4 LV N T
ER

e init.token

Ty N7y T4 —RDBHARAENDEREE— RTH—/\DRBENT B) = TITERK
IhaHLWEFa2 T4 b=V V%S 774/ TT, Application Security % 5%
ETH1—HiFE. OV VEFRLTEY NPy T4 —RIZTIERALET
( TApplication Security®#[EF&E ] %S H),

e plugin-framework
BRERINZTSTAVEECT4 LI MN)THY., Application Securityll & > T5E
2ICBEEINZET,
Note

plugin-framework (&, Application SecurityiC & > TEEIMICEE X
N NwIT7yTabEBEETHERIFEATLIEHEA,

» fortify.license

Application Security 24 2> X7 74 IV TT,
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Important

<fortify.home>[<app_context>/conf/ T 1« L o MU ITIZ, BITROD 7 74
DEFNTVWIHRENHY FT,

e app.properties

datasource.properties
loa4i2.xml

secret.kev
version.properties

INLEDT7A4ILDOVWTNHIDNRDONSRWIEE, Application Securityld B
BEREEETI BN By MNPy T U4 —RE2REELT. FELTWS T 7
1INV EBEKRLEY,
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1.4.6.3. secret.key 7 71 DI L —2
3
Application Security/X—< 3 »231.0LAE TlE, FIPSIRIETEITT 5729, secret.key

T774IVDERZHAEFERAL LT, secret.keylEFIPSIRIEODHITHRITT Z2HELHY
Y,

secret.key D/N\—2 3V &FEEE L. secretkey7 7 M L ERITT BN HZINE DD %A
YIWrg B7-HIC. secretkey 77 M I ETFRAMNIT 1Y THEZET,

BHINLFHAD secret.key ICIERDTF R MDBEENTWT, secret.keyx 179 % ih
BRIV EERLET,

BEGIN FORTIFY SECRET KEY V1

secret.key 7 7 1 JLDES

AT FHEINhTWRWERTIE, secretkey 7 71 )%
<fortify.home>[<app_context>[conf/ T4« L2 MUDNLIAE—L 9, HFAATDOFEMICD
WTIE. T<fortify.home>T 4 L7 FJICDWT] ZBRLTLEILW,

VT HEIhBRETIE, Kubernetesv—72 L v M%&ffF LT secretkey 7 7 L%
ER L 7=35 & 13, Kubernetes>>—%2 L v hHh 5 secret.key #HIH LE T, THUNDIS
&, kubectlcp O~ > R&EFAL T, [fortify/ssc/conf/secret.key 7 7 1 L %
container/fortify volume 25 O0—ANT7 74 IV AT ALAICOAE—LZXT,

secret.key 7 7 1 L DT

<ssc_distribution_dir>/bin/ 4 L2 N) T4 7L —>3a vy —IL%=BDIF T, JRDO3
TV REEITLET,

<ssc_distribution_dir> /bin/pwmigtool <secret.key file to migrate>

RATL—>3vy—)bik, LAY —secretkey? 7 1 ILDEHI %
<secret.key._file_to_migrate>.pwtool-migration-backup ICZEE L 7,

BiTX hi=secret.key7 7 1 JLDEH

AVTHEINTWARWERRATIE. secretkey 74 L7 MJICH D

<fortify.home>| <app_context>/conf/| 7 7 4 L =B X Z T, Application Security = &
EELET,
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AVFFHEIhEBFETIE. Kubernetesv—7 L v b %L T secretkey 771 L%
JoevazvJLEGEIER. Y=Ly hEBEHLET., ThUADHFEIX. kubectl
cp AV Y RZfEAL T, [fortify/ssc/conf/secret.key 7 7 1 JL% container/fortify
volume R CTEE#ZFY,

Application Security® webapp R KEHIR L THBESL 9,
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1.5. Application Security D ¥]EIE& E

#& TApplication Security® 7 704 L7zt&. 75 7% 7o 14 > KJICTApplication
SecurityDURLZAANT B E, By N7y T4 HF—KPRAZET, By b7y T4
—NEFERALT. Y—NOWBPZREDOFIEZZT LET, BEEICEY Ny T4 H—
RAMERAAREICA D DIk, Application Security%#16HT5F 704 L7, Application
Security 7 v 7 L — K L7z1%. F7l&Application Security=RFE— KIC L&

( TApplication SecurityDRFE— RAD#IT] #SR)IESNE T,

#& T Application SecurityZ & E 9 5 ICldE. RDOFIEICHEWNE T,

1. Tomcatt —/NIZHE LW/ A— 3 > D Application Security WAR7 7 1 )L &7 704
L7k, 759% 01> RUARE. Application Securityth—/SDURLEZ AA L F
9 ( <protocol>:/[|<hostname>:<port>[<app_context> ).

Note

ZENLERBEDIZE. T 7 4/ b DApplication Security URLIE
<protocol>:/[ <hostname>:<port>[ssc T3, Kubernetes? 2 X%~
DERADEZE. T 7 # )L NDURLIE <protocol>:/|<hostname>:<port>
TY(RRIT ssc &EFIFRRL),

BEAIN/ZWARZ 7ML Z{FEA L. sscwar 7 71 ILDZRIZEEHET
ICApplication Security= 7 704 § %2334, <app_context> (& Tomcat
P—NERETLEIINAQWVWRY., ssc icBY F7,

2.WebR—IDHLBICHZ [EEE(ADMINISTRATORS)] #40)v o LF T,

3. 7T¥ A NI T 14 & T <fortify.home>[<app_context>[init.token 7 7 1 L =X &
ER

TomcathWindowsH—E X & L TEITINTWBIEE. init.token 7 7 1)L

I %SystemRoot%\System32\config\systemprofile\.fortify\ssc\init.token (4 Y
9,

4. inittoken 7 7 M ILORB%= Y )y FR—KICaAE—LZ9,

5. 2y N7y T4 F—RKDY A V42T, inittoken 7 7 1 )LH SO E—LEXFEF
% [E¥2Y 571 b—2 v (Security Token)] Ry 7 RICBEY T TH S, [HA YV
1 V(SIGNIN)] #7Uvy o LZE9,

6.ty b7y T4 ¥ —RD [FAB(START)] R—JICEHINTLBIEREZFKA TH
5, [DRANNEXT)] #2200y o LEYS,
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7. [E%7E(CONFIGURATION)] R—<® [FORTIFYSA Y RAOF7vy7O—K
(UPLOAD FORTIFY LICENSE)] T. RODiE{EEITVWET,

1. [UPLOAD] #2YYv 2 LZE7,

2. fortify.license 7 7 1 L Z=SH L TERL. [UPLOAD] =7 v I LZET,

Ty N7y T4 —RIZ. RIEERET 7 1 )L( app.properties .
datasource.properties . # & U version.properties )" IS N B RIZERET 1 L
JR)DFT 74 MNRZADBKRRIINET,

BRIBEREZ7AINDT4 LI N)ATORBEFTRICET2EEFTR 25~ [CZOW
%5 A TEML F L 7= (1 have read and understood this warning)] F v V7R v
JR%AICLTH L. LRANNEXT)] 220V v o2 LET,

IOTALY N OBFHEEET ZHEICDONTIE,  <fortify.nome>F 4 L& kY
IC2oWTl ZZRLTSESILWL,

9. [O7RIEXE(CORE CONFIGURATION SETTINGS)] R—Y T, ROBEEETWL
£9.

1. [FORTIFY SOFTWARE SECURITY CENTER URL] T. Application
Securityt—/YDOURLZAHAL ZF T,

2. [HTTPAHRR Ay FIREEABRICT % (Enable HTTP host header
validation)] ¥z v 7Ry VX% A > ICLT. HTTP Host~w {EH
Application Security®®URL ( host.url 7A/NXF 1 ) THREINLEE—HT 3
ELIICLET,

RARNER—FOEAN—BLTVWBRENHYET, hik. T5THIC
t. RESTAPINOERET7 V7 ERICHERELX T, RIVAT T DHE. HHW
BHTTP Host~w 4 A*Application SecurityiC 772X TE %9,

3. 70—NIVRFBEBEWICT 5I121E. [FA—/3)L#%FE(GLOBAL SEARCH)]
RAVTRDBEEITVWET,

1. [Aa—/IikFE%EBRICT % (Enable global search)] ¥ v ¥
Ry VR%E=FVICLET,

2.ZDFzvIRYIADTILHBTHFAMRY 7 UK, BRERA >V
TYIRIT7AINDT I 2 NDGBAANRRIINET, BOGH%E
FARTZHEIF. RBEA VT IRT74ILDRDTF 4 Lo bR
AANBALET, "NRAT—KRE@EM Ty I AFFInFzHA.

AT D AMFINIET—YICIFEBRIER(I—YE. EFX—
T RLR, LTI, BEI7 7MILEARE)DNEEFNSH

This PDF was generated on July 6, 2026 Page 82 of 695



m opentext- Application Security 25.4.0

BEMENH D DT, Tomcath —/N\DA—HEIFIPFEAAAE L VE
XIAAT IV RAEERF OLRERIBAIABIRL TL IV,

Note

JO—NIRRIDBLERA VT v I AFFICERBERT
1 AIHYAXE, T—YDRFMICL>TERYET
M. Lucened VT v I RET—IR—AADT—4 &
YIFBMTNILKARYET, EZRIE T—F9R—2
BIREARY) 2 —AL18GB(dbf VT v 7 A X)) ICLERA
Ty P AY 4 XE#2GB T,

3. [/'A—/N)L#5R(GLOBAL SEARCH)] R4 VIIEBHINTWBE
E5x5;H. [COBEEFHATCEML ZF L7(Ihave read and
understood this warning)] F v 7Ry VX %=FVICLET,

10. [NEXT] 22U v o L&FY,
11. [F—4% Y —X(DATASOURCE)] R—I T, ROBEEZTVWET,

1. [F—4~R—24 41 F(DATABASE TYPE)] ') X kH» 5, Application
Security CERET 2T —9R—R5 4 TERERLFT,

2. [F—49~R—21—H%LZ(DATABASE USERNAME)] Ry 7 XIZ, T—4 N
—RT7AI 2 MNDOA—HYEEANLET,

FHICOWTIE, [7—=9R=R2—F7Hh0 Y D] 2SRLTLKE
T LY,

3. [F—4~R—2Z/8Z7— K(DATABASE PASSWORD)] Rv 7 2lc, F¥—%
R—2ZFHYY NDRRAT—REANLET,

[F—4 R—21—144Z(DATABASE USERNAME)] 7 1 —JL K& [F—%
~R—2/82 7 — K(DATABASE PASSWORD)] 7 4 — /L RTIRELLT—%4
R—RIA—HERFERN., 1L —2avR YT NERITT RO
BRI EZONA—YT7HO UV NDEDTHB R LET, &
NOSDFAICOVWTI, [F=9R—=2221—HT7Ho v NOFAT] THREAL
TWET,

4. [JDBCURL] Rv ¥ RIZ, Application Security@URLZ=AALZFd, D
R, ROKUTFBELTLREIW,

MySQLT —4 N— X DiGHE:
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» MySQLY—/3A" sha256_password 7= (&
caching_sha2_password 2L 7S5 741 V= ERAT 2 LD ICEREI N
TW3IHEIE, serverRsaPublicKeyFile # 7> a3 v A fFEREL T, #
—/NRSARFHEAJIDBC RS A NITETHELIHY 9., H DL,
X2l 71 REDFEW allowPublicKeyRetrieval & 7> 3 > % {§
TBHIEETEEY, FMICDWTIEZ, TMariaDB Connector/J] &
LU TMySQL server] D RFa2 XY bESRBLTLLEIV,

» JDBCURLDOKREIC, RD2DDAT— KXY N %ZBINT 2HENHY
7,

sessionVariables=collation connection=<collation>
rewriteBatchedStatements=true

2 ZT. <collation>lgT—9R—2ABEYA1 TERLZET,
B

jdbc:mysql://<host>:3306/ssc?
sessionVariables=collation connection=utf8mb3 bin
&rewriteBatchedStatements=true
jdbc:mysql://<host>:3306/ssc?
sessionVariables=collation connection=latinl gene
ral cs&rewriteBatchedStatements=true

MariaDB JDBC K 5 4 /N&, MySQLT—49 R—XH—/\ICHEH{EL
9, BIMDIDBC URL/XS X —4 Tl&, MariaDB K S 4 /\#EX % £
TOMENHY XY,

SQL Serverr—49 RXR—ADiHE:

» JDBCURLDOERREIC, ROTONT 4 BREEEBMNTILELHY F
9, sendStringParametersAsUnicode=false

il

jdbc:sqlserver://<host>:1433;database=
<database name>;

sendStringParametersAsUnicode=false
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Caution

Application Security IC##3A N TLSSQL Server
JDBCRZANN=U3viE, 774I8T, BSEIH
EHmEGRINY—\AREZEHE LE T, iHAE
DIRFHER & L TR KT 215513, Truststorez 5%
32 EWRELET, Truststorex:XIFT B2 ENTER
WS, EHEORIIEEMICTDIIENTETET, FEEA
ZREFEINTVWBED, GAZEDODNSEN T —FIN—2
HP—NDRRAMGE—HLABWVWE WD HFEIF.
hostNamelnCertificate #&#t 7’ 0/87 1 AL TIEL
WRZAMEZIEBELEY,

SEHICDOWTIX, % s o/F7 1 0%El T
hostNamelnCertificate . trustServerCertificate . &

& 0 trustStore* JDBC URL 7O/857 4 #5B LT
T LY,

5. [MAXIMUM IDLE CONNECTIONS] Rv 7 R, T—ILICKT I EDTE
52714 FIVERORRBZADLET,

T 7 #) MEIZ50TT,

6. [MAXIMUM ACTIVE CONNECTIONS] Ry 7 RIZ, T—ILIZEKT I &D
TEBT7VT1 TEHERORABZADLE,

7 7 # )L MEIFI00TY,

7. [MAXIMUM WAIT TIME (MS)] Ry 7 R, YRATLDIMFIAZZRO—T 5
FTICT I R Z T 2 RARBEERI R WEE)Z I VWEMNTAR
LEJ.

77 # )L MEIZ60000TY, FRZEHMRICERY 5ICIE. EZE0(0)ICEK
ELET,

8.8EZTANTSICIE. [TESTCONNECTION] =2 v I LZEY,

BEimT A MIKRBLULHZEIE. ssclog 7710
( <fortify.home>[<app_context>/logs T4« L2 N)R)EF vy L TRE
ZRELET,

12. [R2 Y F7 &4 9 >0O— K(DOWNLOAD SCRIPT)] #% ') v 4 LT create-
tables.sql 447 >vO—KL, CORIYY TR ERTLET,
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Note

s . . . BN

Application Security D&% E = BEIL 9 355,
<app_context>.autoconfig 7 7 1 IATT—IXR—ADIA I L —¥
AaVEITTICAMICLTHDE LD, create-tables.sql 24" 7~ &
ETTBIHEIEFHY T A, Application SecurityzkE % ﬁ@ﬂlﬁ”éﬁ%

ICDWTIL, [Application Securityd:REDBEENL] 2SR L T EX

13. F—§ R—REMEL LRI, DRANEXT)] 229 v 5 LET,

14. [F—HR—RAD>— RAULE(DATABASE SEEDING)] R—Y T, ROBEEITVE
3_0

1. [8HR(BROWSE)] =2 ') w4 L. Fortify_Process_Seed_Bundle-
2025_Q2_<build>.zip 7 7 A IILERDIFTERLTHS, [F—IR—RIC
< — R(SEED DATABASE)] #7)v -2 L9,

2. [BB(BROWSE)] #%2!') v ¥ L. Fortify_Report_Seed_Bundle-
2025_Q2_<build>.zip 7 7 A I EBDIFTEIRLTHDS, [F—FIR—RIC
*— K(SEED DATABASE)] =2 Y v 2 L9,

3.(# 7> av) [BR(BROWSE)] #5) v U L,
Fortify_PCI_SSF_Basic_Seed_Bundle-2025_Q2_<build>.zip 7 71 IV =R
DIFTGERLTHS, [F—HR—RITY— K(SEED DATABASE)] %7 1)
v LET,

4. (7> a>v) [BR(BROWSE)] #21) v o L.
Fortify_PCI_Basic_Seed_Bundle-2025_Q2_<build>.zip 7 7 1 IV 2R D ¥
TEIRLTHS, [F—HR—RIC¥— K(SEED DATABASE)] #21)v ¥
LEY,

FRATRERY — KAV RILOFEMICDWTIE, TApplication Security 7 7 4 )LD 4
DvO—RERRE] ZSRLTLEIV

15. [RA~(NEXT)] . [5 T (Finished)] ®IBICZ ) vy 2 LET,

16. Linux> 2 7 LDIFEDH*, fontconfigZ 4 7> ), DejaVuSans7 # > b, BLU
DejaVu Serif 7 # ¥ DAY —NIZA VA M—ILINTWT, 2—HHBIRTLR— %
ERTEDLIILAR>TWBIEEERLET,

17. Tomcat—N\zHwEBL F 7,

Application Security D#IHAEREN T T Licb. I T7BHEDRELBMDEEET T T X
¥, FIEICDOWTIE, EM®DApplication Securityz%E] #SB LTI W,
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BTREXRTEA2ZETINENE LK S, Application Security#RFE— RIZLTH S
EREHEEZMAEY, Application SecurityZRFE— RICT 2 HEICDODVWTIE, IR—Y
@ [Application SecurityDFEFE— RADBITESRL TL LIV,

ZRER

7w T L — REdDApplication Security D& E
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1.5.1. #1&® TDApplication Security~DH A
1V

Application Security7—4 R— X & {ERR L THHAE L. Tomcattr—/N%5&%E L. Tomcat
TApplication Security %z &R L 7=#&. Application Securitylct% 4 >4 > TE XY,

Important

HA A VIS, TIAILNUADBEEETHY Y hEVRLEET1DERL
THS, TIAILNDEBET AV Y M 2BEIRLEYS, 22— T7Ho v etk
NDOEEBAEDFMICDOWTIX, [Application Security 1 —H&EICDWT] %
SHRLTLEIY,

Application SecurityiCH 4 >4 > 3§ 3 Ii1E. ROFIBICHWE T,

1. Web 7> 7 H# T, Application Securityf Y24 >~ 2DWeb7 KL 2= AHALZT,

Note

ZHENLBRDEZE. T 7 4/ hDApplication Security URLIE
https://<hostname>:<port>[ssc TY, Kubernetes? 5 X% ~DEH
DIFE. T 7 4J)V NDURLIX <hostnames>:<port> T3 (KREIC ssc &
T 730),

2. A—YRENRT—RZAALFET,

[A—H&(Username)] & [/XRA 77— R(Password)] O AICT 1 —JL KiZadmin
EANALET, Tk, FRAVRAM=ILDT T2 NDERIBEIRTT,

3. [Y14 Y14 (SIGNIN)] #2)v o LZE9,
4. 7OV T IMHBERERINSZL, RRATD—RAEZTBLZET,

A—HEZP—BINA T L —X (&R, BREFZIETEEDY M ML, B, HFFLEX
FO—TVRA)DNEFENRVENLNRRIT—REEELTLEIW, AT —RKH1HEH
THDEFEMINEE, TONRRATD—RERELTHSA VAV TEDBELDICRY X
ER

RaBRR
BANDApplication Security:& E

Application Security® %4 > 1 VICHER/INZA T — RBE DR E
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1.6. BiNd Application Securitys&E

EHIDApplication SecurityiE%=58 T L. ssc.war 7 71 ILA2T7 704 Lizb,
Application Security® [EE] Ea—T&EEZTTLEF T,

DI a VT, RODMNEY ZIZDWTEHRBAL E T,

« Application SecurityE DAV R—R Y KDIHEBICDOWT

o MREMETL X WMEDERE

o PFXU—vavEFa YT MNL—ZVITDRE

e Fortify Audit AssistantiC D W T

e BRTLAR—KNAEDEF2Y T 1 DERE

e IT7REDRE

e CSVI7AIADT—HITYRAR—bDTOY Y

o [IN=T 3 viER(About)] Ry V ADYR— MNEKKLY VI AETETD
o v aR— KADFortify Insight!) > 7 D&

o NFT—DHBEMITHARITAX

o VRATLEKRDNST—%EHT B

o BEFA—ILTZ— MERFREDERE

e BEEEDHRALMBRT D-ODHIKREHRET S

« Java Message ServiceDi&E

e Application Security T —4#E2EEIC DWW T

e LDAP—H5%E

e SCIM2.070 ML DR

e MADTOFLDHRE

« OpenText ScanCentral DASTR ¥+ v DE{TEEEBDEML

e OpenText ScanCentral DAST G 9 5KafkaR k) —LDERTE
o Fortify ScanCentral SAST & Ot & %= B4t

e Va TRV 1 -SEMDRE

o BYBRLEFTINZI)—vT7vToaT

e THREICOWVT

o BENRTZVHY TV ERADEKE

o VUUINYA VA VEMEAT B7HDApplication SecurityDEREICDWNT
e OJEEHKDERTE

o EFIFHRUIEIZE(FIPS)IRIZE TDRIT

» Application Security®H 4 >~ A VICHELR/NR T — RBEDRE
e BEBEDHEERBREICDOWVNT
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1.6.1. Application Security&E DA Vi R—R v
NDEHEHICOWT

RDFRIE, Application Security A TERAAVR—RX Y M E—BRRILTWVWET,
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AVER—FRV K

TXxal)Fqa bNL—ZVIRVEY

OpenText™ Fortify Audit Assistant

Java Message Service (JMS)

LDAPH—/N

System for Cross-domain Identity
Management (SCIM)

OpenText ScanCentral DAST

Fortify ScanCentral SAST

SV JIHA Y F 2 (SSO)

NTRNSYXVTURT A

VI MY I TERSN

OpenText Application Security Tools
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1] bﬁ%ﬂﬁ

77—y avEeFxalyFqa bML—=
VI DERTE

Fortify Audit AssistantD &% E

1]

Java Message Servicei% E D& E

LDAPH —/N(DEE

SCIM2.070 kN OJJLDER

OpenText ScanCentral DASTRX ¥+ > ®D
KITELEEOBEWEL

Fortify ScanCentral SAST & D& %A
ikl
SUTNYA VAV EFERTEEHD

Application SecurityME&EICDWT

NTRSYF VT RFTFLADEFESICDOW
<

o OpenText Core SCADERERTRT
3 1= D#Efi

e SonatypeDiERZRRT D7DD%E
]
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Fortify Audit Workbench

OpenText™ Fortify Plugin for Eclipse

OpenText™ Fortify Extension for Visual
Studio

OpenText™ Fortify Analysis Plugin for
Intellid IDEA® & U'Android Studio

OpenText™ Fortify Jenkins Plugin

OpenText™ Fortify Extensions for Visual
Studio Code

OpenText™ Fortify Remediation Plugin
for Eclipse

OpenText™ Fortify Remediation Plugin
for IntelliJ IDEA® & U'Android Studio

OpenText™ Fortify Azure DevOps
Extension
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HEFIE

OpenText™ Fortify Audit Workbench
—HHA R

OpenText™ Fortify Plugin for Eclipse 1
—HHA R

OpenText™ Fortify Extension for Visual
Studioa—H#HA R

OpenText™ Fortify Analysis Plugin for
Intellid IDEA and Android Studioa1—%
HAR

OpenText™ Fortify Jenkins 7> 714 > 1
—H#H4 K

OpenText™ Fortify Extensions for Visual
Studio Code

OpenText™ Fortify Remediation Plugin
for Eclipse1—%#H1 K

OpenText™ Fortify Remediation Plugin
for IntelliJ IDEA® & U'Android Studio
—HHA R

Fortify Azure DevOps Extension1—+
HA4 R
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Important

Application Securityz=fttdd IV R—3x > N ERET 2HHIE. BETEHYY
VED/AY IV RAF 1 —%ERNRICHNAZHENHY £, NTP(Network
Time Protocol) R EAFRALTCAVYE2—9D /Oy 291 L%5EHETZ &
EWRELEFT, ChHATERAWGE, UTCR—IATHELTSaRBEDND I/ O Y
PJAF1—%MBFITBIEERELET, £ LAWLWE, Application
Security Il § 2 BEERI KK T 2HEMEIHY £,
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1.6.2. FE#HET L T VMEDERE

[4#v > aR— K(Dashboard)] £ a1—0 [[EHE (Issue Stats)R—2(CiE, 7)) 7
—2avyNnN=2avVOBREICAT YT VIERIKRRINET, ZOBEHRICIK. BEDOL
Ea—8L0BEICIDP>TVWEIHENIESENET., MEOUREBODRERIICDOWVWTHENR
FHrHY ERETZHIC. [BESE (Issue Stats)] R—JICiE [FHYL Ea—BHEK
(Average Days to Review)] & [F35{&7E H#(Average Days to Remediate)] D{EDHE
ICBAEN—DRRINET, HEON—E, BEIDRICMIEBINTWS, FLAA—&
BIRELENET TS, ALYy IVBON—EHBLENINS2DDEDEIMNIHE I &%
~LTWET,

LE2—F 5 EPEBEBET 2 EHABDEARESE

[Average Days to Review] & [Average Days to Remediate] % &5 9 ZHIIC,
Application SecurityldRDIIL—ILEZBER L £ 7,

 Application Securityld, ROBEZFENSBRHAL X T,

o 365HAILAEINICEEER X/ ISHIRI N /-MHE
o IRTOIIEINT/-FERE
o BIBEFLIFHIRINTWLWARVWEE

e EBEINLHEOREL(LASET 27, Application SecurityldFIEI ZH#ICEE
BEXh/HREZFEALET,

o EEBEINTUVLWAVLWHIHIBRINABEICDWTIE, Application Security X HIf&H % B2
BEHELTHERLED,

e MEDOHMAEEET %7/, Application Securityl&RDFIE%E1T L THT & BEZ)
EO)—vT7yvTLET,
o MHEINALHBEDHE%, BEAR DM >7/2BFD12:00 AMIZFAEL 9,
o BEEMNEEINIHEHRINIZEHZZEHDI12:00 amIZFHAEL XY,

INSDREIF. FHABZELLFETZLHIBLETYT, LExE. ThoDHE
ENaWizEe., ACEMICRES JUCEEINABBOEEEIFEOICRY X3 HN
ZHIFELLHY FHA, 3A2BICKREIN., 3ASHICEEINLEEDSZS.
Fa—B#(35-2+1 DFVYA4HEERY FT,

INLITARTDIL—ILAERINT, FEEBNORELITHONIE. Application
Securityld (auditTime - foundDate) & (removedDate - foundDate) D22 DFIG{E %= 5+ E
L. BEEL CHEZEBEITZ2EITCOFHEHBZNELET,

MIERET L S VMEDERTE
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TOCRAEAFE DT T r—avnN—Ua v IiIlET 3BBBREMRT ZBICI—YIC
RAINDBEREZRET D LIWVEZERELEFT. T 74/ b [EEHEH(Issue
Stats)] R—U T, 1008 (RIME) KRFDEILRR. 365H(RAE)ZBA 2EIFR. H&L
VCEDEDEIFEBTRRINET,

Average Days to Review & Average Days to Remediate DD L T \WMEZERTET 5 I
&, ROFIRICHENF T,

1.~y 47T, [EH(Administration)] %2R L F 7,

2. TES—=>a3yRAVD [A M) vy & MFYF2 T (Metrics & Tracking)] T.
[FEDH X (Issue Age)] %ZIRLE T,

[BEDE X (Issue Age)] R—IUDFAZEY, [FHL Ea—BFE(Average Days
to Review)] & [Fi9{EE HE(Average Days to Remediate)] D&/IMEE HZKIE
&, 774N TENEFNI00E365ICEREINTWVWET,

THRESHOLDS

Max Issue Age

Average Days to Review

 -— o

Min. 100 Max. 3465

Average Days to Remediate

Min. 100 Max. 365
CANCEL SAVE

3. BEAERT 2FHBEHDOLEWMELE ) 2v T 5ICIE.  [Average Days to
Review] D F T, ROWThHMERITLET,

o A4 AV O—ILEFELET,
o [®/MMin)] Ry o2& [BRMax)] Ry 7 ZILRINMTWBEEAERLE
ER
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4. BEEEETHIIFHEBOLEWMEZ) Y T 5IC1E. [Average Days to
Remediate] O FT. ROVWThHIMEETLET,

o ASA Ay hO—ILERAELET,
o [B/MMin)] Ry o R& [BRAMax)] Ry JRICRINTWBEAZELE
ER
5. [RE(SAVE)] #0)v o LEY,
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1.6.3. 7 ) r—>Yavexal)Fq hL—

— =N =

—VJDERE

HEBr7 TV s5—varvtexal)Ta bN—ZV I TSS9 NI —LILTIVEATE S
&l&. TD kL —=rF %Application SecurityICHEETEX E 9, TDH%, 1 —FILEER

IS, Sl 2REE FORBEAEMEICOWVWT, AVFFANIBLEAAY VY RICT Y
A TEET,

TApplication Security 7 7Y —>avteFxal) T4 ML—ZV T 5BWITT BITIE. R
DFIE=ZETLET,

1. Ay 47T, [EH(Administration)] Z#ZIRLE T,

2. FES—> 3 R4 0T, [B&E(Configuration)] #EBHL. [ZFFVIsr—>ay
FXal)F4 ML—=Y 7 (AppSec Training)] #RIRL£7,

3. [PFUH—vavexal5 4 hL—=> % (AppSec Training)] R—Y <. [k
L—=vJ%8%ICd %(Enable Training)] Fx v 7Ry VR %&FVDFEFICLE
E

4. FVZ4 v ML=V IRV S H Application Security =& L TWBHE D &
Al T WIkTBH ML —ZVJURLZEG T 2ICIE, ARYTHR—MNIBEVED
LTV,

5. [FL—==YZURL(TrainingURL)] Ry 2 RIZ, 7TV r—ravexal)rq k
L—=Y7JURLZEAALZET,

6. [RFF(SAVE)] 227V v I L&ET,

[EEE(AUDIT)] R—YDOBEDFME I avIil, [ML—=V T %FF5(GET
TRAINING)] K& U HRRINDLDICAYFET, 2—FiF [ML—=v T %&RIFBH(GET
TRAINING)] #2Y)v 0322 &T, BEFADT TV r—avtefa)7qbL—=
v JWebt 4 MIBETEET,

DITHERDE
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1.6.4. Fortify Audit Assistantic DWW T

Fortify Audit Assistantld, XF¥+ VD LRINHBEINEDHBETH ZHEL DI %
YEIT DA T3 DY —ILTY, Application SecuritylEOpenText SASTAH#ER Tk
INEBIEDHETEMETHZHE D MRS 572812, Fortify Audit Assistant & E#E#
LE9,

Z D¥IET A T 9 ICIE. Fortify Audit AssistantiZ FRIDR—R 54 Y &HILT 270D T—
YHBETYT, ZDT—4H L. OpenText Core Application Security (Fortify on Demand)
EEENMAF v VEBEOOKRIC, IFIFLBMEBEEZEDOL D ICFHMITEINIOVWTITo L
REICEDODVWTWET, TDT—%1FE. 7—ILTNTERLIN, BEEENMMToLREIIC
BEDOWTChNL—=V I TF—49 A EDLETHERATE T, Fortify Audit Assistanth & Y
ZLDMNL—=ZVJT—49%%|TES T & T. Fortify Audit AssistantidEEN KR T EED
BREZLYEBICFHAITE LD ICRYET,

SRIEH
Fortify Audit Assistant®D &€
Fortify Audit Assistant®O XX NS F 1 &

Fortify Audit Assistant® &

This PDF was generated on July 6, 2026 Page 98 of 695



m opentext- Application Security 25.4.0

1.6.4.1. Fortify Audit AssistantD&%E

Application Securityl&Fortify Audit Assistant& #£IZ88E L. Fortify Static Code
AnalyzerD 2 * v+ VIERTIRIN/BEIEDHEEMETH 20 E D D& Il d 5 DITKRIL
5F97,

Important

Fortify Audit AssistantT. 12 EDFE2HK(G2) TR Y > —%ERHR L £

¥, C2FAETILTHEET 2 FRR) O —%ERT 2RENHY £7,

Fortify Audit AssistantTFHIRY > —%AEHET 2 AEDFEMICOVTIE,
[Fortify Audit Assistant Documentation] TFortify Audit Assistant~\JL 7% 588

LTSI,

7 71) sr—< 3 >~ TFortify Audit Assistant £ 3 % & S ICApplication Security % 5% %
ERCI A

1. 8BHELTHAI V1 LET,
2. Ny 4T, [EHE(Administration)] #ERL F 7,

3. FES—> 3 R4 T, [E&E(Configuration)] #EBIL. [Audit Assistant]
EEIRLE T,

4. ROKRTHAT 5L H1C. [Audit Assistant] R—Y THREAITWVET,
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Z4—ILK

[Audit Assistant= B%hiC 3 %
(Enable Audit Assistant)] F v 7R
v g R

EREE b — 2 > (Authentication token)

Fortify Audit Assistantt—/SURL
(Fortify Audit Assistant server URL)

Audit Assistantic 70 F > & @ (Use
SSC proxy for Audit Assistant)

YTRDEBREELET,

BEHEIAEBICTANINEDS, KICEAT

VTRDEBEZLET,

. [RY>—OEF(REFRESH POLICIES)] =2 ') v ¥ LT,

HLICHEAT

Application Security 25.4.0

aEA

Fortify Audit Assistant=&MICT I
ik, TDFTVvIRYIR=FVICL
=S

(@WA7H) Fortify Audit Assistanth™ 5 EUS
LAEREEN—7 V& Z ZICBRY T F
T N—OVORBAEZMHRT BIC
&, [b—2 OB HE(Howdo|
getatoken?)] #ERL I,

(WA78) Fortify Audit Assistantt—/X®
URLZHEEL F Y,

(7 av)gRTDApplication
Securityii& CERT 2 OF 2 %%
EFEH»DIFE( [Application Security
MEaDTOxF>0kE] 25R). TD
70 > %Fortify Audit Assistant T
H35ICik, TOFTvIRYIR%E
FVICLET,

[BEZE& E (Audit settings)] 7 > 3

[B5E X E (Audit settings)] 27 > 3

[F7 4V FDFRIRY

< —(Default prediction policy)] 'J X kIZ. Fortify Audit Assistantt—/N EDIRTE

DY —NRYS—% AALET,
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7.

10.

Note

BerD7 ) r— a3 vN—2 3 VICERE X 1 /-Fortify Audit Assistant
TR > —IF, FEREEELRKR Y > —DFortify Audit Assistantt—/\T
TEINDE, BRI TEEIHYET, 2—HH [R)P—0DF
¥T(REFRESH POLICIES)] #72 Y v 7 9 %70, Application Security
I&Fortify Audit Assistanth® SEINFHLWRY O —%RIEL F T,
Application Security MDA EDESAAR Y & — %R LZFE. TD
R —DEEEHEDRY V—ADIYYEVTERTT—TILHBRERE
nExd, TOE. GVWERYI—%EHNL. TOEMREHREZTY TT
X ¥ 9, Application Securityld, ¥ v EY I F—TILTEELLERIC
EOWTRYY—%2BHLET,

[Default prediction policy] J X hD5, §RTOT TV r—>avnR—=Iavic
BATSFARY—DRBZFBRLE T, (R > —IdFortify Audit Assistant TE
EINEY),

CFHRY S —A T T =3y N—=U3 VL RITEEL. T4 00—

WFAR)—% LEZXT2HEE. (REODT IV r—yavnR—-IavoRrRyy
— % ABMIC 7 % (Enable specific application version policies)] %#:®RL 9,

ZThUANDIBE. Fortify Audit AssistantidBiD ATy FTIRELT 7 1)L b0
—NIVFRRY O —%2FERALET, 77V r—>3avnR"—oarvoRYO—%BEY
%i2iE. 77U —2 3= 3 7IIx L TFortify Audit Assistant4 7> a v %
BET D] ZBRLTLIEI W,

AREEEDORIEA MR & L TApplication Securityh & Fortify Audit AssistantiC B

FICEEIND L ILTZICE. [BBFRAI%ZERMICT 3 (Enable auto-
prediction)] F v IRy VR %&ZFICLET,

FTDE, TTVT—2a v TEILIOMEEBNICT ZRENrHYES( 7T r—
v a3 v /N— 3 VIR L CTFortify Audit Assistantt 7> a3 v %#5%E$ 51 =58),
BEFAMEEDEFMIC D W TIX, TAudit AssistantOBEIFRIICDWT] 2B LT
KIZEW,

Fortify Audit Assistanth* BN B &% I T 2 DITEL Y AT LLEKT [
(Analysis)] hR Y LY JEISERINS LSICT3ICIE. [BERERE2EMICT S
(Enable auto-apply)] F v IRy IV R%=FICLET,

ZDE, TTVT—2a v ZEICIOBBEEZRWICTDIRENHYXI( 7T r—
¥ 3 v /\— 3 V|3 L CTFortify Audit Assistantt 7> a V23R E 9 51 2 2H),
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Important

BEEAMEEAFERY %ICI1E. ZDR1IC. Fortify Audit Assistanto 44
7 D& % Application SecurityD 74 F DIEICY v TT2ELNHY ET
( TApplication Security#1 2 4 4% 7 {E~DFortify Audit Assistantd 44 7 {ED~
vEY 7] 25R).

11. [RTFE(SAVE)] =27 Uy U LF T,

SERIER: Fortify Audit AssistantD & E D E#T
Application Security T®Fortify Audit Assistant®{#
Fortify Audit Assistant7—%2 70—

Application Security1 X 4 &% J{EADFortify Audit Assistanto 4 J{ED< vy EV &
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1.6.4.2. Fortify Audit Assistant® B E)F;l
l[cDWT

BHEFH%E [T (yes)] ICRET 2 &, FPRAEEICT Yy 7O— RBLVCUNEBIN%
IZ. Fortify Audit Assistant® - RIICEE Y 5 REIE % BENEE T % & D ICApplication
SecurityZ=sETZX XY, (FRAIRICFPRZFEITEET 5%BAIE. BEIFAZERET 5%
ZEHYEEA)

77U7—93VN—VEVEﬂLTE@%ﬂtE@Lﬁwﬁﬁﬁﬁﬁﬂﬁofwé%

B, FHAINTET L7z, Fortify Audit AssistantidEF L WEBD AR Y L9 TICFAEE B
@Mkﬁ%biﬂ(EEJyz&/h@%MF%M%k77U7—>ayN—9ayuﬁ
EAIhEzdh, BFEAIEMIIAR > TVWARAWGE, BRISEET7VRAY Y NEEDY Y
IKOHMREINZE T, BEMERAI’BENREE. BEET7 VR Y NEBEDELREICEDWL
THOY TIZTy TEINET),

FPRALEDHZEICE DN > LFRHINTVWARWNHR—FINTWSET 174ﬂh;91%
SMMIA D ) BERER A, FHED 7= & ICFortify Audit AssistantiZ BEIBVICERE X
9, Fortify Audit Assistant?’, —EfHli L M@z BERN TS5 &EHY ?:“eL/uo

TI)r—=2avn—=yavoaaFAEMEIR. 227y 70702 TY, £9. EE
& HiFortify Audit Assistantz%E T. Fortify Audit Assistant% > 27 A2ETEMICL X
9 ( Fortify Audit AssistantDE&E1 %S R), %O)?ﬁ A—HYRT7 TN r—oavnN—=y
AV ZEILBRFUEBMITEIMENHYEI( 7TV r—>av"—=Ua vOEENE
AEBEFAZEMCT S Z25R).
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1.6.5.BIRTL R—MNEHDEF 25T 1 DERE

OpenTextTlk, BIRTLAR—F 1 V% HME LEEEOHRARYEBERT—9RXR—ITH
VY RNEERTHIEEHELTVET,

F—IR—ANDT—TINBELVE LI —ADEZIAAT IV ERAEHIRT BITIE. ROFIE
[CREVWE T,

1.BIRTLAR— FERIERT 27 —9R—R21—HFT7HU Y baER L. LER—NE
FRICHBRRNNROFTZRHE LT,

2. HLWIA—YHYTHIY NDBE., RORICEBE T 2T —IR—RATFT—TIELUVE2
—ADFEHAAAERT I EREZBMICLTLEIWL,
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F—7I

attr
auditattachment
auditcomment

catpackexternalcatego
ry

catpackexternallist
catpacklookup
datablob
documentinfo
eventlogentry
f360global
filterset

folder

foldercountcache

Eai—

attrlookupview

auditvalueview

baseissueview

issuecache
measurement
measurementhistory

metadef

metadef_t
metaoption
metaoption_t
metavalue
metavalueselection
project
projecttemplate
projectversion

projectversiondepende
ncy

defaultissueview

metadefview

metaoptionview

Application Security 25.4.0

reportexecblob
reportexecparam
ruledescription

savedreport

scan
scan_rulepack
seedhistory
sourcefile
shapshot
userpreference
variable

variablehistory

ruleview

view_standards

3. BEE#H & L TApplication Securityicth 1 1 v LET,
4. Ny 5T, [EHE(Administration)] Z2ERL F T,
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5. TS —Y 3 RA4 T [BRE(Configuration)] #EE L. [BIRTLHR— M(BIRT
Reports)] #0V)Vwv o LET,

6. [DBUsername] & [DBPassword] Ry 7 X, SAAAERDT—HR—R T
DEREERFE DT —IR—RATHI Y NOBIRIEREAADLET,

7. 7—I9R=—2A—HYTHIYV IDSOT—IR—RICT I ERATEZNEINET RN
T 5IC1%. [EEHOMEE(VALIDATE CONNECTION)] #4)w o L X9,
8. [RTE(SAVE)] #0 )y o LZE7,

SRER
LR—MNERBDOXEY DEIYHT
LR—MERS A LTV MDERE
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1.6.51. LAR— MNERRADXEYDEIYHT

Application SecurityL /R— b DEF 2 Y T 1 DEDIZAEY ZEY HT3ITIE:

1.~y 45T, [EHE(Administration)] #®IRLE T,
2. TES—> 3 v Rq4 VT [BRE(Configuration)] #ER L. [BIRTLAR— K(BIRT
Reports)] =7 vV LET,

3. [BIRTZ{TDE&E(Set up BIRT execution)] T, [HEAXkt—74%41 X(MB)
(Maximum heap size (MB))] Ry 7 RICRINTWBEAZRIRL, FTLWEEZ AT
l./ i _d_o

4. [RTFE(SAVE)] #0 )y LET,
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1.6.5.2. LIR—MNERY A1 LTI NDEERE

LIR—MERY A LT ME(ZEDE., LR— bMDERMMELEI N, [failed] ICREIN
FI)ZRET BICIE. ROFIBICKNET,

1.~y 45T, [EHE(Administration)] #®IRLE T,

2. TES—> 3 v Rq4 VT [BRE(Configuration)] #ER L. [BIRTLAR— K(BIRT
Reports)] =7 v U LET,

3. [BIRT{TDE&E(Set up BIRT execution)] T, [ET941 LT Y MHE)
(Execution timeout (minutes))] Ry 7 AICRINTWSEEZERL. HILWEAE
ABLET,

4. [RE(SAVE)] #0)vy o LEY,
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1.6.6. A7 REDERTE

Yy N7y T4 F—RTHHRELToE. WKODDIATEHERET 2HELNDH
UErd, INSOEMICIE. 22— T7AHOMNDIYALToNEOY I T MNDERE. 1
—HIBEIRDEK . OpenText™ DAST AgentDEE T E DERKRANRY ML S99 A LANR
VY —/NDAR—RURL, 8LV LI—HEEBEZEDEFA—IT NLANZENZET,
ZDR—ITIE, RulepackDEHICHFERTZ7OFTELHRELE T, RulepackEH 70O
FOOFEMICOWTIE, TRulepackEFHHAD 7OFVDHREICDOVWT] #H5RBLTLKEE
LY,

Application Security® O 7 X E & #EH T 5 ICI:

1. EBEELTHI V1V LET,
2.~y 45T, [EHE(Administration)] #ZRLF T,

3. FES—YavRq4 T, [BE(Configuration)] #EEIL. [J7(Core)] %&
RLZET,

4. [A7(Core)] R—I T, ROKRTHAINTWEIREZBX LIS,
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74—ILEK

glilé

BA

Absolute session timeout (minutes) A—Y5T 9T 14 TIRRREICHFTS
ZEAR(DE). T OHIBNRBET
s A—FREFNICOTITORNIN
£9,

77 #J)V MEIX 240 TY,

Days before password reset Application Security/X2 7 — KA F
hAHE(EE). COHEN BT 2
E. A—HEFNRRAT—REZZEETBH &L
d2ROHLNFT,

77 # )L MEIE 30 TY,
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74—ILEK

a—YAxQOv o7 MNTBETCOOY
4 V171 (Login attempts allowed
before a user is locked out)
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g!l‘:

BA

O—A)I—HFICHFTIN S, EPQ
Bi%iEER % £ L 7zApplication
Security~dD %41 > 4 VERITD O,
COBRIETDE, 2—FDThHhD
v OvoIhEd,

Application Securitylc&>TRAv ¥
7o MNInEaA—HE [AvIT7o
b B¥RE (%) (Lockout time
(minutes))] Ry 7 RICH B TIEE
IhicHE, :L<oJq4 v zH#%
ZENTEFHA, I—FT7HVU K
ooy VBB AEICOVWTE, To—
ANIA—HThD Y hOOY 7R
HESRLTLLEIW, 7740 MERK
3°T9Y,

Note

Z DEREIELDAP I —HIC
FEREINEEA, T
—TRYY—IT7149%
FRLT7AV>Y OO
YO T I RDLEWVED
BREINhTWRS, O
T4 VETIER L TEK
B L7EEIC. LDAP1—
Y7o MEActive
DirectorycOwv 277 b
TIN5 &EICRYFET,
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74—V K .

EnER
0w 2777 MNEFE(49) (Lockout time a1 —H dDApplication Security~D
(minutes)) A4 VETH (ATT7ORINEE

TonJ4 vETES(Login
Attempts before Lockout)] TIEEX
N7=EHKET 5 &, Application
Securityld [Av 7 7% MRERE(DE)
(Lockout time (minutes))] Ry 7 X
THEEINh/HEIChbz>Ta—%7
hovbhzOv /I LEY,

77 #4JVMEIZ 30 TY,
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74—ILEK

g!l‘:

BA

User lookup strategy LDAPABMRIZEIE. TDY X MH

S5ROI—ILy 7Ty TEEOWT
nHz=RRLE,

o Local users first, fallback to
LDAP users (compatibility)

BAICA—AIL1I—YEKRFEL.
RICLDAPA—H%#®EL X9,

FREIT S — 21— DREEL % T
57=%, LDAPHY—/&EO—AI
ANL—=—YTaA—HELHLrEE LA
WEIICLTLEIW,

o LDAP users first, fallback to
local users

EAICLDAPI—H# %I L., KR
IKO—Al1a—H%KmELET,
RIS —1—H DRI %%
57=%, LDAPHY—/&EO—AI
AMNL—=YTCa—HEPEELR
WEDICLTLKEIL,

o LDAP users exclusive, fallback
to local administrator

(SSOD #ELZHEBR)LDAP 1 —H D
AERFEL, O—HILEEET Y

TRZHFALET,
Display user first/last names and CDFIVIRYIREFXVICT B
emails in user fields, along with login = &, REIZIGLC, A4 V&, e
names B, BLUVEFA—NLTRKLZADI—
PIERIORTINE T,
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74—ILEK

g!l‘:

BA

Maximum events per Weblnspect

O 7588k TX %, OpenText
Agent Issue

DAST AgentE@E M4 H 7Y DERKRA N
VA, TOLEWEICETRE, [
CEIREICERET 28T L W\ A R MEE
B/BEINFET,

T4 MEIZS5 T,

ETIVTFaTEYSI VDA LT A—HYDIET VT 14 TIREIRHFBEIN

N (%) (Inactive session timeout DHEARE (D). T DOHIREA BT 5
(minutes)) &, A—H I Application Security »
SEEMICAIAT7INET,

77 # )L MEIE 30 TY,

Locale for Rulepacks .
P ROWTAEAALET,

o ja(A&EE

zh_CN(f a7 EFE)

(e]

(o]

Zh_TW(ZBAEFEHEEE)
es(ARA VEE
Pt_BR(HIL N HILE(TS V)

(o]

(o]

Note

REJMEZEET HLE
EHY A
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74—ILEK

g!l‘:

BA

Rulepack update URL .
P P Rulepack®E# %4 MDURL, 77 #JL

NEl https://update.fortify.com T
ERP

Important

[RulepackE#t
URL(Rulepack Update
URL)] 74 —ILRKDFT 7
I MBI, AR <Y
R— MEHEDISIBRI
NRWRYZEELARWT
IV,

Use SSC proxy for Rulepack update e o
Rulepack®E ¥ —/XA Application

Security 7O F > OERICH D IHE.
ZO7OF & FERTBICE. ZOF
TV IRV I REFVICLET,

Note

Application Security® 7’
OFZF/MLTEL
KERETIVENHY X
T, FMICDWVWTIE,

[ Application Securityf&
o7oxvoREl =58
LTIV,
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74—ILEK

g!l‘:

BA

I—YBEBEDEFA—ILTRLR(Z  BFA—ILBEANENIIRTVSE

—H¥7HU Y NOEXHE) (User B VATLICELBEFA—NTT—
administrator's email address (for FESLVBRMZZETZH2I—TDETF
user account requests)) X—=ILT7 KL R,

YA o454 T7O0RY VAT [T
AoV MTT IV RBATERWGEA.
2id7ho Y NBBERIFE(Can't
access or need an account?)] ') v
I MWMERAREERBZEIE. COEFA—
W7 RLRICFHLWI—TFT AV K
DERDEEFEINET,

Enable export to CSV from the

Dashboard and AUDIT views TI7#IKNT, 2—HiF [Fy¥aR

— R(Dashboard)] Ea—& &0 [BE
E(AUDIT)] R—VIIRT-INhTW3B
Application Security 7 —4% %#h V<
XEIYME(CSV) 7 7 1 LICT I AR—
NCEXEY, COFTvIRYIR%E
F7ICTBIET, ZO¥EZTOY
G-I

Note

[a7(Core)] R—TT

CDREDHEEERT S
ma. TOEEEFY—N
rHEEH LR THRE
INET,

5. [RE(SAVE)] #2 ) w oI LEY,
6. b —N\EZHEELET,

SRIER
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1.6.6.1. Rulepack EBFA7OF L DFREICD
WT

T 7 # )Lk TlE., Application SecuritylRulepack EFHH—/AHn 5, 2 —HFHEEHFL TV
% OpenText Secure Coding RulepacksD&H/N—Ya v =49 oO—RKLET,

HEBONE) Y —RICT IR TE-0ICTAF T &ER L TW3IHE. OpenTextTld,
RulepackE#HTA(ROICNT b Sy XV 7B E. HHL TWLWBI5HEIEFortify Audit
AssistantR)D 7T OF AR ET DI L EHELTWE T, HTTP(S) 7O M aIAR—ZD
IR TDApplication Securityii& CERAT 27HICE—DTOF > %3 ET%?’J‘%LJDL\
Tid. TApplication Security# 6D 7OF > DFRE] 2B L T X

HTTP(S) 7O P JAIAR—RDIRTOMETHERATZDICE—DTOF O A2HKRELE
%, TO7OF > %ZRulepack BEFICH L TEMICTEET,

SRR
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1.6.7.CSV7 7AINADT—HITHY RAR—p
a7Aavy
FI7A4INT, 2—HiF [¥v > aR— K(Dashboard)] £ 1—& L [EEZ(AUDIT)]

R—I|IRRINTLWBApplication Security7—4 & H VXY E(CSV) 7 7 1 JLIZT
PJAR—KINTEEY, COMEFTOY I TEET,

a—H A Application Security T —4 #CSVI7 71 ILICT VP RAAR— KN TERWVWEDICT BIC
& ROFIEICEITLET,

1. E1EE & L TApplication Securitylc 1 1 v LET,
2.~y ¥ T, [EE(Administration)] %=®#IRL 7,

3. TES—v 3 R4 VT, [E&%E(Configuration)] #EBIL. [J7(Core)] %*:&
RLET,

4. [y Y1 R—RELVEEEL1—HSDCSVADI I RAR—NE2EMICTS
(Enable Export to CSV from the Dashboard and AUDIT views)] FT v 7R v ¥
A%F7ICLET,

5. [RE(SAVE)] 22Uy ILEY,
SRIE®
AT REDRE
FvoaR—RYI)F—TINET YV RAR— TS
T—HERNVIRYPYET 7 IVANTIRAR—MT B
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1.6.8. [/N—2 3 Vg (About)] Ry I R
DY R— MEREY VIV EEET S

FI7AILKNTIE, [/N=2 3 VIE#R(About)] Ry I R, HRIITHR—RNR—FILAD
DY ORRRINET, TN V7 5BPDHBOYR— M R—FILAD) VI ICEZH
ABTENTEET,

opentext’ | Application Security CE 25.4

SUPPORT

To contact support, visit the support porfal.

DOCUMENTATION

For all documentation resources, visit the documentation center.

APl DOCUMENTATION

AP| Documentation

AP| Reference

FORTIFY UNPLUGGED

Visit Fortify Unplugged to access the Software Security Center playlist.

VERSION REFERENCE
OpenText Application Security version 25.4.0.0121

ScanCentral DAST version 25.4.0.99

[/X—=2 3 VIEHR(About)] Ry J RICHBDYR— M R—FILZERTT BICIE:
1. & & L CTApplication Securitylic 1 1 Y LE T,
2. Ny &7, [EHE(Administration)] ZERL 7,

3. FEY—Y 3 vRq4 T, [E&E(Configuration)] #EEL. [HRITAL X
(Customization)] %#ZEiRL 9,

4. [R—=2 3 VBSKRy V) ATHBOY R— NURLOER%2AF3MICY % (Enable using
the support URL for your organization in the Aboutbox)] Fx v Ry VR %&F
VICLET,

5. [#A#&d YR — MURL (Support URL for your organization)] Kv 2 ZI1Z, #EBD
HYR—KR—=4ILDWeb7 KL ZAEZAADLET,

6. [V R— MURLIZRTT %7 F X M(Text displayed for your support URL)] R ¥
2T, EBOYR—FR—=FILAD) Y IICRRTE2THFANEASDLET,

7. [RTFE(SAVE)] #0) v o LET,
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SRIER
NF—OEBAETARS <A X

& > 2R — RA®DFortify Insight!) >~ 2 B0
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1.6.9. ¥ v ¥ 2 7R— KA®DFortify Insight !
> DB

Fortify Insight=f&A L 7=3%4&. 4 v ¥ 27R— KilFortify InsightD ') > 7 #BINTE £
ER

[4 v < aR— K(Dashboard)] E 2 —ICFortify Insightd ') > 2 %BINT % IC14:
1. EBEELTHI VIV LET,
2. ~v &7, [EHE(Administration)] #®IRL £,

3. TESY =y 3 vRq4 T, [E&E(Configuration)] #EBIL. [HRITAL X
(Customization)] %= ®IRL X7,

4. [Fortify Insight URL] O FT. [4 v 2K— K TFortify Insight URLORT% 8
Ric 9 % (Enable display of the Fortify Insight URL on your Dashboard)] F = v
IRy I REFVICLET,

5. [Fortify Insight URL] 7K 2 ZIZ, Fortify InsightR—2 OURLZAAL £ 7,
6. [RTF(SAVE)] 22 )y I LFT,
SRIEW
NF—DHEMAITHREI <A X
[N—2 3 ViIER(About)] Ry 2 RDHYR— NERKE) VI AEERT S
VAT LEEDNF —%EHRT B
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1.6.10. N F—D#EBRIFH RS <TM1 X

NF—=5NRAIIAZXLT, A—FPYA VAV TEEP, Ea—([FyvaR—F
(Dashboard)] . [ZFY4—>av(Applications)] . [LER—K] AE)A2PYEZLS
BRIC. #E# D Application Security Webt 1 MBI 2EHRE=RRTEET,

Caution

Application Securityf Y A9 Y R%&T7 v 7L —RTBETGIC. NF—%FH
EE T 2 EDHY X,

A—HFOARILYA VA VIIAR) IV RAEERT B ICIE:

1. <ssc_deploy._dir>/WEB-INF/lib/ 74 L2 M) ICBELZF T,
2. ssc-htmlui-<version>jar 7 7 A IVDAVF VY EFRLWT 1 LI MY (FRY DFIE
Tl <new_directory> & LET)ICHEBE LT,

3. <new_directory>/META-INF/resources/html/login/ =« L 2 M) ICEEILE T,
4. XA MNITF 44T loginhtml 7 7/ JLEREXF T,

5. 7% X b <I--<center><font color="red">Add your custom banner here</font>
</center>— Z XAV MERL, RRINZIA v E—JOHAER., FRRKR. LU
TUYERETBHIMLERZIBELZX T,

AR—ZADFRICEL Y, AvE—ITFTFRAMINTICHBRINE T, BHITICT B &,
A—HA U T—RIIFHLET, ROFITIE. OU 41 >~ LEERTApplication
Security WebR—IJ D EEHRRIZKRIINDG, FWTFAMDONF—ZEMLET,

<center><font color=red size=10>Message text</font></center>

6. ssc-htmlui-<version>.jar 7 7 1 )LD &ZEI%Z ssc-htmlui-<version>.jar.orig ICEH
L&Y,

7. ssc-htmlui-<version>.jar LRICHBZD IR TD 7 74NV ESUCHFLWT—HM4 T%
<new_directory> &\ ZEITYER L £ 9,

Important

FLW7—hA JIZ <new_directory> & ZDFEXEZHRWVWTL I,

8. Application Securitytr—/\Z=Bi2E L £ 9,
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A—YPHRE1—%ZPYBABLTICRTIIND A Yy E—I N F—2FHT 5 ITIE:

1. <ssc_deploy._dir>/WEB-INF/lib/ 74 L2 M) ICBELZF T,
2. ssc-htmlui-<version>jar 7 7 ANV DAVF VY EFRLWT 1 LI MY (FRY DFIE
Tl& <new_directory> & LZ9)ICHHLE T,

3. <new_directory>/META-INF/resources/html/ssc/ 74 L 7 M) ICBEL £,
4. FF A NIFT 44T index.html 7 7/ JLEFRE, 4YTEICBELE T,

5. 7F X b <div style="text-align: center;"><span style="color: red; ">Add your
custom banner here</span></div> Z XY MER L., RRINBA v EZ—JDH
B, FAR BLUVAVFTUYERETSIHTMLERZEELE T,

RDBITIE, Application Security WebR—I D EERRICKRRIINDS, FLWTFR
NONF—%EMLEFT,

<div style="text-align: center;"><span style="color: red; ">
Message text x</span></div>

Note

AR—ZADEIRICEL Y., XvE—ITFFRXMINTICERINF T, EH
TICTBE, A—FA V9T —RICFHLFT,

6. ssc-htmlui-<version>.jar 7 7 1 )LD E7FI% ssc-htmlui-<version>.jar.orig ICZ &
LET,

7. ssc-htmlui-<version>.jar L FDITRTD 771 ILET4 LI M) ZET
<new_directory> & WD ZRIDFH L WT —HA TE2EHRLE T,

Important

FLWT7—hA TIZ <new_directory> 5 ZDEFEEHRWVTL I,

8. Application Securitytr—/\ %= HBiE& L £ 9,

SREHR
&y S aR— RADFortify Insight') > 7 DB

VAT LALEDNF—HERT B
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1.6.11. YA T LLEDNF—% T 3

ERERF, 7TV T5—Ya VHDITRTOR—ITAYIDTICRRIND Y AT LEK
DNF—Z%ZFRTETT, NF—DRIEHEKR024XFTY, NF—DIAV TV YN2AT
EZHBABHBAIE. AvE—YDERYDRDERTT S [ 5IKKRSR(Show More)] ') >~
AEREINFT,

VAT LAREDNF—HERT B ICIE:

1. EE#& & L TApplication Securityict 1 1 Y LET,
2.~Nv 47T, [EM(Administration)] 2R L 7,

3. TES—v 3 R4 T, [B&E(Configuration)] #EBHL. [HRITS X
(Customization)] #ZEIRL Z9,

4. [ARH L/XF—(Customized Banner)] T. [YRATAREICHRY LNF—%
7~ (Display a custom banner system-wide)] F v 7Ry VR %&FICLE
ER

5. [XF—ICRFTT 37T F R k% AH(Enter the text to display in the banner)] KR
DA, NF—ICRTTBTHFAMZAALEY,

6. [RTE(SAVE)] #27 Uv 7 LET,

Note

e NF=IZRRININAN=Y VD %I ) v IFTBE ROXYE—IDRT
IhET,
[Software Security Centern 5B L LD E LTVWET, FfTLEITH?
(You is about the leave On the You about the Leave On You you leave
Software Security Center.Do you want to continue?) |

BIBENANR=DVIPHLWT SO S TTHEZY,

NF—OHBEITHRY YA X

&y o aR— KRADFortify Insight!) > 7 DB
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1.6.12. BF A —IV7 57— MBAIREDRE
F—LICEBFA =T S5— MBR%ZZFEET 578 IZApplication Security = {FH 9 2 (Z1d:

1. Application Security2MEHE$ 2SMTPEFA—ILTHo v M E/ERL T,
2.ZOMEY VDRI > TEFA—IERELERELET,

Note

e BEFA—NTS—bDREZRET HTEICOVWTE. [EFA-LT7F5— O
ZEEAEMEBLCEPLTZ] ZBRLTILEIW,

BFA—NTS—MBAOEEICHEAYT 2REZHRET 2ICIE. ROFIRICENFT T,

Important

THYY MEFE > TWaRWF—LA X v /N—pApplication Security~D 7 ¥ t
REBERTEDLIICTRICE. BFA—IIY—ERREEZEMCLTHRET
ZELNHY FT,

1. E¥E#H & L TApplication Securityict 1 1 Y LET,
2.~y ¥ T, [EE(Administration)] %#ZEIRL 7,

3. TES =23 R4 UT, [B&E(Configuration)] ZEE L. [BFA—I] %2F
RLET,

4. [BFA—N] R=IUT, ROKRTHASINTWBIEFA—IT—EXBHEZHZREL
9,
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74—ILEK

Enable email

From email address

Default encoding of the email
content

SMTP server

SMTP server port

This PDF was generated on July 6, 2026

Application Security 25.4.0

g!l‘:

BA

CDFITVvIRYIREFVICT S

& . Application Securityld 3 ~XT®
A TDEFA—IAYE—U%EE
TEBEDICRYZEY, T, Y1V
AvF147aT7Ry A&, [7h
DY NMIT IV ERATERWGE., £k
&7 ho Yy MDA EREGE(Can't
access or need an account?)] ') v
IMEMINET,

DFIVIRYIRE, TITHIE
TRIZUVT7INTVWET,

Application Securitym 5%EI N %
BEFA—INZHNT DLDHIC
Application Security CER$ 2 & F
A=)V RLRZAADLET, L&X
I, fortifyserver@example.com |Z
HwYET,

BEFXA—NAVTUYICHERATETY
A—=TA YT REEAALET,

77 #J)V MBIZUTF-8TT,

SMTPH —/RDZELEMNA A V&%
ABALET, L&A
mail.example.com (Z74Y) £ 9,

SMTPH—/DR— ESZABDLF
j_o

T 74 MEIZ25TY,
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74—IJ)LKR i}
Bl

SMTP username SMTPH —NTERREEI’VLERIGE
SMTPA—H%&%ZAALET,

SMTP password SMTPH — /TR BELZE L.
SMTP/ XA —RKRAEAADLZET,

Secure email server connection EFA—-ILY—NnEHROEF21) T4

HERETDHEEIX. COFTv IRy
PD2AEZXICLET,

Enable SSL/TLS encryption . .
[Secure emall server connectlon]

ZDYRRIDEROWT NI % %ﬁb
F9,

o (73 v)SMTPH—/\HHR

— ML TWBIFEIX.
[STARTTLS] A#:®#IRL T

TLS/SSLTHES{E I N/-SMTP#

wIc7y 7L —RKLET,

o SMTPH—/N|CHERY 5 & XIC
SSL/TLSEESbZ=ARICT B
I&. [SSL/TLS Encryption] %
EBRLET,

o TLS/SSLTRESILIN/SMTPH
WADTy T L — KPR ERS
&1% [Force STARTTLS] %:&
RLEFT., SMTPH—/N\HHR—
fLTWaAWEE, ERidKBRL
7,
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74—ILEK

glilé

BA

Trust the certificate provided by the . .
P y COFTvORY I REBRT B &,
SMTP server

SEBAE DREE%E 2 ¥ v 7L TSMTPH
— DR BEAAEEEEL I T,

Caution

X271 LOERAD

5. OpenTextTlEZ DF
IVIRYIR%EFTD

FEICTDHIEEHEL

TWEY,

5. [RE(SAVE)] 27 ) v 7 LZEY,
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1.6 121 BFA—ITS5— M NaFTETHIHMIE
IDERET S
BEFA—ITS— R NEaZETDINEDIDNEERET BICIE:

1. BEBEELTHI V1V LET,
2. ANy 50O [FPAO7 74 A=2—(Profile menu)] »5 [#IRI5&E (Preferences)]

=EIRLET,
3. [#¥1HAE&E(PREFERENCES)] #'4 7O Ry 7 AT, ROVWTNHIDEREEAITVE
-a—o

o BFA—NWTS—REZFELRVEDIICTSICIE. [Software Security
CenterD 5B F A —IVT7 5— b % %{§7 % (Receive email alerts from
Software Security Center)] Fx v 7Ry VR%&AF7ICLET,

o BFA—INTZ— b MDEREFEZEMITSICIFE. [Software Security Centerh®
LEFA—ITS5— b %R{ET % (Receive email alerts from Software
Security Center)] F vV RY IR %&FICLET,

4. [RTF(SAVE)] 20w LET,

SREHR

BEFA—ITS5— MENREDRE
75— b DYER

77— h DHIR
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1.6.13. BB EDRS & IR 9 5 /- H DHBE
#RET D

BHOEEEN TN THICER 2B M (Application Security. Audit Workbench, F7 &
W hhdSecure Code Plugins) = FH L TR CEEICERYBEATWEHE., HEDAHAR
S LY TICERBEEEY HTHAEEMENHY T, LIATIE. Application Securityh®Z @
LOREFEDOREZRELABE, 75147 MIDEEA$RTHEEL. Application
Security DEIFEDO AR Y LY TEEZEBEXEL THEEEERLTWE L,

Note

e BADERNVBELRVDIEX, Th5DEEENR L Application Security 1 >~
AYVZARTHEXRT 2HBETY,

EEDOHRSEZRRT D1HDT 7 4 b DEEEDH

Fortify Audit Workbench® 1 —#A&BIE. EBLERAET7 TN r—>3oynN—=23 00
BRITODEREZEELTVWET,

A—HAD, BSMNIRSBBEDOHRY LY TEERE L T, R %Application
Securitylc 7y 7AO—RKLE 9,

Application Securityld 7 v 70— K& ZF ANh, I —HFANRELBICEDWT, B&E
DHARI LY TEZZEBLET, INT, I—HFANRERELLY JEIL. Application
Security CIN S DRIEICH T BIREDHRY LY JEICHRY FT,

a3 —4HBAYEIDFortify Audit Workbench4 VA VAT, A—HFAILL>TEEINLE
UCBREIC L TAHRY LY JEEZRE L. fER%Application Securityic 7y 7O— KL &
¥, Application Security (. B7b“‘éé1.=. LTJ’.DL,U:ONJ 25 L5 JEDN, ALCEETI—
HADNZEE LBEEHEALTWEIEARHLET,

#5R: Application Securityld, I—HYBASDEERERAZEH L. 1 —HAILL > THRES
hEZzR®RELET,

Application Security (&, DA ITRTOT7 T r—>avyNR"—YavIiICERLE
ER

CDEMEEZE LT, Application Security AR OLEEABLE L CEEDHAEFRT
5LDICTEFET,
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Note

e CDHIRYERITITBHICNE. THMEOEEREAEET ] fdsE>TW5
NELHY FT,
Application Security NEEBEDBHREZ MR T 2 7/-OICFERAT 2HEA2RET 211
1. & & L TApplication Securityict 1 1 Y LET,
2.~ Ny 47T, [EMH(Administration)] 2R L F 7,

3. TES =2 3 R4 T, [E&E(Configuration)] =R L. [FBEDEZE(Issue
Audit)] =:ZRL X7,

4. [Issue audit conflict resolving strategy] 'V X b D5, ROWT A %EZFERL &
ER

o SSCOZEBICETVWTHRA A MRT 5 (Conflicts are resolved in favor of the
SSC changes) (7 7 #JL i)

o RIDEBRICETVWTHEAS%2MERT % (Conflicts are resolved in favor of the
most recent changes)

5. [R#F(SAVE)] =27 ) v 7 LEY,
6. EHEARET BITI1L, Application Securityty—/N&HBiR2#FL T,

BREEEETDE, FHLVWERIIFLLWT Yy 70— REFICEAINE T, LEIOHEED
FERBERIITARTEEINTEA,

SRITR

REDEBDIREICDOWNT
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1.6.14. Java Message Service D& E

2 AT LA XY N%&Java Message Service (IMS)ICR1TT %1561k, [EE] Ea—T
JMSHiERMZREL X,

JMSEREEHZRET BICIE. ROFIEEERTLET,
1. Ay 4T, [EHE(Administration)] %&R L £,

2. TES—> 3 vRq4 0T, [B&E(Configuration)] #EBIL. [JMS] %:&IRL F
j_o

3. [UMS] R—=IT, ROKRDFHRPAPICHKE> THEEZITVWE T,

714—JLK

glil;

BA

Publish system events to JMS e L
VATLARY M IJMSICEITT BIC

. TOFTVvIRYIR%EFVICL
Y,

JMS URL
Server IMSH—/ROURLEANLE T, &

ZIE, tcp://123.0.1.2:12345 (T4 Y %
EE

Include username in JMS bod
y IMSX v £— S DAXIC I—HEAES

DB, TDFTv IRy IR AEF
VICLET,

CDFTYIRYIRET T #ILMNT
BIRINWTVWET,

JMS topic
P IMSAYE—S Ry 2 EAALE

¥, T 74 MEE
Fortify.Advisory.EventNotification
T9Y,

4. [RTFE(SAVE)] =0 ) v o LET,
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5. ZHEAERETZ(CIE. Tomcath—/\A2HiEg L F T,
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1.6.15. Application Security 1 —H838EICD
WT

T 7 # ) hTlE, 2—tH Application SecurityiCO 774 > ¢ BB, F 7/ IXOpenText
Application Security®WdFhhDY —I)L%FEHE L TFortify 70> = ¥ MER(FPR) 7 7
IWET Y 70— RKR$BFERIC. Application Securityld 7T —49 RXR—X&FR L T1— *7‘7’&%
L. TOREEEA1—FaUZI—FICEY B TOHRTWE 1 —HERE(EEE, £+
T4 )—R, EREREICNNAI VY RLET,

F—HR—RADHEREETIX. Application SecurityZ—H'T7HhHo > N ERENEERS L UE
f@?’%fd@k MEDBE 7O ANNEICARY £F, LDAPE/AIESCIM2.0APIV 47

v h%&{FEAL T, Application Security®F 7 #JL kT —4H R— Z%Hﬂ@wnﬁ%ﬁ{b’c xFE
¥, LDAPZ—HEREEDEFMICDOWTIE, TLDAPZ—HER5E] 2#BBL T LS
SCIM2.02—%7OEYa=vJiIco2WTid, ISCIM2.070 k3L DEE] 75:73!33 LT
A Y A
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1.6.16. LDAP 1 —+'5R3F

Active Directory/LDAPD#E&IZ L Y. Application Securlty’CLiE%ﬁ@m%é*%’lﬁiﬁkg
DWCA—HYEFBIETEEY, 2. JIL—TRIEIEEMBIDEY B TICEL

Application Security CBEED Y a A4 +—/) —N"—T O 2 &2FHATEZ T, '7)1/—7°L:
ST 5H LW —HIk, BEMICApplication Securityic 7 VXT3, JIL—T%
Bns1—Hd, BEMICTV7EREZRWVWET,

ZDEIVavohEy I TlE, Application Security® 1 —4HE85E &, LDAPEREES & U
LDAPH—NF 7> 3 VDEREICDOWTEHBELET,

Important

« OpenTextTld. LDAPH—/N\TRIEHIF4E LIBAICHE X, LDAPY—
NDFBREFICDRL EH1DOOO0—HINEBETHO Y NEERT BT &
EWRLTWET,

o OpenTextTIFEHBDLDAPH —DFERAHR—MLTWETH, O—
RIS UHDBRICHDEHDLDAPY —DFERIFHR—FLTVWEH
ho Tel2L. A—DH—NZEHFERT 2IFEIEZDORY TEHY T
Ao

SRIER
LDAPT YT 4 7 14 D&%

LDAP—H&EIDEEICDWT
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1.6.16.1. LDAPEREE D% 7E D #E (i

LDAPEREE % # 9 % & 5 ICApplication Security %38 E$ B RIIC. JRDY RV ERITLE
ER

1. LDAPEERBT7 ) r—oava¥ovo0—RKRLET,

LDAPH —/N\DMERA T ZLDAPR ¥ —< /B L TWaWEEIE. JXplorer’s & D
— RNX—F 4 DLDAPERET7 ) 5r—> a3 v aERAL T, LDAPEREET A LV M) &K
TELUVERETETEY, JXplorerdd s, EZEEDOSIRIAINDA—TVYV—R514 %
Y ATJIXplorera\BTH U vO—RTEXT,

2. Application Security TR 5LDAPT7 AV~ M= {ER L £,

Note

A—Y5EBBIZLHDICTSIAT) Y —RERET BAHEICDOWVTIE,
a7z EDNHE] 2SR L TLEIV,

Important

Application SecurltykLDAPﬂ'—/\/\O) PO R ZRMT 2HDICT—
PPV MEZEFERLAVWTCESL

THADY NEDEDBEEZFTv I LET,

LDAPT 1 L2 N UIZT 7 4L b DApplication Security 7 57 > b admin & F 1
TW3IGHE. MADTHD Y NEEMICT 2AEMI’HE2HAarRELE T, BEED
Application Security 7 17 > M ALDAPH —\EIFICEEZEINZT AV Y hERLA
B & D% A, Application Security7 h W ¥ M&RE E BMIZLDAPH —NICREI QL
TWBT7AT Y MEREERBELYEBEINET,
Note

OpenTextTld. Application Security® 1 —4& % LDAPY — /N CHEE
LAWZ EZHRLTWETY,

4 BERQIFREINEL TRHELIT,

5. OpenTextTld. referraltéfe = T|MICT I EAHELTVWET,
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[LDAPH —/Sreferral#égelc DWW T & & U TLDAP referralth /R — b & Eh{b &
%] ZBRBRLTLEIW,

SRIER

LDAPYH —/\DE&E

This PDF was generated on July 6, 2026 Page 138 of 695



m opentext- Application Security 25.4.0

1.6.16.2. EHDLDAP Y —/NDEH

BERDLDAPY —N\ZERT 255, ROZHEMERAINIT,
o A—HHEK, TRTODLDAPY—NRT—BTHIVLENHYET,

OpenTextTld, T RTODOLDAPERETCAI—HEEZBEEDEDICT DI & %mm < #HEL
TWZE 9, Application Securityld. Fi5DLDAPYHY —/\5%E TIEE I NL/zusername
BHEICEDODWTA—HYE2RELET, RRIFITRTOY—/NTEITINZDT, 8K
TIDDFERETFIRINBE I EHNEETY, EQE??%@T""C DLDAPH—/IT—E
DIRFBFERDE L DusernameBHEZ B THEAL T LIV, LEZE, BHOD
Active Directory = £ ¢ 31545, AD*T—/\F'TCIEIE’CLi?&b\‘]’“‘ﬁ'rib\i)%>7-7 4L
k@ userPrincipalName Ti&7 <. sAMAccountName %Zusernamelgit& L TE
Y% ENBENRIGENHYET,

COEHNBLINBVWES...

BILE>2TE. EEENI—HYROEEZORT 2O’ L WHZEDNHY T,
Application Security T, B7 4 VERFICHED I —FENEBDLDAPH — /NN THRE S
nNiBEE, TRLI—HFRZDIRTDNRAT—REFRLTERLE>ELEY, ZL
THRINSNART— ROREESINERAZHEALET, FEAEDHEE. BETRVND
— Y EZ &5 F OI1—HTH, EFICFortify Application Securitylct 4 >4 >~ LT, &
EAEDA—HYA VI T —AMEILT IV EATEET, L7ZL. LR—MEK. b
— 4 U R—22AMDFREE. OpenText ScanCentral DAST#i& 7 & D—ERDIEEEIZ. T D
EORBRA—HIIFLTHR—FINhFHA,

o ERIDLDAPY —/NBRETEEICHMI LAEBRIZER(Y ) )2 EETIVENH D

ZDEHIZELY . Application Securityll & 2LDAPE#AI R D— R DRBEIERINE
T, TOLEODRHIBFRR(BLUHEINDS)FEIE, BEINLR—FHBEHME
DVWTNDOY T 1 v IV RICBR>TWARWI EEZBRTHIETY,

ISIEMRT—ATIE, YTV —%2DBDLDAPHY —N\BRETEET S LIIC
FEETBENTRBBEEHYET, 2L, ZOHEIK. TRTOEEHELS
B(JIV—T XV /IN—=DN%AE)E, 2DBDLDAPY—NTEEITINELHY FT,
Te& ZIE, XR—2F#BI4% DC=acme,DC=com % DLDAPH —/\FREMDH B DIC
x¥ L. OU=org,DC=acme,DC=com % 7V ) —HBIDLDAPYH —/NTEHEEIN T
%i%&. OU=org,DC=acme,DC=com LDAPH 7V —FIT 2 EET22DEHD
LDAPERE#ZRETEET, 72 L. Application SecuritylCEEHFINTWS1DOEH®D
LDAPH—/XDLDAPA 7> 7 hdDWENE, OU=org,DC=acme,DC=com H 7
) —%(BEEFIIBBHNIOD)SRLTVWAWCE, ZLTZEOHENTHEETINE
"HYET,
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CDEHNBLINRBRWEGES...

LDAPA 7> = U b DFBRI G I EBMDLDAPY — /N DR—FHEZ & —BT 25BE.
Application Securityld X— X FHBIZHMEEIN/ALDAPF 72 ¥ MERIZ & & —
B9 BLDAPH—NICH L THREREEZERITLET, DIFE. Application Security TE
LARWLDAPH 7YV Y hDF—4 HLIBICFERAIN, FHLAWEEEBIZRED
THEEMENHY £,
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1.6.16.3. LDAPY —/SreferralfgElc D\ T

—ERDLDAPY —/NTIE, [referrall EMEIEN 24551 EEAFR L 9, referral& (.
DA Ty NOEZRIEGRESUI VT 4714 7TY, referralid, 7547V NEX%E
MDY —NIZ)FA LI bLET, H—NNFreferralzZELT. 2547V MHSLERX
N=BHRN., BEFLHLLHMDIDUEDH—NEDIDULDBFATHRETEZZEARLE
ER

Application Security®LDAPA 7> 7 h&2EK L. TDAF T ¥ hhireferral THh 315
A. Application Securityld. REFA 7Y 7 NBETRINEZT RLZAIZHZRDH—N
IC. ZOLDAPA 7Y 0 MY 2EBMERZERT2LENHY ET, ThHDEME
KICE Y., LDAPBEEREMET T 28N H Y £9, LDAPY —/\Hireferralifise %= £
LARWBETE., referralxH7R— N9 2 BINRIENRITINE T,

OpenTextTld. referralp’LDAPH—/N\THEAINTWAWEEIE. LDAPZA 731D
referralt R— N ET|MICT D 2 & AR L TLWE T, Application Securityth—/MAITZ
DA T a3 v EEWMICT S E. Application Security-LDAPRELEEN IZ B MIEEICAY F
¥, FIBIZDOWTIE, TLDAP referraltt/R— b #HEMbd 21 28R LTIV,

Note

referral DEEHR/ARERBAIC DWW TIL, Oracle R¥ a2 X > D [Referrals in the
LDAP] Z#ZHBRL T I,
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1.6.16.4. LDAP referral 78— b = &bt 3
%

referraltt IR — N = \EMIC T B ITIL:

1. ANy 4T, [EHE(Administration)] #:ERL F T,

2. TES—> 3R T, [B&%E(Configuration)] #EBIL. [LDAPH—/{(LDAP
Servers)] =ZERLZ 7,

3.referralt  R— M A EMICT Z2R/ROLDAPH —N\EHE I v I LET,
THABEINT. LDAPH—/NICEAT 2EF’AREIINT T,

4. (W&K(EDIT)] 20V vy I LET,

5. [BEAL#HA70/{5 1 (ADVANCED INTEGRATION PROPERTIES)] T 7 & TF
IC2270—-J)LLZET,

6. TLDAP referralflLEBERRE | ') R MO S, [HERR] ABIRLF T,
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o ZH%ZRFLTHIDLDAPTY T 14 74 &% 3 5IC1d. [SAVE AND ADD
ANOTHER] #7)v U LZET,

Application Security™ TV 71 714 21— D) A MEM L. LA EEARICLDAPH
—NFryazBEEHFLET,

LDAPH —RDBEAEICDOVTIE, TLDAPH —DBE] £#8BLTIEI L,
SRER
LDAP 1 —53%

LDAPZ—H1REIDEERICDOWT
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1.6.16.5.5. LDAPT Y5 14 T 14 OFEIEH

Application SecuritylC & > T, LDAPH—/\F v v L aAEENICERNICEHFINE
¥, LDAPTV T4 T4 ICEBAMASE. FHTLDAPEH 7O0XA52/iEL. BIDOAE
JYUELEEEABRCHAOMNITEIENTEET,

LDAPEH 7Ot XA FEITHIAT 2ICIE. ROFIBICHWE T,
1. EBEE LTI V1V LET,
2.~Nv 47T, [EMH(Administration)] 2R L F 7,

3. F7ES—vavRq4vT, [A—%]. [LDAPT Y75 1 7 1 (LDAP Entities)] DR
IERLE T,

4.LDAPTYT 474 DY RAKNT, BHFHITBLDAPT YT A TADFTYIRY IR %E
RLET,

5. [LDAP] VY —JL/X—T, [EHFH(REFRESH)] =V vy L&,
LDAPH — /DB EAZEICDWTIE. [LDAPH—RDHE] 2#8BLTLEIL,
SRIER
LDAP 1 —4533
LDAPIT Y7 14 71 DEEX

LDAPZ—H1ZEIDEIEIZDWT
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] IV —29 Ih/-LDAPT

EERINLLDAPIT Y 7 1 7 1 DLDAPHY —/\WIZHFFE L A< 2o /272, Application
SecurityRICEMERL B 2258I1E. TDIVTFATA45ITVT 1471 R MDSHIER
LEY., F4lFZ. LDAPTVT 14 T 1 DFERNEDNEEINLBEIF. ThHARMIND LD
ICApplication SecurityIDDNEA BFHTEX 7,

Note

RDRAT Y FlE, LDAPYIL—7T, &M, 8L CE4DI—HIERINZE

—a_o

LDAPZY 7 1474 ODNEZBH T 2 IIE. ROFIRICREWVE T,

1. Ay 47T, [EH(Administration)] #ZIRL X7,

2. 7S —=v R4, [A—Y] . [LDAPI YT 1 T 1 (LDAP Entities)] DJ&E

ICRIRLF T,

BEETHIMENHEZTVT4T1DIT2FERL, [EDIT] 20Uy I LZET,

4. [UPDATE DISTINGUISHED NAME] %7 ') v L&Y

CDRY IE, WEDODDNIENRIGEICDARRIINE T,

5. [ DEHF(UPDATE DISTINGUISHED NAME)] #4707 Ky 2 XD [l
(Distinguished name)] 7 1 —JL R CIHEEMNREZZIRL. ThZzezEBHINH
BBICBEH]AET,

6. [RTF(SAVE)] 20 Vv U LFT,

SRIER

LDAPH —/NDE&E
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1.6.16.6. LDAP* v v ¥ a1 Dk D F %t

T7AIMTIE, LDAPF v v Y 2@ XEVRICERET BICBEETT, H—1"DY v v hFD
YHICEDNE T, HBICKEDLDAPI—HHWBIFEIC. LDAPF v v ¥ ahkbhd
&L REOY—/NEEAKIEIELS B AREELSHY T,

Note
e HRICKEDLDAP I —HH W BIHE &, REID Y —/\EBENCA A Y DBF/EA
DIOBHAREEIHY FT, Chld, FvrvPa12BERTIVENHZLDT
ER
=D vy NI VIZRELDAPF v v P a%z kI 5ITIE:
1. Application Security=> v+ v N5 OV LET,

2. 7F¥ A NI T 144 T <fortify.home>[<app_context>/conf/app.properties 7 7 1 JL
=T XTI,

3. Idap.cache.persistence.enabled Z7’'O0/35 1 % true IZERELZE T,
4. app.properties 7 7 1 L EREFLTCHLCEF T,
5. Application Security=Bi2# L £,

FI2AILMNDFvY Yy 2 BHFEBOLEE

T7AIbNOF vy 1 BHERTIBFETY, KERLDAPY IL— T HApplication
SecurityICEHRINTWBIGE., BAEICF v+ v 12FHT % & Application Security &
LDAPH—/RDERMEZ., RT3+ —I VY RICHENHITRELHY T,

HELEBSTITE, ROLIICLTHRBRERSLETY,
1. Application Security=> v+ v NV LET,

2. 7*¥ A NI F 44T <fortify.home>[<app_context>/conf/app.properties 7 7 1 JL
ZHEEEY,

3. RDITZEMLET:

ldap.cache.refresh.interval.hours=
<whole number between 1 and 12>

4. Application Security* Bi2E L £ 9,
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1.6.17.SCIM 2.070 b )L DEE

System for Cross-domain ldentity Management (SCIM) % Application Security TERIC
L7%&. SCIM2.0APIZ 547> hTlk, BABHRT—4D7OEY a3V JEEED
2HIZSCIM 2070 M AFER L Ta—HE LT IL— T %Application Security(Z 7
valF¥Fd, 2FY, 2—H5BINT % 7HICApplication Security®d [EE] Ea—T
FETBEHRENRCRYET, KHYIC, SCIM20APIV A7 A1 —HE&T)L—
THEEBELET,

Note

e ERDSCIM20APIV A7V MEMETEFTY, LEL. TDHEEF, @

BliCApplication Security s DHEEERMEZT A N T 2B HYET, 2R
ICHR— NI TWBDIE. Microsoft Entra IDIEEDH T,

SCIMAPIZERALTCAEY a v /¥ hd 1 —HdASREBEI—HFH LY VT ILTA
VA VA ORATHDH, ROFEIBEHRINET,

o Application Security ™ SAZEBI—HIIR L TE, ®RBEIET TV r—> 3 vnN—
VavEEYLTEIEDHDARETT,
o 1—HIISSO%ZFERLTDIHIY A V1V TEXT,
o O—HIVITEREI N2 —E( [BEE(Administration)] > [1—%(Users)] >
[O—AJLa—H(Local Users)] )H* 9 TIZApplication Security ICFFIET %155,
BAL1—H¥&%=FODI—HFIEISCIMEFERLTIOEYa =V I TcEFEtA, [B

Bl Ea—D5FERINnia—HI1F, SCM7OEY a =y JTlREMAAFERER
YEd,

HR—KFMEINBSCIM) YV —2R
Application Security Tlx, JRDSCIM Y —RA%=HR—MLTWVWET,
o 1 —1( urn:ietf:params:scim:schemas:core:2.0:User schema )

Application Security Tld, 2 —HFRAF—TDITRTOZEBUEIHFRINETH.
REINZDEF, IhH5OYTEY NOATY( T2—FEHEYYEY T 28R),
Enterprise UserihsRE 4

( urn:ietf:params:scim:schemas:extension:enterprise:2.0:User schema )% % L
TN RELIHA,

o 7 JL—7( urn:ietf:params:scim:schemas:core:2.0:Group schema )
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Application Security Tld, ZIL—TRF—T DI R TOZEBUEIHFEINET
N REINZDIEE. o0 T2y NOATI( TIL—TREEYYEV Y] %

A
B2)
/W Jo

o

HR—MINTWBF T 3 UiEe:
e YY—XT74IJLH )V J(RFC 7644 - 3.4.2.2 Filtering)
« PATCHiZ4E(RFC 7644 - 3.5.2 - Modifying with PATCH)
1—YEETvEY S

RDFEXIE, SCIMA—HE A Application Security I —HEBHICY Yy 7INBAE%ERL
TWET,

SCIM1—¥' B Application Securitya1— XV b
il 13
meta.created created FTmAIAHER
meta.lastModified lastModified FmAIAHER
id N/A smHPAAER, BB, &
userName userName E&. »A
active suspended (not) Z NIl U TApplication
Security®
[Suspended] # 7 3
VHAREINET,
name.givenName firstName
name.familyName lastName
emails[type="work"].val email
ue

TN—TEE~TvEVY

RDFXIE, SCIMT IL—TEMH Application Security 7 IL—TBIEICY vy TIND FiE%E
~LTWET,
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meta.created
meta.lastModified

id

displayName

members

SRR
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—7EB%

created
lastModified

N/A

name

N/A
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aXV b

FAHIAHEH

HIAHEH

S

HAHEM. BB,

o S
]

Required

BEOI-—YELV/F L
FTIN—TESRY B0
ENHYET

SCIM 208 LUSAML 2045 A L/z2— O Y 3 =~ FHDMicrosoft Entra ID~®D

Bt D E

SAML 2.08MD> v TV 4A v F v = ERT %78 DApplication Security D& E
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1.6.17.1. SCIM 2.08 L U'SAML 2.0%{EFH L
I-a—87oEY a =y 4 HEOMicrosoft
Entra IDANDEFHEDEEE

System for Cross-domain Identity Management (SCIM) 7’0 b JJL%&{FH L T,
Microsoft Entra IDD 1 —47 710 >~ k TApplication Security* 7OEY 3 Z v JTE X
T, ROKIF, ETIBERIBFTIOKEZFERTZLDDIRIZ—ERRLTWVE
ED
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Application Securityn 5SCIM% B 3IC SCIMIZ&L BHAMEERINcI—YB LV
EX JIh—707TOEYa=vIoaMt

Microsoft Entra™. Microsoft Entra IDIC
BEIL, TV —TSAXT7T)5r—>
avEERLET,

Microsoft Entra IDD KFa X > b

Note

5 EntraIDICFTLWTZ 7Y r—
23 VTRRLEVEEZZE
Rz 7O0VTIHBRRIN
eh, [Fv S —ICFERW
D7 ) r—> 3> &0
B(F¥Fv 3 YU—L4)
(Integrate any other
application you don't find
in the gallery (Non-
gallery))] # 7> a > %#{R
LET,

Entral D5, iLWPZ U5 —o 3 v(C

A T —TEE Y LT E S Microsoft Entra IDD K¥ 2 X > k
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Entra DO, 77U —YavaOE
oazZviILET,

RDO[UTFB LTI,

o [Provisioning Mode] %
[Automatic.] ICEREL XY,

o Application Security®@URL% [F
7> MURL (Tenant URL)] & L
THEAL. TOURLIZXF
5 [api/scim/v2?
aadOptscim062020 %#EML %
ER

Note

[api/scim/v2 &,
Application Security
SCIMTY RRA Y kD
URLTTY,
aadOptscim062020
JTNVINSAX=FIC&
). SCIM v2.0{Ix39
ZEntra DDV 7S
A7VZAAELF
ER

o [¥—Y Ly bb—%(Secret
Token)] fEI(CI. Application
Security CYE L7c h—20 >
( [SCIMbh—% > (SCIM Token)] )
HEALZXI( ISCIMICL 2HEE
BXnhika—HYs8L07N—TD7
AEYaz=rv7o0aMtbl 28

73
5g),
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Entra IDA %, Entra ID & Application
SecurityDEIOTF—4% 7O0—FHDOEMEY
vEVIEZEBLET,

A—HDORDEEUNAD TR TOEM%=
HIBRLFZT(JIL—TDi5E. BETYE
VIREBRLIEA)

e userName

e active

e emails[type eg "work"].value
e name.givenName

e name.familyName

externallD

(A a=VTRAF—9 R
(Provisioning Status)] ® N 7L % [F
v(On)] ICYIVEBZZREIHY T,

Entra ID SAMLX ¥ F—49 HNEBELINT
W& 9§, Application Security CE& % IF
HICHEET 5 I1C1E. Entrah 5SAMLEZ
SFEAEA YU O— KL T. SSO SAML
BRETHEATEZF—AMT7(SAMLF—XR
N7 DBICA VR—NT2RELDH Y
9,

EntraT. ffX LT V9 —TSA X7
)ao—2avIiIlBELET, SAMLR—
ADYA VA VR—ITERZIIREE Y
JvO—RKRL, F—ZAPMTIZAVR—}
LEY,
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Y29 =3

SAML 2.0 v TV A VAV A&

. . . \ D S, » l/ _
Application Security’* 5SAML= > 7) A9 % 7= DApplication Security D& E

YA UAVERELET,

Application Securitym™ 5 X 4 7—4 XML <hostname>:

774NV EREL, O—ANIRELE <port>[<app_context>/saml/<metadata
T, CDT7AWNICTIVEZRATESDD >

I&. Application Security CSAML SSO#A"

BRICIh, EBICHHELINTWS

BEDHTY,

EntraT. REINALAXYT—H9 7714
=7v7O—KL, 7y 7O—KIhik
A T—=H T 74INDT—H % FRALT
SAMLY Y YA vF oDy b7
TaEETLET,

Microsoft Entra IDDO K¥ a1 X > k

AMERINI—FELTITI—T%

Applicati itym S, BEET T -
pplication Securitym™ 5. &E &7 7Y *md2

=3 yDON—3 Yy ANREREL—
HTELOTI—TICEYLETET,
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1.6.17.2. SCIMIC L 2 AMMER I NI —Y
LV —TFOTFOEY a =y JoBEMWE

SCIMTHAREEIN-A—FBLO /I —T0 7O S a =y 7528 T 3ICiE. RO
FIEEERITLET,

1.
2.

6.

BEELLTYI VMV LET,
ANy 4T, [EE(Administration)] &R L F 7,

.FEHF—YavRA VT, [B&E(Configuration)] #EEIL. [SCIM] #ZERL Z

-a—o

. [SCIM&ZFZhICT B(EnableSCIM)] Fxv VR I REZXVICLET,

. [SCIM Token] 7~ 2 ZRIZ. Application SecuritySCIM APITEREEY B 7/=DICXT

Sh=02 & LTERATSBSCIMA =22 AALET,

Z®dD k=% IE, Application Security & Entra IDBI D&% E T I, Entra ID
TY—ILy =02 ELTHERLETY,

Important

=0Vl ARXFENF, BF. M TV, BLUOT7F—23
TaEESHBIEDNTEEXT, b= VITiE, 32XFLULE, S512XFLUTF
NEFNTVWBIRENMHY ET, b—2 IZLY Application Security T
DIA—HFEBADT IV ZADHFAIND D, TDM—V VIFFET D
BEHLHY F9, OpenTextTlE, X2 )T REINLS VY LXF
BT RxL—8%FEALTN—Y VU EERTEIIEAEHELTVET,

[RTF(SAVE)] 22 ) v I LET,

SRIER

SAML 20D > JIVHA v F V% @AY 57 DApplication Security D& E

SCIM 2.07°'0 b LD

AEBEBEINI—FELVCITIN—TE2RTT S
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1.6.18. 5O 7OF L DERE

1O FOxT %% E L T, Application Security®F R TOHTTP(s) 7 A K JILR—ZAD
MAETHEATEIYT, 7O0F T %KRE LK%, Fortify Audit Assistant. Rulepack B3+
—/URL, NI RS FVITTS 740 REQDAVR—FY NTOFEREBEMELTEZE
ER

FTARTOHTTPZO b O R—XDApplication Security#i& CTHERT 272HICE—D 7O
FUOEBRET HICIE. ROFIFICHENET,

1. Ay 4T, [EHE(Administration)] %&RL £,

2. TES—2 34T, [B&E(Configuration)] #&B L. [FOF (Proxy)]
ZZERLET,

[ZFAF(Proxy)] R—I T, ROKXRDFGPICK> T, REDEERELET,
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Enable SSC proxy

HTTP proxy host

HTTP proxy port

HTTP proxy user

HTTP proxy password

HTTPS proxy

Set up a different HTTPS proxy

HTTPS proxy host

HTTPS proxy port

HTTPS proxy user

HTTPS proxy password

3. [RTF(SAVE)] #0 Vv U LZEY,
SRER
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#%BH(Description)

CDFTVvIRYIDRERRT B &,
7Ox>OFEEI rEMICKRY 9,

HTTPZ7OF KRR NDO&RI(ZO MO
IWED ER—MESLQL)ZANLE
9, =& ZlEsome.proxy.comTY,

HTTP7OF Y R—bESZANLE
EE

HTTPREEN REAB AL, 1—H4
EAALET.

HTTPRAE A Y BBIBAIL, /$27—
KEABLET.

HTTPSEXICW L TRIDEF ) 74
REINLTOXFOAFEHET SICIE,
ZDFTv IRy IRAERBIRLET,

HTTPS7OF Y RANDEZFIZAAL
FI(FRMINERER— NESA
L) 72& I
some.secureproxy.com<Cd,

HTTPS7O* > R— N ESEAALFE
EE

HTTPSIREEA R ERIFE X, 1— Y&
EAADLET,

HTTPSEREEN M ERIZEIX. /N T —
NeAADLET,
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AT7REDERE
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1.6.19. OpenText ScanCentral DASTR &+ +
Y DRITEEEROBMIL

OpenText ScanCentral DASTIEEIHN AT 7Y r—oavE2Xa2 T4 TAMNY—=ILTH
Y. OpenText DASTE Y HH—E R, & UApplication Security& #lHEHE THFEAT
TMOYR— MRMTEHRINTVWET,

OpenText ScanCentral DAST & D& ZABMICT 5 ICIk. Application Security TRDF
IE%ETT20ELHY £T,

1. OpenText ScanCentral DASTOH—E X7 H Y~ b &{ER L T. Application
Security CER5EL £9, OpenText ScanCentral DASTRHERIETCZIOHY—ERT A
DY NEFERTBAEICDOWTIE. T[OpenText™ ScanCentral DASTERE & (& 75 /%
1Rl #5RBLTLKEIW, Y—ERXRT7AD Y ME, ROEHZHEZLTWERE

HYFEI,

oZ@Tb@)hﬁ\%ﬁ%@&%%ﬁ?ﬂ—b»l—ﬁ?b@)FT%%%%
HYET, LDAPR—RFLIIFESCIMR—ZRDA—HFTHo Y Mg, HET
’F“’:ii‘fné AoV MIFERATEEEA,

o TMT AU ME. OpenText ScanCentral DAST & Application Security % #&
BY5OICDHMEAINZIERT7HI Y N THEIVEIHYET, TDT A
> MiE. OpenText ScanCentral DASTA—HICL 27V RICIEFERTE X
A,

2. ROFIEAETTL T, Application Security T®DOpenText ScanCentral DASTE &
BHICLTLEIW,

1. & & L TApplication Securitylc 4 14 v LE T,
2. Ny 4T, [EE(Administration)] %#:&IRL 9,

3. TES—Y 3 R4 T, [E&E(Configuration)] ZFWTH 5,
[ScanCentral DAST] #&EIRL X7,

4. [ScanCentral DAST] *R— < T. [ScanCentral DASTAAXICT % (Enable
ScanCentral DAST)] Fx v 7Ry VR &5AVICLET,

5. [ScanCentral DASTH—/YURL(ScanCentral DAST server URL)] Ry U X
IC. OpenText ScanCentral DASTH—/XOURLZAAL X7,

ScanCentral DASTH—/YXDURLIEL, ROWTNHIDERTHEZHELHY F
ER

http://<DAST_API_Host>.<port>[api/
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http://<DAST_API_IP>.<port>/api/

KbHYichttps7O NN EFRATEEY,

Important

URLOKRIC /apil 5 &0 HENHY £,

6. [RTF(SAVE)] 20w o LZET,

KDY RAY DERITHEICDOWTIE. TOpenText™ ScanCentral DASTERE & (& 5% 1
Rl Z5BB LTSIV,

o OpenText ScanCentral DASTEVHE LV H T—ILDEE
o OpenText ScanCentral DASTRF v >, X7 a1—)b, BLUBREDIENR. 1T,
ZHE, BLUHIRKR
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1.6.20. OpenText ScanCentral DAST Cf#
3 BKafkaR b —LDERTE

7 arvmiREE LT, Application Security CORIBEDEE DZEE % OpenText
ScanCentral DASTE BEH#i 9 27, Apache® Kafka®H—E R %7704 TEXXEY,

EEBERODER ~#Kafkall A M) —3 V79 % & 5 ICApplication Security 5% E ¥ 5 IC1&:
1.~y 4T, [EHE(Administration)] %:&IRLF 7,

2. TES—> 3 vRq4 0T, [B&E(Configuration)] #EEI L. [KafkaX b)) —AL4
(Kafka Stream)] %:#IRL 9,

3. [Kafka Stream] R— Y T, ROKRDHRBICHK > THREETVWET,

This PDF was generated on July 6, 2026 Page 183 of 695



3 opentext"

74—JLR

Kafka~DEEDEFHF DA MY —I v
7 %= HF%IZ 9 % (Enable streaming
audit updates to Kafka)

Kafka7 — MR NSy TH—DAh Y
<Xy 1) A k(A comma-separated
list of Kafka bootstrap servers)

ETEDEHNRITINSKafkahEY
7 (The Kafka topic to which audit
updates are published)

Kafkat¥a )74

Kafkax ) —X > 71t L CTTLSHE
BRI B%IC 9 % (Enable TLS
mutual auth for Kafka streaming)

This PDF was generated on July 6, 2026

Application Security 25.4.0

g!l‘:

BA

CDFTVIRY IR EFVICT S
&, BEEEBEREODZERE M Application
Securityh S5KafkalCBHII N,

Kafkaf Y24 v 2D 7A—h%HYV
YEHPY VX MNTEELE T,

CDOYARNIERT BEX:

<host1>:<port1>,<host2>:
<port2>,...

EHEARY M %=RIET BKafkah E Yy
JEBELZT,

CDFIVIRYIREXVICT B
&, Kafka7O—A & D@EICHL
T. WARASSLTO O EFEALK
MESRGENEMICAY T,
Application Securityl&. TLSv1.2&
TLSV1.3Z{EA L T, MAMDSSL%
HR—MLET,

CDFTvIRYIDR%=F I LW
HBE. Kafka7 O—HEDBEDD

Dt¥xalyF«4« 702 ELT,
PLAINTEXTAMER I 9,
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Truststore 7 7 1 JL D IFZFR(Truststore
file location)

Truststore/N 2 7 — K (Truststore
password)

*— R b7 DIFFT(Keystore location)

F—RX M7/XZA 77— K (Keystore
password)

D /N2 7 — K (Private key
password)

Kafkatr —/SD 7R R N ZREEABRhIC
9 % (Enable hostname validation of
Kafka server)
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g!l‘:

BA

TruststorefEBAZ %S¢, JKST 74
IR DTruststore7 7 1 LD/ A &
BELXT,

Truststore7 7 A JLD/NA 77— R A&35
ELZET,

D547 NORFRBEMEREZS
L. IKST7T 71 I ERDODF—RAKNT 7
7AIDNRAERELFT,

F—RAMNT7I774INDINRAT— KA
ELFT,

MERD/INRAT—RZ2HBELET,

CDFTVvIRYIREFTVICT S
E. Kafkatr—/NDZLBEI R X 1~
Z(FQRDN)ZF72EIP7 RL R &, ZD
Kafkathr —/NDEBREDKR R b ZFIF
IP7 NLRICEBOLTHREELEF T,
nic& Y. IELUWKafkat —/N R
LTWBZEa2MEETEET,

4. [RTF(SAVE)] 20 )y U LFET,

BWRERBBROEKRE IV ZAT Y M X ) 714 DFREDFHMICDOWLWTIE, Apache
KafkaD RF¥F 2 XV bPESBRBL T IV,
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1.6.21. Fortify ScanCentral SAST & D&
=8k

OpenText SAST (Fortify Static Code Analyzer)® 1 —%#id, VY —R&#HKKRITERT 3
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LEd, Javahb—TH 4 XDx/IMEE HREEICDWTIE, [Application Security V 7
FOZTPDIITALAEMH] RFaAVMNESRBLTLEIVY,
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1.7.5. Application Security % {&=FE— K
A3

H—NORBERELAERT IVLENH BHEIE. LD TEHApplication Security & {RFE—
NICBITL., REREFEZMADIENTEET,

Application Security #R#FE— RICT 2 II1E. ROFIBICREWVWE T,

1.
2.

3.

10.

11.

EEBESILTHI 1 LET,
ANy 4T, [EHE(Administration)] &R L F 7,

FTESY—>arRq 0T [B&E(Configuration)] #&EBIL. [R5
(Maintenance)] #:#RL E9,

. [&®sF(Maintenance)] R—Y T [RSFE— FIZERET % (Set to maintenance

mode)] Fxv IRy I REAVICL. [RTFE(SAVE)] #0)vw o LZFT,

H—NEBEBLEY,

Note

Z @ autoconfig 7 7 1 JViZKubernetes>— 27 L v NRHIZH Y. HIFRT
TEHA,

. TX¥A NI T4 4T <fortify.home>[<app_context>/init.token 7 7 4 JL %=X £

ER

. init.token 7 71 IIVORABR%E Y )y TR—KICOAE—LZ T,

Web7Z>oH# 34> Ky%ARE. Application Securityf > 24 > ADWeb7 KL R

EAALET,

. [EXEE(ADMINISTRATORS)] #7 ) v LZE T,

init.token 7 7 AL IE—LAEXFI% [€Fa ) T4 b—2 ~(Security
Token)] 7 4 —JL RICREY T, [HA VA4 V(SIGNIN)] 20y o LET,

Application Securityzy 7 v 7o 4 H— KIZId, REDEREN TR TRRINE
T, H—/\REICEAT ZIBERICDOWVTIL. Application SecurityDFIEIEREEZSR L
TLEEW,

Y— /DR ENEEICTET LD, Tomcat=BEF L F T,
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Note

F7-1Z. -Dcom.fortify.ssc.forcelnit dJavaxt 7> a v A/ EL T, &

YRy TORTRICEY NPTy T o4 F—REBHHLELTZ2EE T
XF9Y,

Note
e Application Securityf Y X% Y AMRFE—RTRE v 7 LTWBIHEEIE.

Application SecurityMRFE— RTRY v 7 LTWBIBATHAINTWBHRE
DUVWIThhZEHR L TIEIL,

Y—NORFERZICT B0, YaTORTE—BELTEET, ThicdY, £TH
DYV aTRRTLETH, HFLLYa TREFINERA, EHICOVTIE.
TO—BEEE B 28RLTIEI,

=z nn

Y3 7=
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1.7.5.1. Application Security " RsF £ —

A9y LTWBEBEE

Application Securityld, BEEICL > TRFE— RICYEZX SNh7ic& Z( [Application
F 7213 <fortify.home>[<app_context>/conf/
T4 L& k1) T version.properties ’&?&%JJ:&)B#’L@L\& I, BFE—RICAVET,

Security #2<FE— KICAN D] %35

Application Security 25.4.0

Application Securityf Y X4 Y ANMRFE—RNTRE v 7 LTWBIFEIIE.
HAELTLCEIW

 Application SecurityFB:&E

EeZRLTLEIW,

. <forz‘1fy home>/<app_context>/conf/ T4 L 7 N ICFHEIL.
7 1 JUAT maintenance.mode % false IC§

RELET,

e RODLRVWI 7AW ETDAVARN=IT 7A4ILD5
<fortify.nome> / <app_context>/conf/ 74 L2 M JIZEBTL X,

NT

RDOWG D

LEFd., #ERICDWLWTIE, Application Security D #1[E|5%

version.properties

» ThisPC » Local Disk (C:) » Windows » System32 » config » systemprofile » fortify » ssc » conf »

Mame

s

bak-1556255282093
bak-1559331656372
bak-1561657081166
bak-1574723220403
bak-upgrade

D app.properties

D datasource.properties

£ logdj2.eml
D secret.key
D temp-app.properties

|:| temp-datasource.properties

D temp-fortify.license

temp-logdjd.xml

(=]
D version.properties

Note

datasource.properties 7 7 1 IV E LU —

Date modified
4/26/202312:34 AM
5/31/2023 2:43 PM
B/ 27/202312:39 PM
11/25/2023 5:19 PM
B/ 27/202312:15 PM
12/16/2023 5:42 PM
12/16/2023 B:14 PM
11/25/2023 5:19 PM
4/26/2023 12:23 AM
12/16/2023 5:43 PM
12/16/2023 5:44 PM
12/16/2023 5:43 PM
12/16/2023 5:42 PM
12/16/2023 &:02 PM

&, secretkey 7 7 M ILICIKET BH8
£9, L7 >T. Application Securityf VA4 Vv RA&ZJE1—4%H

THRHYT 255

1LEBRHTIRENHY ET,
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Type Size

File folder

File folder

File folder

File folder

File folder
PROPERTIES File
PROPERTIES File
XML Document
KEY File
PROPERTIES File
PROPERTIES File
LICEMSE File
XML Document
PROPERTIES File

2KB
3KB
11 KB
1KB
1KB
1KE
2 KB
11 KB
1KB

DT —HIR—2T 4 —)LRIC

FleInhicTr M) HE

FhTw

&, T—IXR— T 7AILEITTIEAR L secret.key 7 7
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1.7.6. ¥ 3 72T 0—R =1 - BE

ASODERATH —NEY vy NID VT EZREDNHZHEIF. 1 -7V T71ET1 %

—BFEIELT, YRATLAADITRTODI—HITHLTHLWY a3 TORTAEFEIETESE—

7. Application Security CHETHDY 3 TIEETTEEY, hid, ¥—RDY vy ¥
D VRICT — Y DBEIBVHEKEB CDICRIIBE T,

HY—NETY 3 TETE—FELET ZICIE:

1. E¥E#H & L TApplication Securityict 1 1 Y LET,
2. ANy 45T, [EH(Administration)] %#&R L F 7,

3.7 =2 3 v RA VT [BRE(Configuration)] #EBIL. [RSF
(Maintenance)] %##RL Z 9,

4. [fR5F(Maintenance)] R—I T, [YaTR{TE2—BHE1LT 3 (Pause job
execution)] Fx v IRy I R%EFVICLTH S, RTE(SAVE)] 22Uy I LZE
ER

REZFRFELLERIC, UTOLIICRY FT,

Important

RKEDYV I THF2—IlBHINDIDERCLOHIC. TDREERIEH
IKhE>2TEAMILABAVWESICE#HDOLET, YaTET2—RFLEL
&, F1—IlBEHEINTWEY 3 TA2REILNEBY 27-DICNELRE
BEBELTHS, H—NRNED vy KT T LTLEIW,

o EITHDIRTDYaTZTTTEET,

o TNURBRICA—YNEETIHLULWI I TIEIITRTF1—IIEHEIN, BT
[¥ a 7R1iT%—F{E1E9 5 (Pause jobs execution)] F v JRy U A%+
TICTBEEITINET,

o VaTJEMGHN—RELEINALIEEI—HITEBMT BDDNNF—H
Application SecuritylcRR~INF 7,

5.REY—/N\%EET S E X, [{ESF(Maintenance)] R—JICRY., [YaTEfT
%—BE1E9 3 (Pause job execution)] F v /Ry VR &EFT7ICLTH S, B
FZ(SAVE)] #2)w o LEY,

SRIER

Application Security D{R5FE— RAD#H{T
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1.7.7. OpenText SAST Application Security
ContenticDWT

OpenText Application Security Software® i, I—ILDF L v IR—ZFERAL T,
AHEADOI—RR=|ICEFaT7RI—T 1 v JEEZBFIMNIER L 9., OpenText
SAST Application Security Contenti&. OpenText Secure Coding Rulepacks & AE8 X 4
T—HTHERINTWET,

e L=y UL, S<HMONAESECLARAPIOLOD—MNLtEXaT7d—FT1 VY
DATAFL%EGEHRLTVWET,

A—HIEHRY LI —)L%EE@® LT, OpenText SAST & OpenText Secure Coding
Rulepacks DI%EEICEMTE F 9, /&2, EHEXaAV T4 HM RSA Vv EERL
BT NIER S5 WEEY. OpenText Secure Coding Rulepacks Tl £ 723 itx L T W
BWH—RR=F 4 SATSYPERMAVINAILINZZDMHD/NNAF ) 2ERT S
TIVr—avaEafLBRThERSBWSEELNHY ET, DAY LIL—ILOVERK
FRICDOWTIE, TOpenText™ Static Application Security Testing#71 2 4 LJ)L—IL A
4Rl Z#8RLTLEIL,

OpenText Secure Coding RulepacksDEEHFEICDOWVWTIE, RESRL T EX
(A

o RulepackE#H—/NIZ & BRulepacks DEHT

o OpenText SAST Application Security Content® 4 > R— b

o JL—JLsy 7 DY

o Rulepacks=I V7 AR—KT 3

o M¥HE T & MOpenText SAST Application Security Content!) 1) —X TiR#EI 1
BLR—FY—RNYRLVEFBRALET—I9N—ADY — RNE

o« HERX & F—4 Ik, OpenText Application Security Softwarelfg55tth 5 I #KKEH
7 31 (CWE., OWASP Top 10, PCIZ&E)ICYY T LE T,

OpenTextTld, A7 7 AN EEBLAVWIEAHBELTVWET, ZELTH, M
HiZEd') Y —RATRulepacks#BH T 57N, TOEBENLEESINEY, £
L. AR LDHEBAIYT—IXMLT7 74 IV EERR L. T THLWIYEY T %4E
BRLTEEDY YyEY AR THIEIITEE T, IFIERDEKRR(RBT Y
F—2avDexa ) T BECBMOOAY TSA TV RABEBRE)ICEBOREEY
v 422 EETEEY, OpenText SAST Application Security Contentx B9 %
RIS, CDARILT7ANNDHEEZZITEIEEHYEFEA, HBDHRY LIL—
WEEHRE LDOHEBBAY T —Y % ENT 5 HEICDOWTIE, [OpenText™ Static
Application Security Testingh 24 LJIL—ILHA Rl #EB L TL LIV,
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NEBDOHEBAYT—I< v EV T T 74IVIE. <ssc_deploy_dir>/WEB-
INF/Core/config/ExternalMetadata/ 714 L2 MU RIZHY £,

HEX Y T—HDEBAEICDOVTIE. RESRBLTLEIW,

o MEDTYEYV I AEYET S
o LW v EYITDER

M AT EE A& FTDOpenText Secure Coding Rulepacks =T 2 Z ENAEETTY,
OpenText T, EHIHIIZOpenText SAST Application Security ContentZ&E$ 9 % Z &
AWRELTVWET,
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1.7.71. RulepackEHH—/N &L B
Rulepacks D E

M AT LA RFDRuUlepack RT3 ENEETY, mFTDRulepackZ=FRLTW3
ZEEMREICT B7DIC. RulepackE#H Y —/\h SRulepackz( Y R— M TEF T,

Note

Rulepack E#H— /YA Application Security 7O F > DERICH DIHE XK. T
D 7AF %FEMA L CRulepackz E# CTX £, Application Security T
TEHEMETOXFVERET 2HEICDWTIE.  TApplication Security#&d 70
FroFEl ZBRLTLEIV,

EHTDRulepackz 4 V7 R— KT 511, ROFIRICHWVNE T,

1. Application SecurityICEBEZ LIdEF2 71V —RELTHI V1V LET,
2.~Nv 47T, [EHH(Administration)] 2R L 7,

3. 7ESF—=a3uRA VD [AM) v E NS YFV T (Metrics & Tracking)] T.
[Rulepacks] %:&EIRL £7,

4. [Rulepacks] R—I T, [Y—/\HDSEH(UPDATE FROM SERVER)] %45 1) v &
LET,

Application SecuritylZ. Rulepack OEBEHFARICEAT 2BERIARTIINE T,
5. BFi&im T sicid, [OKI 22Uy o LET,

BT T 5 &, Application Securityic {4 Y R— kIl —ILBA—BRRIN
-

6. [(AC%(CLOSE)] =2 Uv o LZEY,
SRIER
JL—IL/Rw 7 DHIR

U3 Hl & & DOpenText SAST Application Security Content!) ) —X TRt I 5 LR —
No— KRRV RIVEFRLAET—9R—AD— NU0LE

Rulepacks®* TV R R— T 3

OpenText SAST Application Security Content® 4 > R— k
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1.7.7.2. RulepacksZ= TV A R— b T3

WEICIH U T, Rulepacks% 4 % Application Securityf Y R4 VAN LRIDA VY RH VR
ICFENL 7Y, Application Security & Audit WorkbenchET#E# LY TX X7,

Rulepacks%*., TN o%&A VR—MN§2HDICFERTZOEALT77M1ILET. 7714
WERF( .bin £/&E xml)EEHTITIRR—KMLET,

Rulepackz TV XA R— M9 513
1. BEBEFLAEEXFa2YTas)—RKELTHAI VY1V LET,
2. Ny ¥ T, [EHE(Administration)] %#ERL F 7,

3. 7ES—=a R4 VD [AM) v Y E NS YFV T (Metrics & Tracking)] T.
[Rulepacks] %:#EIRL X7,

4. [Rulepacks] R—<I T, TV RAR—MTF BRulepackDF v IRy I R%&EFVIC
LThs, [TV RKR—MEXPORT)] 22Uy I LET,

Note

BIR L 7RulepackicBEHD/N—2 a U Hh B3581E. RF/N—YaVvE
IINT IV RAR—KINZET,

SRIEW
OpenText SAST Application Security Content® 4 ~R— k

=Ly 7 DHIRR
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1.7.7.3. OpenText SAST Application
Security Content®{ i R— b

¥ a1)F 425V (OpenText™ Fortify Custom Rules Editor& {8 L THER I L= h
A% LRulepack, LR Y EVY T 774, WAIYLIYEY T T 74 INEBE) A4 ViR
— b L T. OpenText SAST& & U'Fortify Audit WorkbenchTFERTE £ 9,

TXxal)F4A0F VAR VIR—RMNTBICIE. ROFIBEICEWVNE T,
1. BBEF LIV T4 )—RELTH1 V1V LET,
2. Ny T, [EHE(Administration)] %#ERL 7,

. TEST=2avRA4 VD [A M) vy & MFYF2 T (Metrics & Tracking)] T.
[Rulepacks] %=ZERL ZFT,

4. [Rulepacks] R—I T, [4 YR—HM(MPORT)] #ZRLZT,

5. [Rulepack®4 > R— b (IMPORT RULEPACK)] # 4 7RV Ry VAT, [+77
1)L %BI(+ADDFILES)] #0 Y vV LZE9,

Ty TO—RIB774 L RBLTGRRLET,

. [y 70— RORBKB(STARTUPLOAD)] #4)vy o LET,

. [FAU%(CLOSE)] =2 )v U LZEY,

0 N O

Note

e MRLAEYYEYJZEOFPR7 7ML %7y 70— KL, DTy EVIH
H—/NIZTFETE LR WISA. Application Security ICALIBOEEARTIINFE
ED

SRIEH
Rulepacksx TV A R— b9 3

JL—IL/Ry 7 DHIRR
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1.7.7.4. )Lb—JL/Nv & DOYI&R

HWIL—IL/Xy 1%, Application Security D SHIBRTE £ T,
=Ly J&HIBRT 5I1C1E. ROFIEERTLET,
1. EBEFT B EXF2) T4 )V—FELTHI VIV LET,
2.~Nv 47T, [EMH(Administration)] 2R L F 7,

3. TEST=2avyRA4 VD [A M) vy & MFYFT Y (Metrics & Tracking)] T.
[Rulepacks] %:&IRL £7,

4. [Rulepacks] *—< T, HIfY BRulepack®F v PRy ¥ R%&FIZLTH
. [HIFR] 22Uy LZET,

)
5. iR L zRulepack DHIpr =5 T 2 1C1d. [OK] Z2Jv I LET,

6. HIRRICKBL=5E1X. [5FM] =2 v o LT [BHM(DETAILS)] 7«4 v KU %H
X, KBROERZHESRELET,

SRER
Rulepacksx TV A R— KT 3
OpenText SAST Application Security Content® 4 >~ R— k

RulepackBE# 1 —/\IC & % Rulepacks D E#Hr
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1.7.7.5. BiEOR v EV T AR T 5

<ExternalListExtension> EXx%=FAL T, BEOIYYEV J&EIMET DI ENTEE
T, TNETZHBEIE. KD EEIJFFICBEVWTLEIL,

e LW Y EY/DEMEINATEET,
e MEDIYYEVY T HELEEXTBIEETEEHA,

MEDOY Y EY T ZHERT 5101, ROBAZFERALITT,

<ExternallListExtension> <ExternalListID>EEE3F9E7-28D6-4456-
8761-3DB99436F4EE</ExternalListID> <ExternalCategoryDefinition>
<Name>APP100 CAT 1</Name> <Description> Description for Appl00
CAT 1. </Description> OrderingInfo>1</0rderingInfo>
</ExternalCategoryDefinition> <Mapping> <InternalCategory> Poor
Style: Indentifier Contains Dollar Symbol ($)
</InternalCategory> <ExternalCategory>Appl00 CAT
1</ExternalCategory> </Mapping> </ExternallListExtension>

Important

Ry EYT 774 %HRER L1 IC. Application Security~7 v 7O— K¢
ZHELIHYFT, FIRICDWTIL, [OpenText SAST Application Security
Contentd 4 Y R— k] ZSRLTLEIW,

MR LYY EYTEESCFPR7Z 747y 7O—KL, ZOI v EVIH
H—/NIZEFEE L RWEA. Application Security ICLEBOEENRRINE
ER

SRIER
FLWI Y EYTDER

OpenText SAST Application Security ContentiC2DWT
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1.7.7.6. 5TLW v EY TDER

<ExternalList> EZAFALT. DAY LDHAEEX YT —9 774 ILE RO TIERT
XY,

<ExternallList> <ExternalListID>3C6ECB67-BBD9-4259-A8DB-
B49328927248</ExternalListID> <Name>My Custom Mapping</Name>
<Shortcut>MCM</Shortcut> <Description>My custom mapping
description</Description> <Group>MCM</Group>
<ExternalCategoryDefinition> <Name>Custom Mapping CAT 1l</Name>
<Description> Description for Custom Mapping CAT 1.
</Description> OrderingInfo>1l</0rderingInfo>
</ExternalCategoryDefinition> <Mapping> <InternalCategory>SQL
Injection</InternalCategory> <ExternalCategory>Custom Mapping
CAT 1</ExternalCategory> </Mapping>
<0rderingInfo>1</0rderingInfo> </ExternalList>

Important

ARILRYEY T 7714V %ERLTIE. £ % Application SecurityiZ 7
v 7O—RIB2REIHYZET, FIRICOWTIE., TEFa2UFqav70Y0D
1 VR—N] ZBRLTLEIW,
ARAILIYEVTHEELFPR7 74V ET7y JO—KL., ZO v EVIH
H—/NIZEELARWESA. Application Security ICIFAEBDEE N KRR INE
ER

SRIER
REDYYEY T AET %

OpenText Application Security SoftwareE* a2 )74 372 VIZDWT
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1.7.8. Fortify Audit Workbench?» 5 ®
OpenText SAST& & U*OpenText
Application Security”y =IO 7 v TJ L —
NZrRBEICT %

Fortify Audit WorkbenchZ A L TWA2IRTOBERRIE. FILWAA—=U3 20D
OpenText SAST & & U*OpenText Application Security Tools A Fortify Audit Workbench
DOFARENE DN EHEETEET, 1 VAM=ILINTWBENR=IU 3V LYFHFLWLN
—J 3 UAMERAREAREAIE. - TONN—=TavEaSYOyO—RL, O—hlLA Y
A9V RETyTITL—RKTEZEY, T/, Fortify Audit Workbench® 1 —+|&, #2EIES
IKHFLWA=2 3 UDEEIMNICF Iy 2, 90— R LA VYA M—ILEINBED
ICFortify Audit Workbench% & E9 52 &HTE XY,

Z DBLEE % Fortify Audit Workbench® 2 —HREIFICEMICT 2 II1E. ZIICEEED
Application SecurityZ/ R A ROV Ea2a—4 THEN 7Y 77 L — NBEEZRET 2HELNH Y
£9,

# L LZOpenText SAST & & U'OpenText Application Security ToolsD1( Y A k—5 %
Fortify Audit Workbencha—#%H»7 v 7L — R THERTE 3L D127 %1213

1. Application SecurityZR X b T, <ssc_deploy._dir> | WEB-
INF/internal/securityContext.xml 7 7 1 LA TF A NI T4 Y THETET,

2.RDITERDIFT, AXY MERLIT,

<I-- <security:intercept-url pattern="/update-site/**"
access="PERM_ANONYMOUS"/> —

3. securityContext.xml 7 7 1 L Z{RF L TRHL £ 7,

4. OpenText_SAST_<version>F 7= &
OpenText_Application_Security_Tools_<version>4 Y A N—Z 7 74 )L 7%=
<ssc_deploy._dir>/update-site/installers/ 74 L 2 M) IZCOE—L XY,

5. <ssc_deploy._dir>[update-site/installers/ 74 L 2 N) T, BT IRMTEILE
FXMLZ7 74 L &ERR L E T,

1. OpenText SASTOEFH ZEMICT BICIE. RO[BIZFER L TEHFXMLT 7 1
JU( update-sast.xml % &) & ER L T,
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<installerInformation> <versionId>2540</versionlId> <!--
The version of the installer file with periods removed-
-> <version>25.4.0</version> <!--The version of the
installer file--> <platformFileList> <platformFile>
<filename>0penText SAST windows-

x64 25.4.0.exe</filename> <platform>windows -
x64</platform> </platformFile> <platformFile>
<filename>0penText SAST linux-x64 25.4.0.run</filename>
<platform>linux-x64</platform> </platformFile>
<platformFile> <filename>0OpenText SAST osx-

x64 25.4.0.app.zip</filename> <platform>osx</platform>
</platformFile> </platformFilelList>
<downloadLocationList> <downloadLocation>
<url>http://localhost:8080/update-
site/installers/</url> </downloadLocation>
</downloadLocationList> </installerInformation>

2. OpenText Application Security ToolsDE#FH =HMICT B ITIE. RDOFI %= FEH
L TEHXMLT 7 1 JL( update-tools.xml % &) & {ER L £,

<installerInformation> <versionId>2540</versionId> <!--
The version of the installer file with periods removed-
-> <version>25.4.0</version> <!--The version of the
installer file--> <platformFileList> <platformFile>
<filename>0penText Application Security Tools windows-
x64 25.4.0.exe</filename> <platform>windows -
x64</platform> </platformFile> <platformFile>
<filename>0OpenText Application Security Tools linux-
x64 25.4.0.run</filename> <platform>linux-
x64</platform> </platformFile> <platformFile>
<filename>0OpenText Application Security Tools osx-

x64 25.4.0.app.zip</filename> <platform>osx</platform>
</platformFile> </platformFileList>
<downloadLocationList> <downloadLocation>
<url>http://localhost:8080/update-
site/installers/</url> </downloadLocation>
</downloadLocationList> </installerInformation>

6. Tomcatt—N\Z=HEE L 7,
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Note

7w 7T L — R#EEICER X1 5 AutoUpdatey — )L DEEMIC D W TIE,
Finstall Buildera—##4 K] ZSBLTLEI W,

ZN T, Fortify Audit Workbench® 21—, # L \L\/X—2 3 > DOpenText SASTZ /-
I¥OpenText Application Security ToolsZ#zEE L TA Y A M—JILTEB LD ICRY FL
7=, Fortify Audit Workbenchm 57 v 75 L — R&RI1TT 2 HEICDOWVWTIL,

F OpenText™ Fortify Audit WorkbenchZ —#7'1 K1 S8R L T ZIL,
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1.8. Application Security®7 v 77 L — R

Application SecurityD®R#F/N\—Y a VICEET v 7L — RT5I101E. &HFD3DD/N—
TarvoWThOA T TICA VA M—ILEINTWBHBENHY FT, /A—2 3 225.4.01
Ty TIL—RIBGBEICEMRT Yy T —RKRRAERDESY T,

o 252 XM 5254 X~NDT v T UL — K(BEH#)
%)
%)

o 232XM5H23A4AXICT Y T L—RLED A TD23.4XN5254X~NDT Y FTL—K

o 244 XNN525.4X~NDT Yy T L—RK(E
o 23.4XDN525.4X~NDT v T L —K(E

REDApplication Security/N\—Y a VA RH/N—YaVICEET Y 7L —RTER
WIEEI, N=YaVvEAEDRFa AV NTTYy T L —RAREBBRLTLLEY
(A

ZDEYavTlE, ROMNEY ZIZDWTEHBALZE T,

o 7w UL — RKOBEHREM

o T—HAR=ZADT v TITL—RD%IH

o P TUL—KRHIRY

e WARZ7 7M1 ILDEH & ERA

o 7w UL — R#DApplication Security D& E

o HARYINS A Y RDEH
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7,

2. [BEE(AUDIT)] R—VICHIBRINBHBEASHZICIE. [HIBRIh-RHE%:
#&~(Show removedissues)] F v IV Ry IV A%FICLET,

3. [EEZ(AUDIT)] R—JICHERTICINEBEEEH 2. [FERTICIH
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AERT 1) or— a3 > H 5 Application Security APIE U &
Application Securityf Y 24 YV RICEBHE A RIFTAREELIHY £T,
OpenTextTld, AET7 TV Hr—> a3 v R— M ERELTVWEE A, HEB
MOHELICE D TA VYRIVADIN T #—I VY AMMET L TWBIFA.
OpenText T, EEMNGAISBMECH L =ik L. BEERIICApplication
SecurityE BT 2RIDAHEERETEIEEHELTVWET, TDEHDXE
BELT, ARV Y YR MY —EREZFHTEET,

Application Security APIRF a2 XY MIT7 V2R T3ICIE. ROFIEEETLET,

1.ANYEFT [ ANVT]I RovEI)v I LET,

opentext’ | Application Security CE 25.4

SUPPORT

To contact support, visit the support portal.

DOCUMENTATION

For all documentation resources, visit the documentation cenfer.

APl DOCUMENTATION
APl Documentation
APl Reference

FORTIFY UNPLUGGED
Visit Fortify Unplugged to access the Soffware Security Center playlist.

VERSION REFERENCE
OpenText Application Security version 25.4.0.0121

ScanCentral DAST version 25.4.0.99

2. [APIK#F 2 XA~ M(APIDocumentation)] V> 7% 1)y o LZET,
Application Security APIRF 2 X ¥ NWebR—I N TS UHICHET £,
Tip
- Chrome DevToolsZ & D 7O F > % FIFA L TApplication Security k5 7 1 v

EESL, A—HYA VYT I—ADTIaVaERIFTTH2DIEDRITV R
RAVKINIUVOHLERET S ERIBEET,
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vy LZET,
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HMiIcoOWTIX, [F—9YDHVYIRXPYEBT 7AIADITIAR—N] #BBLTLLEX
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BEH. LE2—IIHD > FEHAR. BLCEBEOFEHAMEARBLSRRINET,

e [LE21—DZRBHRDORE(Issues Pending Review)] % 1 JLICI&, RERDORBED
ARt e, BRBFAOBEOHMIRTIINE T,

o [PV 4 — av(Application versions)] ¥ 1 ILICIE, 2—HYHT7 I/ ERTES
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FrUINET7ANLNDEELVRF vy INAO— RDITEDLRIINET,
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2avNnN=avDYIYAN) v INRRRINET, T—TIIC—EBERTIINTWSET
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(AUDIT)] R—=JICEEHEILET,

SRIEW
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1. [#v > aR—K(Dashboard)] E2—T, [F¥—MCHART)] 22 v oLZE
j_o
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2.7 7) =23 vnR—=IavDY)ARNT, TNV 5= avn—=I3 vOBEME/N—
ERAVENTBE, EONR=Ia VDY VBERIRIINET,

Bill Payment Processor 1.1

12% 3%
' 10% ‘
T8%
97 %
779 of 805 7%
Reviewed Findings Reviewed

ZOPITIE. ERDOBTZ 7. COF7 TV 5—o30NR—=I 3 VIZDWTIREET
ICEEBEINIERDI7% (805D H D779 DEF 1Y F 4 FHELARRTIN TL
9. ARAIDTZ7ICIFE. BEEINLBROEIG(97) &, FLEEEINTULRWVER
DEEQR)INRTIINTVET,

3.7V r—yavnR—=oavo [BEEAUDIT)] R—JICBEIT2ICIE. [BEE
(AUDIT)] 22 ) v LET,

SRR

TP =23 uR—3 VDY TYARNY v ERET S
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1.9.74. ¥y aR—RY<YF—TJILzT
J9AR—bIT B

TRTCOT7 TNV =23 vnN—a3vDTF—9H VXY YE(CSV)TZ 74 ILICT I R
R—KMTEET, YVATLDCSVI7 7M1 IV REFTHHBAERERTBICIE. YVaTxy
TVa1—SDRE] EBSBLTLLEIL,

[4vw < 17R— K(Dashboard)] E1—ICRFRINZ YT TFT—TIEITIRAR—KT 2B
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1. Ny 4T [¥vyaiR— K(Dashboard)] . [RIE#HEH(SSUE STATS)] DIEICE
RLET,
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Dy o LEY,
Note

[T RA7R— MEXPORT)] R¥ VHEMICAR > TWBIFEES., ThixE
BEICL D TZDOBEENEMICINTWEIEAEBKRLET,

3. [Z74)V%&(Filename)] Ry RIC, 774 ILDERIZANDLET,

4. (F# 7> 3 V) [/—HM(Notes)] Ry IR, TV RKR—ITB7F—4ICEAT BIER
EANDLET,

5. RFE(SAVE)] =7 U v o LET,

6. TV AR— M INLHBERERTT 2T

1.~y 8T, [LR=F 20Uy I LZET,
2. [F—%xT O RAKR—HMDATAEXPORTS)] #0 )y LZET,
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5. TI7AINDEEBETHD Y M EHIBRL X T, BINDApplication Security1—57 %
DY NEERT BICIE. T 7 1)L NS DApplication SecurityEEE 7 hD > M EFEAL
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ZDEV Y arTlE Application Security®#&El, 1 —47HW > MEHE, Application
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1101. F—LD ISy XV TIZDOWVWT

EEEFLEEF1VT1)—RE F—LOEBREZNSY I LTERTILDDIE
WICTIEALT, BhAET7 IV S—yavtexal) T4 750974 ADERES L CIEST
INTWBIEZHERT B2RENHY £T, Application Securityld, BnZtFa )7«
T2074 ADHAERET Z27-ODHLMNREENEREZLET, BRIEDLIICNS
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BICEDWTHEF—LOEBRRZEREICAETEET,
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1.10.2. &EIICDOWT

‘ENCE Y, 21— HApplication Security CEITTEZ 77 a VHREINE T,

Application Security#$gE~AD I —H7 I 2 R &N FIE T B ICI1E. B R Y LREIEERK
L. Application Securityf ¥4 7 z— XM LHFFAZEYHTEIENTEET, KIDE
BAEICDWTIE, THRY LEBBIDOER] 2R LTEIWL,
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110.2.1. BRI E R H DIE|

RDFERIE, Application Security T —HICEIY B TRIBEARBRIREFADEE 2 —ERTR
LTWET, BENIERL NIVOBIET—ERRIINTUVWET, SRIREEFADEEENIC
BEMITONTWRHFAERERT 2AEICDOWTIK,.  [Application Security D& EIICEE 9
LEFAIBEHRODFRR] ZSRLTLEIWN,
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Fortify Weblnspect Enterprisef{ > X %
> A % Application Security I L.
BADEERBRZINSTEET,

Z D1&EIE,. Weblnspect Enterpriseq ~
AR VAL BFERDAZEH L TWE
ER

AF¥ vV eRTI2HT=H->TWSED
DD, [PFEROT7 Y TO— K] FA
ERFoTVWAVWI—HFORDLYIT, ZF
+ ~ % Fortify ScanCentral SASTH 5
Application SecuritylZ 7 v 70— R TZ
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F9, FMICOWTIE, TOpenText™
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Z D1&EIX, ScanCentral DASTO Y b O
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110.2.2. h R 9 LBEIDIERK

MBEBOEEEZERL. FIL2EYHTEIENTEET,
HLWRBEIDOHFT 2 ERS L VPEET 2IC1E. ROFIEEEITLET,
1. EBEFEELLTHAI V14V LET,
2.~Nv 47T, [EMH(Administration)] 2R L F 7,

3. FEX =3R4 VT [A—H(Users)] #EEIL. [#EEI(Roles)] #FEIRL £
j_o

4. [1%ZI(Roles)] R—I T, [FHRINEW)] #2 Yy I LZET,

5. [ #HLWi&EIDO/ER(CREATE NEW ROLE)] ¥4 70O 4Y KRy 7 AT, ROKICKRT
FRAEAALET,

Important

[£FI(Name)] 7 1« —JL K& [BiBA(Description)] 7 1 —JL KDkT
ERRE, EBIX. XFE =, -, +, LT @ THHBIEETEEHE
ho T, HIHXFEZESHBEIETETEHA, FIRINTVWBEHIC
EFhdUnicodeXFED5LAY R MIDWTIX, TASCIS &£ CUnicode
ToflfxFE] ZSRLTLEIVN,
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S4—IL K &iBA(Description)
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£5BH (Description) (A T2 avEh, #E)&EE DR
Universal access TRCOF7 TN r—oavnR—=yay

ICEHLWEREI 7R AEEY YK TSIC
lE. TOFZzVvIRYIVRAEFICL
F9,

Note

BEELANLDI—HIC
DHAZN—=FIT o€
A% BEIRT B & &5E<
WELET,

6. 5FAZEBMY BICiE. [+FFRIDEN(+ADD PERMISSIONS)] =7 ) v 7 LE T,
AL, COREDOI—YHERTE 2HEEREIZEEL XY,
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L. FHTILWEREICHE T 2 ICRIST2F v IRy IR %&FVICLET,

8. [DONE] =2y LZEY,

ZBRLIZWTNDDHFAISEIMDOHFANBERIGRIF, EERLS HET-EBRTT
nEy,
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10. [RE(SAVE)] 20wy o L XY,
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497 —2R

Development Languages TV r—avOREICERT 2558

Authentication System TV r—2avIilT7oEALEDET
21— H%RATHHDICFERATEIVR
T I
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B 5%BA (Description)

Business Unit HHERTEZT7TIVIr—raryougeEinsd
EHEI, FETTIVI—YavERERE
T HEED

Industry RRI 27TV r—>avouReEnsd
e

Region FRHEF—LDHIBHAIE

EVRXRAVRVEH §%BA(Description)

Business Risk 7T = a vty x 2 BIZ

IKEZ 5B X7 (& . &),

Known Compliance Obligations Y e a3 AR X A U A S
Vi [N Ny

BRWIRTOERMOIY IS4 TV AE
7%

Data Classification DT TV r—2avilL>TREIN
537—49%AHNLZET,

Application Classification TV r—avoEEOI YY1 —X
OpenText ScanCentral DASTEH# inBA(Description)
~R— 2 URL(Base URL) X/ SR EWILT BDICEIID, 77

=23 vDITRTOR—I DEEICHT
MINBURLTL 714 v IR
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11.211. AR Y LBEDVER

Application Securityllid, BEBEEEFa1 YT U—RKD 7TV s5—>av &7 )7
—23vON=IaVENETHLOORKM. . BLTEIRABHEIEFNLTVE
¥, BEEFLEFEFaAV T4V —RELT, 77U S5—23yNRN—=IUaV|IIRETES
BEBDHRY LEBMZEHRTEET,

HRY LBEMEERT 5 IIE:
1. EBEFLEEFa)VTa)—RELTH1 V1V LET,
2. ANy 4T, [EIH(Administration)] &R L F 7,

3. TES =y avRA VT, [FYTL— M Templates)] #ERL. [BiE
(Attributes)] #:EIRLEY,

4. [NEW] #2 ) v I LE,

5. [HLWEMDIEKR(CREATE NEW ATTRIBUTE)] ¥4 7O 4J /Ry J AT, JROFKIC
NYEREANDLET,
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#A1(Name)

iBA (Description)

Category

This PDF was generated on July 6, 2026

Application Security 25.4.0

glil;

BA

BUZHAT 5L 2ATILET,

Important

Application Security»* 5
74 NTHERAYTIEN
ZHIFR L 72356, & TH
CRBIZ T LWE
HEEHRT2E. T—4
R—2ADIAJL—2 3
VHKRT B AIBEMED B
YET,

BERFHAZADLES,

AALEERBIE. [FHLWZPFYs—
¥ av/R—Y 3 Y DYER(CREATE
NEW APPLICATION VERSION)] = «
H—RKDEMT7 1 —IL ROTICRTRI
nE9.

BHES A TEZERLET,

BIRLAZATFTIVICIHELC T, BEE

FHLWF IV 5=y aviR—=Yay
DYERL(CREATE NEW APPLICATION
VERSION)] 71+ #— KD nd %8
MY TICRTZINET,
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714—JLR Eo: )]
Type ROWThA DY hO—)LYA T
BRLET,

o A—YMITDTHFRAMNEAAT
EB5TFAMNT 4 —IL REEERT
%121, [Text- Single Line]
ZEIRLET,

o A—HYHABMIIFLTIDDED
HEBBIRTEDZ ) AN EERT S
ICI&. [List of Values - Single
Selection] %=ZEIRL 7,

Note

B—BIRYA TDRE
MEEKRTHE, O
— Rz DEM%E
[Dashboard(% v
YaR—R)] Ea—
D [TI—TeF&H
(Group By)] ) X b
& [REtHRHG
(Aggregate by)]
A MDBZERL, K
RINBT—9 %N
AITAXTEDL
DICRY FT,

o A—HABMIIH L TERDES
BIRTEDYRMNEERT BIC
i&. [List of Values - Multiple
Selection] %Z#EIRL £7,

o A—HYHAEHITOTFRANEAN
TEBT7FRAMNT7 14 =L RZERK
511k, [Text- Multiple
Lines] %#:&RL X7,
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g‘:

74—=J)LR BA

Note

[{EdD Y R k(List of
Values)] #1 7®d
WeFhhr%EIRT 3
E.BMDT 1=
RORRINE T,
hbd74—J)LR
T, [BE&EZDEREA%
EBML. ERFICT
EHOEIDEREL
£9,

o BEDF TV IRY I RAEERT
%ICi%. [Boolean] %R L
i-a_o

o BEEAZITAND 74 —IL K%
ER Y % ICIE. [Integer] % ;&
RLET,

o BHEDALVAHRBRIROY hO—JL
HVERRT I, [Date] %:&
R LET,

Note

ZDYA T,
Dynamic Scan
Request@M T3 fE
HATEZHA,
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74—JLR

Required

Hidden

6. [RE(SAVE)] =7 v I LZEY,

Application Security 25.4.0

g!l‘:

BA

A—YrT7 TV sr—2avrryTL—
NEERT 2 EEIC, TOBMDERE
HWAMBICT BICIE, TOFv IRy
JR%=FICLET,

ERR g 2 LWEBHED [FILWFZ )
r— a3y nR—3 3 YOV (CREATE
NEW APPLICATION VERSION)] 7 «
H— R TCRRINBWVWEDIZTBIC
&, COFzvIRYIR%EFVICL
£9,

Important

ERT 2% L LWEHED
FHLWFP S r—2 3
VIS—3 a3 Y DYERR
(CREATE NEW
APPLICATION
VERSION)] 7 1« #— KT
RRINBWVWESICT S
DI [FERT
(Hidden)] #%:&iRd %15
=Ny |
(Required)] Fx v 7K
VIRV )T BRE
nNHpY ET,

FLOWBMR, 2—DRICHLWT T r—>a3vnRN—=o a3V aEERT 2 & ZICERAT

BEICRY £,

BEOT7 ) r—23ynN—3  THRYLBEEIEET 2 AEICODWTIE, 77
T—2avynN—oavICHLWARY LABMAEEAT 2] 2#28BLTLEILWL,
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Note

FIAIWNNTIE, 2 -1 V97— A2 FRALTEMRLIEZHARY LBMIZY
fRe 2 &ENTEEY, Application Security APIZEA L T, HIRATAEME
EEECEET, TOAPHCT IV ERTBHEICDODWVWTIE, TAPIRF 22XV b
K702 3] 2SR LTCEIN,

SRIER

Bt & BMHEEDHIBR

T =S 3ynN—aviEk
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111.21.2. Bt & BHEEOHIFR

BUHEFZLIIBEENMMERAINGLSASEGE. 1DUEO7 ) r—2a vy R—=U 3 VIl
EREEMITONTWBIHEETH>TEH. BERXTOBMETIFEMEZApplication
Security 7 —I R—ADGHIRTEZE T, ChICLY., YRATLDSEEFIEBHED
FTRTDOML—RDBIBRINET,

J& 1% DBl BR
Application Security7 —49 X=X LBMZHIBRT 5 I1C1E. ROFIEZETLET,
1. Ny 47T, [EH(Administration)] %2R L F 7,

2. 7EF =y 3 vRA VT, [FYFL—KMTemplates)] #EFL. [BiE
(Attributes)] = EIRL F 9,

HIBR TELQWVWBHEDF T v IRy JRIIKBRIIN, TOBMZHIFRNRE LTE
RIBd2EFTEIEEA,

BHEAEHBRTEAVERDOHBAERTT DI, Fzv IR IRERAVMNLE
T, HRRTEAVWEMYIR, YATLEEDOEM. FLIE1—YEHZTYRBRATELT
EEINLEBHYETT,

.HIR T 2BEDF v IRy VR %A ICLT, [DELETE] Z2 Yy LZET,

4. VAT LDLEBMZTRICHRET S I L 2HRT2ICIFE. [0K] 20 ) v o LE
j_o

BEAE DB
BMEZHIB/RT DICIK, ROFIEEETLET,
1. Ay 4T, [EHE(Administration)] %&RL £,

2. TESY =Y avRq4 VT, [FYTL— M (Templates)] #EEL. [BiE
(Attributes)] #®EIRLF 9,

B.1MOULDEZHIRT 2HROEEDITZV Y vV LTERRALET,
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] Application Type List of Values - Single Selection Technical

Name * Category *
'
Description Type *
'
Value Description In Use Hidden
Library Application Programming Interface

A module which performs a business function that is not a self contained
Application Component
application

Codebase that defines the interface. May depend on many components
Application _ .
and libraries

[EAR(InUse)] Fliid. BEDULEDT7 ) 5—> a3y NN—=2a v THEAIN
TWBENTINET,

4. [RE(EDIT)] #2Vv o LFET,
5. BE%iRET A& %#ERTBICIE. [OK] #0)vy o LET,
6. HIBR T 2ED [HIBR] Ry uass Yy o LET,

Note

—HDEMEIZ. 1DPULEDT7 TV r—ayvN—U 3V TIREFRAIN
TWBIBETHHIBRTEZET, 7L, ROBEIIEIKRTEIFEA,

o FHINTWBYATLAEERZDYAKNY A TEHEDE
o YUAKNYA TUHNDY AT LEZBHDE
o HRHINTWVWT, BMNAF v V94 TBEHICET 3E

o FRAINTWTHIRATE LTHEIN TWS 1Y EERBMHDE

Application Security Tl&, EREKRDHZ I ERLEIEIBRINE T, EEHIKRLAR
W&k, [F+oELV] 20V v I LTEEETLET,

SIRIEH
NRY LBHEDERK
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MM2A3. 75— avnR—=oavIcH
LWHRY LEMAEREYT S

FLWARYLEWZT7 T)r—2arnN—=Ua3 VICBRATSICE. ROFIEEETLE
ER

1. Ny 5T, [PFY4—>av(Applications)] %#EIRL F T,

N

HLLWBHERRET I NGO T ) r—yavnN—yavaERLET,

Application Securityic, ZD/X—Y 3 v ® [EEE(AUDIT)] R—IDPRRINZE
ER

3.W—I/N—T [ AT 7A4I(PROFILE)] #2 v U LET,

ra

[7 ) r—>a>7O7 74 JL(APPLICATION PROFILE)] #1470V KRy ¥ X
T, [77FV4s—2 3 E&E(APPLICATION SETTINGS)] #2)v 7 L9,

5. [/8—=¥ 3 VEkE(Version Settings)] T 7T, [HR&E(Edit)] Ry Ff%=0 )y
209,

6. [[BHE(ATTRIBUTES)] #EIRL ZF T,

7.BUEATTUAZBRLTHD, TLWHRY LBUHDEFER) A EIRL X T,

o

[RTF(SAVE)] 22 v I LEY,

SRIER
HAY LEMDVERK
TFYr—2a3vnN— 3 VDA RET S
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1M.2.2. BETY 7L —HMCDWT

TV r—2aviEBB 7Ty TL— ML >TEEINE T, FE- T L— AT 7
T r—> 3y —20— RKATHELMIIN/-BRE% Application Security TR E L B%
Exd72HEERELET,

BT 7L — MIRDEBEISENE T,

TANT TS -BBEET7AIIYICY— P NTDAEERBELET
RRTAIVY - RNFERTZVYEZHEBZHELET

7AW TONRT 4 -ZHEL. B BLUOTIT1TRITI4 LI EY b
NRAILY T -RRTDEE T4 —ILREREE7 41— ILRDEZIEELEY

Application Security(Zid, BBOBET Y FL— BB LTWEY, ThosDF>TL
— M. ZOFFEFEAT B &H. Fortify Audit WorkbenchT, 77U —>3avp=——
AICEDETCEREZMAB I EETEET,

INLDOEBETF YL — MDA ARRT 5 ICI1E:
1. Ay 47T, [EH(Administration)] Z#ZIRLF T,

2. 75— 3 vyR4 T, [FVFL—HMTemplates)] #EHL. [ME TV L
— b (Issue Templates)] %ZRL X7,

[BE(Ilssue)] R—UIZ, BT Y 7L —MNEZFNFhOHRAL—EBERRTINF T,

Application SecurityB#87 > 7L — b %Fortify Audit Workbenchil4f Y R— M L TE®R
L. TLWERITREL TH S, Application Securityic4 Y R— KT 2 ENTEET,
Fortify Audit WorkbenchT#H L WEET Y L — M e —DOERT & TEET,

Note

e Fortify Audit WorkbenchT 27 1 LYty MR 7 LY EREZISIEKT 3
BRICIE. Fortify Audit Workbench & Application Security® Zh Zh CTER X
NEZMREMTICE >T, ERBBERICARZGFEDNHB I EICTERCES
W, MRIICE DK IRTORR, 71448, FLEFT7AIVIDPRLCERZE
KeBEIEBRY FHA, =& XK. OWASPYPCWERE DHERA Y T—4 T
OY = &0z IL. Application Security & Fortify Audit WorkbenchTIl& 2
BBGEDHZH, ALERICASBRVWAEMEAHY £T, — BT 2441
T3 I E#H B354, Application Security TlrZzh sDWFhhE—FL
9 A% Fortify Audit WorkbenchTIZ TR TOARATI) EDRE—H %
HifF L £ 9, Application Security CER Y 2BET > L — M &iREF (1
BT BRICCOBEIRE L ZGEIE. ARIITHR—MIBEEVWEDLEL
20,
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Fortify Audit WorkbenchTRIBET > 7L — MNA2ZE F/2I3ER T 2 HEICDWLWTIE,
FOpenText™ Fortify Audit Workbencha—#H4 K] 28R L T 72X,
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11.2.21. YR F LANOBEET Y TL—bD
B0

il

1.
2.

3.

T > 7L — b %&Fortify Audit Workbench’ 5 Application Security (CBINY 3 113

EIEE & L TApplication Securitylc 4 14 >~ LE T,
A~y 4T, [EHE(Administration)] #®IRLE T,

FEF—=2arR4UT, [FYFL—NMTemplates)] #EFL. [BABETY L
— M (Issue Templates)] %#:EIRL £ 9,

Application Securityll, ¥R TFALBET Y L — M —BRRINZET,

. [INEW] #2) v LZEY,

. [BE] Ry 2RI, TUTL—MEEAALET,

(A 7> 3v) [EiBA(Description)] "y 2 R, 7V 7L —MDOFERAEEI—HIC
Mo 55BEZAANLET,

. [ 7L — M (Template)] O#EICHZ [BR(BROWSE)] #7Uv o L, FiLLWTF

VL= NFRRBEEINET YT L—MNERDIFTTGERRLET,

. [RTF(SAVE)] 22y I LFET,
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11.2.2.2. 57T L — PDER

Application SecurityDEET > FL— N, 7TV r—>a v 7—45OHE. EH. LR
—TAVIICRBRFERERYET, T BOTT VL NaFRTZE. 7T)5—
2avVILRLTERL, TVI—TFA XNV TARITA AINLET TV r—2 3y
BREEFEATIET,

TV r—oa v DERTETRICT TV —>avoRGTTFTYIL—NELTETEIED

TEETH, PAUS—va VR TOERERT TR, EF1 YT F—LATY
TL— hDBREEEICRETIUENHY T,
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IM23. LW TV r—o a0 /N
—a v DER

TPV r—oavnR=oavid, 77V 5—23 v d—RKR=ZADFEDNIV TV RDT
— Y EBMETEBRINET,

LW T r—2a v ORPAON—2 3 Vv EERT 21013
1. EBEFBEF2)TA)—RFELTHI VAV LET,

2. [#v ¥ a1R—K(Dashboard)] £ax—ZF7%E [7 7Y 45— 3 (Applications)]
Ea—7T. [+HFILWFZ Y H5r—2 3 /8—Y 3 7 (+ NEW APPLICATION
VERSION)] #27) v LZ%d,

[HTLWP U r—2 3= 3 VDOVYER(CREATE NEW APPLICATION
VERSION)] 74— KA BT F 7,

3. [£f8(GENERAL)] # 7T, ROKRICRIIEHREAHDLET,

This PDF was generated on July 6, 2026 Page 370 of 695



m opentext- Application Security 25.4.0

74—J)LR #RBA(Description)
7V r—=v3avoty b7y F(Application Setup)

7 ) r— 3 v£&(Application

(BT TNV —>avE&a AALE
name)

-3_0

Important

TI)r—aviE
=. -, +., FLE @
XFTHROB I EIFTE
FtHA, T, HEXF
ZEHBIEHTEIHE
ho INHLDEHEICEF
N3 UnicodeXFND5EE
R A MTDOWTIE,
[Control characters in
ASCIl and Unicode] %* £ 88
LTLKEEW,

7 7)) r— 3 v DERBA(Application (FTvaviiLWrZ Iy yr—ray
description) DERAZ AALFE T,

=Y arvdty k7 v F(Version Setup)
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74—)LFK &iEA(Description)
Version name (LB)NN—=avDEaIEADLE
ERR
Important

N=Tav8% =, -,
+. /I @ XFTHH
HBZEIETELEHA,
X, #HEHXFEZDB
ZEHFTEFHA, 2N
SOEHEICEEZFNS
UnicodeXFDZL7R)
A MZTDWTIE,
[Control characters in
ASCIl and Unicode] %&R
LTLEIW,

IN— 3 > DERBA(Version (AT av)co7 T I)V5—2avod
description) BHDON—2a vV ICET 2ERE AN
LET,
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74—JLR &xBA(Description)

Use existing application version BEO7 ) r5—arynR—=y3vn
REAMFEATBICIE. TOFv IR
VY REF VLT, ROBEZITV
¥,

1. [BBB(BROWSE)] #4) v ¥
L/ij_o

2.5 iLWF T =2 3 VIOERTY
DERENMEDLDNTWBE TS r—
vavERDITTERLET,

Tr)5—2avn) A NERY
ALITIE, RBERY 7 AITXFF
Z AB LT [MRFK(FIND)] %= &

J)vy o LET,

[/8—< 3 ~(VERSIONS)] ~_A
Ik, BRLAET7 Y r—2 3
VDT VT4 TRIN—=23a3 U —
EXRTINET, ¥ T7IVT1TR
N=TavzaRRTHICE. [FE
TOT4TRNR=I3VERT
(Show inactive)] F v 7Ry
PREFVICLET,

3. [/3—Y 3 V(VERSIONS)] ) R
NC., BHON—=Y3VDF v
IRy P R%E=FICL, [T
(DONE)] #2 Vv o LZXY,

T 7 #JU b Tl&. Application
SecuritylTBIR L7 T r—
AVN—=I 3 VDIRTDHRED
EEXE X

4. 1D EDEREERHNT B ITIT,
FUTIEREDFIVvIRY IR
EOYTLET,
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74—)LFK &iEA(Description)

5 BRLAETZ TN y—oarnN=y
AVICEAETIRBEEEREE TN
TaAE—33IiciE. [ZFFV—
> 3 v DRRE(Application
state)] Fxv IRV I R%EF YV
IKLET,

RFOT7 ) r—avinN—T3
VDAN) Y IONBHFINBET
DEEDHAHIAE—INFET, 7
TVr—2avpREEIE—T
ZENCT TS —2avdA MY
YOERBHIBICIE. (7T
—2avAN) v O EBEEY

5] ZSRLTLLEIVN,

4. [[BHE(ATTRIBUTES)] BEICEDICIE. DRANEXT)] 20Uy o LFET,

5. [TECHNICAL ATTRIBUTES] # 7. RORICTIBERAEADLET,
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74—)LFK &iEA(Description)

Development Phase [k (New)] Z:BIRL X7,

Development Strategy TN r—avRN—T 3 v ORKEIC
FATEEZERLET,

Accessibility TV r—=2avADT IR A EE
IBEET2EEZBIRLET,

Application Type TN lr—2avidA4TEERLE
ER

Target Deployment Platform Y=y NBRTSY M7+ — L% E
RLET,

Interfaces IV —=avil7IERAT B0

ICEHTEM 97 —RADF Y
DRy DREFICLET,

Development Languages TV =3 vnN—y 3 ORRIC
FRTZEEDFIVIRY I RA%S
VICLET,

Authentication System TV r—2avIilT7IERT B
ICERT 2R AT LDF Y IR
VYO REFICLET,

D TICIE, BBICE > TEEINLEMBUEIRTIIND I ENHYIT,

6. (7> av) [#B#EM(ORGANIZATION ATTRIBUTES)] ¥ 7%5&iR L. JRDKT
AT BIEHREANLET,
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Z4—ILEK

Business Unit

Industry

Region
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#%EA(Description)

FLWF Y r—> 3 v aBEEMITS
BERARBRIRLET,

D7 T)r—oaVvRAEONRET
LERFEZFERLIT,

7= 3 vICEEM T B Hig A
BRLET,

ZDFTITIE, MBICE > TEREINLEABEELIRTIIND I E’HY I,

7.7 av) [EYRRY RV EE(BUSINESS RISK ATTRIBUTES)] ¥ 7% 1) v

L. RDOKRTEHAT BEREAALIT,

Z4—)ILER

Business Risk

Known Compliance Obligations

Data Classification

Application Classification

This PDF was generated on July 6, 2026

2%BH(Description)

CDFLWT T or—2 3 H B0
EYXABEICSEA BT XY
FRHBEUICRIELZEIRLET,

HLWFP I r—oavicEAINS
TRTCOBHMDAY TS5A4 TV AEE
DFTYIRYIDREFAVICLET,

DT TV r—oavhiRETET—
SREDF TV IRy Y REFTNTH
VICLET,

COF7 Y r—avEREONRI Y
a1 —RIATDFTVvIRY IR %
IRTCAVICLET,
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ZDYTITE, BEICE > TEEINLEIRRA) R IVERERTIINDZEDHY
9,

8. OpenText ScanCentral DASTA L TW%35&I1&. [ScanCentral DASTEM
(SCANCENTRAL DAST ATTRIBUTES)] 4 7%3&IRL. RDOFIE%=ETLZE T,

o [R—ZRURL(BaseURL)] #AAL T, 77V H5r—avROIRTOR—Y
DTLITavIREHZRELET,

9. [RY—(POLICIES)] FBREICEDICIE. DRAINEXT)] 22y o LFET,

TTVG—2a3avnN—=3 VDA T N7 IO MNEHFATTBLDICT—IRFER) -
BREINTWEIZAE, COT7 TV 5—2avnN—=yavaT—9RERY Y —MoF
ThT7OMNTBIEETEEYT, 772NN TIE, IRTOT7 IV 5= avnN—=y
AV TIAINNDT—IRFERY —DORRERYET, T—FREFR) > —0DFF
MICOWTIE, TF7F—9REFICOVT] 2BRLTLEIN,

10. 27 N r—2avnN—=—ya3varT—9FRERVS—DNSF T N7 NT BITIE,
[ER T 5 57—4%&#F R 1) > —(Data Retention Policy to Follow)] ') X kT, [#
L(FZ2)LbD5DA T M7 ~) (None (Opt-out of Default))] %#:#IRL 7,

11. [F> 7L — MTEMPLATE)] ZEICEDITIE. DRANEXT)] 22 ) v o LF
j_o

12. (BT Y 7L — b(lssue Template)] T. BMBEREDRNL I WMEZRET 5T~
TL—RDFzv IRy IREFVIZLET,

GBRIORA VICRTIINZ TV L — NOFRBAERRT BICIFE. TDFv IRy
2EFVICLET, TI74IMDOTUTL— M BENAGE YR IVBET Y L —
NTY,

13. [7YEA(ACCESS)] SREICETICIE. [RANNEXT)] 22V vy I LET,

14. DT TV Hr—o30N—23 v DF—ALICA—HEEBINT 2ICIE. ROWTIH%E
E2ITLET,

o Application Security7 — ¥ R—Z2AHM 51 —H%EY BT 3ITIE:
1. [A—AHJI(LOCAL)] #BIRLF T,
2BVETEF—LAYN—(EBEADF Yy IRy IR %A VICLET,

BEDI—H%KREKT SIZIE.  [Search by user name] Ry 7 221
—H# g% AAL. [FIND] 22Uy LET,

o LDAPF 4 L7 M)W SIA—HAEEY HTBICIT:
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1. [LDAP] =2 YJv 4 L. [ViewBy] JZXH»5, LDAPZYT 474D
RRICERTIEMEZERLET,
2EYBTEF—LAYN=(BBEA)DF Ty IRy VR %A VICLET,

BEDI—H %IRRT SICIE. [Search by user name] Ry 7 X2
—H# g% AAL. [FIND] 22Uy LET,

15. [RE(SAVE)] =2y I LET,

FLWT I r—oavnR=yavdt [7FY 75— av(Applications)] Ex—iC
KRINET, TDT7 TNV r—2avnN—=oavor—49407y7O0—RKInsd&,
[4'w < aK— K(Dashboard)] E1—ICEHRFINDLIICARY T,

16. [FALC%(CLOSE)] =2y LZET,
SRIER
AXxvy v T7—T4 77 OF7y7O—-FR

TI)T—avilFLuwA—yavaBEmy 3
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M2.A4. 7 FTYHr—avilHFLWAA—T T
vEEINT S

BEOT7 )V r—a v lbwWwN—y 3 VU aEMT 5ICI1E:

1. EBEF/REF2 T4 )—FELTHI VM1V LET,

2. [7FY4—>av(Applications)] E1—T, 77U Hr—yavnRN—I3 v 5E&R
LThH B, [+HFLWAA—=23 2 (+ NEWVERSION)] #2Y) vy o2 LEY,
[7 ) &r—> av&(Applicationname)] Ky V2 & [7F) r—> a > DA
(Application description)] Ky 7 22, BIRLEZT TV 5—2 3 v OARIE AN
ABDINET,

3. [##%(GENERAL)] # 7D [/R—=Y 3> DY b7 v F(Version Setup)] T. XD
RCHAT2B/HmEEELET Y,
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74—JLR stBA(Description)
N—0 3 % (Version hame) N=2aYDEREEANLET,
Important

N=Ta V% =, -,
+. F/ld @ XFTHD
5ZEETEFIFEA, &
fo. ®IEXFZEDHBIE
ETCEFEFEA. INHODE
HIC& £ DUnicodeXF
DLW A MIDWVWT
I&. [Control characters in
ASCIl and Unicode| % ZHR
LTLKEEW,

R— 3 v DA (Version (FT>aV)7TVr—av0Il0
description) N=2 a3 VICDWTDRBEANLZE
ER

This PDF was generated on July 6, 2026 Page 380 of 695


https://www.aivosto.com/articles/control-characters.html
https://www.aivosto.com/articles/control-characters.html

m opentext- Application Security 25.4.0

74—V F §iBA(Description)

Use existing application version BEOT7 ) 5—3oynN—=I300
BREEFATDICE. COFv IR
VI R%EF VLT, ROBEZITV
£9,

1. [BR(BROWSE)] #2)v oL
i’a—o

2.3 LWTF T = 3 VIERTY
DERENMEDONTWBE TS r—
vavERDITTBRIRLET,

PV r—avn) A NERY
ALITIE, MEBERY 7 AITXFF
Z AL T [MREK(FIND)] =25 V)
vy LET,

[/8—< 3 > (VERSIONS)] XA
Vi, BRLET7 TV r—2 3
VDT VT A TRIN—=23 U —
EXRT"INZET, ¥k T7IVT1TR
N=TavuaRRTDHITE. [FE
TOT4TRNR=IU3VERTE

(Show inactive)] F v 7Ry
PDAEFICLET,

3. [/8—=< 3 ~(VERSIONS)] ) R
T, BRAODN=232DF Ty
Ry R%&FVICL. [T
(DONE)] 22w o LFEY,

7 7 # )Lk TlE. Application
SecuritylBIR L7 T r—2
AVN—=I 3 VDIRTDHRED
EEhET,

4. 1D EDEREAEFRNT B ICIE,
FUTBREDFIVvIRY IR
YT LET,
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74—JLR stBA(Description)

5. BRLAET7 TN y—oaryn—=y
AVICEAET ARBEEERATA
TaAE—93%IliE. [PFV)o—
¥ 3 v DR (Application
state)] Fx v IRV I R%EF
IKLFET,

BRFOT7 ) r—avinN—I3
VDARN) Y IDNEHFINDET
DEEDHNAIAE—INFET, 7
TV —2avpREEIE—T
DENCT T —2avdA MY
YOERBHRITBICIE. (77U
—2avANYy I EBEEY
5] ZS5RBRLTLLEIW,

4. [BM(ATTRIBUTES)] B EIEDICIE. [DRANEXT)] 20V v o LET,

5. [TECHNICAL ATTRIBUTES] # 7T, RORICTTIEHRZEZADLET,
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Z4—IILK

Development Phase

Development Strategy

Accessibility

Application Type

Target Deployment Platform

Interfaces

Development Languages

Authentication System

Application Security 25.4.0

EiBA(Description)

ZHD—EBEMIS, FiILLWAA—U3 VDI
EORFE I —XABIRLET,

FLWIZ Y r—o3ynN—3v0
FRRICEFERT 2HEARIRLET,

TTVr—2 a3 uADT7 I AT EE
BETHEEZRRLET,

TTI)Vr—oavd9475ZBRLE
ER

Y=y NBR TSy N7 4 —L%E
RLET,

TV r—oavIil7PoORT B0
ICEETESM VYT —RADF Y
DRy D RA%=FICLET,

TV =23y N— 3 VDOBERIC
FRHTZEEZEDFIVvIRY IR AL
vicLEd,

TPV r—2avil7o92RTEE0
WCERT RV AT LDF Y UK
O REFICLET,

ZDF TITIE, MICE > TEBEINAERMBHEIRIINE I EDHYET,

6. (7> 3y) [#8#EM(ORGANIZATION ATTRIBUTES)] ¥ 7&5&iR L. JRDKT

MY BIEHREADLET,
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Z4—I)ILK

Business Unit

Industry

Region

Application Security 25.4.0

§%BA(Description)

FAELTWBT 7Y r—2ayn=—y
2V OEEMAEBRLETS,

T =3 ynN—U3 N EAS
N2EREI5%FRLET,

BERLTWB T T r—avnR—y
3 OMFEEEIRLE S,

ZDFTITIE, HBICE > TEEINHEBBEEIRTINZ DY FT,

7.(7>av) [EVRRY) RV B (BUSINESS RISK ATTRIBUTES)] % 7 % &R

L. ROKRTHAT 28WREANLET,
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74—JLR stBA(Description)

Business Risk DT T r—avnN—=y3 Vbl
BICHEAD) RV ZHELEICKRTE
HEIRLET,

Known Compliance Obligations VA R WNACE L 0 ) F ek

RiIFThIEB S5 RVWIRTOEMOId v
TSATUVRAEZEDF TV IRY IR
HAICLET,

Data Classification T =3 ynN—U 3V IBAS
N3Z3IRTOTFT—YLFEDF Ty IR
wORBEZICLET,

Application Classification DTN r—avnN—=ya Vil
BIndIRTO7F)r—>arsy
BOFzv IRy I RA%EFICLE
ER

ZDY T, HBICEL > TERINLED XAV R VERERTINSEZEDHY
9,

8. OpenText ScanCentral DAST% L TLW 2 354& &,  [ScanCentral DASTEH
(SCANCENTRAL DAST ATTRIBUTES)] ¥ 7% ZiRL. ROFIEEETLZ T,

o [R—ZRURL(BaseURL)] #AALT, 7TV —>avyHDITRTDR—:
DTLIT4vIREHZRELET,

DY TITIE, $ERICE > TEFE I N 7/OpenText ScanCentral DASTEM £ RT X
nNaZeErHhYEY,

9. [RY—(POLICIES)] FREICEDICIE. [DRAINEXT)] 20V v o LET,

TTVG—2a3vnN—=30DFTMNT7 IO MNEHFATBLIICT—IRFR) =
BEINTWBIFEE, TOT7 TNV r—vavnN—avasT—9RER)Y—H5F
TR7OPMTBIEETEEY, 774 MTIE IRTODT 7U7—/3/ﬂ—/
AVUBTIAINNDT—IRFR) D —DORRERVET, T—YRERY >—DEE
HICOWTIX, [F—=9RFICODWVWT] 2H8RBLTLLEIL,
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10.

11.

12.

13.

14.

DT TN r—oavnR—=SavaET—9RER)—DoFT N7 MTBICE,
[ERT 35—4% &#F# MR 1) o —(Data Retention Policy to Follow)] ') X kT, [#
L(ZFZ74I D S5DF 7 ~7 2 K) (None (Opt-out of Default))] %2R L F 7,

[7> 7L — MTEMPLATE)] FREICEDTICIE. [DRA(NEXT)] 20w o LZF
EE

[Issue Template] T. BEMRHOR/NLEVMEEZRET DTV TL—bDFT vy
Ry DR %EFIZLET,

BEIDRA VICKRRINET YT L —MNDF#HBAERTT BICE. ZDF v IRy Y
2AEAVICLET, T7HIMDTFVYTL— NI, BEMNASYRIVBET Y TL—
NTY,

(79 EX(ACCESS)] FZEICEDITIE. [RANEXT)] #2)vy o LZFET,
DT TV r—2aynR—=—ayDF—LICA—YEEBENT3ICIE. ROWThH %A
EITLET,

Note

e EEEDREDI—HIE, TRTOT7 Y Ir—aviinddzd7L0T779
TRIEETTILH>TWEY, BEEFI—HYE2F—LICEYHTSIC
&, TOA—HICHDOEBTEYHTShTLWRIFRIERY FHA, &
niz., EBEI’PO—HINIA—HYTELDAPAI—HTERLUTY,

o Application Security 77— X—XM L1 —H%EE|Y BT 3ITIF:
1. [A—#JV(LOCAL)] %#ZIRLF T,

2BYVEHTEF—LAVYN—(BHEA)DF v IRy IR %2FVICLE
EE

BEDI—HARET SICIE. [Search by user name] R 7 X
a1—H4Z%=AHNL., [FIND] #2)vy o LZY,

o LDAPT 4 L7 M) H1—H%EY HTSICIE:

1. [LDAP] =2y L. [ViewBy]l VX MH5, LDAPTZTVT 47T
1 DRFICERATIEMZRRLET,

2. BVETBEF—LAVYN—(BEA)DF v IRy IR %2FVICLE
EE

BEDI—H%RET SICIE.  [Search by user name] R 7 R
1—HEZ%AAL., [FIND] 20 1)v o LFET,
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15. [R%F(SAVE)] #2)vy o LZE T,

HLWIZ I b= a3oynN—=—oaup, PFPY5—a3ynR—IUaryD) R MIKRFR
INEF9d,

16. [BAC%(CLOSE)] =4 ) v L&Y,
SRER

LW 5= 3 vOm#n/N— 3 Y OERK
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MI. FTTVr—>3yDNRN— 3V ERE
ER-

TV r—2avDNR—=23 v ERRT BICIE:
1.~y 5T, [PFY4s—>av(Applications)] #FIRL T,

MHT [PFY) r— av(Applications)] Ea—IC7 7 ERTBEIE. [LHY—
Ea1—(Legacy View)] IC7 Y r—oa vhARRIINE T,

Applications | JUCEERVEPE  + NEW APPLICATION VERSION
[ My assigned issues ] Show inactive versions earch applications and versior

» Bill Payment Processor Bill payments processing and support interfaces.

> Logistics On-line automotive supply store.

> Rwi Riches Wealth International

> Web application Application to demonstrate issue aging.

[LAY—FEa—(Legacy View)] T7 ) o5—>3>vDNN—U 3V ERRYT BIC
& 75— avonE sy LEY,

2. &EFD [7F)r—>av(Applications)] E2—T7 7Y r—y 3 v aERRTBIC
&, [LHAY—Eax1—(Legacy View)] XA/ v F&EAT7ICLET,

[H9 DT 7Y 5 — a v (Your Applications)] R—TCik, 77U r—varvn
ZEI, N=2avoH, 77V r—a voREIrREINE T,

Your Applications  Your Versions [ORETETATE  + NEW APPLICATION VERSION

Saved Views ]

COLUMNS TO DISPLAY AND REORDER
Name Versions Description

Select all

Bill Payment Processor 1 Bill payments processing and support inferfaces,
Logistics 2 Orine automotive supply store. % M Name P
RWI 1 Riches Wealth International i Versions @

i [l Description @
Web application 1 Application to demonstrate issue aging.

Reset  Auto Fit

PageSize: 20 v ltokofd Page 1of1

TI)r—23>yON—=V 3V aERRTBICEE. 77)V5—>avgsa o)y o LE
E

[B9?D/8N— 3 ¥ (Your Versions)] R—ICIE, 77V yr—avyn—U3y

This PDF was generated on July 6, 2026 Page 388 of 695



3 opentext" Application Security 25.4.0

B, N=Ya VDA, 77 r— a4, FHii(Fortify Security Rating/¥ 7 # —
NVRAVIT=8DETATI), AF vV IATERT—H R, BLURIEIDR
F v VHRBIRRIINET,

Your Applications T O Legacy View

Saved Views @

COLUMNS TO DISPLAY AND REORDER

Name Application Name Rating Critical High Medium Low Scan Status Last Upload
i i B selectal
13] ~ Logiics Rl a a QST (OSCA (DAST 06/14/2009 111612 A
25|+ Logistcs Fil o ° DT OSCh QDK GOSISILUSTA 5 [ hane 9
1]~ Bl Payment Processor Rl gy @ o OSAST (O)ScA ()DAST 06/23/200994212PM  * B #pplcation ame i
H Rahnq @
101 Web application Pus AN 0 0 0 (SAST (9SCA ()DAST 05/16/201621512AM .,
i @il ¢
100 AW Fil o O OSKT (OSCA QDA 1230992120 5 [ wigh ¢
i Medlum Q@
Page Size: 20 v 1to50f5 Page 1of1 W
H Low L[4
i M Scan Status $
H LasTUp\oad 14
i Descnprion Q@

Reset  AutoFit

[H9DF 7Y 75— a v (Your Applications)] R—JF Ik [BHD/A—Y a3y
(Your Versions)] R—JICRRINDZ IR TOIN%EFERT B ICIE,. [RRT B
WARE %X %5(Columns to Display and Reorder)] #2)v 2 LEd, 772k
Tt [TRTER] Fzv IRV IRDPFVICR>TVWET,

[TRTBR] Fzv IRV IREFTILLT, RRTBIVENDHBIERIRT S
£, RERTDMEIPRWIIDZBIOBICHDIFIVIRYIREATICTBEIED
TEZF9, [HL9DF7TY 45— av(Your Applications)] R—JF 1k [BHD
/N—< 3 > (Your Versions)] R—IUDSF%HIFRT 2 IC1E. BIRT 55%T7— )L
DOHICRSY T LET,

ITRTCDI%E RSy T LEBEIE. [RRT 25 EHEAEFZ S5(Columns to
Display and Reorder)] =2 1) v -7 L. XRT2MENHDH%EIRLFT,
BlniEaAET 511, [VEY MReset)] £/ [HEIERE(AutoFit)] =45 1) v
J7LFY,

MEZAE RSy Ty RROY T2 ET BHIISLTHNAEBETEET,

SRIER

T r—o 3y Ea—pm5o7 T Yr—2aveET T Y r—oavynN—a3 v ERERT S
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MA.FTT)Vhr—avEBa1—%RETS

TN r—avEa—%RET BICIE:

1. [7FYV 45— av(Applications)] Ea—IC7 RT3 E, [THEAOTZ IS
—< 3 V(Your Applications)] XR—Y F7zi& [ZTHEAD/A—Y 3 > (Your
versions)] R—YDTF 74 bE2I—DPRRINET, [REINAE1—(Saved
Views)] @ X MEZETY,

Saved Views

2.R—VETEST D EXIL, [REFEEE~E LT 355 L(Columns to Display or
Reorder)] . [7 1 JV#% (Filters)] . [—#&(General)] . 73 [[BH
(Attributes)] # 7> avaFERALT. [Ea—0DORE/EF(Save/Update view)]
TAAVZBAMILET,

Saved Views You have unsaved changes 5) ©
COLUMNS TO DISPLAY AND REORDER

Name Application Name Critical High Medium Scan Status Last Upload Description

H Select all

130~ Logistics a (—] SAST (-)SCA () DAST 06/14/2009 11:18:12 AM E-commerce web store front with basic shopping card, credit car

25]~ Logistics o (9)SAST ()SCA () DAST 09/09/2025 11:17:42 AM Major updates to backend processing and credit card validation. 1} Name %

1]~ BillPayment Processor @ OSIST OSCA ODAST  06/23/2000 94212 PM Bill paymen processing and support nerfaces & K Applcation Name @
i D Rafing Q

10 v Web application 0 0 0 ()SAST ()SCA ()DAST 05/16/2016 2:15:12 AM Application to demonstrate issue aging. w V] o
B Critical

100~ RWI 174 (ISAST (SCA (9DAST 11/23/2009 9:4212 PM Riches Wealth International. H High ¢
H Medium ¢

Page Size: 20 v lto50f5 Pagelofl W

i [Olow 9
H Scan Status [
i Last Upload Q
i Description [4

Reset  AutoFit

J.EFZRET2ICE. [Ea—DREF/EF(Save/Update view)] =2 ) v o L
-a—o
TEZWET SICE. [TIKEY(Undo)] #2V v o LET,

4. E1—DE&mEANLET, BEICIHLT, [F7x4)I b Ea—&LTY—%(Mark
as default view)] %#:EIRL F 7,

5. [RTE(SAVE)] #7) v/ LET, REINZE2—DZFENY) A MIRRIINE
-a—o

HLOWELZ—%ZFEFRBLVPRETEET, REZFADE2—A2ZTEL, [Z14NWV9/Ea—
DLRIZE (Rename fiter/view)] #2 1) v 7 LTREICIGCTRETEZET,

FRELELELI—ZHIFRT 2IC1d. E2—%:#RL T [HIBR(Delete)] 27 ) v I LZET,
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1.11.5. 77°U F—>av 81—75\677"') T
—avET TN =3 ynR—=o3vER
RY 3
BEDT ) r—oavaRET 3
BEDT7 T r—2avaERET BICIE:
1. [B9D7 7)) r— 3> (Your Applications)] R—Y AZIRL 9,

2. [Z1I)v%(Filters)] @ [7 V) — 3 v DHR(Search applications)] Ry 7
RIS, WETZT7 TNV 5—2a 200 &t —8BEAALET,

» Filters

Search applications Q

3. %2k [7F)r—> 3 v(Applications)] T—TIVICRESICIE. RRRY IV ADT
FAMNEO)TLETY,

PI)Vr—23ynR—avaBRETS
PIUr—2avnN—U3 VA RERT BICIE:

1. [B9D/8—< 3 > (Your Versions)] R—Y A ZEIRLF T,
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2. [Z1)%(Filters)] T, ROFF%ZERBICHAEDLETEITLEY,

Saved Views ]
Name Application Name Rating Critical High Medium Low Scan Status Last Upload Description » Filters
131+ Logsics Fail [ 5 ] OSST OSCA € 0614200111812, Exommerce vebstorefor e applcaions Q
250+ Logistics il o OSAST OSCh C 09SROSTLIEST. Moorupditestobackend Q
111 Bill Payment Processor Fail fp @ (OSAST ()SCA (C 06/23/20099:42:12P..  Bill payment processing an

General
101 v Web application Pass AR A 0 0 0 OSAST ()SCA  05£16/2016 215:12.. Application fo demonstrate

(0" Include inactive versions
101+ RWI Fail o m OSAST OSCA € 123009 %4212P.  ReesWeshh emstions (), 4 g s

Page Size: 20 v 1to50f5 Page1of1 Attributes
Accessibility O

Internal Net ... ss Required
External Pul ... ss Required
Secured Cor ... 1ess Partner
Console Access

Application Classification
Corporate

Market Strategy

o [FFVH—avonmF&(Search applications)] Ry 7 XIC, MFRT 277
J—23vEDVREE—WEAALET,

o [/3—=Y a3 v DFE(Search versions)] Ry 7RI, RFETZT7 ) r—> 3
YN=2avEDPIRLEE—EHEANLET,

Note

TAIRA—=RT7RE )R (B LUCREFRF)IF. E5LDRE
RYJATHEYR—PFINTLEEA,

o [[Et(Attributes)] VA N T, RERTIZIBHEILICTDDOA T a v &EIRL
9, BRIDDA S avaRIRTEET,
BIRLEZBHAZBIRT 2ICIE. TORBIOHEICHS [x] 202Uy o LFET, =
RLUEIRTOBHEZRIRT 2ICIE. [TRTHY Y F(Clearall)] =2 1) v
LEY,

[B9D/8—< 3 > (Your Versions)] R—U I, BRBRZBIC—HTEZIRTOT S
)= 2V N—T 2 U —BRRINET,

3. %2 [BH?D/8—Y 3 v (Your Versions)] R—JICRBICIE. [TRTHVYT
(Clearall)] #21) v -2 LE9,

(LAY—EBa1a-)FEDT7 IV r—avE@d7 ) r—yayvn—avasekd s
(i

1. [TV —>avEnR—Y 30 DKmER(Search Apps and Versions)] Ry 7 R
IZ. MBITZT7 TV =23 v FEIN=Uavo7 V5= avgEkidn—y
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AVEDYRSCEL—EEAALTT,
TAIWVRA—=RTREI YR HNELCREFO)EIYR—PFINhTVIHEA,
2. [Findl 22 vy 7 L&Y,

[Applications] 7—7ILICIE. REBEXFIN—BT 27T 5r—23vDOIRTD
N=I 3P —ERRIINET,

3. %27% [Applications] T—7ILICRZBAEIE. RRERYIADTHFRAMNEZ)TL
-

SRER
JO—nN\)LikzE
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MGE. 7 YVhr—avib)yyaBEEE
T3

TNV r—2avnR—=avIiIlREBPOEETFRIHZHHIE. TON—=23 V0 [BE
(OVERVIEW)] R—J|C [REHDZEE (Pending Changes)] R¥ > e hARFIINF T,

TINT—2avDARN)y IV EBEETZICIE. ROFIEICEWVWET,

o [RBHPDZEH(PendingChanges)] Ry > %o )wv oL, [FPFVsr—rav
X MY w2 OEH(REFRESH APPLICATION METRICS)] #4707 KRy VR T [&
I <EFH(REFRESHNOW)] #2) vy o LEY,

TITNVF—=2avAN) v IREEHRTDE, 7TV 5—2avORE(T—IINDm
BRIDEHINE S, WMEDVRATLTITAETAICE2TIE, X MYy I DERICH
BEADDBHZELNHY ET, BFNATTTS5E. [BIE(OVERVIEW)] R—TJICF7TY T
—2aVDEHT—IDRIINIET,

SRIER
AFXFv Vv T7—T14 77 SO O0—-KRT 3
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M7 F7FVr—varvn—yavoEl%
med 5
FFVr—oavnN—ya v BERES 5101

1. Ay ¥, [PF)HI5—ar(Applications)] #RIRL F 7.

2.WETBT TV r—avnN—UavaEERLETS,

3. [BEE(Audit)] *—=YT. [ER(EdiY)] R&>F%0) v I LET,

Logistics 1.3 v 4

4. [NR=Y a3V DEE(EDITVERSION)] ¥4 705Ky VR T, 75— ay
ICHLWA—=Y 3 Vv %BINT 5] THEAIATWAIWITIHADT 1 —IL NOEA RS
$39 750Uy I LET,

5. [(RFE(SAVE)] =0 ) v o LFET,

SRIER
T r—oavnN—=UavVICEEMITORATWET Y L—MN2EET S
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M. FFVr—ayn—oavoERL
le5F—8%CSVI7AIICTIVRR—MT B

TITNVG—=2a3oyN=UaVDBRLET =952 AV REYPYBECSV) 7 7 ILICT I R
R—KNTEEY, YVRATLDCSVI7 7ML= RET2HE#ERTHICE. [Ya T2y
Va—TDERE] #BRLTLLEIW,

TI)Vr—o3unN—I3vDTF—495T 9 AR—MNT BITIE:

1. ANy 4T, [¥vy>¥aR—K(Dashboard)] /& [FFIVr—oay
(Applications)] %:#&iRL £7,

N

TNV r—=2avR—=U a3 v EERLET,

w

(AT ay) [BEE(AUDIT)] R—U T, 74 I 9EHETEBUEERBIRTEF T,
4. [TV AR—FM(EXPORT)] #2 )y o LEFT,

Note

[EXPORT] RY UHARRINALWIGEIE, BEEDINC DHEEEEEWIC
LTWwZxd,

a1

[Z74)V4&(Filename)] Ry Z RIC. 774ILDEZRIZEAADLET,
6. (F#7>av) [/—PF(Notes)] Ry V7RI, TUVRKR—MNTBTF—HFICEAT BIER
=ANDLET,

7. [(RE(SAVE)] 20U v o LET,
8. TV AR— M INLBERERTT 5ICIE:
1.Av¥T, [LR—PF] 2Oy I LET,
2. [F—4THRKR—KNDATAEXPORTS)] #4Uv I LET,

3. [BE&E(Audit)] 77— T, TIVRKR—KINET7A4ILDITERAVMLT
[4™>0O0— K(Download)] R4 Va2 U v o LET,

SRIER
HyoairR—RYy< ) F—TIETHVRAR—NT B
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MO txal) T4 EBHEDEEIC/NT NS
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FLOWFYFL—hZ2BMLAEYBRGFEOT Y L - N2iRELEY T 556
i, TORICERIICERZRINAET VT L— M2 ERR<CHERALT V7L —
FRDOEHRZELKSRIBZHEZEHEL TLLEIL,

TV TL— N ER(FIRER)T 25BE1F. ROKUTEFENIVBETT,

o TUNALIS—%EET BHIC, OpenTextTlE, T FL—MRDEH AL v
FYVTRIHREL T 2 & @ <HRELTVWE T, (X27O0D0FEVWADHNITDOWT
&, BEBBADT Y TL—MEBRBLTLEIV),
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1. Ay ¥ T, [EHE(Administration)] %&RL £,

2. TEF—vavR4 U T, [FvFL—bM(Templates)] Z#BFEL. [NNITBETV
7L — b (Bug Filing Templates)] %#ZRL F 7,

[T (Bug Filing)] R—JIC, Y R—FINTWBENT NSy HDTVTL—
NTWN—THN—BRTINET,

3.75—TIVT, NTKRSYHTSTAVDTYTL—MNITIWN—TH5RRTBTE5T) Y
JLFET,

TAREIN, 7STA4VOBBBLUTYT) 74 —ILRICTY TINLEERNERFE
HTVTL—MDEMHIPRTIINE T,

4. [(RE(EDIT)] #2Vv o LET,
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9.8DF YL —hEEBMT SICI1E. FIE~8%#YRLF T,
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EDIT TEMPLATE X

Mapped Field ¥

summary

Warious issue variables can be used in the femplate.

SHOW VARIABLES

Template (Editing fips) (Velocity User Guide) ¥

1 |Fix #if (%issues.size() == 1) Fissues.get(@).get("ATTRIBUTE_CATEGOF
2 | ##This pre-defined template renders a single line for "Summary”

CANCEL

6. 7L — hDREICEIDEY MR T 2I0I1E. [RRICET % k> MEditing
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These are not your Fortify Software Security Category Primary Location v

Center credentials. Filed
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Cross-Site Scripting: Persistent BackDoors.java: 127
Password: L
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BOREANKRDONDEZDT, FELTLLEIW,

Caution

A OpenTextTlk, 77XV r—yavnN—ya v |ilEERMIFShTWET YL
— RN, ZDOT7 TV =23 0NRN—=U 3V TORRDODUENTZTT L TWARWER
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—vavNnN—=yavolET Y TL—MNEZEERLLBE. Application
Securityld, BREX MU v JI3BFEINT. DENCEYHTOhEZT Y TL
— MIBEDWTERINEEA N Y VIEFIATEY., BIBRT B2 &ETEEHE
AIO

TTN)VG—2arvnN—=—UaVIIlEEMITONTWET Y TL—MNEEET SICE,. ROF
IBICHREWNE T,

1. EBEFXEEXa) T4 )—ReLTHAI V1V LET,
2.ANv & T, [7FY)4sr— a3 (Applications)] #RIRL 7.
3.BFGB7 T r—rarynN—yavaBRLET,

4. —)L/N\—T [FO7 74 JV(PROFILE)] =0 ) vy o LET,

5. [7FV 4 —>a> a7 74 JL(APPLICATION PROFILE)] ¥4 70O KRy VX
T. [77FV4s—2 3 E&E(APPLICATION SETTINGS)] #2)v 7 LE 9,

6. [/3— 3 VE&%E(Version Settings)] T 7T, fRERY V£ %20y I LET,

Caution

A

TUVITL—NEZEETBRE FTVS—2arvnN—=—U3 VIl LTEE
INZAN)YIADEREINZ TN HY X, BFEDOARNY v
BEETEINIEA,

7. [1R—=2 3V OWK(EDIT VERSION)] ¥4 7O v KRy V2T, [F¥FL—F
(TEMPLATE)] # 7%0 ) v U LZET,
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TUVTL—MDYRITR, BAEFYVHTONTWET Y TL— MEIRFEAE LT
7_7 énij_o
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This PDF was generated on July 6, 2026 Page 413 of 695



m opentext- Application Security 25.4.0

IMN. ) =23 ynRn—3 0otk
BB —IIVEERET S

PIHIERLIB)L—)LICLY, O—RRF+v VOBEBEEOARREER/INFTREICRY ET, R
XY T —FT4 77 MNOTyTO—RBEICT ) r—>2a3ynN—I3 v OSRERDOL
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2.~Nv 45T, [¥v¥aiR—R(Dashboard)] F/l& [PV s5—> 3>
(Applications)] %#&IRL 7,

3. PITERDUIBI — IV AR ETIRRDT7 TV r—2avnN—Ua v aERLET,
4. —J)L/N—7T [FATZ7AI)(PROFILE)] =0 )wv o LFT,

5. [7FYV4—<3> 707 74 JL(APPLICATION PROFILE)] ¥4 7O 4Ry 2 R T
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AR LY T TO—/NVTIHERRICT B

ARY LE T DHIFR

Custom tags

NAI LY TamET S

AR LY TEBBET Y TL— N EBEMIT S

BT TL—NMNILBARY LY TDER

FPRZ 71 IVADEET Y T L— b NaFRALELARSI LY TOER
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11M14.2. HhRY LY TEHDESR

WA LY TOBUAZTET ZICIE. ROFIEICHWNET,
1. Ny 47T, [EH(Administration)] %2R L F 7,

2. TES—>avRq4 0T, [FYFTL—HMTemplates)] #EEHL. [ARYLIY Y
(CustomTags)] #7 ) v oI LZEY,

3. [ARYLH T (CustomTags)] R—I T, EETZY IV AERTTB1ITEI)v L
9,

THAREIN, FHlI’RIINET,
4. [REEDIT)] #2Uvy o LET,
5Bt E=ZEL, EEAREFELEY.

Caution

HARAYLYTIHEETBEMN T —INR—AFRETHRWT E&ERL

Y,
SRER
NRE LY JIEDEM

VAT LNDARY LE T DIEM
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11114.3. A RY LY T 7O—N)VTIHERTK
Ic9d %
HRY LY T%7O—/NJLTIERTRICT BICIE,. ROBEEZLET,

1. ANy 4T, [EHE(Administration)] #ERL F T,

2. 7S —> 34T, [FYFL—KMTemplates)] #EBEEL. [ARILS YT
(CustomTags)] =27V v o LET,

J.RFICTBITDITZ2V ) v I LET,
IPRAINT, ¥ 7OFMAIRTIINET,

4. (FREEDIT)] #2Vv o LET,
5. [Hidden] Fx vV Ry U R AERLZT,
6. [RTE(SAVE)] #27 Uy LET,

FERRICLEARY LY TIE, [BEEE(AUDIT)] R— Fortify Audit Workbench T&R R
IR RYET,
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1.1114.4. h A5 L% T DHIBR

BREFLEFEEX2) T4 )—FE HRILITZHIRTEET,

Note
RDGEE, HRY LY TEBIRTEEEA,

o TSATRNITELTHREINTWS,

e BFREDEETHERINTWS,

e W, 7V H—2aynN—S3 v FREdBET Y L — MIBEEMIF
bNTW3, PTUTr—23vynN—Ia3 SRR Y LY TEEIBT S
FHEICDWTIX, THRSYL9 =TTV r—avn—Ua vhSEERMT
ezl EERLTLKEIY, BET Y TL—MDSHRI LY T%EH|
BRI BAEICODVWTIE. THREFYFL—IDODARY LY TDHIKR] 25
BLTLLEIWL,

[9#r(Analysis)] ¥ V%BIFRT 22 &EIETEEEA,

ARG LY TEHIBRT 2ICIE. ROFIEZERTLET,

1. ANy 4T, [EBIE(Administration)] %#:ERL X7,

2. 7S =234 T, [FYFL—KMTemplates)] #EEEL. [ARILSYT
(CustomTags)] #2 ) v oI LZEY,

B HIRS B2HARILYTDFTYIRY I R%=FVICLET,
4. [HRH L% ¥ (Custom Tags)] YV —IL/N—T [HIBR(DELETE)] #2) v/ L ZE

j_o
5. BIRLEY TDHIRRZH#ET 5ICIE. [OK] 20Uy I LET,

SRIER

Custom tags
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11M14.5. h RY L% TEDEBM

EREIF. VAMNIATDHARI LY JICEZEBINTEET,

Note
ARG LY TIHGRAERBEDIEYH TSN TWEEEIE. BECEERICE
ZEMTEET,

Fortify Audit Assistanth'3EINTWBHEIF. [HRY LY JEZENT
([%=FortifyProducts_Vars.AuditAssistant% | A& EINTWBIHHR)] 2SR L T EX
L,

DAKNIATOARY LY TIEEBINT BICIE:
1. Ny 47T, [EH(Administration)] %2R L F 7,

2. 75— a3 vR4 T, [FVvFL— M Templates)] #EEEL. [ARYLSYT
(CustomTags)] #7 YV v o LET,

w

NEZRETDIHRRDY TDT2I v I LET,

.

[{&(EDIT)] #0 Uy I LET,

5. [+ADD] #7 ) v 7 LET,
[{EDiBIN(ADD VALUE)] #1470V KRy V AHHEE T,

6. ZAIZANL. BEICIGUTHLWMEDERBZ AN LET,

7. (7> av) [EYYHT(Assign)] ¥4 70OY KRy U Z¥Fortify Audit WorkbenchT
BIDNKRTIINBWVWELDICT I, [IERSI(Hidden)] Fxzv v Ry VR %&=F Y
ICLEY,

8. [@A(APPLY)] . [R#F(SAVE)] DIRICY Uy L&Y,

9.(F 7Y av)BMEDREEREL X T,

10. T HICEZEMT BICiE. 2Ty T5~9% R YRLE Y,
RESR

HRY LY JTiE%BMT % ([%=FortifyProducts_Vars.AuditAssistant% ] 8 E X LT\ %

%E)

ARILYTET T Y r— 3NN —I3 IcEYHTS
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1M14.51. AR Y LY JEEEMT 3
(Fortify Audit Assistanth’s&EFHDIBE)
ARY LY TEZEMFLIIRET 2RIE. ROBEZTVWET,
FILWMEDRRBIZIEET 2

(A7 av)HLWMEDERBEANT S

1 R4 LB % Fortify Audit AssistantD{EIC~< v 7 L. Fortify Audit AssistantE€ 7/l
DhL—ZVITEDEZFERTEINEINZRET S

BEZzBBEOREICEYHETS

Fortify Audit Assistant A iR EFHDIFEICY A NI A TDHRY LY JIC{EEBINT 51
(&:

1. Ay 4T, [EHE(Administration)] %&RL £,

2. TES—>avRq4 T, [FYTL—HMTemplates)] #EBEL. [ARIYLIY T
(CustomTags)] =2 ) v oI LFT,

. EARETAEINRDYTDITEY )y I LET,
4. [REEDIT)] #2Uvy o LET,
5. [+ADD] #2Ywv o LEd,

Fortify Audit Assistant® BEIER#ENBMICL > TWBIHE,. [HEDEBH

(ADD VALUE)] ¥4 7047 KRy 7 2I1ZiE [AADRY LY TOBEEEIY KT

(AA Custom Tag Auto Assignment)] )7 & [ARY LS JEDAANL—ZV
7 9% (AA Training Classification for the Custom Tag's Value)] T!) 7 &R X
nxd,
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ADD VALUE *

Mame *

Mot an lssue

Description

Value Description

[i7]

AA Custom Tag Auto Assignment *

Mot an lssue
Indeterminate (Below Mot An |ssue threshold)
Exploitable

Indeterminate (Below Exploitable threshold)

O000BQ

Mot Predicted

AA Training Classification for the Custom Tag's Value ¥

() Skip for training
(@) False positive
() Suspicious

\_! Exploitable

n order for Audit Assistant Training tags to function, the cusfom tag used as the Audit Assistant
training tag must, minimally, have one of its list values mapped to 'Exploitable’ and another list
value mapped to ‘False Positive’. You cannot map a single list value fo both, 50 you will need to
choose two different list values fo map from The previous screen.

[0 Hidden

CANCEL APPLY

6. ¥ T LWMED [AAKDRY LS JDEENIEIY & T(AA Custom Tag Auto
Assignment)] T !) 7 DFortify Audit Assistant® FBE & —BT 248, TDF
VIR IR EFVIZT D E, BIRL7ZAudit AssistantD FAMEICZ D) X MENH
BTy TINET,

ZhickY, BENEREEABICLTWVWERIRTOT7 IV y—yavynN—yay
T. EOBHE Y EY N EREICRY ET,
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7. Fortify Audit Assistantz kL —=> 79 3I(lid. ZDARY L% J{EH Fortify Audit
AssistantiCxf L THROEKRZEIR L £9, Fortify Audit Assistantd kL —=> T
FRIZVRAMECEIL, ZORTY TEBYRLET,

RRBICZ DY JiEAERET % &, Fortify Audit Assistantid, 1 —HIC &k 29BN E
IKEDWT, A—YHPEEZEDLDICIRATVWE LI Z2EZLET, NL—=VJT
TARTCDYAMEEZFRTBZHEEIHY FHADN., NL—=UTETDITIE. DAL
EE2DEIVETZMENHY £9, [BATEE(Exploitable)] & [FRMRiH(False
Positive)] DZNEFNIZ, 1ODEEZZY BTHEHENHY T,

8. (7 av)BMEDEER. Fortify Audit WorkbenchT# /hRI-INBWVNEL D
ICF 2ICiE,. [FERA(Hidden)] Fxv IRy IV R%&AVICLET,
0. (A 7Y aV)BHEOKREERELEXT( [HEDREEZZRET 2] 25R),
10. [GEA(APPLY)] . [{R#F(SAVE)] DIEICZ )y I LET,

Note

e HLWARSY LY THEFRLTCT I r—2avnN—yaVvoRBEEEERT
DIk, FTYTET TV r—2a3yN—Ua VI IlEYYTHIRELAHY F
T, FIBEICDOWTIE, T77Y5r—23ynN—3VADARY LY TDEY KT
SR TLEIN,
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11.14.5.2. BIBEDREABRET 3

HARY LY TIMEEEBINT BRI, Fortify Audit AssistantBWICA > TWBIHEIK. 7

DEEDREAZRZRETCETEY., MEOREAFAL T, [BETALWL(Notan Issue)] »
[RERORIE(Open Issue)] DWIFNHQDATITY ICHEEEBYHTEZIENTEE

9, BREEETZHIC. [FIV—FIFEHE(GroupBy)] X =—a—h5 [FEDORRE

(Issue State)] % 3ERT 2 &, FREAETIHBE TOHATIECKFTAMTEZFT, BE

EEL. [9%(Analysis)] RV LY TIEEZEIY BT E, BIRLAEICEDOWT
[FIEDIREE(Issue State)] 7 A LI HEHINF T,

ARG LTIN—=TE, TSARY I TICEREINIZDOWDOLRIVICEDE, BEEINLE
Bh [RERORIE(Open Issue)] & [BETAR W (Notanlssue)]l] DEELTHINETE
ZLE9., [Eed L\ (Suspicious)] &LV [EFEABE(Exploitable)] ICF L WMEK, 2
M4 7T [REERDORBE(Open Issue)] ERAINFET,

BMINEYRRNIATOITRTOHRY LY TEIE. FERETIE [RBDORRE(Issue
State)] T 7®D [EETAW(Notanissue)] VA MIRRETINZET,

AREY L% JTED [BEBDIKEE(Issue State)] %#5%ET %

1. ANy 4T, [EIE(Administration)] #:ERL X7,

2. 7S —2 34T, [FYFL—KMTemplates)] #EEEL. [ARILS YT
(CustomTags)] #7 Vv o LET,

3.[EERETZYITDITEI ) v I LET,
4. [{RE(EDIT)] #2Vv o LET,
5. [BEBDRKE(Issue State)] T!) 7T, RFERDOEBEEALTEERBIRLF T,

6. [BIRL7={E%BE)(Move selected)] 74 VLI&@ERAL T, BIRLAEE [RET
&\ (Notanissue)] ') X b D5 [REERODOBEE(Openissue)] ') X MIBEL X
-a—o

lssue State
Manage issue state assigned to Custom Tag values. Used only if the Custom Tag is a Primary Tag for an Application

Version. Changes to Custom Tag value classification will apply only for audits made after the classification change.

Mot an issue Open issue

Reliability | -
eliability Issue Exploitable

Bad Practice

Suspicious

This PDF was generated on July 6, 2026 Page 442 of 695



3 opentext" Application Security 25.4.0

7. $RTOENBEULRBEDREY A MICRTIINZE T, A7y F5~6%YIRL
9,

8. [RTF(SAVE)] 22wy L&ET,

RE SR

HRE LY TEwRET D

HNAREY LS TEDHIFR

DRATLANDARY LE T DEN

HRIYLG T ET I r—a3ynN—I3 0 1IC8YHTS
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111.14.6. Hh RV LY THIRET S

BEEZELARNILOI-YDFEIF. DALY TEERVRATLATEETEET,
WA LY TERET BICIEL:
1. Ay 4T, [EHE(Administration)] %&R L £,

2. TS =3R4 UT, [FYFL— KM Templates)] #EREL. [ARILSY Y
(Custom Tags)] #3ERL 9,

IRETZH/DFE V) vy LTERL, #MERRLET.

4. (#R&E(EDIT)] 20Uy o LET,

5. RFINALT1—ILROEETRELT. [SAVE]l 22 v o LET,
SRIER
SRFTLADARY LK T DEMN
HARE LY TEDHIBR

ARG LY TET TV r5—2arynR—=avIilE8YHTS
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1MNA.7. A RS LY TEOHIER

BEECEX VT4 )N ARI LY TEZRIRTEIT,

Note
e HAYLY TEINT TYUr—o 3 0N—23 UPBET Y 7L — MNMIIRERE
FIFohTVWBIGEY. FECEETHRAINTWSIGA., TOARIYLY Y
EZHIBRTDEITTETEHA.
HRYLY TDEZHIRT BICIE. ROFIEZETLET,
1. Ay 47T, [EH(Administration)] Z#ZRL X7,

2. 7S —> 34T, [FYFL—KMTemplates)] #EEEL. [ARILSYT
(Custom Tags)] #ERL 9,

. EZHIRTBZYITDTEIYV Y I LET,
TFARBEINT, 97DFHEIRIINET,
4. (REEDIT)] #2Vv o LZET,

5. EOTF—TILT, HIRT ZEDTICHZ [{E%HIER(Remove value)] RS Vil%E
w2 LET,

6. [LRF(SAVE)] 20 v 7 L&Y,
SIRIEH
NRY LY TERET S
YRATLNDARY LB T DB

NRAEY LY TIEDIEMN
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1M14.8. HRY LS TELRMET VT L— %
BEfT T 2

BAIICEET Y 7L — b 2ERLTEBT Y 7L— b 77400 %7y 70— R L& %
DOEET Y TL—R NI 7AILVTEEINTWVWEI ARSI LY JIE, RIWICBETTL—
ICBEEMITONTWEHRI LY TTY, BBFEDHRY LY TOEHNMERI N HIEH

& S ITPEIDEI Y a VTHBLAFIRZFERAL TEFRIND LD ICKEFINTVWS
heEd, TOBBT VY TL— M7 7MIVTH LS ERINLCARI LS TN AT LITE
mIh, BETY 7L —MIBEEMITOLNTWSLEHTT,

Note
BET Y TL— MIBEEMITONTWRZHARI LY TIE. TORETY T L —
NEFRALTRUYICERINDEZICT IV r—2aynN—IU3 VICEY ST
S5NB3T 74 MDY TEY NTT,
HRAYLY TERET Y 7L — MIBEERIT I
1. Ay 4T, [EHE(Administration)] %&RL £,

2. TS =3R4 VT, [FYFL— K Templates)] #&iRL. [BABETVTL
— K (Issue Templates)] #3ZRL 7,

3. AR LY JICEEMITZREETF Y L — MR RINETE Yy I LET,
FIREBEINT., Y7L — NOHEMEARTINET,
4. ({REEDIT)] #2Vv o LZET,

5. [ARH LH J(CUSTOMTAGS)] =) 7T. [+hRY LY J%EM+ADD
CUSTOMTAG)] =7 v /7 L&Y,

6. [hR¥ L% JDEMADD CUSTOMTAG)] ¥4 707Ky U RT, BTV 7L
— MNIEEMITRZHRILITDFT Y IRy IR %&FICLT, [+EM
(+ADD)] =2 v LET,

7. [RTF(SAVE)] 20w o LZET,

SRIER
HAILY THT TV r—o 30 N— 3 U SBEMITRIRT S
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1MI4.9. AT Y TL—"HDEDHRY LY
7 DHIFR

BT YT L— b DOHREY LY TEBIBRT 5ICIE, ROFIRICHEWNE T,

1. ANy 4T, [EHE(Administration)] #ERL F T,

2. TES—vavRq4 T, [FYTL— KM Templates)] #EFEL. [AETFY7FL
— M (Issue Templates)] %#:EIRL £,

B HIRTZ2HRI LS TICEAEMITONLEET Y TL—NeRRT 21720 v oL
ij—o

IrREIN. BTV 7L — NOFMEARIINE T, [ARY LY S (CUSTOM
TAGS)] TV 7ICiE, TV 7L —MIREREMITONTWEI ARSI LY TN &
TINFET,

4. [#RE&E(EDIT)] 20V v o LET,

5. XEDIT, VT L—rDLHIRT Z2HRILITD [ARY LY T EHIR
(Remove customtag)] R4 vu%ns )y o LEFT,

Note

BEF Y TL— M SIEELETSATY Y TEYRTZIEIITEE
A,

6. [(RFF(SAVE)] 27 ) v 7 LZET,
SRER

Custom tags
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11M1400. AR LY TH=TT)Vr—o a3y
N—S3vicElYYTS

HLWARYLY TAHFRLTTZ7 ) r—oarynN—a VvOBEEREET SICE. £
HTHTT)r—23yN—=U3 VICEIYYTEIRELrHY £,
HARILYTETT)r—aynN—I3 VICEY B THICE:

1. Ny 45T, [¥v¥aR—K(Dashboard)] F/zi& [FFVHr—>ay
(Applications)] %=:ZEIRL X7,

2.METZET7 TV =23 vNnN=UaVEBIRLEY, £ 77V 55— 3 00T
AREAL. BEEITA3N—Ya VvOLRIEBERLET,

3.Y—IN—=T [FAZ7AM4IV(PROFILE)] =7 ) v U L£T,

4. [7FV%r—<a>»7A7 74 JL(APPLICATION PROFILE)] #4 7O KRy I R
T. [HRH L% T(CUSTOMTAGS)] ¥ TEZERL XY,

5. [ASSIGN/REMOVE] #2 ') v o L&FY,

[CUSTOM TAGS] ¥ 7iCid. BEEDHEETHAATRELINTDY IN—BERRI
nEY,

6. 7TV =23 vnN=UaVIlEBYYTERIARILYTDF v IRY DR EF VIC
L THEHDY J%EIRTEZY)., [DONE] #2Vv o L%xT,

BRLAEYTIE, BIYHTOHNY TELT—ERTINTWVWET,

Application Security TRIBEDEEAEEICKTI2IE. [FS14<xU8 7] &L
TEEINTWEIARI LY VDEEZEBET 2REN’HY T, 774V MTIE,
[4#r(Analysis)] ¥ DTS4 < U S JICRY T,

EBEERIC. 7247V TR —EBERRINET, [oH(Analysis)] LIAD Y
ANYATDAHRY LK T H Application Securityf Y R¥ Y RIEHEL, 77U
—2avyN=UavIlEYHETOLATWRIGEEIEFK. ThonysTonwTFnhi( [49
#(Analysis)] ¥ 7DRHLYI)TSA< U I TELTRIRTEET,

7.(FT2aVv)BEOTSATIVITUNDY TTZ4< ) & LTEIYHTSICIE:

Note

list-type h RH LH THEN) LB TEIENTEZDIE, T34V YT
ETBHBBREITTY,

This PDF was generated on July 6, 2026 Page 448 of 695



3 opentext" Application Security 25.4.0

1. [SELECTPRIMARY] Z7 'y o L&Y,

2. [F514<Y 4% JTDRER(Select Primary Tag)] VA kHS, FSA<UAHR
LY TELTHRETZYVEZBERLET,

Note

Fortify Audit Assistantz {3 %1% &. Fortify Audit Assistant®
HAY Y ABREZTLRBELTOARITNIZ, 9752 RELTZDE
WESDDIHENHY F3, Fortify Audit Assistantd HA ¥~ R
ERETDIHERIIOVTIE, [YRFLADARY LS TDEM] %
SRLTLEIV, ARV LI TERETDHEICODVWTE. TH
2L TERETS] ESRLTIEIW,

3. [DONE] =2y LZET,
8. [BALC%(CLOSE)] =7 ) v o L&Y,

BYETONEZARI LY TIE, RICF—LAVNR=DBTT)r—>a3vN—=IavIlHE
TOMBEEEERT S EIICHERATRICAY XD,

SRR

AR LY TETT)r—2avynN—=23 UDCEEMNITHERT %
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TMINAN. AR LY TETFTT)r—ay
N—2 a3 D LEEMNITRIRT S

HRYLYTETT)r—oa3ryN—=avhoBE@EMITRRTIEZDE.,. Z07 7)Y
—auNnN—=UaVOEBETHERALTLWAWSEETY,

ARG LY TETT) r—arnN—o 3y oBEEMIFREIRY 212

1. ANy 4T, [¥vy>¥aR—K(Dashboard)] /& [FFIVr—oay
(Applications)] %:#&iRL £7,

2. ALY THEYHTOENTWBE T I r—o a3 ynN—ya Vv aERLET,
3.W—I/N—T [ AT 7A4I(PROFILE)] #2 v U LET,

4. [7FYH5—< 3> 77 74 JL(APPLICATION PROFILE)] ¥4 7O 4Ry & 2
T. [HRHLHZ(CUSTOMTAGS)] # TAZEIRLZET,

5. [#EY 4 T/4IBR(ASSIGN/REMOVE)] #2 U v LZET,

[CUSTOM TAGS] # 7IClE. Y AT LAARDITRTDHRY LY IN—EBERXRRIN
F9, 7N 5—2arvnN—=UavVIiCBAERITOATWEY TDFzyv IRy AN
BIRINTVWET,

6. BRI 2 DRI LY TDFzv IRy VR %=F7ICLT, [DONE] #2Y)v I L&
ER

7. [BACS(CLOSE)] 27 ) w7 LE T,

D7 TNV —avnNn—=yavo [BEE(AUDIT)] R—2 0 [BEE(AUDIT)] ¥ 7T
&, BIBRL7ARY LY THBEFHMIC—ERRIINACARY FT,

TRCOTF TNV G—2avnN=—2a3vEINDEYETOSRTWSREET Y TL— D25
ARG LY THEHIBRLIZRICIE. TDYTZHIRTEET,

SRITH
BT T L— b DODARY LY T DHIER
VRATLANDARY LS T DIEN

HARAIYLZ T ETTYr—ayN—IUa3 v | lE8YYTS
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TMA4N2. BTV TL— ML B HRY A
5 TDER

BETYTL—bMI77AIVTEREINICARI LY TIE. TOREDOEET Y FL—KMIC
FAYHTONET, BERBEABET VY IL— 27y 7O—-—RNLTBITFEOARY LY J=EH
$TBHIEIETEEHA. Application Security CTEH-IINICARY LY THBRHINS &,
EENRRIN, MITE2HRTE2A Y E—IDKRRIINET,

KD &SI, Application Security®h A9 LY TEBE I a v EFRLTEEDHRY
LY TEBEHTILELNHY FT,

1. Ny 4T, [EHE(Administration)] %##RL F7,

2. TES =3R4 VT, [FYFL—KM(Templates)] Z#EFRL. [ARILSY Y
(Custom Tags)] #ERL 9,

3. EMETTLEY,

BETFYTL—hO7y7O0—-—RKRZBULTHLWARI LY THBIMTEET, ChilL
Y, 722V 7 M T7EEICSMLTWAVWEF Y T4 F—LDAVN—H, BE
FUTL— b NBLUVBEET VY L—MNDARY LI THERZTIET,

This PDF was generated on July 6, 2026 Page 451 of 695



3 opentext"

Application Security 25.4.0

11.1413. FPR7 7 1 VR DERET >~ T L —
NefERLEARS LY TOER

BE. FPR7Z 74 LICIZEEDT > L — M EFENTWE T, Application SecurityiZ 7
v 7O—RINEZFPR7 74 LIC, REAIBEE LTREINLARY LY THETHBET
YTL—IBEEFNTWSREHEIFR. §7ICEZEBINTEET,
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11MA5. 7TV 5r— 3y R—9 3 Y DOHIRIC
DWT

Application Security C7 7 ) 7 —> a3 v A BEEHIRT 5 2 & IETEEE A, Application
Security Tld. IRTON=I a3 VHBIRINAZRBRICT TV r—> a3 v = BEMIICHIBRL
-

Application Security CEEZEDEEINEY HBTOLATWBIFE IF. FREOT7 U Ir—>
AVNR=2aVEHRTEEYT, EXFaV T4 ) —RFELETR—VvDEEZRF>TW
A, BUHETONTWE 7T r—oavynN—ya VAalIRTEET,

N=23VaBIBRTZ2DTIERL, [¥vy¥aR—K(Dashboard)] Ea—&&0 [7F
1) r—< 3 v (Applications)] Ea1—ICRRINBWVEIICLEEWGEIF, N—Yarvi
BmUWETEET,

DtV a VT, ROMNEY ZIZDWTERBAL E T,

o 7Y — 3= v DEME
TV =y avnN—=yavoiFamt
o 7Y — 3= > DHEIRR

N
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ER

1. 2¥2) 74 ) —RNFLIEEESEE L TApplication Securityic 1 4> L. [E
Bl 47%0)v o LET,

Note

TxR—Y v FRIFEAFEEOERENEY B TOATLS I —HIF,
Application Security/X7 # —< VR4 VI — Y AR TEFZ® A,

2. TES—=2a3 R4 VT [A M) v o & BMFYFHY T (Metrics & Tracking)] % R
L. [IR74—TVRA VI r—4%(Performance Indicators)] #:ZIRL F T,

FRIOTF—TIVICIE, BEEONR I A=V AA VI —IN—BERRINZET,
3. [NEW] #2 U vw o LET,

4. (LW 4=V RA VI —4% DYER(CREATE NEW PERFORMANCE
INDICATOR)] ¥4 7O Ry VAT, ROKRICTTIERAADLIET,
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glil;

74—=J)LR BA

£ mi(Name) NRIA—RVAA VI T —HDERI %
ABLET,

&itBA (Description) (72 aV)ZDRTF—TVRAY
Th—8DFEAEANLET,

Equation BN T A= VRAVIT—9R
EAALET,

NI A—TVRA I =49 DFRIE
RDEHY T,

<variable><operator><variable>

I T T, <operator>|SZBHEMLEZEE
BF(+, - *. /) LBEEF
==, >, < )\ 37‘:‘315’5%/§%:¥
(? )T, <variable>l&Application
SecurityDEIFDEHTT,

Return Type RYMBOEZEIRLET,
5 LWRT7 =TV RAVIr—9%8RELTHRIELIS. [SAVE(RE)] =20 1)
v LET,

[Performance Indicators] T—7JILICFILW, Vo5 —9R—BRRINZET,
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113.3. 75— M DYERK

Null

75— MEREICIE. v aiR— KD [TodolList] 7 1 > K7 TApplication Security|C
SYUTT—NBHMZERT D91 IVIERET DLOHIC. BERFLENT+—< VR4
VIO —REEDBIENTEET,

Note

Z DREEEIL. Application SecurityEEBENEF XA —ILBHZEHMICLTWS
BEICOMMERATEET,

BHEDT ) r—arvnR—=yavilEYETonai—FICIDUEDT7 5 — MBEMICE
TEBEFA—NAYE—VEETDT75—MBHIZRETEET,

TOEANREINRTWBR T Y r— 3 uynN—a VI3 7S—MNAEETESE
ER

Application Security 7 5 — b &#{EpK$ % ICI1E:

1. EE& & L TApplication Securitylc 4 14 v LEd,
2. Ny 4T, [EE(Administration)] %#®IRL £,

3. FEY—vavRq4 T, [FYFL— KM Templates)] #EFEL. [75—bM] %
BEIRLE T,

[P5—F] R—YIClE. EBINTVWETRTOTS— MIRRINET,

4. [7S5—b] Y—=I/X—T [FHRNEW)] 22Uy I LZFT,

o1

(1] Ry 2RI, 75— MNOEBIAADLEFT,
6. (A7 ayv) [BiBA] Ry U RIS, 75— NDEBAEADLET,

N

L TS5— MNEAMITETITERT BICIE. [75— M&ERMICT 3 (Enable Alert)] F
Ty IRV IREFTICLET,

0o

. [#414 F(Type)] D#ET., ERTZT7 57— DY A T%=BIRLZET,

Note

AT 1= EINT7S5— PN TEDDIIEEEDHATY,

9. [Z{E#& (Recipients)] D#E T, XOWTIhHAEERTLET,
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o 77— hNEBEDICDOHEET SICIE. [BDDH(Meonly)] # 7 3> %i&ER
LEFFICLET,

o PNV —avnN—=yavpEYLETEI-—FICRIYETONELI—FICT
S—MNERETZICE. [(X—=YarvodEly ¥ THkI1—Y(Version
assignees)] 7 7 a3 Vv AERIRLET,

o (RTYa—IENLTS— M NDBEDH)T 77— T RTDApplication
Security 1—HITEFET 2ICI1E. [TRTOY R T LI—H(All system
users)] Z=:ZERL X7,

FEIRULEA T2 avICBEfRR<, BNEZELET,
10. ROKICRT DI BRLETS—MNYATDRHEADLET,
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FP5—h947 FIRr

NRIA—RIVRA VI r—4 1. [WO7S5— b %2EFETHH
(Alert when)] )V R bH 5, /X7
F—RVRA VI r—455EFERL
9,

2.F7RL =D)AL FRL —
HEBRLET,

.HEEANLEY, BIRLANRT
F—RVARA VI —=IDIAT
ISk > T, EL’EEINNN—EVT
—IUMDNREY FT,

TI7AIWKTIE "T74—T V2R
AVI5—9DEDN [WOTS5—
b &3%{E9 B DM (Alert when)] (C
BREINLFZGEE®mT &, /N7
F—RVRA V=T Z—h
MEZIFN)AINET, L&
ZIE. MY AEED [Critical

Exposure Issues < 50] IZE&7E X
NE7>—MIMEEF N AX
h, BHRORF vV THLWEKX
REBEIERINALE LTEBE
N)AINBZEEFEHY FHEA.

4.5 LWTP—T4 770 DTy T
O—RFRZEIKT7Z5—bZ2)EY A
T5IC1E. [M)HOEIC)EY
b (Reset after triggering)] F
VIR YR EFVICLET,
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FIRr

1. [Alertwhen] ') X bHv 5, E#
ERIRLET,

2.F7RL =DV AIDEFRL —
HEBRLET,

3. HEZANLE T, BRLULLEH
DY A TIE > T EHEHM,N
—EUT=UDHRFYET,

T 74 NTIE, BHDED
[Alert when] ICERE I 7=t
Tl Y &, BT Z— MAME
RiFM)AINFET, &2
MY HS&EED [ NEWlssues =
0] ICREINLTZ— MI1E
M) AIN, BIEORF v
THLLVHEEIEREINAZELT
tEEN)ASIhECEIEHY
A

4.5 LWTP—T4 770 DTy T
O—RFRZEIKT7Z5—bZ2)EY b
T5IC1E. [M)HOEIC)EY
b (Reset after triggering)] F
VIR YR EFVICLET,

o [W2F7Z— M%XFT 2D (Alert
when)] VX KNS, 75—K%&
NIAHTEVRTLARY M5B
RLET,
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F5—h947 FIR

2T 1=)INETS— NEEED 1. [Wo75—bEXEFETHH

) (Alert when)] #1707 KRy
ATHLYS %) v o LTH
X, Application Security ©T7 5
— M 2XETHHMNZEELE
ER

2. 75— heXEYHEEED
(hh:mm)Z AB L E T,

3. [AM] & [PM] #2)v LT
PYUEZT, 77— MDFRIICE
FEINBZDH. FRICEEIND
DHERELE T,

4. B LUMIED ) X S, BEF
REZERT DEFT Lg% 2
RLZET,

594 L—VD)ZXM0E, BE
BREEZBERTEIANLY -V % &
RLZET,

1. NRNTF =RV RAA VI = FIEERHTS—MIDODWTIE, ROFIEICHKE->T, 7
S—hNEFRTEIRNROT T r—avnN—yavaigELET,

1. [ADD] #2V)v o L %9,
2. [PV —2avR—Y a3 DRR(SELECT APPLICATION VERSION)]

477Ky 22D [FFY 45— a3 (APPLICATION)] U X khvd, 7
S—MNAEFRTBIHROT7 TV r—>avnRN—UavaEiEELET,
[/8—< 3 Y(VERSIONS)] R4 ViCld, BRLATZ TS —2avD7 Yy
TATRN=U a3 Vv P—BRRINFT,

3. [VERSIONS] VR NICT IV r—>a v 70574 ThnN—Vaves
H3IClE. [Showinactive] Fxzv IRy VA=A ICLET,

4. TRTCOTF TNV =23 oynN—3a VI LT7S5S— MAaFERT 5.
[Selectalll] Fx v IRy I REAVICLET, TOTRITNIE [/S—¥

3 Y(VERSIONS)] VR NT, 75— NE2FHITIZREN =23 VDF v
PRy OV RAEFICLET,
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5807 TV r—2arvnn—yavERRT5ICE. A7y Tb~deiEY iR
LEd,
6. [DONE] =27y 7 LET,

12. [Message(Xvt&—Y)] Ry I RIC, 75— b aZELEEBAEZZEEITIEA S X
vE—J%ZANLET,

AT 21— INETS—MNERT 2HBEIR. A v E—ITFZAMPBRETT,
13. [RTFE(SAVE)] #40) v U LET,
SRIER
77— DIk
BEFA—ILTS5— MBHBREDRE

BFA-NTS5— I DREZEMEE LCEMLT S
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11331 75— b eiRET S

Application Security 7 5 — b & #R&%E 9 % ICI1E:
1. & & L TApplication Securitylic 1 14 v LE T,
2.~Nv 4T, [EHE(Administration)] %:EIRLET,

3. EBDRA VT, [F¥TL— M Templates)] #7)v o LTHh B, [
(Alerts)] #:#IRL £,

N
|
I
-

[FS—R] R=JILIF. EBELAITRTDTS— MRRINET,
4. [75—bM] 7—7IV T, ®ETZ277—bOITERDIFTTEIRLET,
THEBREINT, 75— MEEFKRTINET,
5. (R&EEDIT)] 22V v I LET,
6. LEREEZTW., [SAVE] #2YV v LET,
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Application Security 7 5 — b ZHIBR 9§ % ITIE:
1. & & L TApplication Securitylc 4 14 v LE T,
2. v 4T, [EHE(Administration)] %:EIRLET,

3. TES—v3vR4 T, [FYFL— KM Templates)] #EEL. [75—M] %
BIRLET,

[75—F] R=DIZIF. BEELEITRTDT 57— MDBRTINFTT,

4. [75—F] 7—TLT, YIBRTBTS5—hDFTv IRy IV REFVICLET,

N

5. [Alerts] Y —J)L/X\—T [DELETE] 27 ') v L&Y,
6. HIfr 2R g 2ICid. [OK] 22y I LET,
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Application Security Tld, 2 —HFZERDI—HFINZETELDIEKEINLZTS—
DRFICROD>TWBIFE, TEDT 73— MIT7IITHDREINET, INS5DT7 Z— MEX
. [#¥waR— K(Dashboard)] E21—® [Todo! R k(Todo List)] &. §XTHD

Ea—DAyHILRRINET,

R 77— M EeRTTBICIE. ROVWThHAZERITLET,
e NYHT, K7 F7— bOVERTHRVHEZI Y v I LET,

e [#¥vaiR— K(Dashboard)] EE2—® [TodoY R kM(TodoList)] =Y 7T. &
HO— MO ERTEFEVEHEZIY) Yy I LET,

[ALERTS] 74 Y FUDREE. RHET7I7—bDYRXMDARTIINET,
73— MIBZRY—7 21T 20 ROFIEICHEWVWF T,

e [75—K(ALERTS)] 94 VY RO T, PS—MNEDF v IRy IRAEFVICLT
Mo, [BsmELTY—2(MARKASREAD)] #2Yvw o L%,

TI—MIRFHXY—7 2T BT ROFIRICHEWVNF T,

e [75—K(ALERTS)] 94 Y RO T, PS—MNEDF v IRy IREAFVICLT
Mo, [REEELTY—2(MARK ASUNREAD)] #21)vy o LEd,

77— MNERRTDICIE. ROFIBICHVWET,
e [View] JZX km5 [Read] ZZEIRLZXT,
KFHT7 77— MNERRTBICIE. ROFIBICHVET,
e [View] VX k»5 [Unread] ZZEIRLZX Y,
IARTOT75— MEFRERT) ERTY 50 ROFIRICHWNET,
o [View] UZ hH5 [All Z:BIRLF T,

IARTCOT7Z7—MIEHZ~Y— 725 E. FWT7S—MBHAKRTIINRSARY FT,
FERRICBRO>TWBT7S—bMERTT SICIE. [¥vPaR—K(Dashboard)] £ 21—
#ELT. [Todo!) R M(TodolList)] =) 7T [TRTOFS5— hEMERT(Show all
alert notifications)] V> 7%V v o L%7,
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1M4. AFx ¥V T7—T1 770 FOEE

LTt >avTE. Ax vy 7—T74 777 MEEOWL DO DEIEICDWTERAL
9,

e AX VY VUT—T4 77 MNDT7yFO—K

e AX v UT7—T4 7770 MDFHDERR

o DFERDY Y O—R

e TTNHT—2avN—U3vDNNERERRET S
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1141. AX ¥ T7—FT14 27792 bO7y 0O
— R

RDFIETIE. RAF¥F+ > T7—T4 777 b%Application Security7—4 RX—IZ7 v 70O
—RIBHEICDODVWTCEHRIBLET., ML—=v T X% F7—4% %Fortify Audit AssistantiZi%
ETDAEICOVWTIE, TAudit Assistant~D hL—=>JF—4DEE] #BRLTL
X0

Note

e Application Security® 7 —49 X—IZT7—4% %819 % &. 100,000F %
HBADHTTPIGEAIUERTONE T, DL I RIGEIF. REISTINTWS
M. BREOMDIFZATIC \n\n..\n\n BEENZ2HLDOVTIHATYT, ik, ¥
JUO—RINEZAF v+ VICEREEZRIFLEFEA, NIk, Application
Security® [EEZE(AUDIT)] R—JVICRRINBZT—YICOAHELF T,

Important

Application SecurityiZ 7Y 7O— K327 7 1 JLIE2GBEB A ARWL 1T L
TLEXLW,

Important

Y—RNN—F 4 DF7—FT14 770 a7y 7TO—R9T3BICIF. BYLR/NN—H%
RETIMNELADHY FT, FMICOVWTIER. S—H 7S vnBMEESEAS
BLTLEIL,

AF¥ v T —T4 777 h%&Application Security7—4 RXR—IZ7 v 70— K9 3T,
RDOFNEICHENF T,

1. ANy 45T, [¥vy>¥aR—K(Dashboard)] /& [FFVr—oay
(Applications)] %:&iRL £7,

2.7—T 14770 N7y TAO—RTBZRRDT7 TV 5r— 30 RN—=IU 3V ERIRL,
[7—F 1 7 7% M(Artifacts)] R—UAZBIRLZF T,

[7—7F 1 7 7% NEEE(ARTIFACT HISTORY)] 7—7J)Licid. 7 7Y ’7’—9 E
N=Y3VRIKT7Y TA—RINERAF VYU T—T4 770 NIRTHA—EILINZE
ER

3. [ARTIFACT] 22 ) v L&Y,

This PDF was generated on July 6, 2026 Page 489 of 695



3 opentext" Application Security 25.4.0
4. [P—F74 279 h®OF7v 7O— K(UPLOAD ARTIFACT)] ¥4 70O%YJ KRy Y AT,
[+7 74 ILDEM(+ADDFILES)] #7)wv o LZ9,
5.7y 7O—R9IB1DULE(RKRED)DT7—T14 777 b 774V EBRLF T,

OpenText Core SCAZ 7z idSonatypeDH— R /X—F 4 IX—HHBNEMIZA > TWBIE
BlE. VANDSEDT—T14 770 b914THBIRTEEY,

[7—F 42779 b@®7v 70— K(UPLOAD ARTIFACT)] ¥4 70OV v 7 RIZ,
BIRLE7 7ML —ERRINZET,

UPLOAD ARTIFACT *
@ CLEAR © START UPLOAD

webgoat-legacy.fpr 7.8 MB T

CLOSE

6. VAMDSL T 7AIAEYIKRTZICIE. FDT 740D [HIR] Ry vuas) v oL
9,

—EBEXTIINTWE 771 %8R9 5I1C1E. [CLEAR] #2)vy o LZEd,

7. [STARTUPLOAD] =7V v o LZEY,

BI774ANWDTyTO—RKREIN3E, 4700 Ry 7 RANTETRRNN—DPRRIN
9,

FAIDEEICTYy 7O— KX nrt%k, [CLOSE] #2 YUy I LZET,

Note

e AF¥ v T —T4 770 MO OTERDIBIL—IVICE DK AR ZMELE
2GR T—T14 770 h2EKRB L THLNEBT ZHELNHY F
T, BFMICOWTIE, 7TV r—vavnN—YavnamEREERT2%55
BLTSESIW

771 IIEB TS5 —DRR

7y 7O—RKRINET7—FT414 777 NOWEBTITS—AHELLBAE. [ARTIFACT
HISTORY] =—7 /L@ [Status] 7iZix [Error Processing] &&XRIN., ER LA
BL—LOBERTHTHES HFEIRTIINIET,
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ERULALBIL—IVICET 2BHRERTY BICiE. ROFIRICHENE T,
e ATHEINALEKFZI )Y I LEY,

[P—F 14779 NOWEICEAT B A v —(Artifact Processing Messages)] R 2
ZHMEE. 7y FO— RRICRELEZBEOHFMAIRTIINE T,

SRIER
AXxvy Vv T7—T4 77 Yo O0-RT3
T r—23N—3 Y ODERNIEIL—ILDRE

FPRZ 74 JIDO7v7O—K
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114.2. Ax ¥V T7—T14 779 POFEHDER
T
7y 7A—RIhEERAF+v 77 MIBEYT2EMAERTIT BICIE:

1.~y 4T, [¥v¥aR—NK(Dashboard)] F/ix [FTVFr—>ay
(Applications)] %:&IRL 7,

2.7—T 477 NOFMERTTBINRODT TV r— 3 0N—=I 3 0 EZBIRLTH
5. [P—F1 7 7% MArtifacts)] R—IAZBIRLZE T,

[ARTIFACT HISTORY]F— 7 )LiCid, 77V r—YavnN—=yavREICT7y 70—
NEINERAF Y T—T4 777 hIRTHB—ERTINZET,

ARTIFACT HISTORY

. ARTIFACT <. APPLICATION FILE & APPLICATION & SOURCES = REFRESH
Upload Date Status Uploaded by Type Audits  Scan Artifact
01/26/2025 10:47:13 PM Complete susan SAST webgoat_5.fpr
01/26/2025 10:47:06 PM Complete susan SAST webgoat_&4.fpr
01/26/2025 10:46:59 PM Complete susan SAST webgoat_3.fpr
01/26/2025 10:46:53 PM Complete liza SAST webgoat_2.fpr o
01/26/2025 10:46:48 PM Complete susan SAST webgoat_1.fpr o

3.7—T 477V MCETRHEMERTRTBICIE. TOT7—T4 770 MINIET 51T
=)y o LEY,

01/26/2025 10:46:48 PM Complete susan  SAST webgoat_1.fpr o
Upload IP Mot Available File Name webgoat_Lfpr File Size 857.6 KB
Analysis Type SAST Analysis Date 02/23/2009 11:48:12 AM Certification VALID
Engine Version 5.7.0.0025 Scan Elapsed Time 01:59 Hostname mobile-16... gular.net
Number of Files 168 Total Lines of 25913 Executable Lines 8250
Code
Build ID webgoat
Rulepacks 2009.4.0.0006, 5.1.0.0031
| DOWNLOAD @ | | DOWNLOAD WITH SOURCES & | | PURGE € | | DELETE & |

REINDEMBRIZ. DT vDONRN—Uay, AXxvrIhkT774)L8ED
— K178 oW BERETY,

Py T7A—RINET—T4 777 NOREBRICTS—DNRELLIBZER
[ARTIFACT HISTORY] 7—7JL® [Status] 7UiC [Error Processing] & &R
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hEd. GRAIOHFIE. ERLIELEBIL-ILOEZTRLET,

4. 2F v VDOUEBIS—ICEETZ2I— FDITEZRRT 2ICE. HTHIEFNLZHF(O)
=7 )w I LETS,

[R¥% v VICEAT 284E(SCAN WARNINGS)] Ry 7 ZICid, AMIBIL—ILERDFE
L — R TEERDREEALRRIINE T,

5. Rulepack®/N—2 a VHIC T I =TI iz, ¥+ VAHRICERINZI—FT1 >~
TJIL—ILDY) X b%EFKRT BICIE. [Rulepacks] N—a>vp)vo%ux0)vy oL
Y,

RULEPACK DETAILS

2009.4.0.0006

Fortify Secure Coding Rules, Extended, JSP

Fortify Secure Coding Rules, Core, Java

Fortify Secure Coding Rules, Core, Annotations

Fortify Secure Coding Rules, Core, Classic ASP, VBScript, and VB6
Fortify Secure Coding Rules, Core, PHP

Fortify Secure Coding Rules, Extended, SQL

Fortify Secure Coding Rules, Extended, NET

Fortify Secure Coding Rules, Core, SQL

Fortify Secure Coding Rules, Core, C/C++

Fortify Secure Coding Rules, Extended, Content
Fortify Secure Coding Rules, Extended, Java

Fortify Secure Coding Rules, Core, JavaScript

Fortify Secure Coding Rules, Extended, C/C++
Fortify Secure Coding Rules, Extended, Configuration
Fortify Secure Coding Rules, Core, NET

Fortify Secure Coding Rules, Core, ColdFusion

Fortify Secure Coding Rules, Care, Python

5.1.0.0031

* Fortify Secure Coding Rules, Core, COBOL

AX vV T—FT4 770 NP RWLIBIL—IIVICE DK EARENEETBES 7 —
TAT777 MNaERBRLTHLUNEBTZHELHY XJ, FMICOVWTIE, 77 U7—¢
y/ )3 /@ﬁ*ﬁ%ﬂz%%ﬂnlm?—é%;}ﬁ? lJ—C<7‘-C“_§L\o

SRIER

2AX YT —T477 07y 7O—-K

AX vV T7—T4 770 A O—-RKT B

AX v VT —FTA4 T 70 hDIN—=
TN r—230N—3 v ONERWLIEBIL—)LDETE

FPR7Z 74 JIDO7 v 7O—R
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WaESFHY>oO—RKRT3

PINVT—2avnR=3r0R—YINEEHODHERZFPRFATY v yO— Y
BT

1. Ay 47T, [¥y>¥airR—K(Dashboard)] /& [PV r—>ay
(Applications)] %#:&IRL 7,

27TV =3 yNnN=IU3VERBIRTZN, 7TV 5—2a3vnaa2 )y LTE
L. N"—Ya3vaBIRLET,

3. [7—71477% MARTIFACTS)] %#:E&RL T,

[ARTIFACT HISTORY]T— 7 )LiCid, 77V r—YavnN—=yavREICT7y 70—
REINERAF VY T—T4 777 hIRTHD—ERRINZET,

4. ROWVWIThhERITLET,

o VU INERHFOT U r—yavnR—SavaiERsesd o o0—R9 53
ICiE. [P—5 41 7 7% NBE(ARTIFACT HISTORY)] 5— 7LD EERICH B
[TV —>a> 774 (APPLICATIONFILE)] #2YU vy 2 LZE T,

o N—UINERFOT U r—avnpthiERaesY —REHETY I vO0—R
$5IE,. [P—F41 779 NBE(ARTIFACT HISTORY)] 5— 7 I)IL®D EERIC
Hd [PFV4r—av&y—X(APPLICATION & SOURCES)] #4) w4/ L
£9,

B DoERE=Y o O—KRT3

BEDUEBINAAX Y VOERAY D O— KT 3ITIE:

1. Ay 47T, [¥y>¥airR—K(Dashboard)] £/iE [PV r—>a Yy
(Applications)] %#:&RL 7,

27TV =23 yNnN=IUg V0 ERIRTZN, 7TV 5—2a3vnaa2 )y LTE
L. N"—Ya3UaBIRLET,
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3. [7—541477% MARTIFACTS)] #ZIRL XY,

[ARTIFACT HISTORY]>— 7 I)LiCid, 77V r—>avnN—=yavREIKT7y 70—
RENERF VYU T7—T4 777 hIRTHA—EBERRIINZET,

4. 90— KR$B37—FT4 777 DIT% 02 ) v 2 LTEBRAL. 7—FT14 777 hD
FMAERRLE T,

5.7—T7477V  N&¥ 00— R35ICIE&. [DOWNLOAD] =2y o LFET,

SIRIEH
AX Y VTF—T47F77 DTy TO—R
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114.4. 77— 3 8= 3 VOO
RE=EKBT 3

TN r—2aovnN—=—Ua3 VIR LTERESNANEBIL—ILE, AF v U ENBT DD
L:ﬁﬁﬁ bT:Rulepack?b“ﬁﬁBEt)J*L(*j'—/\O)RuIepackJ: YUEWDNE I DML > T, DIFER

ADRBBICRZIGERHYFEIT( 7T )= 3 0N —=2 3 VOO TERWLE)L—IL
UJaxEJ = SHR), ﬁ*ﬁ%ﬁ%k By M\E&ia% &, [P 7V —< 3> (Applications)]
Ea—TNR=Y3aVEDBEIITS— 74V (@)DPRRIN, [P—F1 770 NBE

(ARTIFACT HISTORY)] 7_‘—7}1/0) [RTF—4 R] FIDEL [EBHBE(Requires
Approval)] &Y ET,

BILL PAYMENT PROCESSOR  Version 1.1 v &
Applications ARTIFACT HISTORY
& APPLICATION FILE & APPLICATION & SOURCES

v Bill Payment Processor

Version Upload Date Status

11 0 < 04/09/2021 10:39:58 AM Requires Approval <= €3

Note
e —T 14777 MBI TT7y FO— RINKIFE. F£/ldApplication

Securltyb\ﬁ—_ 1770 NERBLAEVWEDICT Z2RELrHDIGEIE. [T&
BAEAERTS] THIAINMTVLAFIRICKE>TLEIL,

TIVr—2avnR—=arDomiER%Z &R L T Application Security &7 —7 1 7
I MNEBTEDLIICT BITIE:

N

1.~y 4T, [¥v¥aR—NK(Dashboard)] F/ix [FTFVFr—>ay
(Applications)] %#:&RL 7,

27TV =3 yNnN=IUg3 V0 ERBIRLTHS, [P—FT 41 7 7% MArtifacts)] %28
RLET,

[ARTIFACT HISTORY] 7—7JLiliE, BIRLAET TUr—YavnR"—=2 3 VAIC
Ty TO—RINERAFvY U T—T4 777 NIRTH—ERRINFET,

3. [RF—4%R] FlDfEH [EEBHHE(Requires Approval)] &> TWET%EH
l/ij_o
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4. [APPROVE] =7 ) w7 LET,

[Processing Messages] 7> 3 VIilld, ERBEH#A M) HLERBDEREAEH.
BHENICKRTIINET,

5. [ZEBICBET 24> b(Approval Comment)] Ry 7 X, TN SDOIER %K
R HEHRAHRBEIZAA Y NEAALET,

6. [APPROVE] 27 ) v 7 L&Y,

Application Security T7—74 777 NOMEBIMGITINE T,

EBBNEZHEET D

T—T14 777 MR- TT7y F7O—RKIhiBE, FLIEASHDERTT—T1 77
2 b % Application Security TAIB L7z BRWHFHEIE. TDT7—T14 777 M=HIRT 5

N HBEWET—FT1 770 b7y TO—ROEBHEERFBLAEWESIX, KRAEBRTE
i_d_o

‘J

7 NDEBEEETT B ICIE:

1. Ay 4T, [#vPaiR— K(Dashboard)] /=i [PV Hyr—ay
(Applications)] %#:;&IRL £7,

27TV =3 uynN=Ug3VERBIRLTHS, [P—FT 41 7 7% M Artifacts)] %2
RLET,

[ARTIFACT HISTORY] T—7ILICIE, BIRLAET ) r—oavnR"—Ya VAIC
7y 7O—RINERF YU T7—TA 777 NIRTHA—BERRINZET,

3. KEMNMIWET. Application Security TR L7 BRWT7—T 14 777 bDTZ2RFA
LEd,

4. [DENY] 22U v L&FEY,

[SLEBICBE B X v —Y(Processing Messages)] T!) 7IiC. E&BICAHIEREE
TEBIVEILR > TEONMIET 5N —ERRIINZET,

5. [Comment] Ry 7RI, INLDERZERTHERAZRIIAA VYN ZANLE
j_o

6. [DENY] 22U v L&FY,

T7—T74279 b®D [RT—4% R] {EIE [Approval Denied] ICZHY £ T,
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114.5. @A Y T —4H DFRR

BIRED XY T—8 %RTRT BITIE, ROFIRICHENE T,
1. BHOT7 7)) r—yavnR—oavo [BEE(AUDIT)] R—YUEZRATET,

2. I —TIEBRLALBZEIE. BET—TILTIIL—T%#EBELT. ZOJIL—FIC
SEhsBEEZERR~LET,

J.HBENRTIINTVWSRITZI ) v I LET,

[Code] # 7ICiE. MBEDHE, [Analysis] DEGFREINTWBIFEE). R¥ v
JbhL—R, BLUHEEI RO 2D —RDEIYa VHARRINET,

4. [INFO] # 7% 2w L, 2Vvw 2 LT [A4F—4H(METADATA)] #EBHEL Z
ERS

METADATA W

Instance ID:
ZBC31286F628156D8BFOATFELBASTA3EE

Primary Rule ID:
94B3FBOE-LAED-4006-9CDD-B2B1C13747EE

Fortify Priority:
Critical

Bug URL:

Priority Metadata Values:

Impact: 5
Likelihood: 5

Legacy Priority Metadata Values:
Severity: 4
Confidence: 5

Fortify Taxonomy: Software Security errors

XY T—SIERICIT. BB ORERMRF(( X9 RID), MEIERINIL—IL
DEBDHNF(TZ4<YIL—ILID), NTURL (LT 21558). BEEXST—F
DfE, BLUCHWEBEEAS T —SDENZINET,
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RERINDA VAR VADIK, BEDT7 ) r—ravnN—rav|l@
ETHY., TOMOT7 IV r—aynNn—Ua VI |ICdBEEMITONTEE
Ao

5Y7bh0z70tEFa)T4T5—ICEAYT2FMIBERZIBHT 2Webt 1 MIBENT
%1Cl¥. [Fortify Taxonomy: Software Securityerrors] ) > 2% ) v L&
ER
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114.6. AE ) A hADDHERDODTYEYV S

OpenTextid. Rulepack THERA Y T—F RF¥Fa XV M EBHELEFT, TORFa2 XU b
i, Fortify A7) Ao EATTY) (OWASP Top Ten 2010, PCl, CWERE)ADT
vyEVINEFNATWEY, X274 U—RFREHEBDO7 7ML EERL T, IEIF
BROBER(ABT7 TN r—2a3ar0exa) 74+ BEREBMOIY 547V AREHER
EVWEERBEEY Y TITBIEETEERT, hRAI LT Y EY TOERFEDEFHICDL
TiE. [OpenText™ Static Application Security Testingh A% LJIL—IL A K] =S8R L
TLEIW,

THEINE, FEEFLVABAYT =Y RFa X NEITRTOT T r—2 a3 VIlHE
A9 %ICIE. &#ICApplication Securityic 1 Y R— KT 2 HELRHY T,

FLOWERREEREINAELA Y T—4 K2 X~ ~%&Application Securityic 1 > R— k
T BICIE, ROFIBICHEWVWET,

[EE

EEELLTCHI VAV LET,
2. Ny T, [EHE(Administration)] #ERL F 7,

3. 7ES—=a R4 VD [AM) v U E NS YFV T (Metrics & Tracking)] T.
[Rulepacks] %:#EIRL X7,

4. [Rulepacks] R—J T, [4YR—HFMIMPORT)] #2YVv I L%,

a1

. [Rulepack® 41 >R— M(IMPORT RULEPACK)] #4 7Oy VR T, [+77
1)V %&EM(+ADDFILES)] =2 Y v UV LF T,

6. N¥axY  &2RDIFTCGERL, [Py 70— REKB(START UPLOAD)] %7 1) v
JLET,

Application Security & Fortify Audit Workbench& DEITHREEET 35681k, BELL
Ty EYY RFEa A b%EApplication Securitylc 4 ~7R— Kk L. Fortify Audit
WorkbenchTCFPR7 7 1 LW T, AF v VIERTOY Y EV JOMEZHRTEE
ER
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1M147. AF ¥ YT —T47 77 bDNR—=Y

P—T4770 NanN—=U92E Py 7O—RINET7—T4770M 7—T1477
7 NLBO—FHGIER. 8LV —RT7 74 IVOHEBESRERZHIRT D2 &ICE
T. Application Security7—4 N—X THEEFEHIEIEL X7,

TINVG—2a3ynN—=—a3 VD7 —T47 77 ManR—IJFBH0IC ROEEEELTL
EX 0,

o N=VUIE. "=V INELT7—FT1 777 bEHIKBRLEY, R=YINTLWRLED
WP —T 4777 MZHIBRLAEZY T B ERETEEEA,

e K=V, VRFLAROHER—2ZA NI RICIBEESLE A,

e NRAZLLR—IDHBHEIR. TTHRAITHR— I\M‘EE”‘ T 7—=T4777
RONR=IDBZNLICRHEZRIFINEIDNZHEBL TS

e N=UF &, MALPRALD. ENLYRIDT—T 14777 FDAITRTHIFRINZE
ER

ROTNTCOEMEBLTT—F 1779 M A—ITEET,
. FRA-TIATUAL,

e BEDOMI VI VHATHOLERINIZAF ¥ VI DEIFA>TVWEDTIEAR
W, e&EZE, 7TV —2arynN—=2 3 V13 L TOpenText SASTHAERK L 727
—TA4 777 KDDL EELLBWEES, EDT7—T4 777 MNanN—=UF32 &
I TEFEtHA AILDOHIVIUDLD2DDT—FT 1477 KD T7 T 5r—> 3>
N—=I a3 VAICTYy 70— RKIhEBGEE. ZTD2007—T1 777 hD55DH
WHEITENN—TEET,

o AT—HADNRDODV\TNDNTH %,
o PROCESS_COMPLETE
o ERROR_PURGING
o ERROR_DELETING
RDGEE, T—T14 779 NaenN=TEFEA
o MIBHDIZE
o WIBARIZTS—HMFEL LGS
s PMIVIVIATORFDAF v+ UyNEFNTWS,
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Application Security 7 — 9 R—ZANSLRF vV T7—T4 7797 ha/RX—=2F BI2E. RO
FIRICEWNE T,

1. Ay 45T, [¥v¥aR—K(Dashboard)] F/zix [FFVHr—vay
(Applications)] ZZEIRL £7,

2.7—T 4770 NENR=UFTBENROT T r—avnN—I 3 VaERLTHS,
[Z—5F 4 7 7% M(Artifacts)] ZZIRLF T,

[ARTIFACT HISTORY]T— 7 JLiCid, 77V r—YavnN—=yavREICTy 70—
REINERAF Y T—T4 777 hIRTHD—ERRIINZET,

3. T—IR—ZAPLN=IFTET7—FT4 777 NaRRT21T27)v I LET,
T—7IDEREINT, BRRLET7—T14 777 NOFHDNRRINET,
4. [/R—Y(PURGE)] #2Yv o LZET,
5.7—T4777 bDN=U%HRTBICIE. [OK]I 22y I LFET,
SRIEW

T—T414 779 NDHEIKR
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114.8. 7—F 1 7 7 U M DHIR

T—F477 9 NeBIRTBE. P—T4 770 hDITRTO ML —2BBIBRINET,

Note
= WBHDT—F 1 779 MPNR—IEBDT—T 1779 NIHIBTS &€
Ao
Application Security 7 — 9 R—ZAMNSRF v+ 7—FT 4 777 N&HIBRT 3114

1. Ay 45T, [¥v¥aR—K(Dashboard)] ZF/zix [FFVHr—vay
(Applications)] ZZEIRL £7,

2.7—T 4779 NaHIRRTBDRKROT IV 5—avnN—Ua Vv aBIRLTH L.
[Z—5F 4 7 7% M(Artifacts)] ZZIRLF T,

[ARTIFACT HISTORY]T— 7 JLiCid, 77V r—YavnRN—=yavREICTy 70—
REINERAF VY T—T4 777 hIRTHD—ERRINZET,

B HIRTZRAX YV T7—TFT14 77 NaRRT BTV LET,
F—JILHEBREINT, BIRLAET7—T14 777 NOFEHLRTINE T,
4. [DELETE] #27V)vy o L%9,

5. 77— 77U NOHIRZEERT BICIE. [OK] #0)vy 2 LET,
SRER
A¥vYIT—TA4T79 NDIN=2
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115. BEEE

AT TV (OpenText SASTRED T F ZAHY)TY—RXRA—RZXFvVT5HE,. D
TANTORBIEE EEEREOMRIEMHETIF A DEEMA] BSEMEE LTRRINET, Th
ThOT7T)r—oavidEEDOEDTHY ., IRTOBEIIARETF—LNKREERL T
WBRRHEDNDIVTFRANATEITINDG 2D, AREBICEEZEER T2 &<, &bLW
RAEAZBVWERBHEEARITHNE DD ERRICHITEE77./0EVWD5DIEHY FH
Ao

Application Security I TE{T9 % H\. Fortify Audit Workbenc R TREITd 5 h\. Fortify
Audit Assistantic & > TEITIN B NICEARGC, BMEOEEICL > TROBEMDENR S
nxd,

e PV —2avIiEREENS L UVEHRIES
e TXATAF—L EROBBUEERIEELIBRATHTE
e X2 T4 F—LD, BHREICESTVWIHEDEBLEEAHETRETES

Application Security Tl&, BE%ZDES L VORTTHOICEET Y TL— b aFERALE
ER

IDEIYavTiE, BEOEROBEE, EESM VY 71— RE2XRTBLVCEFERT S
FEICDODWTEHBALEYT, T TRET2E®RIE. JZENT7 TN r—>avnN—yavi
ERELVRETDIAEEBBLTVWS I EEFIIRELTVWEY, 77U Sr—o 30 &7
TVr—2aynR—=o 3o iIlo2WTE, (7)) 5—yave77)b—oarynN—o3
V] ZBSRLTLEIY,

ZDEIaVTIE. ROMNEY ZICDODWTERBALE T,

o BMEDT N 5—23vnN—=U3005LRIVOYINA N Y I ERRT D

o MEDEEDRREICDOWT

e BRI ARBICAT ZIBERORT

o RN DHEBET1ISHNIET S

o BIBEDIKRR

e JO—NIIR%

e NHERDER

 Application Security T®Fortify Audit Assistant®{&F

o FA—TVY—RF—=HDITYRAKR—}

« Application Security & Fortify Weblnspect Enterprise D#&

o A—TVY—RATF—HDERT

» OpenText Core SCA (Debricked) SBOM (Software Bill of Materials)® %'~ > O —
k
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1151. BFEDT TV hr—ayn—oavn
BLRIVOYTYAN)Y O HERERT S
TV —23yNnN=—3 008 LRIVOYTYERERTIT DI

1. ANy 47T, [¥vy>¥aiR—K(Dashboard)] £/ix [PV r—>ay
(Applications)] ZZEIRL £7,

2./RDT7 TV r—avnRN—oavERIRLTH S, [BEE(Overview)] %#:#IRL
9,

3. [BIZ(OVERVIEW)] R—I T, GRIORA VPV IEFNTVWRHEIEERAL X
ER

[/R—2 a VEBKR (Version Progress)] T 7IC, fERKEZMERA LYY I
WARTINET,

¥ \ersion Progress

Last mezsured on Apr 28, 2021, 8:03:15 AM

Total lssues 805 1
Total lssues Audited % Q677 1
Crifical Priority lssues 101
Crifical Priority lssues Audited % 92.08%
Fortify Security Rating # 1

4. [Fortify Security Rating] LA DX K1) v U %#RRT BITIE. [HRE(Edit)] R¥
vE BRIy L. YRIDD, RRTBBDAMN) v I ERIRLETS,

SRR
TP =23 yNR—3 VDY TYANY v O ERET S
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115.2. REDEEDIREICDOWT

Application Security Tl&, 77 ) —>ayN—U 3V TEBEEZBALMNI LTIV
CUBBHL, ILWERET YT —vavN—=Y 3 VOBEOERAEFICTI—ILE
T. HLVESERAY—NICTy TO— RS hith, FhiE [EEAUDIT)] R—Ji
AAE N7, Application Security(3 Z DIER = FEDEBDOEREFOERBHRICY—I L
F9, X7z, Application Security CIEAM TV Y VAMBEEFKR LR mo7%IC THIRR
FHl ELTREEY—ILET,

FLOWOWRERL 7Yy 70— KNI N BT, Application Securityld R TORE%E F <
v LT, TNETNOBEIURBIDOAF vV THLMNMIINZEDTHZHE D &L
LEY,
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115.3. BB T BB ICET 21 BHRDORT

EREYSMEEZRTT BICIE:

1L.EETZ27)r—2arvnN—=—avoamERea7y 70— RLET( T RAFv >
T—T4 777 DTy TO— K] %HE),

27TV =3 vnN—=y3vn [BEE(AUDIT)] R—UERETET,
3. 5B AMEABIRMICKR T T BDICIE. BBV RMI 749 A52EALET,

HMICOWTIX, [RRIIEEETAINYNIET D] LV T74IYICEDLRH
BEDFRR] #SRLTLLKEIW,

A BBET—TIT, JI—T%RRLEBER. JIL—T%ZRBEALT. JIL—TILEF

NTWaEBZRTLEYS,
v [10] CWE ID 434-[0 / 6] Li ]
O Category Primary Location Analysis Type Engine Type Priority T Tagged /YO O =
D Arbitrary File Upload UploadProfilePicturejava: 56 DAST Weblnspect Ageni @ Critical  Exploitable
D Often Misused: File Upload  UploadProfilePicture.action DAST Weblnspect @® High
D Often Misused: File Upload  UploadProfilePicturejava: 26 SAST SCA Medium
|:| Often Misused: File Upload  UploadProfilePicture.action DAST Weblnspect Low
» [11] CWE ID 094 - [0/ 10] i ]

RDOKRT, BET—TILDFUIDODWTEHALEYT, " ERXRRINTWEHEEZY—NT 3
I, BNy F %50y o LET (L. [RA7 74 I)0H Y (Contains attachment) ]
H(%), [aAAY kHY (Contains comments)] 7(=), Fiix [/STZEEFH#(Bug
submitted)] 7I(#)TY— R B &IETETEEA),
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Category

F 235 (Primary Location)

DD Y 14 7 (Analysis Type)

TV ATS

Priority

% {1 & (Tagged)

)
wME 7 7414 )LH Y (Contains attachment)

]
a X2 &Y (Contains comments)

EfE I 7=/N 7 (Bug submitted)

This PDF was generated on July 6, 2026

Application Security 25.4.0

#iEA(Description)

BSOS MM TBBEO AT T KRR L
FI(V—MIEBFIETT),

AFXxvIN774)LE, BEHIRY
INIA—RKRDITFERRFLET(V—HMIZ
HHFIETI),

O— NI L TET
ERRLET,

SN0y 7

AFX vV AEERITITBEHDICERIN Y
thoovarRrLET,

HENRIENHBRZEZRLES(V— b
mﬁ@%ﬁﬂbﬁ@%ﬁwﬁitmﬁ@
FEHLHEBEEDIRTY),

MEICERAINITSAT Y DRI LY
JENrHDIEEIE. TOEAERRLE
£

M7 7 A IIAREEICEEMIT SN TV
EHhEIIERLET

BBICOAY MDEBIMINNE I %E
mbi?

BRI L CTREENERFS
M~ LET

niE=mn&E-d
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BREDFHNS L CEIRRRERHNERE L T
WaHNEINZRLET., BENH S5
Bl RICZ2E(ZFS A4 7T & IC1E) KRR
IhEY,

ZTNLUBOBNAF vV BN F
vV CHEENMEEFHTH2EEIE. H
B74AVHEIRINETT,

(V—bhTlE HEET2EEIEADE
REICRRIINTT, )
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115.31. 7 # WA ICE T K BIEDRT

[BEE(OVERVIEW)] R—T & [BEEE(AUDIT)] R—2CIE, [EX(Critical)l U > 7.

[&(High)] V> 7. [H(Medium)] Y> 7o, [EB(Low)] YUY I, 8LV [TART
(A)] Y oREFENTWET, Ihodl) vk, Fortify7 # LI ADEIY HTITED
WCRHEBARTRT DEDIFERTEEY, 774/ MNT. 7Y EFortifyBEE(H £
OEICEASTEENY RV)ICHBELTWETHN, RRINE 7+ IILYICIE, Fortify
Audit WorkbenchTERINT 7 1)Ly Yy MBLUVRBEEBET Y 7L — MBI iz h
AILT A NI EEHB I ENTE X9 ( FOpenText™ Fortify Audit Workbencha—+ 7
4R ZBRLTKEIW),

Note

e Fortify Audit WorkbenchTZ7 1 L9ty MR 7+ LY EREFISIEKT %
BRIk, Fortify Audit Workbench & Application Security TR X % R 3R IEER
FRA—BLABWEEL’H B EICTEFELEIV, BRBERICE DS ITRTOR
B 74N FREETFIVIHDRELCEREZEKT B EIFRY A, Tk,
OWASP»CWEAREDHERA ¥ T—H AT T &L HRFEA L. Application
Security & Fortify Audit WorkbenchTIZE£R 21565 0H 2 7H. E UCHERIC
BOIRWAIREMLHY £T, —HT 248 HT T DERDH B5E.
Application Security TlEdZh 5 DWIFhh & —H L F 95 Fortify Audit
WorkbenchTIE IR TOAEATITY tDEE2—HE=HEFELE T,
Application Security CER$ 2MET Y L — M & iRE X IFER T BBRIC
COBEIPREELGEIE. ARIITHR—MIBEVWEDLELLEIN,

Fortify 7 # )L &Y B TIZEDWT [BIE(OVERVIEW)] R—U M SBEEARTYT % ICId:

1. [y aR—K(Dashboard)] £a1—F 7%l [7FYs— 3~ (Applications)]
Ea—T. WRO7 IV Ir—varvnN—=yavaRRLTHDL, [HE
(Overview)] %#ZERLF 7,

TV r—vavnN—=yarvn [(BE(OVERVIEW)] R—U»BEZxd, [(FI—7F
{E&H(Groupby)] Y X h& [7 1405 FH(Filterby)] VX MDA, ZhEFh
D7 A IVFICEEFNIBEDEEHINRAIINET, 774/ T, TRTORBE
DRAINET, 71 IIFBE L THERTZIEEHZEIRTZE. ZNICIELCTT 7
IWHILRTIINBHEFEEDY T,

2. 7 A NWHFILEEFNZHRBEADBEOHERTITZICIE, 745 E5RAVMNLE

ED
101 I | B84 l 2 613 m
Critical High Medium Low All
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RREHORBOBORIHEV T, MBEOSHBARTINET, L&A
THigh - [79 / 84]) 14, BAEDBVAEHBIHOMBED S B, 7IUNRREHRTH
BIEEBHRLETS.

JFYHBTOHNAET AIVFICEDWT [BIE(OVERVIEW)] R—VICEEF v+ — b &K
TEBICIE, 7AWV EBRLET,

Fortify 7 # L EIY B TICEDWT [BEE(AUDIT)] R—IUDLBEERTT DI

1. [¥v ¥ akR—RK(Dashboard)] T, {HROT7 SV r—>arvnN—yavaERA Vb
LT [EEZE(Audit)] %&RL X7,

T r—yavn—yavo [BEERAudit)] R—UPRAEFET, RRERYZAD
TIC, ZNTNDI7 2V FICEEFNIBEOEHEIRIINET, 72T

I, TRTOBBEILRTIINET, 749 EEE L THERETZEREEIRT S &,
ZTHRICIELT7 2 VA ICRRINZHFEEDYET,

2.BEDI7AINFTICEY U TOENTWBERBEADBEDOHERIT BICIE. 7415
ERAVNLETD,

Critical High Medium Low All

HBREINLCHBEOHHINERMICKTIIN, BEBEOSEEI’ARICKRRIINEY, L& &
&, THigh-[79/84]] |&. BEEDEVWEEI84HEDREED > B, 7941 HEEREH»
ThHhdZEEEKLET,

3. 7ANFEY LYTICEDWT [BEE(AUDIT)] R—JICEEDY A MNERTT BIC
&, 745 EBRLET,

SRIER

[OVERVIEW] & & U [AUDIT] R—=VICKRTT 2EEZ 7 1 ILHWIET S
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115.3.2. 2 —HFICEY HTHNEHEDRT
1R ST ON TR HEE TR TRRT 210, ROFIRCHNET,

1. Ay ¥, [PF)HI5—ar(Applications)] #RIRL 7.

2. [Z1)%(Filters)] T. [EHZICEY HTS5hTLVWSREE(My assigned
issues)] RA v FEAFVICLET(F/E. [LHY—Ea—(Legacy View)] T
[BDICEY ¥ TS5hTWAREE(My assigned issues)] F v IRy VA %&5A v
IKLET),

[7 ) sr— a > (Applications)] E1—IC, BAIKEYLHTOLRTWEREEEH#
AT TN = avnR=yavp—EBERXRR-INZET,

SRITR

IR DRRERE DR E
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115.4. R HBEZ 7 1 VI NET B

LLTOFIETIE., [HEE(OVERVIEW)] R—I FE [BEFE(AUDIT)] R—VICKRRT
5, 77)5—2a3uynN—=avofER 74V 0BT B AEEFRALTVWET,

Note

T, 7409y F=RRL T, [BE(OVERVIEW)] R—U B LT [EE
H(AUDIT)] R—VIIRRIIBEZEERFIT DI EHTEET, HFMEFIREIC
DWTHE, 749ty MaERLTERTREEEZETS] 28RBLTKEE
L\,

[BIZ(OVERVIEW)] R—I X7 (E [BEE(AUDIT)] R—YVICKRTIN2BEZ T 1LY
IR BT

1. [TI—F&EHE(GroupBy)] )R 05, BET—TILOREE JIL—TLT 57
DICHERTZ2EMZRRLIT,

FIRLZBHZHIRT 210, [TTY Y F7(Clearall)] K9 v@%0 ) vy L&
j_o

2. [Filterby] YZX MHD5, BET—TIWICKRRT B2EEE T 1 ILY T BLHDIFERT
2EMEZERLET,

D) RAMDOBEHDEMZBIRTEET, BHEIF—EICIDTORIRTZMNENHY
i-a-o

Filter by (@) | * Bad Practice | * Suspicious s

BIRL-BYEAHIBRT SICIK. ZOEBI08ICHD [xX] #2)Vv o LET, BIRL
LIRTOBUEHIBRT 3. [TTYZ Y F(Clearall)] R4 @& 1) v L
ij_o

3. [9#f(Analysis)] LADHRY LY TDREICETWNT, £/ IEOWASP, CWE, %
ZWEtDtEF2 ) T4 BBDEICEAET S RAJICEDVWTCHBEEZ 7 1 LY NIET
FYES

1. [B¥#(Advanced)] V> o520 1) vy LZET,

Filter by W

Advanced...
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2. [BELBE7 1J)L9(ADVANCED ISSUE FILTERS)] #4707 KRy 7 2D
[Z7 14 L% A5 T DRIR(Select filter category)] VA MHS, A5 %
ERLET,

—BILTN2AT7TY % KYATCICIEK. [AFITYVD7 10490 (Filter
categories)] Ry J RICTF A MXFHEAALT. [MFE(FIND)] %72
vy LET,

ADVANCED ISSUE FILTERS

Select filter category

Q cwe X FIND

CWE

CWE Top 25 2021
CWE Top 25 2022
CWE Top 25 2023
CWE Top 25 2024

[7 1)L DRIR(Select filters)] ') XA MiCIE, BIRLA=HFTTY CERATEE
BIA4IVIDPA>TWVWET,

3. [Z 1LY DREIR(Select filters)] ) A b= XIS ITKRYIADICIK. [Z1L%
Z 7 a V(Filter options)] Ry 7 RICTFF A MXFHAEADLT, [RFE
(FIND)] #2)wv o LZE9,

[Z7 14I)L% DRR(Select filters)] VA MTIE, " BT E2TFRANEEL T 4
IWIADRRIINET,

T4V DELB) ANEBURRTZICE. [AFTVDT7 1508
(Filter categories)] "y 7 XD [x] #7 Uy LZT,

4. [71)V% DRER(Selectfilters)] JANT, 74V IFHEETEET1ILY
HO)w O LET,

BIRLAEE 71490 [BIREADT 1LY (Selected filters)] ) 2 MIE

58D7 4N ATT)VDT 4 ILY EBIMTBICIE. ChS5DRTY Thh bd
=YIRLET,

6. EA(APPLY)] #0Uvy 7 LET,
[Filterby] Rv 7 RITIE, BIRLAETANLIDBTRTERRIINTVET,
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Filter by (@ ™ [I1CWEID 079 = Command Injection s

4. 74 IV HHIBRT BICIE. 749D [x] 20w o LFET,

5. [ZIV—F&&(Groupby)] & [7 1LY EE(Filterby)] EEERT 1LY DE
REFTRTOYTIBIIE. [FRTYZYFP(Clearall)] RY@%=0 1) vy LZE

ER
SRER
MY 2MEDEE
FIE DR

TANWSICEDLKBEEDRT

g a—n)Liesk
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115.5. FIE DR

BBV ZERLT, 77V 5—23vnN=—UaVICBALTERRINAHED) A &
BYRALZENTEZXT,

BBZRRT 2V ) 2T BIciE. ROFIRICHENE T,

1. [¥v ¥ aR— K(Dashboard)] Ea—F 73 [7FY r— 3 (Applications)]
Ea1—T, RODF7 TV r—3vnRN—=IUa3VERBIRLET,

BRULETZ TN r—yaynN—=yarvo [BEEAuit)] R—IPRRINET,

2. [BEDMFE(Searchlssues)] Ry 7 I, ROWXAEFALTHREIIYAAN
LEd, RTTUBROEFAIEET SICIE. MRAZEZXUYESTHAZT,

534 §%BA(Description)

contains BB YRS 2 EHEE T ICH
BEMRELET

equals

AENBIAF(" ) THEFNTW25E
FEE—HZEMRRLET

b
number range HAEA % 7= (& £ 455 TR D BIATE

W TIEZHED SR T 2080
HIC2D 2D 2T, FRENGHFER
REERAL T, BELEZRRL X
3_0

Bl: (2,41 1&, 2&YKREL, ALUTO
#HEZRLET,

|
not equa XFFIDETBICRIER () AT B

E. TOXFITIHRE S NI-BEDIFR
AINFT,

. file:!Main.java (&. Main.java I
SENTVRVWIRTOREZERL F
ER
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Note

MRBEXFIDHFIA#RTT SICIE. [Syntax Guide] V2o %01y L
7,

BEFEFERALT. MEABICILOICEKEA[FITDIENTEET, BHFEHERT
BB DX, <modifier>:<search_term> T9,

RBEXFIICIE, BEROEBNHFEREAZZSOOLONET, BHROBHFZIEELL

%&E. Application Security (FZE B I N/RFBEAZEDOIRTE—RT HBELIT %

BLUET, =& xlE, file:ApplicationContext.java category:SQL Injection (%
ApplicationContext.java TROM">7/SQLA > 02 a3 VICET 2BEDH %R
L&Ed,

RBRXFINTHR UCEMFZ20LULERT 55%BE6. ThoDBHFTEMINILKRER
FAEEIE. ORLEEE LTHRWE Y, & xI1E, file:ApplicationContext.java
category:SQL Injection category:Cross-Site Scripting (& ApplicationContext.java
TROMSESQLA Yz oy avoflEEY A NERI) T74 v JICEAYT &
ZIRLET,

BHLRRDZEIF. MEIJTVEIC AND £LIF OR F—T7—RZHBATEIT,
MXERTIE. AND & OR BFDEBEENRALTH B I EITFRE LTI,

3. [Find] 221 v o L&Y,

A HE)AMIRZBAE. BRBRRYIADTFAMEIYTLET,
SRER
MRIRIERF

[OVERVIEW] & & U [AUDIT] R—VICKRTY 2% 7 4 LY NET 3
w3y ) Ol
Ja—/NILiRER
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115.5.1. MR EBHFF

MBREBHFEFERAL T, RRBAEOEANRET S, BBEOBMAIEETEEY, HRY
LY TDEZRRE, BRICAR—ADNEFTNDBMFAFERTZICIE. BHEFEAFIMNT
BHOMBENHY ET, L&A, FLLVWEEEZRET SI11E. T [issue agel:new | & A
j:’l/i-a—o

B F CREDF T SN TULWARWRTRRIZ, Bitkingdom, primary rule id. analyzer,
filename. severity. class name. function name. instance id. package.

confidence. type. subtype. taint flags. category. sink. & & U'sourcelZEH D <R3
JITVIC—BLET,

ROBIT, RREMF BRI 2MFEE. BRALLAWVRRZFEAT 5 AEICDOWTEHRRAL
ij_o

o TRTDEMFICHEAZEARAT SICIE. [ controlflow | &S AXXFEFAADL
9, ThiTLY, TRTOEBEFIREZEIN, [control flow] XFHESLITAN
TOERMERINET,

o REDEMFICKREZBEAT 5ICIF. BEiFH EXF5 % [ analyzer:control
flow | D&IICABDLET, ZhickY. Control Flow AnalyzeriZl & > THRHEIh
I RTOBERMEINET,

RDRIC, MREMFOHRAZEHLTT, W ODDREREMFICIE, FIMTEEINE
HiEasHYET, EE5DDEBMFXFIZERATEET,
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e F anBA

analysis 18E L -EEE2#E( exploitable . not
anissue R E)DEREINEEZREL
9,

[analysis type] THFoAFEBIEIDVWTHEEZRREL
=

analyzer #BE L7777+ >4 % ( control flow .
data flow . structural 72 &) THREI 1
EEZRRLET,

audience WRDOA—T 1 TV ARICHEEEREL

9., BWARMEIL, targeted .
medium & £ U broad TY,

Note

5 DAY T—=4E, FHIN
BB LAVIERTH
Y, SE&D) Y —ZXTHIFRS
N3FETYT, OpenTextT
. ZORREMHFEFEAL
BWIEZHELTWET,

audited BREZRRELTC. T4V ARILY
THREINTWS true i, 751< Y
ARY LY THEEINTULRL false
NatRALET, 772 RNDTS4<
1) 4 J'l&Analysis¥ 7 TY,

category ( cat) BELALEATIT) FLEATITY OES
XFNERRLE T,
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3y

comments

( comment, com)

commentuser

confidence (con)

<custom_tagname>

[engine priority]

This PDF was generated on July 6, 2026

Application Security 25.4.0

Bl

BIMI XY MIRFRREIEIN
TUWHHEEZRELET,

BELEZI—FHNSDIAXY M kDM
BERBRLET,

BELEHEZROAEZRELE
¥, OpenText SASTTIE, O— KL T
FRAINZBECHICEDWTERLED
EZzEtEL X T, BENZWVEEE. 7
FEMEOEMES AY F T,

BELEARY LY TEICEDWTRRE
ERFELET,

B9 A4A TDOHRY LY T THEHEDRN
HRET DI, yyyy-mm-ddExXTH
FEEELET,

AR LY TIMEDERE I N TULARWE
BEMRT BICI1FE. MEAZBELT
<none> AFAL F 9, =&z,
[Target Date] & WD SRILAMFWEZH
914 TDHRY LY TIEIEREIN
TWRWITARTOBBZRET 5 IC1E.
RDEDICAALET,

[Target Date]:<none>

BRBEARBELEI VY VICE>TREX
NETDOEBLEEBICEDOVWTRHEARTE
L/ i 3_0
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3y

file

[fortify priority order]

historyuser

[issue age]

kingdom

maxconf

<metadata_listhame>
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Bl

BELEZ7A4ILT, TS54~)ayr—
vavELEI VY ) — REENEVE L
NEETIEEEZRRELET,

BEINLBEEIL—HTIEEELAN
IWOBBZRRLE T, BWREE,
critical . high. medium. &
low TY,

rELE1—HIcL>TERT—9 AL
BINLHEBEEZRRLET,

new . updated . reintroduced .
72l removed & WD BREDH L X =1
#LET,

BELLDBFOIANTOMEZREL E
3_0

WEBEAGEE L THERE LABLLTOEREE
EROINTOMEZRELIT,

BELIEXYT—9HEY XA M EREREL
F9, A T—IHAERY) X MITIE,
[OWASP top ten <year>] . [CWE top
25 <version>] . [stig <version>] .
[pci ssf <version>] R ENHY X7,
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BinF Bl
minconf MERAZEE LTHEELABULEDEFREE

EROIANTOBEEZRELET,

package BELAENY F—UF I ZRIEETT
ZA4VAT—>avhRET HMEELE
BRELET, 7—9 70— DRBETI.
FROF—2avidy Y VBEETT,

[primary context] BELAZO—FIAVYTHFAMNT, 7351
~)aosy—rarviErikiikiry/—RE
HEOH LI RET 2EEZRRLE
¥, F7/=. sink&[source context]t SR
LTLEZIW,

primaryrule ( rule) BELEZYYIZIL—ILICEEY ZRE%
BRELET,

sink BELLEY Y IR 2R OBBEZRER
L &9, [primary context] £ 28R L TK
I,

source BELELEY —REHEZEZHFO>T—4 70
—DEBEE®FE L E9, [source
context] H SR L T LT,
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BinF SnBA

[source context] EELAZI—ROVFTFRAMIY—RE
HIEVHELAEEFNDZT—9 70—0DR
BERBELET,
source & [primary context] &8 L T <
EEW,

sourcefile BELEZ7AIICEFZFND Y — B
MO LICEYT 2T —49 70—DRES
MELET,

flet ZRMLTCEI W,

status 2ATF—H AL E1I—3h7’, LEax—
InNTWRWL, FLRELEa—FhORBE
=RFELET,

suppressed WEINTWBREBZRELE T,

taint BELAtANt 7 5 72 FOBEZREL
£9,

B FAFERT2REBITYDOHICDOWTIE, HEITYDHIAESRBLTLEIL,
SRIER
RO EA
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115.5.2. ]RZ&E SV T 1) DAl

RDRIC, BRI T OFIZRHEL T,
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RRY—T v b 9 ) (Query)

category:"privacy violation"

ZHIIC jsp & F . getSSN() =Y — o
source:getssn file:jsp

2ETBT7AILVARADITRTDTSA4 /N
—2RE

. file:com/test/123
com/test/123 N"EEFNZITRTDT 7 ftest/

1IL%
. |
BEFFD—ER& LT cleanse B"&FEh 3 cleanse
TRTORE
[my tag]:P1

[my tag] »EIY HTS5NT, P1ICEKRE
Iz, EBEFADITRTOBE

. suppressed:true comments:asdf
OX Y M asdf AR ERB. MEISA PP

T RTOMHEMN

. category:!SQL Injection
SQLA VS IHY avERSTRTDA gory :

e/

ZEIIC java £l jsp EEFNBZ 77 A file:java OR file:jsp
IWHDTRTDEE

LI java ’EENDZ 77 (LT, 1297 file;java AND line:12
BTRELLIRTORE

N . version:!<none>
version SNRNIFTEDHRY LY TICE

NMEEINTWEIITRTORBE

SRIER
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BIRE DR
RERIEMF
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115.6. 7 O—/NJL¢EE

EDE2—%FHVWTWBENMIERRL, AvdFTraO—/\)L [#FE(Search)] Ry 7 R IC
TIORATEET, TCTANTIMREXFEIIE, TRTOT7 Y 5r—ravnN—3
y\ Fl:ﬁ%\ l//—.R_l\\ :I)(yl\\ BJ@J—*f‘:ﬁﬁﬁﬁnij—o

Note

e MZ*RARy 7 Xk, Application Security®t v b 7 v FBIC [Enable global
search] NMBIRINTWVWBIGZEICDARIFIINE T, FMBERICDOWVTIE.
Application Security®d#EIZREZSR L T LI W,

J8—/\)L [MF&E(Search)] 7 1 —JL RA&FERAT 3ICI1E:

1. EOE1—HS5TELWVDT., [Search] Ry 7 RICBREXFIHAEANDLET,

Application Securityld, BRBEXFINI—HTI2RADOW DHODIEEZHTTY 5!
IKRRLET, 77U T—vavonN—YavERRFINET,

2 VDZAMNINTVWEBREEDIEBICBET 5ICIEX. B2 27Uy 2 LET,

B.IRTOMRRBBEBRDV AN ERRTDICIE, " ERXRRIINTLWBIEHDOTICHD
[See AllResults] #27)vy -2 LZE,

fl: BEDMRFER

CEEN 2 ©

ISSUES Redundant Null Check

See All Results

MRFBIERDY X MO SEE%EREIRYT 5 &, Application Security TR 3/8—Y 3 v R—
IUHNRRIN, BEOZIIEa—DPERAINZET,

[T RTOFER%EFD(See All Results)] %:EIRT % &, Application SecurityiC [1RFE#E
R(Search Results)] R—IDNKRRINET, TIHH, FEORIMO—BERZ 7L E
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1—ICREALTHCZENTEET, ZIH5, ARSIV EpIARy VEBEFERL T,
ITRTOBRICBATEIT,

Note

B BB DRBIERICIE, BIFRINAME, FERFICINBEE FEHEIh
EENZENDHENHY Y, FRLALEBD [EEE(AUDIT)] R—IIC
RRINBWGEEIE, 7TV I5—23rvNR—=23 VIREINTWSRRH
REZFTv I LT, HIRINAEE ERTICSNABE SLCHLESN
EBNRTIND LD ICEYICREINTWE I EZHALE Y, FIHEICD
WTIE, BEORTREDRELSRLTILEIW,

SRIER

TV r—o 3y Ea—pmo7 T b—2avETTYb—2avynN—Ta3 v ERERT S
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115.7. DB ROEE

ROFIRE, [EEE(AUDIT)] 4 T TRF v VERZEET2AEICOVWTEHBALTULE
T, A—TVV—RAOHERENIET 33551, [BEE(AUDIT)] R—IYFE [F—TFV
Y —Z(OPEN SOURCE)] R—Y TofifaRZeBEBTEXT,

EEITIHAEEZRTT BICIE:
1.EBTEITEZ7 )V r—oarynN—yavoamER2s7y70—RLET,

FIFICOWTIWE, RFv U T7—FT4 772 bhO7y7T7O0—-K] #8BLTLLES
LY,

2.7 )= avn—=y3 00 [BEE(AUDIT)] R—VUAETET,

[BEF(AUDIT)] R—YDF—TILIC, BIYHTOENAET AIILYICEDWTHEEDL—
ERXRINFEFT (T 72 bTREXRDSEDIE),

.EEITHIMELERNICKTTZICE, BEVAMITZ74ILS%ZBRALET,

HMICOWTI, RRIZBEETAINIYNIET D] LV (745 ICEDLLH
BEDFRR] #RLTLEIW,

A RBBT—TINTIIN—TIbORBEERZBERERBIRLAEGEIX. JIL—T52EBHEL
T. FZILEFNTWBREEARTLET,

EEZEERY 2 ICIE:

1. BBZERAL TEMZRTTZICE. T—TIVROEET T2 v I LET,

OpenText DASTD#ER#RRT B2 HEICDWTIE, TApplication Security T®
OpenText DASTR F v ViFRDFRT] 2SR L T I,

Tip

T BEOHMEFRLVWITSOY U4 Y ROTRRTDICE. [FHLWYT
TH<(Openinanewtab)] R¥>vEF%s Yy LFd., BED VY
HFOAE—LTCRTHRICTIERATSICE. [MEDOYYI%ZI)y S
R— RICa E—17 % (Copy issue link to clipboard)] K% &% 5 1) v
J7LF9,

[3— K(CODE)] # 7ICl&, MEICEAETZY —XAOA—RKRDOHT, FERINLT—
AN E>TELREBIAIRRIINET,
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2. BRINT—IDNE>TELRBRBITA>KLRATY FICEAT 297 ) OFMERT
T 5I1E. [D% L —X(Analysis Trace)] T. ZDRATy TERIV MLET,

Rule 1D 3FOE36D0-4C18-5E00-

BOBCDG64T558BBT 60
main(D)

-
+[ ] EightBalljava:s - mainid)
« = EightBall.java:7 - Assignment to filename

+[ ] EightBalljava:15 - FileReader(l)

3. ATy JICEEMIF O TWE O— RAERRT 5I11E.  [Analysis Trace] OTFD
ATy THED Yy I LET,

X9 53— K97H [CODE] ¥ 7 CH#iARTINE T,
4. BREICEEYT 21— FROFEDXFINEHRERT B ICIE. ROFIEICHKWNFT,
1. [A—F(CODE)] # 7T. ®FERY Q%I Vv I LET,
2. [FTERR(Searchfor)] Ry U R, MEXFIHEAALET,

¢f> CODE % ATTACHMENTS

WebContent/lessons/50QLInjection/SearchStaffjsp vl Q
1 <%@ page contentType="text/h’ ) s
2 import="org.owasp.webgoa [pearch for < > ALl X
3 errorPage="" %> 0of 0 .* Aa \b 'S
4 <div id="lesson_search":

[~ (Next)] R4 > » & [FI~(Previous)] R¥ > « A#EALT. BREH
REBELET,

5.BEBICOWTEHELONIEEREZRTT2ICIE. BRORA VD [BE
(HISTORY)] ¥ 7%ZIR L £7

AUDIT HISTORY MFC IS5UE HISTORY

Detected on: 08/10/2024 3:09:48 AM

Changed SUPFRESSED to true

Changed User to alaya

Changed Analysis to Reliability |ssue
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6. BIREDHME, ERICET M. NEBICHEIT/-HREEIE, BEOXAYT—4,. ZOMf
DNY—ZAADBRB., BLUOT7 TNV r—2aynN—IU a3 VIl 20 EAERT 51
&, BRIORA VT [EHR(NFO)] 4 7%:BIRL T,

AUDIT HISTORY INFO ISSUE HISTORY

OVERVIEW >
DETAILS >
RECOMMENDATIONS >
METADATA >
ADDITIONAL REFERENCES >
IMPLICATIONS >

7.17BEALTEROAT IV ZRTT BICE. WIS HREDG)Z:ERLET,

AUDIT HISTORY INFO ISSUE HISTORY

OVERVIEW W

Hardcoded passwords can compromise
system security in a way that cannot be
easily remedied.

DETAILS >

8. BREDBMNDERE 2R Y 5ICIE. [REBE(SSUE HISTORY)] 4 7% :#RL &
ER

[7—F 4779 NOFEM(ARTIFACTDETAILS)] #2Yv o3 2&,. A¥vVER
PoEDT7—T4 777 D) ZAMBRIINE T, SFHICOVWTIE, TEEEDORERE
]l #8RBLTLEIW,
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AUDIT HISTORY INFO ISSUE HISTORY

CHANGED ON ARTIFACT DETAILS

CHANGED ON ARTIFACT DETAILS

90.BBZRKIZDICHRRIEFERZAF LLL, [EBEE(AUDIT)] ¥ T2RERLFTT,

ALUDIT HISTORY MFO ISSUE HISTORY
USER
Mot assigned e f
AMALYSIS
Mot Set i
COMMENTS

10. (F 72 a V)EEMEEFH»D. T CICIEFELAWVWEZOICKRTDSRAT 21T,
[#M1L(SUPPRESS)] =7y o L&Y,

11. (A T aV)BEEICL>TTF7 I r—ravtExa T4 bML—ZVIBEREIN
TW3IEE, BIRULAEBEEZWIET ZHEICDOVWT, RIS CAEBEIARA4 9V R
B3I, [ML—=v7%%(73(GETTRAINING)] #2 Uv o LET,

7TV r—=aveFa )T hL—=ZV I WebH A MBI LWTS0H4% T TH
T BRULEEBOATITY, ¥7AH73), 8LUERICEDISML—=2vFOY
TUVYDRRIINET,

12. 7 7 A V= BREBICSRN T 5 ICIE, ROFIRICHEWE T,
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1. [H7 74 I (ATTACHMENTS)] =2 Uv 2 LET,

<f> CODE % ATTACHMENTS

JavaSourceforgfowasp/webgoat/HammerHead.java & Q

2. [2Z%9Yvy Y UTEMCLICKHERETOADD)] =7y o L&%FY,

3. [RF7 74 D7 v FO— KF(UPLOAD ATTACHMENT)] #4 705K v ¥
2T [BR(BROWSE)] 20Uy v L, 7y 7O—RT27 71 IVEBRLZ
ER

Note

7740 A4 XE3MBEZBARWVWELEDICLTLEIW,

4. (# 7> a ) [EiBA(Description)] Ry V2 RIZ. 771 IVDERBAEANDL
ER

5. [RF(SAVE)] #0)v o LZET,

A A=Y 774 ERTLEBE. Application Security TIEAEID [Image
Preview] I[CA A=Y DL Ea—DRRFINET,

Note

77 AIVHERBICRHINRIT, TORBAOHAZEETEET,

13. [A—RK(CODE)] #7Yw s L. [EEE(AUDIT)] ¥ 7%= BIRLZT,
14. 2 —HA2BBICEY ¥ T3ITIE, ROFIEICREWNE T,

1. [A—%(USER)] T. [BIYYTHhA1—Y%{RE(Editassigned user)]
RV )y I LET,

2. [2—H%DBIR(SELECTUSER)] #4707 Ry V ANSLEREICEIY ¥ TS
—H5 B DI 5I1C1E. [A—YDMFKR(Finduser)] Ry 7 2 IC2A—HFZD—ER
FEIRTE=AHDL., [MRFR(FIND)] #22)vy o LET,

B BRINKZFMDY AT, MEICEIYVETZI-—YORMZI v I LET,
4. [DONE] #2v I LEY,
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Note

Y LToNc1—YEHEIRT 2ICE. [2—HOFIY Y THER
(UnassignUser)] R9 v @% 0 )y I LET., Fhid FYHT
bhic1—HZRDI-—HICEREYSICIE. [RIYETLOhAa—
HD#FEE(Edit assigned user)] Ry Vo5 RIRL, B%T 51—
FERRLET,

[EEE(AUDIT)] # 7IC, ERL A —FEZET NI —DPRRIINIT(EATRER

ZA=)B

15. [a#r(Analysis)] VXA MELIIZTIATYITELTERINTVWRMDS J)D

5, ZOBBICOVWTOFHMEZRIEZERLET,
EAIEE LARWGE, Application Security (ZfBEE REEE L THRWET,

16. BIMDARI LY THRT TV r—oavN—=U a3 VICBEERIFONTWSEBERIE. *
Ny VDE=ZEBELET,

BEEDN, BIYETE2HRILYTICEATZ2IXY FOAANZRARELTEELTW
2BIE. DRI LITERY JADTICRKRAIINDIFEBDORY JAICOAAY M A
NTBHEDDHY FT,

ABC i ]
I -
Add a comment about this custom tag value change

Note

Fortify Audit Assistanth' @8 % &1l L Z=1% &1, BMDY T &L T

[AA_Prediction] . [AA_Confidencel . & &' [AA_Training] #°
RERAINET, IN6DT 4 —IL RDFEWHIZDWTIL,  [Fortify Audit
AssistantOiFR DR ZBMRL T LI,

17. [ XA M(COMMENTS)] Ry 7 X2, COBMBEDOEEICETSIAY M ZABL
ij_o

18. [RFE(SAVE)] #0) v o L XY,
SRR

This PDF was generated on July 6, 2026 Page 534 of 695



3 opentext" Application Security 25.4.0

BT 2EEDER
FRED/NY FOEERE
Fortify Audit AssistantiCD W T

BEEDHEBERE

Xa
it

T7I)Vhr—Yavtexal )T NL—ZUTD
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115.7.1. BT 5 EMEDEE

TNV —2avnN=UavVBIC7y7A—RINET7—T14 779 M, 8B
(OpenText SAST) 2 #7 & BfY(OpenText DAST) DD A DRI E TN 256, EHD
BEAEEICEELSE > TWAHEEME, DY £7,

HEEEDIBDDRIA THFRALTHOMI AR >/DI DL EDRIBEEFEEL TW 55
&. [#HE¥ 3R&EH Y (Has correlated issues)] R¥ > &, HHEAT 2RHBEOHMHIRTI
nEd, Thidid, BRULEBEZYS Ty heT2E3DE, ZRICHEKRTZEDODOEA

NPEENZET,

OB LHEET 2REEA—EBXR T 5ICIE. [T 2REH Y (Has correlated
issues)] SNy d=2EI )y I LET,

D Category Primary Location Analysis Type Engine Type Priority Tagged @ O W 24
D Cross-5ite Scripting: Reflected X55 DAST Weblnspect @ Critical T—o
|:| Cross-5ite Scripting: Reflected X55 DAST Weblnspect @ Critical T_@
|:| Cross-5ite Scripting: Poor Validation  FindOwnersFormjava: 84  SAST SCA Medium T—o
|:| Trust Boundary Violation AddPetForm.java: 60 SAST SCA Low T—g
BULVHICRTIN2H8FIF. H2MELHEET2HEOHZRLIET,
HREY SREEZ —EICT 5 ICI:
o AZx7/id [4BET 2REH Y (Has correlated issues)] Ry VR2%&27 ) v LET,
o This list of correlated issues is either targeting or originated from the highlighted issue.
D Category Primary Location Analysis Type Engine Type Priority Tagged & @ i = 4
D Cross-Site Scripfing: Reflected  xss DAST Webinspect @ Critical .—_o
D Cross-Site Scripting: Reflected  XssConftrollerjava: 24 SAST SCA @ Critical .‘-ﬂ

[DHTFERDEE] OFBPICK>T, —BERFINTVWIEBZEETEEY,
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Note

EEEDER. 1DOOBEICHEET 2 I &AL NMIR > IRANGEENERESE

ICE>TBEShS &, HERRICHZZEY DEEEEBESNE I ELHY E
EE

TRTCOBBDT—TIVZESICIE. [7 149 &E(Fiterby)] VR NOEBICH S
[§RTYYF7(CLEARALL)] #0)vy oy LZY,
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115.7.2. {11k, HIR., L CIERTORBEEIC
DWT

BIRERA VIC, #HIE, IR, BLUVIRTOBBZ—ERTITIDEI N ZHIETEZX
3-0

kS h7-B&

PITNVr—=2avnN—=—UavDEmLERAF v v 2THET BERIC. — ORI NBEE
EREICHELLEWGEDLHY T, FREDOHBUEIRERMIINSBETIFR, RL
TEIRLIBEWVWEHETESHZAIE, BEICHIEDY—7 %2172 &EMNTY., T &
BEETIIAW, FREBICICHBICQIHREENDVWEEDS A TOMEICH L TES
ERALIBWVWIEETEEY, LEAE BEFAOBEBPEETFEDRWEBZINLET
TET,

kX h7-RBBE. [EE(OVERVIEW)] R—I DREAFEEAR~R 1M >~ T [Version
Progress] 7> a vIl&knIh2d [MEDEE M (Total Issues)] DEICIFEEFNIFE
Ao HIEIN/-REBIZ. PV T—2avnR—=—Ua A RN) vy IDEEICEETFNEE
Ao BIBZIIET ZHERICDODVWTI, TRAF v VERDEE] 28R LTLKEIW,

|:| Category Primary Location
|:| J2EE Bad Practices: Leftover Debug Code EightBalljava: &
D Unchecked Return Value 5 EightBalljava: 12

HIFR S 7-E&E

FTNVrFr—23a v TRFL UHNERORITIND D EIC. BEMEEINAZYELL RS
ENKLLHY FT, Application Security CTOMTERNY—IINbd &, LEIORF+ T
BREINAEDOD, BRFODIERTIXBALHN TR R HED [HIRFEH»
(Removed)] & LTY—23NZET,

O Category Primary Location

[0 Cross-Site Scripting: Persistent a CSRFjava: 193

HIFRX N 7-FREIZ. [OVERVIEW] R—TY DERAEERA > D [Version Progress]
72 avIlRRIND [Totallssues] DEICIFEFNEEA.
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FRRDOHEE

Fortify Audit WorkbenchTi&, BH%. 1—HIIMthOMBBEICEHRTE S LD, —RKRMWICHERE
DIN—THIERRICLET, LEZAE. BROIREIYVETONTULWSIHEERS IARTD
BEEERRICTEET,

O Category Primary Location

[0 Insecure Randomness €) WeakSessionlD.java: 77

SRITR

BIE DRRERE DR E
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115.7.21. BB DRTFEEDRTE

BexDT7 T r—2avnN—Ua v aRRIC REORRARELXRETCEET,

HE T h-BEDRT

TTNVr—2a3yN—=—Ua3 VI IlBEETHIEINAREEARTT SICIE. ROFIEICHKEWL
9,

1. [#v ¥ akR— K(Dashboard)] £x1—F 7 [7T) r— 3 v (Applications)]
Ea—T, ROV 5r—yavnN—TavaRRLET,
Application SecuritylZ, BIRL7</N—Y 3 >0 [BEE(AUDIT)] R—IUHHEEFT,
2.Y—)L/N\—T [FAZ7 74 J(PROFILE)] #2) v LZET,

[7 7Y% —< 3> 707 74 JL(APPLICATION PROFILE)] 1 7O/ % [§#l4
7+ 3~ (ADVANCED OPTIONS)] ¥ 7ICRI% £,

Frv IRy I ADTICHS [Issue counts by state, based on current
selections] IZ, BRLAZT7 SV r—>arvnN—yaviltBERTIOATVWET—4
N—2ZRDIERR, HE, BLVHBRINEEOBINERRINE T,

Note

BIRLEZT74IL59 Y ME, RRINSZMEIN/-AEORICIIHE A
5ZFtHA, LEAIE, MEINABEI BIRLZ71IL91y NTIE
RERICE>TWBIBATE, HIEIhABEORICEENE T,

3. [Show suppressedissues] Fx v 7Ry 7 A% ERLET,
4. [EA(APPLY)] . [ELU%(CLOSE)] DIEICV Vv LET,

[EEZ(AUDIT)] R—YIC, BRI NI RTOBEIRTIINET, [FS514<V)
a4 —< 3 v (Primary Location)] 7 Ti&., kI N/AKBREIC [S] 9D RTN
ij_o

BRI h7-BE DR~

Application SecurityA*7 v 70— RSN fEREY—2 9 381E. LEIOR ¥+~ T
RHEINEZEOD, XFODWTRERTIFBALHI TR A BEZHKRLE I,

TTVr—avnN—=2 3V THRINEBEZRTT 5ICE ROFIRICRENET,
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1. [#v ¥ akR— K(Dashboard)] £x1—F7%& [7F) r— 3 v (Applications)]
Ea—T. §RODT7 TV =23 vnN—=U3vonN—YavEaRIRLET,
Application SecurityiZ, BIRL7z/N—Y 3 v D [BEE(AUDIT)] R—IHBEHEFT,

2.Y—=)I/X—T [FAZ74A4J(PROFILE)] #2Jvy U LZET,

[Z7F)4—23>7AO7 74 JL(APPLICATION PROFILE)] ¥4 7R JERY I AN
[§¥#l4 < 3 > (ADVANCED OPTIONS)] 4 7ICHE £ ¥,
Frv PRy ADTICHS [Issue counts by state, based on current
selections] (. BIRLAF7 TV r—vavnN—avIlEERITONATWETF—4
N—ZHDI ERR, I, BLVHIBRINCEEOHARRIINET,

Note

B mRLAZ LSty NodoT. BRSHANEORFHIDEES
FEEA. &2 iE. HIESNEBBESRR LET 4 LS £y h TR
RICE>TWBIFEAETE, HIRIN/-BEDOHICEEZFNET,

3. [Showremovedissues] F v IRy VA% RBIRLET,
4. [APPLY] . [CLOSE] DJEIZZ ) v L%,

[BEE(AUDIT)] R—2 I, BRI NI RTOMEIRTINET, [FF147U0Os
—< 3 V(Primary Location)] 7IT(&. HIffSN/&RBREIC [R] § FDNRINZET,

ERFICINI-BBEDRT

FERTFICINREREE X, Application Security T, 74L&y ML—ILHREEWNTH
BEHDICRRINABEVEEZRLEY., 77V Tr—2avnR"—=IUa VICEEYT B, ERT
ICINBEZRRT 5T

PTG —2aynN—=U3VICEBET ERTOBEEZRESNMIT BICIE. ROFIEICH
WEd,

1. [#v ¥ aR— K(Dashboard)] £x1—F7%& [7F) r— 3 v (Applications)]
Ea—T, WROT7FV5—oavnN—ravaE8RLET,

Application Security(Z, BIRL7/N—Y 3 D [BEE(AUDIT)] R—UHBEEFT,
2. —=)—=T [FAZ7 74 I(PROFILE)] #2 Yy I LZET,

[7 ) r—>a> 707 74 JJL(APPLICATION PROFILE)] ¥4 707Ky 7 AH
[§##8+ 7> a > (ADVANCED OPTIONS)] # 7ICBIZ &9,

Frv iRy ADTICHS [Issue counts by state, based on current
selections] (C. BIRLAT7 IV r—rarvnN—=y a3 vIlBEERMITSORATWETF—4
N—2ZHDIF ERR, M, BLVHIBRINCEEOHARRINET,

3. [Show hiddenissues] F v /7Ky V7 A% ERLZET,
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4. [APPLY] . [CLOSE] DlEICZ ) v I LFET,

[BEE(AUDIT)] R—UIC, FERFICINALBEIIARTERIIND LD IRV F
¥, [FS54<)Aa4—> av(Primary Location)] 5 Tld, FERRINAKZBEIC
[H] # /A RINET,
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115.7.3. 74 )%ty M aEAHA L CER-EE
ZXEXHT D

Ja05ty NeERAYTZZET. [BIE(OVERVIEW)] R—2 [EEE(AUDIT)] R—
Y. 40 [#—FYY—R(OPENSOURCE)] R—¥TOTF7 T r—yavn—Uay
DODEBEDORTEZEECEEY, " BERTIINDZ 749y M. 7TV r—2 3 vnN—
TavIlEYETONMTWABET Y L — ML >TEARY XY, OpenTexth'iZftd 2
BIET Y7L —MCIE, 32D 749ty MHBEFHTWET, LEL, BR2T711L%
ty NEETANIRGEROMOBET Y L —NaFERT 2 ENTEET,

Application Securityillx, JRD 7 1 I F Yy FHABEEINTVWET,
e JAv O E1—

J4v0E1—T408 Yy beERTSE. [EX] 77 V5DEBE(RENKE
KRZARMERETIHRE TV E [B] 74N TOBB(RENIKRELLZH
REMNSRETITRMENMEV)ZRTTETY, TOT74L5EY ME. HAIC
BRICEEITSIETHREELELBAEICTIEP KWL TEZEFAREDTY,

e EXa)TF4EEBEANE1—

ZDEa1—ICIF. BEEIANIBLEVWEF21Y T4 LOB@ENTINET, EXa )7
A BEBAEI—TAINIICIERTTAINIDNEITNRVDT, IRTOMEDIRTI
nEd,

e PCIEEEAE 21—

ZDEa—ix, 77— 3 %Payment Card Industry Security Standards(3Z
WA= REROEXF 2 T4 BRE)DIRFICEAL CEERET25F2HEBADLD
IKCEZEINTVLET,
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115.7.4. B|Y ¥ TS5 EHEDBEEDLE
2%

-

PITERHIERITIN T, Application SecurityicA— KXz &, Y R—KFEINTWEET
VIOVHATDRAF v NN—YAEEBEICBEEBEEEIYYTET, L. ZOBEE
BICid, BEZZF2I—RFLET7ITIVT5—23 0703V THRAMNRBINTW
Fth, ¥EBEZIT22—RFROFEAICEET Z2MOERICE >TIE. BOEEEEEY Y
T3IENFYURGEDNHYET, L2 HROI—RDOEIY 3V T T 5r—
I VAHATHPCHEINE ZEARWGEEY, 77 5r—oa UHNRBEREMICL Z2ERD
AEEHHELTHY., D7 T 5= a v AT AICEGEINAWED, BEINE
MESSEDBROBREMEVGEEIE. [EX] BEEENEIY HToN/MEEEE TH]

Tl ME] OBEEICDBELEEFEONAZYUTHLAREIHY FT, ZDL D RERA
%EIEEIC S B 78 IC. Application Security Tld, BRBICRMAICEIY B TONBEEEE
FCERA—HYHIEETIEDLDICR>TWET, COLEDIRBEEDERIE. EHIN
TELR—RMIRBMINET,

Caution

COMEAFRALAZERIZ, YATLARADT—HICL>TIFERIND L R—
RPEHEINDIXANY v I REICHENRIEWVD AT, RENATEERA
ITHELADHY ET, FHITSHEIIC. STEILTWBEERICDWTCEFa) T4 1)
— REFEELE2>TLEIL,

BEEOLESREZEWICT S

BHREDLEEXZ, YRATLEH LT A1 TIRICZDVRATALICTHLTEAMICT S
Z&H. BEDApplication Securityf Y RV AICH L TEMICT B EETEE T,

BEEOLESHEZEIICT ZICIL:

1. [&HE(Administration)] E2—DF+ES—> 3 vR(A VT, [BE
(Configuration)] #EBIL. [FIEDEZE(Issue Audit)] #RBRL X7,

2. [BEEDLESEX%AEFWICT 3 (Enable Priority Override)] ¥ v 2Ry Y A&+
IKLEI,

3. [R%FE(SAVE)] =0 ) v LZEd,
4. H—N%E=HBiEELET,

H—/NOBREEIER. COMEEIIBMICRY, IRTOT7 TV r—avR—=UavIlGER
IhFEd, [EBEE(AUDIT)] R—U T, BBEDFHHM( [BEE(AUDIT)] ¥ 7)iC [BEEDLE
£ X% (PRIORITY OVERRIDE)] Y A N9 FARTINB LD ICARY X T,
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A—YPNZDEEAFHATEELDICT BRI, ThoDa—Hooic THIFEAIT AR
Y LY TEORE] FI2S50HLVWI—FREEERLET, Ch5DRBE. BED
BEEAERICGEMT 2AHBEERNERFOGHETCE22—FICOAFELET, 21—
BREDERFEICOWTIE, THRY LEZEOER] #8RLTLEI N,

Note

HIRGE AR LY TEZRET 2F T 2F > TWH1—HREIX. HEDE
GEZLEEITIITVRATLAERDEFX ) 714 ) — FIRENZE, FIRMTEAH
ARYLY TeimETEES,

BEEDLEIHEALEMICT BT

1. [&3E(Administration)] E21—DF+ES—> a3 vR(A VT, [BE
(Configuration)] #EFH L. [FEDEZE(Issue Audit)] %=EIRL £,

2. [BEEDLEEX%EEFMICT % (Enable priority override)] F =y 7Ry IV A%+ 7
IKLET,

3. [RTF(SAVE)] 20 v I LET,
4. -'j-_/(%ﬁﬁéj L/ ij_o

H—ROBRERIC. COKENY R T LAEAKRTEMICAY, [BEEOLESE
(PRIORITY OVERRIDE)] ') X b % /Y H' BB DEFMICKRTI IR QY £T,

EEPICBEEEZLEETS

EREPICHEDEEEEEZ LEET 2101

1. [EBEE(AUDIT)] R—Y T, BBZ28UTZRALE T,

2. BloR4 > @ [BEE(AUDIT)] 4 7D [B5%EE D LEE X (PRIORITY OVERRIDE)]
VA MDD, BEREBEEEZRRLIT,

3. (BA)AFDTDHRBEDRY 7 AIC, E2RBLLEHZHRATSIIAY M AR
L/ij_o

Note

EEA*REITIHICEETZTICRTHZAIE. [JTICET(UNDO)] %72
)y o LEY,

4. FHLWEBEEESLUCEEMITONAZIXAY MNEREFETDICIE. [{RTFE(SAVE)] %274
w2 LET,
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BEEEI’EEIIhLHEZRTT S

BASLCMBOI—DIFHTIHYECLBEEELFOBAELRTT 2. [TIL—
TE&EHE(Group By)] ) X bH 5 [BFE D LE X (Priority Override)] #:#IRL £9,

v Critical - [2/ 2] (i ]

D Category T Primary Location Analysis Type Engine Type Priority Tagged =" —
[[] Header Manipulation configjsp: 12 SAST SCA @ Critical Suspicious o
[:| Password Management: Hardcoded Password DOS_Loginjava: 64 SAST SCA @ Critical Mot an lssue (-

BET— 7V, BEREENMEESINLEAEDN, BEELEZSITDEIEICTIVL—T 1L
INT—ERTIINET, BEEEIEEINTVWARVEEIRK, [REZE(NotSet)] OF
IKPBINFT,

[BS5EE (Priority)] ENNEDE D ICEBINTDHZMHERT 2ICIE. BERT7 A IV % RA
YhLET,

The priority of this issue has been

changed from "High" to “Critical”.

® Critical €

BELR— N TOBEEDLEZFBRORT

TTVG—2a3avnRN—=—Y3VDEETEBEELEXY INMFERAINLGEIE. £XKT M
BLER—MIZDBEREEDBIENTEET,

BEEOLEXBEREFLVEBELR—MIEDBICE. LR—PMDNRIA—9EIBET
& xS, [EHM7L R— k(Detailed Report)] & & ' [FortifyDBKEERDHTTY
(Categories by Fortify Priority)] 7= v Ry VR %AV DEFFXRICLET,

BMELR—MIBEEEEZ LEX LABEIE TN TWRIHAE(DD. [FlARLR—b
(Detailed Report)] & & U [FortifyDBSEERID H 5 1) (Categories by Fortify
Priority)] # 7> 3 VANBIRI M TWBIER)IE. RIRT LI IC. TORMRDOAENAN
—R=VIIRTINZET,
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Fortify Software Security Center

OWASP Top 10 2021

RWI-1.0

Mote: This report calculates counts based on issue priority. Issue prionty is initially set
based on the raw scan information. However, reviewers are able to modify the original
issue priority based on additional contextual information. If the issue details section is
included in the report, it will indicate the issues where the original value has been
changed.

BEEOLEIHENERAIN. [F#lAL R— b (Detailed Report)] & &V [Fortifyd
BEER D AT T (Categories by Fortify Priority)] /X5 X —49 BN FEFELIET 7 )
NT)BIRINTWBHEEIE. [TJEI T 1 TH< Y (Executive Summary)] @ [#&%
EBIDRE(Issues by Priority)] ¥21—7 T, BEAEEIEEINTWVWSREREII2DDT

AHYRIHBRRINET,

Issues by Priority

Impact

Likelihood

InS5DOLR— b [BEDEM(Issue Details)] 7> a Vi, WMEDEBLEEELE T
DBEEBENIRRIINET,

Path Manipulation
Remediation Effort(Hrs): 0.5 Original: Critical

Package: com.order.splc

Location Analysis Info Analyzer
WEB-INF/src/javalcom/order/s Sink: java.io.FileInputStream.FileInputStream() SCA
plc/iConnFactory.java:20 Enclosing Method: ConnFactory()

Enority. Overmide: 1L.ow Source: java.lang.System.getProperty() from com.o

rder.splc.ConnFactory.ConnFactory() In WEB-INF/s
re/java/com/order/splc/ConnFactory.java:16

WEB-INF/src/java/com/order/s Sink: java.io.FileInputStream.FileInputStream/() SCA
plc/iConnectionFactory.java:30 Enclosing Method: ConnectionFactory()

o o Source: java.lang.System.getProperty() from com.o
Pn m&gnegﬁlsﬁ rder.splc.ConnectionFactory.ConnectionFactory() In

Analysis: Not an Issue

WEB-INF/src/java/com/order/splc/ConnectionFactory
.java:2ge

TDBEEEICRY
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FREDTDEEEEZ LEE L TRELLRE. TOBEEEZTDEICET ICE:

1. [EE&E(AUDIT)] R—VU T, BEZSOT2EALE T,

2. [B%EDLEEX(PRIORITY OVERRIDE)] YR N9 JOAEBIT, TICRT RS vB%E
g0y LET,

3. (WA ZAMDTORBEDRY 7RI, EZEE LAEBRAZHATZIAA Y N EAN
L/ij_o

4. F LWEBLEEES LVCBEEMITONEZIXAY NEREET BICIE. [REE(SAVE)] %72
w2 LET,

LIR—KIZIE, TUIVICE>TREINLZTOBEEZEINTULAWES), £E
TINENMBRRLS, REEWLAELEEENIRMINE YT, 2 —HELEEEEZZEE
L72BEIE. ShHoDLAR—MIRBEEINENRTIINET, £OTRWVWGEIFE. L
R—MNITDBEENARTIINET,
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115.7.5. BEICX L TEFINE=NTDORT

[E5Z(AUDIT)] R—YORBET—TLICIE,. YR MIRFRS MBS L T/ T %%
EINEnEINERY [/NT%EFEH(Bug submitted)] FIMINZFNTWET,

NTEFRRTZICIE. [VIEWBUG] 7423 Aa s Yy oL, EYETONRENYT N
Syxv 7T r—vavicad4 v LEd,

v Tip
N NTERRTBICHE. RTINS hH—FFYr—o a3y THE—rShTWS
TS EGRETZNELDY T,
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115.7.6. EIRED /Ny FDEEE
TV —o3ynN—2aV0EROREARBFICERT SICIE. ROFIBICHKWET,

1. [ZFY4—>av(Applications)] T, 77U r—>avn—rsvn [BEE
(AUDIT)] R—J%#REEFT,

2. BBV ANT, Ny TFEEICSOZIEABOINTDF IV IRY IR ZFVICLE
ER

3. [BEE(AUDIT)] 27 v oLZET,

AUDIT/ASSIGN (3) X

USER
Mot assigned @
ANALYSIS

--- Multiple Selections — v
COMMENTS

CANCEL APPLY

4 ZRUCEEICI-—YZEYHTSICIE. ROFIRICENZE T,

1. [BlYYTOhAE1—HFDIRE(Edit assigned user)] R4 V@5 RIRL F
3_0

2. A—HYT7hHY Y NERDIFBICIK., [A—HD¥FE(Find user)] Ry 7 R IC
A—HRDO—EEIEITRTEAAL, [RF(FIND)] #2Uv I LFET,

BRINBZEZHIDY AT, BIYLETR1I—HDEFIZI v I LET,
4. [DONE] #2)v 7 LZET,
[USER] £/ v avil, ERLAEI—FEETNI—DPRRIINIT(ERT

BERIBE).

5. [ZM(ANALYSIS)] YA MELRBTFAT VI TELTERINTWSMDS )
o, CORED/NY FOFMERIEZERLET,
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6. BINMDARY LY ITHT T r—avnN—I 3 VIiICBAEMITOATWSRIBEEIX. £
noDy TDEZEELET,
Note

Fortify Audit Assistanth\ S8 % 511 L 7232 & &, BMDY T &L T

[AA_Prediction] . [AA_Confidence] . & U [AA_Training] #*
REAINET, INSDT 4 —IL ROFEWAICDWTIE,  TFortify Audit
AssistantDIER DR 2SR LTI,

7.(#7>ayv) [AAY MCOMMENTS)] Ry 7 RIZ. ZORIBEDOEEICEAT 2O X
vhNEAALET,

8. [EA(APPLY)] =2 )v I LEY,
SREEK

AF v VERDEE
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1.15.8. Application Security C®DFortify
Audit AssistantD &

Fortify Audit Assistant/X—3 >23.2.0D ') ') —ZX T, OpenTextid#r L L Fortify Audit
Assistant LYYV EBALF Lz, TOE2HR(GC2) TV IV iE, KIBICHEINFA
IV VERBATEY., BEEIMTCF LN TIREICLYRBINEZ NL—=V T T
—FEVSEIRMAENLZEDERY FT, RINZFERIFLVERT. RERNDOT S
r—2arvEDEEENTVEDICRY XTI,

I DY 3 v TIE, Fortify Audit Assistant G2T VYV DEEAN EREARZRARIGERT
2HEEHRBLET,

Note
e Application Security%/8N—< 3 »23. 2.0 ICEH L TULRWEEIX. LUED
(MFortify Audit AssistantT> ¥ > (GN) 25| XmEFIFTCEET, 7v I L
— K9 % &, Fortify Audit AssistantG1/N\—2 3 VigHR— bI i Ay
x99, #7777 K/X—2 3 v DFortify Audit Assistantz 4 > 2 b—J)L L T
W% 1—14%. Application Security/N\—<3 »23.2.0UUEHET 256
&, C2NN—=2 3 VILT7y T L—RIB2RELNHY FT,
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115.81. Y JD—EB L7-&H

Fortify Audit Assistantid., FR%1T 3 ERIC [FRME(FALSE POSITIVE)] & [BRTHE
(EXPLOITABLE)] &W320om% V&AL E T,

Fortify Audit Assistantz & KBRICER T 2 IC13:

o 4 % %&Fortify Audit Assistant¥ 7'IC<x v 7§ %

EATRARESEEZRET 27DICFERT %4 ¥ ZFortify Audit Assistant® [FEH
AIHE(EXPLOITABLE)] # 7ic< v 7 L. BETRWVESEMEICINILERIT 270
R %% U %Fortify Audit Assistant® [F2#&H (FALSE POSITIVE)] 4 JiZ~< v 7
LEd., CDLDICLAIFNIE, Fortify Audit AssistidOpenText Core Application
SecurityBEEEICLZREICEDILL/O—NILETILAFERLE T, FRTZ9 7D
Fortify Audit Assistant¥ 7IZ< v 7INTWSI5E. BRHOEEEICLZREN S
A—/NIVETFIVEHETERINE T, ChiZkY., CHRDY 7 bz 7RIES &
VERBRETOCRICELIEZRENEEREIND D, HREWETEET,

e MEHMEIC—BLTY IHITTS

Fortify Audit Assistant= & KRICSERA T 2 IC1d. BEEE H'Fortify Audit Assistant(
Ry TIN5 —BLTHERTZBLENHYET,

EMICDWTIE, TApplication Security1 2 4 L% J{E~DFortify Audit Assistanta 47
Y TEDTyEVT] #BRLTLEIN,
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1.15.8.2. Application Securityh 29 L% &
{E~DFortify Audit Assistanta474 J{ED
vvEVY

Application Security TFortify Audit Assistantz /9 % (i, Fortify Audit Assistant%
My JiE%E ) R NY 1 TDApplication Security h 29 LY JIEICT Yy TTE2RELNHY F
¥, Fortify Audit AssistantZ3 474 7 {&lx. Application Security& —#&IC14 Y A h—JL X
h3, BEMEERFAE LTHEINT 2OICRER [9F(Analysis)] HRY LD T
Yy T TEET, HBHWE, ZOBMT, BIOVRNIATDHRY LY T%ZBIRT BT
EETEET,

Fortify Audit Assistantzz%E 3 5F%IC [BELER %ZH8%ICT % (Enable auto-apply)] F
TV IRy I REAVIZLIBE,. Fortify Audit Assistanticxd L. DA KNS TDHR%S
L% JEICBEIMICERE 9 % Fortify Audit Assistant 9 J{E% I8R5 2 &HTE X
ER

Note

e AR LY TEEFLEER L TWARWEE, {E%VER L TFortify Audit
AssistantiC~ v 7§23 HEICDWTIE, Thzxs sy vEnEml #8RLTL
TLEIW, T74I M0 [9F(Analysis)] HRY LY T, FIZBEDTHE
MLIhRY LY TEFERTZHBEIE. LTOFIRICEWEY, £, §7%
EXd 2H. [DH(Analysis)] hRY LY T EFERLET,

Fortify Audit Assistant 44 J{&% ) 2 b4 4 T D Application Security 12 % L% J &
IRy 79 BICE:

1. ~ANv 45T, [EHE(Administration)] #ERLFT,

2. TESX =3R4 VT, [FYFL—KMTemplates)] #EBHEL. [ARILSY Y
(CustomTags)] #2 VvV LZEd,

.MmETBYI/DIEIY VI LET,
TAREINT, 9 7DFHEIRTIINET,
4. [{RE(EDIT)] 22y o LET,

5. [Y R ME(List Values)] 5— 7L T, #wmETZED [{E%{RSE(EDIT value)] K%
veE )y o LET,

[{ED;EM(ADD VALUE)] ¥4 707Ky V) AHREETET,
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ADD VALUE *

Mame ¥
Mot an |ssue
Description

Vialiie Macrrintinm
value Lescripmo

AA Custom Tag Auto Assignment *

Mot an lssue
Indeterminate (Below Mot An Issue threshold)
Exploitable

Indeterminate (Below Exploitable threshold)

O000O

Mot Predicted

Af Training Classification for the Custom Tag's Value ¥

() Skip for training
(@) False positive
() Suspicious

! Exploitable

n order for Audit Assistant Training fags fo function, the custfom tag used as the Audit Assistant
training tag must, minimally, have one of its list values mapped to 'Exploitable’ and another list
value mapped to 'False Posifive'. You cannot map a single list value to both, so you will need o

choose two different list values fo map from the previous screen.

[ Hidden

CANCEL APPLY

Fortify Audit Assistantz &3 % &£ 5 ICApplication Security A3 EINTWT, B

BERANBEMICA>TWEIHBE., [MEDEM(ADD VALUE)] 44 7RIV Ry 7 RITIE
[AABD RS L% T DEENEIY 24 T(AA Custom Tag Auto Assignment)] T 1) 7

E. [ARY LY TEDAA N L —= 9% (AA Training Classification for the

Custom Tag's Value)] T 7HhARRIINET,
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6. #TL\WMED [AAKWRY LS TDEEIEIY % T(AA Custom Tag Auto
Assignment)] T ') 7 ®Fortify Audit AssistantD FHEE —BT 256, TDF
YORY VR EFVIZT B E, EIR L 7Audit AssistantD FREICZD ) X MEAH
BimicY y FEINE T,

ZhICEY, BEEEN MEMICINTWEZIRTOTZ I r—avnN—yavaH
FRICEETESLDICRYET,

7. [ARY LY TEDAA ML —=> 7 9%(AA Training Classification for the
Custom Tag's Value)] T !) 77 C. Fortify Audit AssistantE7 /L= L —=> T 9
PBICERT 247 a VA BIRLET,

Fortify Audit Assistanth L —=> 7% I Hh'BEEET 2 I1C1E. D &£2DD ) R ME
%ZAudit Assistant L —=> 79 JIC7y TTB2HELRHY £9, 1213 [FRBRHE
(False Positive)] Fortify Audit Assistanth L —=> 7% JiCx vy 7E¥ N, £510D
) 2 MEIZ [EATARE(Exploitable)] Fortify Audit Assistantb L —=> 7% Jii< v
TINDZUEIHY FT,

8. XILICMDY A MNMEEYY TTBICIE. ATy T5~7%EYIRLZET,
9. [GERA(APPLY)] . [{RTE(SAVE)] DIEIZZ7 Uy I LET,

SRIEH
Fortify Audit AssistantD &€

NAREY LY TIEDIEN
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115.8.3. FHIRY —DEREICDOWT

Fortify Audit AssistantZ i L TOMERICBET 2 TR AT I, 3, D EH1
DDFRR) D —%EHRTIRE HYET, FRAR)D—T, FRAICHTZEHFELIVL
EBaHEIILET, ROBEDEBELIWVMEZERETEET,

o SR H (False Positive)
o ZEFTHE(Exploitable)

TI7AIFDEFELEWMEIFBO%ICEREINTUWET A, 0~100%DE TI0%EAL TEHE
TEEY, BELEWVMEZ LTS ERRROEREI’ALEL, BREINAL L I VEMU EDKE
ROAMMRYRAENET, LEWMEZFEITSHIET, VIMIVITRRICEDETTA
RS —%HHAETEIT,

INLDEHFETZIEITTEETH, OpenTextTld, FAETIHICT 74 I MNRES
LIS FERAT R EE#MELTWET, Fortify Audit Assistant=ER$2ICDN T, £
HEITDZRNL—ZVIT—9DPRERICTSADHELEEZ, RYDAF vV OERIBIMIC
mLEYZageErHY £9,

BMEELEWMECELTWATRIE FURAbhIEA. EEL X MEE TE2/EHE
LARIVIEIEFETIEH Y FH A, LD > T, Fortify Audit AssistantTld, REIN/E5E
LAJICEDKCTHEZITY 2 EATETHE A,
Note
e EIRE (LFortify Audit Assistantz &2 E 9 2FRIC. T 74 bDT/O—NILF
BIRY Y —%RBIRLET, CORYI—IF, {RERDZ T T r—2 3 01N —
TIavICHLTFRR) O—DEEINTVWARVGEICFERINWEY, 77

T—2avnN=U 3 VIZFRRY —PEEINTWSIGE. Fortify Audit
AssistantidZ DR o —%FEHL CRBEZFTML £,

ML —Z=ZV P ERICEZADHEEZTAML T, /A ZADNSETEBI &bk b, LE
WMEZARTEEY, LEWMEZECERET 2T E. Fortify Audit AssistantD F38IIC S
ZEBMLANUDIELLRYET, ZOBE. BRELIWVMELZBLTNEA DHEBEL T D,
BRHEFEAEEATREBEIND L DICRDZLD, by MDAV ET,

Fortify Audit Assistant TFBIR ) > —%Z2EHET 2 AEDFMICDOWTIE,  TFortify Audit
Assistant Documentation] TFortify Audit AssistantNJL 7SR L T I W,

SREH
77— a3 v N— 3 iIx L CFortify Audit Assistantt 7> 3 VAR ET %

Fortify Audit Assistant®z&7E
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Fortify Audit Assistant® BEIFAIICDWT
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1.15.8.4. Fortify Audit Assistant7—2 700

Fortify Audit Assistantz={#fR 3 507 -2 70— I3 RODEHYTY,

1. 8= 3 V23 20lFICT7y 72U L— R LRI, Fortify Audit AssistantD 3% E %
BHLET., FMICDOWTIE, Fortify Audit AssistantDEREDEFHE=SBL T L
Iy,

2. Fortify Audit Assistant7 Ao >V FE2EEL £ T,
1. https://analytics.fortify.comIZ# &I L £ 9
2. [PHhoY NDRBRETTHM? (Needan Account?)] YV o%0 ) vy LET,

[Fortify Audit AssistantT 7F > b ®E K (Request a Fortify Audit Assistant
Tenant)] 7V« >V RUAREHETET,

3. 281 BEHREAAL. [FEH(Subscribe)] #0Yv oI LET,
ABLEBEBIERIND E, FIDTFEFA—IUDEEET,
3. Fortify Audit AssistanticO 74 >~ LT, 1DOUEDFRRY o —%/EXKL F T,

Fortify Audit Assistant CFRIR Y o —%E&HT 2 HEDFMICDOWTIE.  TFortify
Audit Assistant Documentation] TFortify Audit AssistantNJL AR LT X
(A

4. Fortify Audit Assistantk—2 v &#ER#EL £ 9,

FEMIICDOWTIE,  TFortify Audit Assistant Documentation] TFortify Audit
Assistant~NIL 7 E SRR LTI,

5. [Audit Assistant] *R— T, JROFIEEETLZE T,

o Fortify Audit Assistant~DEHEEFZELTCTA ML, [R)—DOEH
(REFRESHPOLICIES)] #2)wv 2 LT, [T7A4IMDFRARY>—
(Default prediction policy)] ) X MIEZBEIAALE T,

o T7AIMDFRAR)—ZEBELZET,

o (#7723 v) Application Security ©. REEEDREBE% FRIXHR & L CTFortify
Audit AssistantiCBEIFICERE TE S LHICLET,

o (4 7 3 ) Fortify Audit Assistant T, B2 4% L% JICFHE%S BEIHIICERH
TXBLDICLET,

EMICOWTIE,  TFortify Audit Assistant®&E] =SB LTI W,
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6. Application Security CT7 7)) r—o a3 v nN—y a3 Vv ERE BRFORLEEAL v
>~ % Fortify Audit AssistantiZXE L £ 9,

CODRARTyFF ThL—=v 7] EMENFT, FHICDOWTIE, TAudit Assistant
ANDML—ZVITF—=9DEEFE] #S5RLTLEIW,

7. Application Securityde7 7’) ¥ —> 3 »/N— 3 U B E. OpenText SASToO ik
R % Fortify Audit AssistantiZEE L 9,

8. Fortify Audit AssistantA 5 i 52T L5, EREZHIAL. BEISCTRELE
ER

9. BIE X M7= #ER % Fortify Audit AssistantiZiXE L £,

REBR

FHRY) —IZDOWT

Fortify Audit Assistant®z&E

77— 3= 3 7% L TFortify Audit Assistantt 7> 3 VAR ET S
TPV r—avnN—=UavoBBEREEERFRAEZEMCTS

Fortify Audit Assistant~dD kL —=> JF—49 DEE

Fortify Audit AssistantD#&ER D#EER
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1.15.8.5. Fortify Audit AssistantD#5R D
Eﬂ

DGR % Fortify Audit AssistantiZiEE LT, BBDOFHEART L b, ERAHERETE
S

Fortify Audit AssistantD#ER %= RRT 5 ICI:
1.77)r—=avn—=ya v [BE(AUDIT)] R—IUZEXET,

2. EETIMEERT-T BITIE.  [Fortify Priority]l U221 >4, [Groupby] ') R
b, && [Filterby] VXA MZ2ERALEXT,

[ NFICEDLBEDRT] & BFER-—VEEBER-VIIRFT2HEEZ T 1
IWENIET S Z2ZRLTLLEIW,

B.BET—TIT, FJI—TERRLIEBEE. JIL—T%=#RBEALT. JIL—TILEF
NTWBREEERRLEY,

4. BBZRERAL CGEHEHZRTTBICE. T—TILVHDOZETB1T27 ) v I LET,
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Criticality «  Tagged @ 12
High E:-a'pl::ri’rable*'

Q) SUPPRESS = GET TRAINING > = s
AUDIT DETAILS RECOMMEMNDATIONS
USER -

Mot assigned &
ANALYSIS & o
Exploitable v
AA_PREDICTION i)
Exploitable v
AA_CONFIDEMNCE i)
COMMENTS

5. [9#(Analysis)] ¥ 7LV T7 TN r—arvnN—=y 3 VICEAERITSOhTWSZ
DI RTDARY LY TIZMA T, [BEE(Audit)] ¥ TITIERDEDHARTRIIN
7,

o AA_PREDICTION—Fortify Audit Assistant2RIZEICEI Y & T-BATREM L X
o

o AA_CONFIDENCE—Fortify Audit Assistant®> [AA_PREDICTION] {E&® iEf#
MK B ERRIE.

Zhid, 0.000051.000D&HMEADETRINSD/N—EVT—ITT, &
i, 1E0.9941F, 99.4%DIEFL NI ZEHKL ET,

6. ER R IHMAARII N/ [AA_Prediction] & —H T %1581E. ARIYLY YT
ED') A M5, Fortify Audit AssistantfHfi IS G 2EEEIRTE XY, Thl
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NADZEIE. BIDARI LY TEEBIRLET,
7. [RF(SAVE)] =7V v o LZ9,

SRIER

Fortify Audit AssistantiCD W T

AFx v VEERDE
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1.15.8.6. Fortify Audit Assistant® b L. —=
VT2 WT

aA—HiE, A¥ v VEROEERICEETEMNT o 7REZHEA L TFortify Audit Assistant
ENL—Z=ZVJTEFEY, AP REITEINL VI T %2ERT I &ICLY,
Fortify Audit Assistantid, I —HDRERNTERITINTWVWET7TUI5—> 3 VIIRLTE
YEETCEEMDOREWTFRAZTAET, £ET2T—F1F. BEEFAODMERICEDL
TERBLVEREIN, BETRWAYT—HTY,

T 74 J)L b TlE. [Audit Assistant k L —=> 4% &' (Audit Assistant Training Tag)] &
LTHDARY LY THNBIRINTVWAWES. [Audit AssistanthkL—=> 4% 4
(Audit Assistant Training Tag)] 754X ) ARSI LS TE LTHREINET,

ML —=> 475 —% %&Fortify Audit AssistantiZi2ft 9 % & 5 IZApplication Security % 5%
EY 5ICIE:

o [Audit Assistant b L —=> %74 &' (Audit Assistant Training Tag)] & L TFERY 3
WAL TERIRLET, 720D [DH(Analysis)] hRY LY T AERT
3286, BOTERLEY VEBERTZIEETELET, HRAI LY TEERLAR
WiF&. Fortify Audit AssistantTl& 74 < V¥ I NMERINE T,

o HAH LK J{E%Fortify Audit Assistantd kL —=> 7% JEIZX Yy TLET,
e NL—= 4 F—% %Fortify Audit AssistantiCEE L £ 7,
SRIBER
Fortify Audit Assistanth L —=> 74 7 D&EIR
Application Security1 2 4 &% J{EADFortify Audit Assistantati 4 J{ED~Y v E>V &

Fortify Audit Assistant~®D kL —=> 7 F—4 DEE
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115.8.6.1. EEEENTo-IREAMALTE
FILENL—Z=VTT B

FAT 2% 7 %Audit Assistant¥y J'IC~vy 7 LT, BEBEFH»OTEREXEET D&, BB

EANTLARENEEICAN SN T, Fortify Audit Assistant® T3 AR D F38IC X 5 (1
o2k DERYET,

NL—=v 7 F—9a8ARRIEAT SICIE. [EFRETRE(EXPLOITABLE)] & [EB#&H

(FALSE POSITIVE)] OB A DM %#EEICEHZIBENHY £9, EFET &IC1,5000
DRIEAEIET % &, Fortify Audit Assistant® TR KIBICHEZE I NS IZTTT,

Note
=:=x
/| A
[FR
=bg
A Y

L

1 H1-Y1,500DREEIC. HET HHD [FBERATR(EXPLOITABLE)] &

R (FALSE POSITIVE)] OERIFASEFNTWBIMELrHY FT, L
TARTCDEEHNEBFICIOLIVMEIGET S EERY FH A,

I DWTIE, TAudit AssistantO hL—=—> 712D WT] #SRBLTLEIL,
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1.15.8.6.2. Fortify Audit Assistanth L.—=
VT8 T DER

Fortify Audit Assistant bk L —=> 7 %Z8&E 3 % IC1d. Fortify Audit Assistantx kL —=
VIS BEOIERTEINRILY T ZRTDVENHYET, DRI LY T%ERL
BRWESIE., T4V IR ERINET,

Fortify Audit Assistant¥ 7' %#3#R$ 5 ICId:

1. EBEELTHI VIV LET,
2.~y 4T, [¥v>aR—K(Dashboard)] /& [FTFVr—vay
(Applications)] %#:;&IRL £9,

3.7 =23 vynRN—=—Ua v ERBRLTHA S, [EEFE(Audit)] #BRLET,
4. —JLN—T [FAT7 74 I(PROFILE)] #0)Vwv o L%T,

5. [PFY45—<a>7a7 74 JL(APPLICATION PROFILE)] ¥4 7O4 Ry 7 2
T. [HRHLHZ(CUSTOMTAGS)] #BIRL 7,

6. [Audit Assistant k L —=> 24 4 (Audit Assistant Training Tag)] & L CERT 3
ARG LY TEERLET,

7. [AANL—=T% JDRER(SELECT AATRAINING TAG)] =2V v U LZET,

[Audit Assistantb L —=> 74 7 DRR
(SELECT AUDIT ASSISTANT TRAINING TAG)] #1470/ hHAX 9, #EIRLEL
ARGLY TN —ZV TRICEEREINTVWRWEGSE., [AANL—ZVT%
7 DRI (SELECT AA TRAINING TAG)] Ry 7 RICIE [KREXE(Not Set)] &FRRI
nxd,

8. [AANL—=Y 44 #/DRIR(SELECT AA TRAINING TAG)] Y X hH 5, Fortify
Audit Assistant L —=> 79 - LTHERTZHRAIYLY T ZERLET,
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1.15.8.6.3. Fortify Audit Assistant~® b L
—ZVIT—Y9DER

TINr—=2arynN—="3upexa ) T4 EEBICE >TEEINAEK. ML—=VT
7 —4% % Fortify Audit AssistantiZEETE T, EFT 27— k. BEEEZFADDTER
ICEDWTERBLUVEIEI N, BBETRWAYT—4HTT,

7 7 # )L hTlE. Fortify Audit AssistanthL—=> 7% & LTCTSAR ) DRI LYY
MERAINET,

ML —=> 77 —% %Fortify Audit AssistantiZEF 9 % IC13:

1. [¥v ¥ aR—K(Dashboard)] Ea—F7%lE [7FVY4r— a > (Applications)]
Ea1—T, fEOT7 TV r—vavnN—yavaZRLTHS, [EE(Audit)] %
ERLET,

2.Y—)LIXA—T [FA774J(PROFILE)] =2 Y v LZET,

3. [7FY45—>3>7FO7 74 JL(APPLICATION PROFILE)] #4 7O KRy U R
T. [Audit Assistant b L. —=> % (AUDIT ASSISTANT TRAINING)] # 7% % )
v LFET,

[Data last sent for training] 7 1 —JL KIZIE, 77 ) r—>3vnN—=o3vo b
L—=v 77— 9 DNRBIGEEINZHMHEBHRIRIINE T,

4.3 LWNL—=V T 57 =4 %%ET2ICIE. [SENDFORTRAINING] =2 ) v oL
9,

5. [BAC%(CLOSE)] 20 )v o L%d,
6. [7—7 4272 MARTIFACTS)] #2FRL. 7v 7 O—KD [RF—HR] 741
—JL KIC [5E 7 (Complete)] ERRINTVEINEIDEHELET,

WIEBHATET LTV, [EEE(AUDIT)] R—Y THRRERRTEET,
SRER

Fortify Audit Assistant®D#ER DR

Fortify Audit AssistantiZ D\ T

T r—oavnN—=yavoEHEREEHFEEMICTS
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115.9. 7 —TF VYV —RF—H5DIT Y AKR— b

[#—7>Y—23YR—F > F(OPEN SOURCE COMPONENTS)] R—JICKRRIND
F—=TVYV—RT—=H%THY RAR—MT BT

1. 77)5—>2a3ynN—=oa3vDA—TVvY—RTF—9%F7yTO—RKRLEE ZO7
TV —vavnN—oavd [F—FYY—ZX(OPEN SOURCE)] R—UEZEIRL F
ERR

2. [TV RAKR—BMEXPORT)] 20y o LFET,

EXPORT C5V

File Name *

File Name

Motes

Description

CANCEL

3. [Z74)V4&(FileName)] Ry 7 RIZ, £ T 3CSVI7 714 ILDEZRIZANDLE
j_o

4. (7> 3>) [Notes] Ry 7 RIC, EMINT 74 IICEAEMITDIAETEEASL
9,

5. [RF(SAVE)] 20w o L&ET,

6. TV AR— M INBRERTT 5ITIE:
1.Av8T, [LR=F] 22U Y I LET,
2. [F—4THRR—KNDATAEXPORTS)] # 75Uy LET,

B ERDTFT—TIVT, TIVRAR—MNINET7AILDITERAVNLT [V
O— K(Download)] K4 vaa% 4 ) v o LET,

EROCSVI 7ML, #—FV Y —R7 1 —)L KH <code><engine_type>.
<field_name></code> & L THRRINE Y, /=& 2 I1E. SONATYPE.cweurl A°
[Sonatype CWEURL] 7 14 —JL RIZHIG L TWE T,
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CSVIZ 7 A LHDHIBRE N2 ETREFSNDHEZHE ST 5ICIE. [YVaTRATYV1-FE
MHOFRE] 2BRLTKEIV, INLDLR—MDT 7 4L NOBEWERIE2EHTY,
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1.15.10. Application Security & Fortify
Weblnspect Enterprise D&

Application Security & Fortify Weblnspect EnterpriseldBRICEAE I, A ¥ v VER%E
HETEEY, BEEEL, I—FMI V9T —ADSEMRAF v VOEREEETZ &
£ETEEY, 2DEY Y 3Tl OpenText DASTD#ER % Application Security I[Z&R =
THAEICDOVWTERBAL., BNRA* v > Z2EKY 5F/E%ZApplication Security® 1 —(C
~LET,
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1.15.10.1. Application Security C®dD
OpenText DASTL i RDRT

OpenText DAST T, AF¥ v VERFIERT — Y LEET—9)PFPREATREI N, 1
—HZ % Application Securitylc 7y 7O—RTExFd, [AFv o T7—FT14777h
D7y 7TO—R] #BBLTLEIW, OpenText DASTOEREDEEMIE. OpenText
SASTHRE, DT F+SA HTHLNMIINAMBEICEA L TRIINIBEEEIXERY E
ER

Important

OpenText DAST % Application Security & IEE (LA T 5 ICIE. Application
Securityth—/Y & OpenText DASTH —/ND@EAIC, JavaT v ¥ 4 LARIETIE
BMINDCASIRAEAZ A VAN —ILTE2RELNHY XT,

[CODE] # 7DERA VICH B [Overview] 7> 3 ViCiE, HERICET 29~ IR
& [Implications] 7> 3 v ARRINZF T, [Additional References] 7 3~
I, EATREAEET Z2SROY A MDRRINET,

FRORA VIZIE, ROBHEHARRINET,
URL—ESSE AR S hicWebt 1 b R—Y

XY w K(Method)—XEICHEAINBHTTPX YV v R(GET. PUT. POST# &)
fE887%2/85 X —# (Vulnerable Parameter)—fE5372 /85 X — 4 D&l

KB {1 O— K(Attack Payload)—fft 55 = BRI 57HICA O— K& LTERAINS
Yx)d—NR

CDERDTICHZ [Request] 72 a VICIFThNIERNARRTIN, WEHNBFARXR

TINZXT, [Response] TV Y aVICRHERADIGENRIZIN, b ADEBART
IhET,

Note

e IREICNAFT ) T—9FLIEKREDGBOKBEZBAZ)T—IDNEENTVNSIE
&ld. [Response] 7 3D TEIC [Download Response] 1% ¥
RAINET, INSDREETFRANIZ7AILTHY o >O0—RT BITIE.

[Download Response] =7 1) v 7 L9,
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O | cross-site Scripting hidden_AdminControljsp WEBINSPECT Critical —1
</> CODE @ COMMENTS & HISTORY @ ATTACHMENTS © SUPPRESS | | 7 GET TRAINING | < 2> @z
v o . URL: http:/ftom .spidy! ics.com:80/riches/ 10n

verview B . B
/hidden_AdminControl.jsp
~
Method: GET
Cross-Site Scripting vulnerabilities USER
i " Vulnerable users .
were verified as executing code on the —— Not Assigned ,
web application. Cross-Site Scripting N
occurs when dynamically generated Attack Payload: users: 12345%3csCripT%3ealert(64872)%3c%2fsCripT%3e ANALYSIS e
web pages display user input, such as
} p? _pyh . P : Not Set h
login information, that is not proper
9 property V¥ Request
wlidatad allawing an attarkar tn
COMMENTS
¥ Implication [GET /riches /pages/common/hidden_AdminControl.jsp?actions=12345&message=1974&users=12345% S
Referer: http://tomcatss.spidynamics.com:8@/riches/pages/common/hidden_AdminControl.jsp Type Here.
User-Agent: Mozilla/4.@ (compatible; MSIE 7.0; Windows NT 5.1; SV1; .NET CLR 1.1.4322)
o Accept: */*
XSS can generally be subdivided into Pragma: no-cache
- Host: tomcatss.spidynamics.com
two caregories: stored and reflected X-Scan-Memo: Category="Audit"; Function="createStateRequestFromAttackDefinition”; SID="D
attacks. The main difference between Connection: Keep-Alive
L . Cookie: CustonCookie=WebInspect74567ZX283F9C295F5541D79D520A8000293A15YAG29 ; ISESSTONID=C
the two is in how the payload arrives m
at the server. Stored attacks are just
. < >
that..in some form stored on the
target server, such as in a database,
or via a submission to a bulletin board V¥ Response
or visitor log. The victim will retrieve
o HTTP/1.1 200 OK ~
and execute the attack code in his Date: Thu, 15 Sep 2011 16:46:10 GMT
B X-WIPP-Version: java / 1. / tomcatss_
browser when a request is made for X-WIPP-RequestID: fcd7ba7+-5c93-484b- SB7F 67¢11698778b
the stored information. Reflected Content-Type: text/html;charset=1S0-8859-1
« he other hand, § Content-Length: 901
aftacks, on the other hand, come from Vary: Accept-Encoding
somewhere else. This happens when Keep-Alive: timeout=15, max=1
R o Connection: Keep-Alive
user input from a web client is
immediately included via server-side «<form method=get action="hidden_AdminControl.jsp’>
Shell Command<br />
scripts in a dynamically generated <input nam ctions” type=text size="80"><br/>
e P e . v <input type=submit value='Execute’><br /><br />
Automated shutdoun message (sent to everyone by default)<br />
<input name='message’ type=text size="8@"><br />
<p><i>Send to Specific Users (semicolon seperated list)</i><br />
v Additional References <input name='users’ type-text size="§0"/»<br/>

<input type=submit value-'Broadcast Alert’>

HP Cross-!

te Scripting Whitepaper "
http://download.hpsmartupdate.com
/asclabs/cross-site_scripting.pdf

OWASP Cross-Site Seripting <hlrEmergency Broadcast sent te usersi</hl><pre>12345<sCrIpTralert(64872)</sCrIpT>
Information </pre>

http://www.owasp.org/documentation

<hl>Transactions reported from database for account <i»12345¢/i></nl>
/topten/a4.html

) <br /><br [><b>Debug Code</b><br />
Microsoft <i>Note: This code should be removed once debugging is complete for bug 192203 (inspec
) . Account Mumber <input name=‘acctno’ typestext size="15"/><br />
http:f/support.microsoft.com <input type=submit value='Retrieve’>
/default.aspx?scid=kb;EN-US; </Form> v

q252985

Microsoft Anti-Cross Site Sci
Library V1.0
http://www.microsoft.com/downloads
/details.aspx?familyid=9a2b9c92-7ad .

< >

[RF v F(Steps)] 4 7k, OpenText DASTDRER 7 7 A ILICRAT Y THEFEFNTWS
BRICOAMERATEET,

B0 & HEREIRORT

BIBDBMDEME HEEIEZ RS S ITIE. BEY—ILNN—T, [HLWY TTHL
(Openinnewtab)] (X7R% >, Fiid [LEEICHK(Expand to full screen)] «7R%
vEJ )y LET,

[¥#ll(Details)] (CIZ. CHORBIETHARZIABRICETIRENRTIINET,

RBICHT 2 5%ICEAT 2HBEEFEE LY A2RRT BICI1E. [BEE(AUDIT)] Y R b+
M5 [#IEEIF(Recommendations)] #&IRL £ 7,

BEZEETZHECOVWTRE, T RAFv VERDOEE] 2ZRLTILEILWL,
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115.10.2. OpenText DASTEE&E T —4

A7 VU—=r 3y MIMA T, ROBEEDEE T —4 H*OpenText DASTH S Application
Security ICERIEIN X T,

o [ES81 X £ (Vulnerability Notes)—OpenText DASTDMESEM X Eix, BEI XV bk
& L TApplication Security ICERiE I E 7,

o EMAI N (Ignored Vulnerabilities)—OpenText DASTT [£#&(Ignored)]
T = HMHF SN HESSME L. Application Security~DEREE IC [#1iE
(Suppressed)] ¥ — oM fFiFonExd,

- B
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1.15.10.3. S5

Application Security(Z ik, OpenText DAST®D 2] AT —9 RICEHEHBYT IR T
— Y Z2EHY FtH A, OpenText DASTL—HAMHEMEEREHEE LTY—2 LIZIGE. i
SSMEIMETEMEY R RO SIERRICINT, BBEHT Y EOSBRAINET,

BB AT —4 A% Application Security TTI 2L — K3 3ICIE. T7 1)L NOEHFH
ALY THEFEHTEE T, Application Security TOpenText DASTD R I [2#7
(Analysis)] {& TERETRW] AEIY BTSN ET, OpenText DASTORIEZ) X & A
DYMNDORIEFEIIAL—MTRLHIC. BREIL T#iE(Suppressed)] & LTv—
JINFY,

D Category Primary Location

|:| Poor Error Handling: Unhandled Exception s index.jsp

Note
B BIRLABFOED TBRBETRWN] DSEEINAYRITTWSEIEGEE, HHW
i (BIF] VARD 7 TN r—2avynN— 3 U bREINTUVWRIES. B
MEBRAT—Y ADBEIFEDLDNE T, COBEIL k] Ev—23IhTWE
ERS

SRIER

IR DRIRERE DR TE
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115.10.4. IR R &+ ¥ ~ &K Z Fortify
Weblnspect Enterpriselci({E§ 93 %

OpenText DASTARIZEICA Y A h—ILI N, ROVWTNHADEEINEYHTHRT WG
AlIZIE. R F v >~ % Application Security ™5 ERTE X9,

o EEE

« EXIYF4Y—F

o YR—T¥

- ARE

PINVG—=2avnN—=a3vDRF v VEKREFERT BI0IE ROFIRICRVNE T,

1. [#v > a1K—K(Dashboard)] Z7i& [7 7Y r—< 3~ (Applications)] £ 21—
DO, AX v VITBETFTYUr—vavnN—TavaERRL, [P—F4 2777k
(Artifacts)] #EIRL F 9,

2. [7—74 7 7% MERE(ARTIFACT HISTORY)] R—Y T, [BIHRF+v >
(DYNAMICSCAN)] =2 v o LEY,

B.RDRICTRIBEHREEELE Y,

RDFRICIE., I—HFF LB DApplication SecurityEEBEN Y A7 LAIEINL A
AYLBHNAF v VERHREFEFNTLEEA,
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B+ v VEHY

URL

Site Login

Site Passcode

Network Login
Network Passcode

Related Host Name(s)

Web Services Used

Technologies Used

Compliance Implications

Allowable Scan Times

WSDL
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#%EA(Description)

(BR)AF ¥ F 591 bDURL

AxX v 9B MNIOTA VT B
DICHEBRI—HHZ

YA NADT I ERICFERTB/NRD
— K

Yy N7 =R ERI—T
v N7 =R BEIR/INRXT—R

PTG — 3 RF vV TESLR
A b

AXx vV BT7TVr— a3 hER
T5WebH—EZXOAYIRXEIY DY)
2k

2AXxvU§BHYA NTHEAINSE TS
JOYoOohAVIEYgYYDY R b

AV TSATYVRICET BENLRE
ZICHY 215K

TRAINRAF v U Z2ETTESHE

Bl: 2018FE9H3H N 52018%F11A30H
FT. REANSEER. 17:00n5
06:00

ATV 21— )LERELTERTREITITS
KbUil, F<CICRFY VERTTE
£7,

WebH—EREHMEZEZE 7 7 1)L
(*wsdl, *webmacro. ZF7=IE*xml)
=5RUTGERLEY,

Page 576 of 695



3 opentext"

Application Security 25.4.0

Note

OpenText DASTTRF + VERAUE T 2EMNT XY, EVERRAYR
ORAVTSATVANDEERE, 7 TYsr—vavnNn—yay
DEMLICEKEZFR OBENSHYET, TRYIE. BEBEOWebH —E R X
Yy RaEFALT, 77U 5—vavyn—yavoEEasRETE
ER

4. [SUBMIT] #2)v o LZET,

Application Securityld, ZERDZEEFEIRH L/ =BT E2A v E—I%ZRTL
7,

RIS, AF v VEREERL THE T 50penText DASTF R4 1, $8E LRI
A¥ v U AERERTL. Application SecurityiICiER%#7 vy 7O— KL ZE T,

5. Application SecurityEI## % 7= I&Application Security7 24 THNIE, BRI
B R ¥ + > % Fortify Weblnspect Enterprise N S EBICERITTEE T,

SRIEHR
Application Security TMDOpenText DASTO G R DR

Fortify Weblnspect Enterprise DEIFI X F v+ ~ B3R DULIE
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1.15.10.5. Fortify Weblnspect Enterprise®
EIRR ¥ v VERDILE

EIEE F /=l Application Security7 2 ¥ D& EI A F> TW BB EICIE. Fortify
Weblnspect Enterprise % #28 L T. Application Security 1 —H A% E L8R+ v+
BERERRELVCURETEET,

Fortify Weblnspect Enterprise CEIFI R ¥+ V BER % LEB T B (1TI1E. ROFIEICHKWNE
ER

1. Fortify Weblnspect Enterprise TApplication Security = ##3{t L TH 5,
Weblnspect Enterprise Console% {&F L TApplication Security7 7)) or—> 3 o\
—Y av%&Weblnspect7O> =7 b &EH L & 9 (OpenText™ Fortify Weblnspect
Enterprise1 —Y% 74 K& 50R

2. Application Security® [4¥v < 2 R— K(Dashboard)] 7/l [PV 45— 3>
(Applications)] Eax2—n5, IR T+ VABRINWAT S r—>avnN—U3
vEZEIRL, [7—7T 4777 MArtifacts)] Z:EIRLZF T,

3. [7—541477% MARTIFACTS)] R—T T, [WIE%REEIJ 5 (LAUNCH WIE)]
=Yy LET,

4. Ny FDFT. [RF¥+¥VER(ScanRequests)] =71y I LFT,

[RF ¥ YER(SCAN REQUESTS)] £ 1 —ICi&. Application Securityh & Fortify
Weblnspect EnterprisellEEINBMAF v VERITARTHA—ERRINZET,

5. REPDEKRZZEIRLEY,

6. TDORA D [Details] ¥ 7® [Status] ') X bH» 5 [InProgress] %:&iR L.
[Change Status] #27 U v o LEd, 77V r—>arynN—=yavilBEYETobh
TW3a1—IE, Application Security TR ¥+ VERNMEREHR TR B> DEE
RBTEDBLEIIRYET,

7.Ea—®DLEET [CreateaWeb SiteScan] #71) v/ L, XAF¥F+ 01— KDF
IE%527 L TRAF+ > %E{TL. Application Securityll#ER%= 7y 7O— KL F
¥, EHMAFIEICDOWTIX FOpenText™ Fortify Weblnspect Enterprise 1 —4 441
Rl 28R LTLEIW,

REBR

BB R ¥ + >~ E3K % Fortify Weblnspect Enterpriselli#E9 %
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115106 BHRAF vy VEKRERES LUF
vEILT B

TN r—oavnN—=—Ua3 VIR L TREBICEEINAHNAFT Y VERODRAT—Y R %
RILTBITIE:

1. 2AF v VEREZELLET7TUr—o3ynN—3 v OFER—T0 [BME] 4 71
BEhLEd,

2. [Dynamic Scan Request] ') X hH5, [LastScan Status] ZZERL X7,

Application Security IZ. R F v+ VERDPEEINLBALEEFL. BLUVEKRKAT—49 R
DREHRHATRRINET,

BN+ v VERRRE

R F v VEREZEE LETEMRF v v EK%Fortify Weblnspect Enterprise (i
E9 %2 %508). EXRIZPENDINGIREEICARY £, TR H'Weblnspecthr 52 F+ > %
B9 B E. BXRIKREIZIN_PROGRESSIC7Z Y £9, Weblnspect7 R DB RF vV &ETT
&, AFx v VERIICOMPLETEDIRREICAY 9,

BHNAF v YERNMREBADGZEICIE, TOBRZH\EIIFIFr oy EILTEIY, K
L. ZF v UDMRFEZETCIC EDF v v EILBTERSCRYIET,

BMRAF v VERERET S

BHRAF v VERZRET 5013

Note

RETZZDIE, EELERAXFY VEREIFTY,

1L.EMRAFT v VABRLET VA —23ynN—=3 VDEFBR—TUD [Issues] 47
ICBELET,

2. [Dynamic Scan Request] ') 2 k5 [Edit] ZERL ZF T,

3. [BIMR v Y ER(Dynamic Scan Request)] ¥4 7OV KRy U AT, A X+
vEMDOEERELTHS, [EFE(Submit)] 22V vy o LET,

BNy VEREXVYEILT S

REBHPOFHRAX v VERKZF v EILTZICIE, ROFIRICHEWNET,
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Note

FvoEITEBDIE, EELERF Y VEKXKEIFTY,

1.BMAXT vy VEERLATOVII MN—U 3 VOFEMR—T O [Issues] ¥ 7ICF
EBLFT,

2. [Dynamic Scan Request] ') 2 kA5 [Cancel] %3&EIRL F9,

Application Security Tld. REDHFMAF v+ VY ERZF v I TEH I EZ2HRT
LIk 7OV TIBRRINET,

3. [Yes] #0)vy o LEY,
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115M. F—TF VY —RF—H DERT

Application Securityxf &M OpenText Core SCAZ 7=i&Sonatype/X\—H% TS 74 V%45
yO—RLTAYRM=WLTEMET D E FMEDT ) r—2avR"—=Ya VICEL

TPy 7O—RINF—TVY—ABEEHUET— Y E2RRTEDLDICRYET, 77

T—2avnRN—IJavVIiCBLT7Zy 70— RIhAERIE. [BEEAUDIT)] R—VFEL

& [#—F>Y Y —Z(OPEN SOURCE)] R—INSHRRTEET,

[BEZE(AUDIT)] R=IDSDA—FVY—RT—HD
R

[BEE(AUDIT)] R—IUDSA—T VY —ZAMRBUERRERTT 5101

1. ANy &7, [PFY4s5— av(Applications)] %#EIRL 7,

2.7 —TF VYV —ROBERI Ty TO—RINTWBET7 ) r—2 30 8—U 3 0 5&ER
LEd,

3. [B5E(AUDIT)] R—T D [FIV—F{FH&(GroupBy)] YR kH S, [WF1 7
(Analysis Type)] #&EIRLF7,

4. [DEBRICKED] ~v #%7/-I1d [SONATYPE] Nv ¥ ZREL TH L., HEREZRAXRS
TERREALET,

R I B0penText Core SCARESEMT — 49 2R 2 HEICDWTIE, Debricked®d R
FaXVMESRBRLTLEIV, RRINDSonatypelesittT —4% IR 2 AEICDOW
Tik, SonatypeD RF a2 XY FEZSRLTLLEIL,

F—TVYV—ABEREEETI2HEICOVTE. [DEROEE] 28RLTCES
(A

[A#—7>Y—X(OPEN SOURCE)] R—IHhS5DHA—
TOY—RATF—H DR~

[F#—7>Y—X(OPEN SOURCE)] R—I W oA —TF Y —RERAERTT BIC1T:

1. ~Nw 5T, [PFY4—av(Applications)] #EIRL FT,

2. A—TVYV—RADERHIN Ty TO—RINTWB 75— aynN—y 3 v 5aRER
LFd,

3. [#4—7F>Y—X(OPENSOURCE)] #71) v L%,
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[#—7F>Y—X(OPEN SOURCE)] R—JlE, BIRLAT7 TV y—T 3 v/N—TU s
VICEATR2A—T VYV —ROERI Ty TO—RINTVWBEEICOARTIINE
ER

4. [OPEN SOURCE COMPONENTS] 7—7JV T, #ANZBEBDITZ7 ) v I L&
EE

' orgapachestuTs/struts2-cone CVE-2018-11776 2.5.10 m maven Mo Source License

File Hame struts2 -core- 1.5, 10 jar Category Wiglnerabde 055 : CWVE-2018-11774 Analysis Mot Set b
Priority Critia EVE Commanis -
Evidance Wi CWE CWE-2 SUpprais O

Inwoked s Controllabls ves

RDRIC, FHOGPZRLET,
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74—V F §iBA(Description)

File Name B MEIN/ZaOVR—XVNT 7
1 ILDEHFI,

Category 0OSS1 vFwv U XAFTT"Y: Common

Vulnerabilities and Exposures ID

Analysis(Z7=dEIY HZT oD T [#—7> Y —Z(OPEN SOURCE)]

ZA4<) 5 R—IDLBELEEET 2HEIF. T
DYRIDBEYHETE T4 Y
JEEERTEET,

Priority Fortify O &5 & 14

CVE HEsstEICEIY BTSN /ZCVE
(Common Vulnerabilities and
Exposures)ID&S, Y270 ) vy
$5&. CVEY A M LD DM
IRERRRICEEBE L X7,

Comments [#—7> Y —X(OPEN SOURCE)]
R=IDPLEBEEET A, 2
CIKCOAXY MNEBIMTEXY,

Evidence MeSs D IO S N 72356 0 HI =T RE
BIBEDEERANDY > 7,

CWE Common Weakness Enumeration,
D)o L) =) v o9
% &. Common Weakness
Enumeration®Webt 4 KA E. F
RINEVYINIZT7OHERYATD
AR INE T,
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74—V F §iBA(Description)

#N1E9 % (Suppress . X
(Suppress) MEICEAA BB BAR, T

Fv IRy IREFVICLES, @
RO DFFMIC DWW T, #HE, HI
fr. BLUHRTOBMEICOVWTES
BRLTSIEEWL,

Invoked D7 4—I)LRICIE., O— R FATHE
NIEVPHI NI E I DI RRINE
ER

14 RS
HlI{E1 A BE (Controllable) TDT 4= RICIE. 1—F AT

DZANDAY Y RELISEBUICEEL
EDEIDIPRRIINTT,

KI5 0penText Core SCARESEMT — 4 #fEIRT 5 A/AICDWTIE, Debricked®d K
FaAVMESRBLTLEIV, RRINBSonatypeffesstET—4 =R 2 AEICDOW
TlE., SonatypeD RF a1 XY hESBLTLEIW,

SRIER
DebrickedD#ER A2 KRR T B 7O DHEF

SonatypeDiER %= RRT 5 1O DHEE(H

This PDF was generated on July 6, 2026 Page 584 of 695


https://docs.debricked.com/
https://docs.debricked.com/

3 opentext" Application Security 25.4.0

1.15.12. OpenText Core SCA (Debricked)
SBOM (Software Bill of Materials)D %' ™y >
O— R

Software Bill of Materials (SBOM)ix. Y7 Nz 77 Y H5r—avilg&fEFhsdy 7 b
D7 DIREFERBRD) ARNTY, IhIZIE,. BEFENLKRERRZRICINA T, BEEMNLEKERE
BRTHERAINIKREEREENTLIIBEBBNAKRERREEMIEIND)EEENET,

SBOMTIE, V7 NIz 7 DEEBFIERINZ Y TS54 Fz—VBERIHBAINET,
SBOMIZ. CycloneDXFTY,

SBOM%JSONZ 7/ J)L&ELTH o vO—KLT, FHLTWSRA—TYY—aVKR—
XY M EFMTEEY, SBOMTIREINZBFERZEIC, FRALTVWERAA—=Yarhr O
VI MIFHLTRED., ThEBRDON=V 3 oA —T Y =AY —J I LEET
DENDHINEDIDNERETBIENTEET,

SBOM% 4> O— K9 % ICId:
1. ~Nv 5T, [PFY4—av(Applications)] #EIRLFT,

2.7 —TFVYV—ROERHIM Ty IO—RINTWBT TN r—o 3 018—U 3 0 %&ER
LEd,

3. [#—7F>YY—X(OPENSOURCE)] #2)wv o LZ7,
4. [Debricked] 7/ —7%#REBEALZET,

OPEN SOURCE COMPONENTS

v DEBRICKED

| REFRESH @ || ™ EXPORT || DOWNLOAD SBOM & |
Component CVE Version Priority Type License
» ansi-regex CVE-2021-3807 3.0.0 m npm unknown
» async CVE-2021-43138 2.6.1 m npm unknown
> async CVE-2021-43138 152 m npm unknown

-2 3 4 5 .. » Last n” 50

5. [SBOM%A 4> O— K(Download SBOM)] #2Y) v 2 LZEd,

6.9 vO—RINKLISONT 74 ILETHFRANIT 49 THE, SBOMERTRL F
ER
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1.16. OpenText ScanCentral DASTD{&E

R X v v EBERSLIVEERT 5720IC, Application SecurityA*OpenText
ScanCentral DASTEBIET 2 LD ILREINTWBIHAIE. [ScanCentral] E2—D

[DAST] # 7 [R¥ ¥ v (Scans)] . [t>H(Sensors)] . [t¥HTF—JL(Sensor
Pools)] . [E&E"Y R M(SettingsList)] . LUV [RF¥ ¥V AT ¥ a—)b(Scan
Schedules)] OD&ER—IHMNKRRINZE Y, Application Security & OpenText ScanCentral
DASTREID#ER X ET 2 HEICDWTIE, TOpenText ScanCentral DASTA F + > D%
ITEEEDOAEME] ZBRLTIEI W,

IDEIYavTIEH ROMEY ZICDOWTERBALET,

e OpenText ScanCentral DASTDEFA]
« OpenText ScanCentral DASTANDEIF R F v ~ ERDE(E
« Kafka% @M L 7=OpenText ScanCentral DASTCOEEEFEZLE D EHH
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1.16.1. OpenText ScanCentral DASTD&F A

RDFEIE, OpenText ScanCentral DASTEESY X ¥ &= ER179 % HERR % D Application
SecurityD#&EIZ R L TWE T,
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R AR D e
HTHRTWARWY 3 TERE,
OpenText ScanCentral DAST5 —
HERTLET,

a—HiE, BYETonTWwWa 7Y
Do—23vDRAF v U IETERT
TEXXY

a—HiE, BYETonET T
—> a3V T—I)LEIY HTE
ITERITEEY
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%3 =)

X274 —F ‘
e OpenText ScanCentral DAST7 —

& DRI
e« XX vy, AT Va—), BLUVK
EDERNR. E£iT. ZTH. BLUHIR
o Tt VHDER

e P—F 477 MDY IYO—R

e BFDOT VT L — M EERFEND
DRAF vV DET
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mnEI~ 9 EERT %X, Application Security® [BH] Ea—4%ERd %5, O
v KZ a4 o bfortifyclienti—74 VT4 Z2FALET. BODOM IV VOFMZRZZ

ENTEBDIE, BALIFTTY, Application SecurityEBBE (X, 1ERT 5 b—0 v DER

HRZERTEZIN., TOMN—V VORREMBEZBADIEIETEEEA,

Note

e HOWBEIATDN—V VEERTEZITL. FIED M—I VICBRINET
3 VERTIBLODIBERFTNEAS5NTVWRVNWI—FH, ZDh—
D UERTEIEETEIERA,

EIL:I:IIEl\ 7‘/%$ﬁk?%ﬂ:‘i

1. Ny 4T, [EBHE(Administration)] &KL E9,
2. TS -3 R4VT [A—W(Users)] ZEEL. [b—% VEH(Token
Management)] ZZERL F 7,

3. [HHINEW)] 22U v LT, [b—2 VDR (Create Token)] ¥4 7O TRy
JA=HAETET,

4. [M—=9 > %4 F(Token Type)l VA DS, EKT B b—0 D51 TH=BIRLZF
3—0

FHTRERN—I Y ILTOYRMIDWTIE, TSI N—2 Y0941 7] ICRBEX
NTWBaRESHRLTCEIY,

[ =2 > D{ER(Create Token)] ¥4 7OV KRy V7 RIC, BRLIZb—0 2454
DERAINRTIINZE T,

5. [BHABR(Expiration)] AL v ¥ &AL T, b—2 Y ZHRINICT 2B %15
El./ij_o

BEHARED. BELAABNOBEDOELUICEEINET T, T 74/ MTlE. BRER
DIEIE, BIRLIEN—0 2914 I L TELREAERICEEINET, Thia ¥z
NEYBIOBMICEETZE. M= vOEMHIRIFEL Y x93,

6. [Description] Ry 7 I, HILWK—I VDERBHNOEHRBEEZAALET,
7. [RF(SAVE)] 22U v I LZEY,

[ =% > D{ER(Create Token)] ¥4 7O J KRy Z R, h—O VD EBICEMRSI
NEZEEBRNTEAYE—IUDRRRIINET,
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8. TVIA—RFLIFTI-—FIhEr—IrXFI%EIE—L, KELET,
INSDM—JVEIPBERTIINDZEREHY ZHA,

You have successfully created a foken. Make sure to copy the value as it will not be visible again.
The encoded token below can be used with the S5C REST api. E
MTc2NzNkMGQtMjgy ZCO0OTViLTgOMDQtNzY2ZTVhZ TINYWNi

Use the decoded token below with Fortify Static Code Analyzer applications such as Audit Workbench, IDE plugins, and utilities. E

17673d0d-282d-495b-8404-766e5aeTPeach

9. [ALC%(CLOSE)] =0V vV L&FY,
[ b—% > &3 (Token Management)] X—JIl, FILW A=Y UA—ERRINZET,

REEN—D ViE. T84 LI <ssc_deploy._dir>/WEB-
INF/internal/serviceContext.xml CTEZINZ T,

ZRIER
ARV RSAVUDLREAMN—T VEERT D

fortifyclientsREE k — 2 >~ TdDDaysToLiveDIgE
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119.3. 888 b —V V% RET S

HoWB =TI VDA, BIUTILFEAMN I VOEWHREZEETTEIY, BESE
BYIWFERN—I VOBMHREEETETI TN, EEENZDO =T VICET B0
BRZHET DI EIFTETIEA,

REEdN—7 VDRBBAEZERL, YIFERA M= VOBEMEBRELETET S ICI1E:
1. Ay 4T, [EHE(Administration)] %&RL £,

2. FES =23 vyR4 T [A—H(Users)] #&EBAL. [b—2 U EHE(Token
Management)] %:ERL ZF 7,

[ h—2 V& (Token Management)] R—(CIE, I—HFDREHRLAETRTD b
— ) UN—EBERRINZET,

3. IRETA NV Vv ERRTDTEI)VYILET,
TEBRAINT, b—2 VICET3EMBEHRIRTIINE T,
4. [(RE(EDIT)] #2Vv o LET,

5. EmBE#MNBAEBAS M=V OEWERAZET 2121, [BIHER
(Expiration)] AL Y% %21y L. BIOAEMNPREIEEL X T,

T 7T BYHROEIR, BRLEN—7 V54 TICH L TEYARREH
:EQ?L'?“‘#’L&?'O InZzZTNLYRIOARMICKRET S E. b—7 2V OBEMHRIFFE

6. [RFF(SAVE)] 227V v I L&ET,

SRITR
At N =T U EEKT D

This PDF was generated on July 6, 2026 Page 635 of 695



m opentext- Application Security 25.4.0

119.4. 588E b — 2 > DHIR

REIICOFREE N —T v, FBFERTERR AR M =7 Y Z2HIBRT 21T, R
DFIE=RTLES,

1. ANy 4T, [EBIE(Administration)] %#:ERL F T,

2. TS —Y 3 R4 T [A—H(Users)] #EEAL. [b—2 v EE(Token
Management)] %#ZERL £7,

[ b—4% V& (Token Management)] R—I(TI&k, I—HFNERLAELTRTD b
— U —EBERRINZET,

B HIRTZN—VVDFTVv IRy I R%2AICLT. [DELETE] 27 ) v 7 L ZE

j_o
4. [OK] 22 ) v LT, b=V V%HIRT B E%=MHABLET,
SRITR

At N =T U EEKT D
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1.20. Fortify CLI (fcli) RKF a2 X > b

Fortify CLI (fcli)id. &I NIV R4V 42572 —XY—)LT, OpenText™
Application Security, OpenText SAST. OpenText DAST/ &, I X XX ALify®mE—
BLAEPYRYZITWET, folilk, BLify®&IC L TEBRIDY —ILCAPIZERT 548
YL, PTVr—2arven"—=yavoER, ZFv VEROT7Y FO—KR, LKR—Fb
DEM. EXa)747—070-OEHMERED—BHNRIR IV EETT2LODE—
DREAEINIA VI T —RZRHILET,

OpenText™ Application SecurityZ—H' M7=, felilk, 7TV or—>avynN—=Iyaom
EREERTE. 7T—T 14777 hERF v VDEE, EHEMEDI T, BLUCI/CD/R1 T
Z4 U ADFortifyDIFERE, BEEERELET, WebM V¥ 71— &2 FETHEAE
FICRAY Y T NEFEHAL T, OpenText™ Application Security#gE & XW:ZT 2 HEHLH B
Bk F VA, R T MMEK., L UDevSecOps7—27 70— ICRIBEET, TDY
—JLIZJSONE A% Y R—bM L, thDP AT LEDBRACPHEEEBRZICITADZDT, 77
Vy—2aveFxa ) T4 T7ANBLVERTOERDIEREEZEAZI—HICE>TEE
RA—=T4)V714TY,
fcliFF a2 XY hADSRZRICRLET,

o JRY K V: https://github.com/fortify/fcli

« 1)) —ZXR: https://github.com/fortify/fcli/releases

o =Y Y —R: https://github.com/fortify/fcli/releases/tag/latest

o RF*aAYy MNDER—LR—: hitps://fortify.github.io/fcli/
o DA VR MN—JLEFAAZEAA R https://fortify.github.io/fcli/latest/
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fortifyclient1—7 4 U714 2FBAL T, AV KSA4 UHSEREEb—7 >V DEK.
Application Security & DRI TORERF TV ) bDERIE, 7TV r—vavnN—=yay
DTP7—=TAT7I NDR=VEFTITENTEET,

ZDEIavTiEE. ROMNEY ZICDODWTERBALE T,

o fortifyclientZ 9 % 7= D #(E

o fortifyclient@ad~x Y Re&F T avas—&BRRTS
e ARVKNKSAUDLEREN -V VEENT S

o REAMN—V VvE—ERRTS

o M=V UDEML

o P —vavynR—Tavp—8RE

e FPRZ 74 D7y 7O—NK

e FPRZ 74 ILD¥ o >vO—RK

o 7TV —2ayN=I3vDT—T1 770 bhDIR=
e AVF VYNV RILDA VIR—b

e EERA T 7ANESYYO—RT B
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1.21.1. fortifyclient% Ef 9 % 7= D #Efi

fortifyclient1—7 1 V) 7 1 |&. <ssc_distribution_dir>/Tools/fortifyclient/bin/ IZ&H Y F
ED

fortifyclientZ AT % C1E. RDOIERIVETT,

e IARTOITY NICIE, Application SecurityDURLIMHETY, 77— a3y
DEEEA T3>~ ] T lThosturll] 5B L TSI,

e M=V VvEERTBATVNE BFOMN -V E—ERRTHI7T Y NICIE,
Application Security 1—H%7hD > NODERBRIVETT,

o N—UVEEWICTHATYNICIK, 22— T7Ho Y NERIGERFIIEREN—2 v~
DWINHIEFRTZ2HELIHY T,

o TOMIANTOIATY RITIE, BBFEMN -V VHRBETY,

fortifyclienth885E b — 7 >~ = {FEHA L TiREZ X179 % &. Application Security & & D
BEEZ, MOV EERTZEOIERLE7AD Y METOJICEHZRLET,

SRIER

Application Security 7 7 1 LD ¥ U > O— K & fiFE
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1.21.1.1. fortifyclient HTTPY € L7V b

fortifyclienticft L T, ##i. HAIY. BLUVEZIAHDHTTPY A LTI M ARETE
F9, EDYAM LTI MIDODWTE, BRAEEHIT 115 2147483 ¥ TY, RDFKRIC,
HTTPY A A7 N AEBR T H-OIERTE2BELHERLET,

REEH

FORTIFYCLIENT_CONNECT_TIMEOUT_
SEC

FORTIFYCLIENT_READ_TIMEOUT_SE
C

FORTIFYCLIENT_WRITE_TIMEOUT_SE
C
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5%EA(Description)

HTTPE#RT Y 1 L7 U N &aFEBEATIEEL
9,

774 MBI 10 ®TT,

DI2AT Y MR EERETHDHD
HTTPERAIAH T 4 LT D b =B TH
ELET,

77 4 )L MEIE 600 T,

DIAT Y "D BEREXZERIET 272D
DOHTTPEZRAHY A LTI NEREMT
BEELZXT,

77 #J)V MEIE 60 T,
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1.21.2. fortifyclient® v Y R&F T a v
Z—BRTTD

fortifyclientda~x Y K&F T ava—BRRT 3ICIE:
1.avv RFAY 7T, ROATY REAALET,
cd <ssc_distribution_dir>/Tools/fortifyclient/bin/ .

2. FAFRERITANTOIAYY NE2—EBRTRT 2ICIE. fortifyclient-h &AL F T,
BREDIARY ROIRTDA TV avua—EBRERT 5ICIE. fortifyclient -h
<command> EABTLET,

fortifyclient1—7 4 Y74 QAT Y RZ/EA TV a3 VE TR, AXFENMLFIFRXEIH
7,
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1.21.3. A Y RSA U LRREE b —F Y %
MY %

377P54Vﬁ%%ﬂF—OV%E&?%KMw@ﬁwmml—?4Uf%%ﬁﬁbi
¥, BE7ED Application Security I—H7HV > NOERIBEREFAL T, BIE~—2 >~
EERTCEE T, RALM—I VIE. TOMN =0V EERLIZA—DTHI Y N4 T (B
BE EXaV7q4V—R vx—Tv, AEB)NEZAONLEFTZHEALET,

RDBITIE, DITFER % Application Securityll 7y 7O— R $37-ODRIEMN—V v &S
MLEY,

fortifyclient token -url <host.url> -gettoken
AnalysisUploadToken -user Developerl -password <password>

SRIER
REEN—O > DIYAT
REEN—0O VU EEKT B
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1.21.31. h—2 > DB
DR AEIEET S

EEN—0 U AERT BB, -daysTolive # 7> a v AMEAL T, BMERINICAS
FCOH#MEIBETEET,

BRYINICHR D FT

RDOAT Y REITIE, 2BRICHRYINICRZ 90Ty 70— R =0 v 2EM L F T,

fortifyclient token -url <host.url> -gettoken
AnalysisUploadToken -user Developerl -password <password> -
daysTolLive 2

daysToLive /XS5 X —# IFAXFENXFE=XRT 5728, LEDOFIIRTESYIZAA
TEMRENHYZET,
SRIEH

ARV RSA VDO NI VY 2ENRT D
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1.214. 8 b —V V& —ERRT S

Application Security& 2 (& fortifyclientz £ L T. 3 X T®DApplication Security 1—
HT7HhO Y NDBEEDOIRTORIEb—V V2 —ERRTEZET, fortifyclient1—7 1 Y

T 4 Tlk, Application Security 7 o > NEFELIETHI Y MFELRIVIZELE =0V
JANDT7 4 I UEBEHR—FLTWEHA,

ROARY RBIE, IRTOI—YTHhO Y NOBEFEORFEEN—7 v 2—8BRRLET,

fortifyclient listtokens -url <host.url> -user Adminl -password
<password>

fortifyclienta—7 14 U7 1 ld. IXRTORIEMN—I D=2 VID. FAEE. EKB. A
SDHREST Y A M ERLET,

Note

e ZDA—FT4YVFT4Tl By Yarvybh—IVRE—EXRRFINIEA, BV
a v b—2 v &lE. Application SecurityABEEIMIC/ER LT, £y > a Vi
BAEMITZ =0V %&BLET,
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1.21.5. b= Y OEMIL

BiEDN—7 v EEWET 5121k, Application Security2—H'A Y9 7z —XATh—9 v
ZHIFRY 5D, invalidatetoken I¥ Y RZETLET, FEDI—HT7 ALV hDITAN

TOb—=VvEEMNMELTEIEE, =2 VIDELE M=V VEEEELTE—DN—7

VEBMETEIEETEE,

ROATY REITIEE,. BEDI—YT7HIO Y MDITRTORIFEN—7 U EYIBRLET,

fortifyclient invalidatetoken -url <host.url> -invalidateForUser
-user Developerl -password <password>

RDAT Y RBITIR, b= VIDZEEL T, REDI—YT7HV Y hDEEFDEREE b—
7V %BIBRLE Y,

fortifyclient invalidatetoken -url <host.url> -invalidateByID
<token ID> -user Developer2 -password <password>

RDAT Y KBTI, b—JVEZEEL T, BIFEOREEN—7 V2 EPELE T,

fortifyclient invalidatetoken -url <host.url> -invalidate
<token>

SRIER
Al =V v E—BRTT D
aaslE b — 7~ DHIER
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o -
1.216. 7 ) r—oavnR—yavo—BR
N
fortifyclientZ AL T, BEDRIAEMN—V VEERT B-OIFERINLTHI Y AT
O RABRERT T r—avynRN—Uavias—8RRCEET,
Note
e FEE(Z, TRTOT7IYVr—3yN—U3VERRCEFTY, 252U 5
14 ) =Kk, BO9MER L7277 TN r—>avnN—oay, FEET7IORE
MEEINTWBE 7 Y Sr—230NR—J 3V ARRTEEY, v 32—+

SURMAER, 77 ERMNREINTVNET T r—yavn—Uav sk
FCEET,

DYV avoaAv Y REETTBICE. FT 7y O0—RFPIAMN—7 VERE taw
EAHYEYT, OV RSAUDBERIEEN—V Vv EEMTE] #8RBLTLEIL

ROAT Y RBIE. BEDOI—HYTHO VY RNOT I r—avnN—I 3 VEslF 77
hoh—avdg, BLUOT7T)Vr—vavnN—yava—8RRLET,

fortifyclient listApplicationVersions -url <host.url> -authtoken
<token>

fortifyclient1—7 4 V7«4 ld. b—OVEERLIEI—FTHOY MDA T7 IV EXARERT
RCODT7 TN r—oavnN=a3vyp7 TV r—oavynN—=yavID, 770 5—v 3y
Z. BLUON=—V a3V E—BRRLET,

RESR
ARV RSA VDO -V V2 EKT B
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1.21.7Z.FPR7 74 )LD 7 v 7AO— R

dA—HE, FPREROT7 7Y 5—2 a v aifiifER 7 7 1 )V 2 EHARIC Application Security
K7y 7O—KLET, AV RSIA UL INETIICIE BREMN—V VHRETT,
FPRZ 74V &T7y 7O—RTBITIE. 7TV r—avnN—=IavilplF. £kE77
J—2arvnN—=oavgeEnN—yaveEEELE T,

Ul
TN r—2avnN—o 3 VERIF&ER L T, Application SecurityiICFPR7 7 4 L% 7
vy 7O—RKLET,

fortifyclient uploadFPR -url <host.url> -authtoken <token> -file MyScan.fpr -
applicationVersionlID <id>

TV r—>avgeEN—a v aERAL T, Application SecurityiICFPR7Z 7 1 L& 7 Y
7°|:|_ |\\\ l/ij_o

fortifyclient uploadFPR -url <host.url> -authtoken <token> -file MyScan.fpr -
application MyApp -applicationVersion 1.0

SRIER
ARV RSAVUDLRAMN -V VEEKT 2

T = 3ynN—I3vD—8XRR
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1.21.8.FPRZ 74 IV D¥ o> O— R

fortifyclient= R L CFPR7Z 7 A L EF DV O—R$ 2. 7V 5—>3vnN—=Ua
VERF., FERTIUS—avnR—TUavgEN—UavEIEELET,

Ul
7TV =23 vnN—o 3 VEBIFAFERL T, Application Securityh™ 5FPR7 7 1 )L %
9“.—7 y a— |\\\ L/ gj_o

fortifyclient downloadFPR -url <host.url> -authtoken <token> -file MyScan.fpr -
applicationVersionlD <id>

IV r—avgEN—2a v /AL T, Application Security™SFPR7 7 A L& %
JDvA—RFRLET,

fortifyclient downloadFPR -url <host.url> -authtoken <token> -file MyScan.fpr -
application MyApp -applicationVersion 1.0

SRIER
ARV RZA VDO - V2 EKT B

FINVr—oa3avynN—a3vn—8XRE
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1.21.9. 7V hr— 3 nRN—53 D7 —F
4779 NDIN—=

BELEEBREYBIHIRF Y Y INET TV r—2avnR—=yavIilEERITONRTWS
IRTCDT7—T4 779 MNaRX—ITEET,

RDAX Y REITIE. MMMM dd, yyyy & URIICZRF v I T7 TV r—> a3 vnR—=y
AVDLIRTDTP—T14 770 hMeX—=YLET,

fortifyclient purgeApplicationVersion -url <host.ur/> -authtoken <token> -
application MyApp -applicationVersion 1.0 -scanDate MMddyyyy

7TV —=2avnN=avElFaERL T ) r—2avnN—=—yavaigET S
EHTEFET,

SRIER

AV RSAUDBERIEN—Y UV ZEKRT D

T r—oavnN—yavn—8KRK
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1.2110. AV F YNV RIbDA v iR— k

OpenTextL;t OULOBET Y FL— b FREELR—MNEZRESCEFa)V TV T
VYNV RV EEZIPZ 74ILE LT)EBMICIRELE T,

ROARY REITIE, X2 Y7143V T7 VY82 KL% Application SecurityiC {1 ~ R—
MLET,

fortifyclient import -url <host.url> -authtoken <token> -bundle
bundle.zip
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1.21M. EERMI 7 7V &y o> O0—Kg
2

RDAX Y REITIL. Application Securityh SEERT 7 7/ L EF o >oO—RLET,

fortifyclient downloadAttachment -url <host.url> -authtoken
<token> -file xyz.png -attachmentId <attachment id>
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1.22. R NSy R TST4 0 DIERK

Application Securityld, BT NSV XV ITT7 TV 5—2a3 v EDEETR—MLT
WET, hiZLY, 2—HIIBEBZEERET2RICNITZ0O7ICREHTETE T, RER”FR
Tld. ¥R TF Llddira, ALM. 3 & T*Azure DevOps Server&Efi&TE£9, HAR— M X
NTWBEBEDNN—T a3 vIlDWTIE. TApplication Security SoftwareD > X 7 AL E
] DRFa2XY P EBRLTCEIW, BEEDBONT NSy RV T RT L%FEAL
TWBIEEIEE., ThERRETIHLWIT S VAV EERTEES, 2DEI23 VT
W& ARILDNRTNZ9RNT T4V EERELCRRAT 2 AEICDOVWTEHBALET,

Note

ZDHA KRB LG Application Security1—H4 4 7 —XTlE, [/¥7]
& TxRfE] EWSRHBEIIECEKRTERAINEY,

Important

MBDTZ 74V EEKRT DI, BREINWTWE IS4 Y FILERE
THZEEBLERLET, YV TIIERODTa4 LI MNIIZHY £,

<ssc_distribution_dir>/Samples/<bugtracker_plugin_name>/

ZDEIavTIEE. ROMNEY ZICDODWTERBALEF T,

o {HRHI

o AVER—RVINDEY N7V

o« ER

o TSUAUAY Yy REXY Y RO—)

e Plugin Helper

o« T 5—ALIE

o FIFRT—HFL R

o NIKNSYATSTAVDTNY Y

o NAIRARXLIENT NS H—TS714 >V DER
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1.22.1. {EEH

Application SecurityEEEE LT, NI RSy A—DHEEICDWT] OFRBAICHK >
T HEDT TN =2 avnN=Ua v THRATBIABNT NSy F VIO RAT LZRE
TXF 9, Application Security Tld, BIRLAENT NS v A—ICHEBERIRERE/NT A —
H74—ILRDBRERIN, INSDEET TV T—23yNRX—=Ia v TEIIBEIFEREL
F9. NIRNSYH—BRERENNSA—YDEOEMEEAT AN LEL(HF T ay), o
—YDRT TN =23 v NRN=U 3 VvORMEOJICEHT LU, TOEEAFERT 3T
—IR—IRELZET,

TNV r—2avnR—=avIil/eaNJaEETE2I—HIE NI Sy h—IlOTdF
YU, RTINSV A—TNITNSA—=FICREINBZBEDT7 1 —ILRICEZANLEZE
T, MADNTA—FIFHRICIK, <V, @A EXELAN, AVR—V MR EDIE
BEE0H5IENTEET,

TSTAVITL—LT7—9 Tl NTMSvFU TN A9 DEMLAIERmIAYR— KX
NTWEY, A—UYHBRNRSA—FEEZTETZE, T34 VTEEIREIN, FILWL
DA MBIRTEHRININTNRSA=H5D) X NHERETTREICRY T,

NRTPMREINS & BEICHT BN TIDNT—IR—RIFEFEINTT, TDR. 1—
YRETZT4A VTREINDARNA T ) VO ZFERLTNANTICT IV ERATEEY,

NTERETZDI—PHIOZHEINLERBRIEY — Ny aVICREIN, BLCEY
avVHRIIBTEEINALET Y r—2a VIl T3 TEARINET,
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1.222. AVR—XV b OEY VT v T

NIRRT ST4 1k, FLTBIDEAFERAL TR 5, MIILAOVYR—FRY MC
j—%)k_tb\t-:éij—o

ROKEEMRTNI NS AT T4V EBRELET,

o 7S U4 ik, fortify-public-<versions.jar TEZES L VEHEINZ/XT ) v JAPI
HRETINENHY XTI (WA).

o Apache Commons Logging (4 7> 3 V)
e Apache Commons Lang (4 7> 3 V)

HEITBIENRVRTLEZFERALT, BHEAUgEI VY R—x VM2 EIRTEXT,

Note

e 7°5 T4 vilJavaEENNy 5 —I ANDIKEBRRI’H BHBE. T4 VHEREE
WERJaVaEE JARZ 7 M IV E TS T4 Y MBDS A4 TS5 Y /RRITNAV R
)b?‘é%\%b‘ VEd, £, Thon/Ny—UpJava™ Runtime
Environmenth® 5FIATE 2WRITEKEFELBRWVWTLEI W, javaEEEY 2 —JL
I$Java O CIFFFHE LRV E L, TDL I /Xy r—T(TiE, JAXB APIB
L U'EZE, javax.activation, javax.annotation. javax.transaction.
javax.xml.ws, & & U'CORBAREED /Ny y—INEFEFNE T,
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1.22.3. 2%

TS04 7L —L7—9 %FAT %Application Security/X—> 3 U TlE, §RXRTDTS
74 > h* com.fortify.pub.bugtracker.plugin.BatchBugTrackerPlugin 1 4% 7 1 —X %
ERLTWBIHREDNDHY ET, SEDY ) —XATHRATRICRZEAEEMEY R— N7
ATE%4LD. ERIVFAT
com.fortify.pub.bugtracker.plugin.AbstractBatchBugTrackerPlugin =#55k9 % Z & &
MHERLET,

LUFIZ7R 9 BatchBugTrackerPlugingd >4 7 = — X &, BatchBugTrackerPlugind#i5&#
BETY,

public interface BatchBugTrackerPlugin extends BugTrackerPlugin
{ public void addCommentToBug (Bug bug, java.lang.String
comment, UserAuthenticationStore credentials); public Bug
fileMultiIssueBug (MultiIssueBugSubmission bug,
UserAuthenticationStore credentials); public
java.util.List<BugParam> getBatchBugParameters
(UserAuthenticationStore credentials); public boolean
isBugClosed (Bug bug, UserAuthenticationStore credentials);
public boolean isBugClosedAndCanReOpen (Bug bug,
UserAuthenticationStore credentials); public boolean isBugOpen
(Bug bug, UserAuthenticationStore credentials); public
java.util.List<BugParam> onBatchBugParameterChange
(java.lang.String changedParamIdentifier,
java.util.List<BugParam> currentValues, UserAuthenticationStore
credentials); public void reOpenBug (Bug bug, java.lang.String
comment, UserAuthenticationStore credentials); }

LUFIC7R 9 BugTrackerPluging >4 7 £ — X &, BatchBugTrackerPluginO~\—X A > 4
JI—ATY(RAEHLEZERERT 27DICREICER),
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public interface BugTrackerPlugin { public boolean
requiresAuthentication(); public List<BugTrackerConfig>
getConfiguration(); public void setConfiguration(Map<String,
String> configuration); public void
testConfiguration(UserAuthenticationStore credentials); public
String getShortDisplayName(); public String
getLongDisplayName(); public List<BugParam>
getBugParameters(IssueDetail issueDetail,
UserAuthenticationStore credentials); public List<BugParam>
onParameterChange(IssueDetail issueDetail, String
changedParamIdentifier, List<BugParam> currentValues,
UserAuthenticationStore credentials); public Bug
fileBug(BugSubmission bug, UserAuthenticationStore credentials);
public void validateCredentials(UserAuthenticationStore
credentials); public Bug fetchBugDetails(String bugId,
UserAuthenticationStorecredentials); public String
getBugDeepLink(String bugId); }
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setConfiguration A —JLAThh £,

testConfiguration (call) TSTAVITL—LT—91F,

testConfiguration 3 —JL&FEHE L TLL
AHIEREINBREEZT A NT HHIC
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RDRY ) TRENE, NTNZvH—TZ74 2 %GradleTEILRTZEDTT,

apply plugin: 'java'sourceCompatibility = '1.8'
targetCompatibility = '1.8' dependencies { compile fileTree(dir:
'‘lib', include: '*.jar') } jar.enabled = false // There is no
need to generate a default non-osgi jar during build. clean {
delete "${projectDir}/dist" } task pluginJar(type: Jar) {
baseName "com.fortify.BugTrackerPluginAlm" from
sourceSets.main.output destinationDir =
file("${projectDir}/dist") manifest { from "${projectDir}/META-
INF/MANIFEST.MF" } from(projectDir) { include
"plugin.properties"” include "plugin.xml" } into("lib") { from
"${projectDir}/lib" include "*.jar" exclude "fortify-
public*.jar" } } build.dependsOn(pluginJar)
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L¥d, T T. <app_context>lx. Application Securityn*F 704 INTW3B 7T
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appProperties: # Include any property found in
<fortify.home>/<app context>/conf/app.properties # For
example, host.url: 'https://ssc.example.com/ssc/' #
searchIndex.location: '/home/<app context>/search index' #
host.validation: false datasourceProperties: # Include any
property found in

<fortify.home>/<app context>/conf/datasource.properties #
For example: # db.username: ssc db admin username #
db.password: ssc db admin password # SQL Server database #
jdbc.url: 'jdbc:sqlserver://mssql-

host:1433;database=ssc db;sendStringParametersAsUnicode=fals
e' # SQL Server database # jdbc.url: 'jdbc:mysql://mysql-
host:3306/ssc_db?

sessionVariables=collation connection=latinl general cs&rewr
iteBatchedStatements=true' # Oracle database # jdbc.url:
‘jdbc:oracle:thin:oracle-host:1521:ssc _db'
dbMigrationProperties: # Enable automatic database migration
migration.enabled: true # Optionally specify alternative
migration credentials # migration.username:
ssc_db admin username # migration.password:
ssc_db admin password seeds: # Modify the path to the
appropriate location for your environment -
‘/home/ssc/bundles/ Fortify_Process_Seed_Bundle-
2025_Q2_<build>.zip ' - '/home/ssc/bundles/
Fortify_PCl_Basic_Seed_Bundle-2025_Q2_<build>.zip ' -
'/home/ssc/bundles/ Fortify_PCI_SSF_Basic_Seed_Bundle-
2025_Q2_<build>.zip ' - '/home/ssc/bundles/
Fortify_Report_Seed_Bundle-2025_Q2_<build>.zip

3. <app_context>.autoconfig 7 7 1 L % <fortify.home>/ 74 L U MU ICHREFLE
ER

4. fortify.license 7 7 4 )LD 2 E—% <fortify.home>/ T4 L7 M JICEEEL XY,
5.WAR7 7 1 LR DR D <app_context>.war TH>D I & =R L X9,

6. Tomcattr—\%AE8L 7,

BHEREDIT T 5 &, Application Security FBRAREF vy VH L%EETEL.
version.properties 70/37 4 OfE& L T autoconfig.checksum 7 7 4 JLICHREF L &
EE
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appProperties: # Include any property found in
<fortify.home>/ default /conf/app.properties. # For example,
host.url: 'https://ssc.example.com/' # searchIndex.location:
‘<fortify.home>/ default /index' # host.validation: false
datasourceProperties: # Include any property found in
<fortify.home>/ default /conf/datasource.properties. # For
example: # db.username: ssc db admin username # db.password:
ssc_db admin password # MSSQL database # jdbc.url:
'jdbc:sqlserver://mssql-

host:1433;database=ssc db;sendStringParametersAsUnicode=fals
e' # MySQL database # jdbc.url: 'jdbc:mysql://mysql-
host:3306/ssc_db?

sessionVariables=collation connection=latinl general cs&rewr
iteBatchedStatements=true' # Oracle database # jdbc.url:
‘jdbc:oracle:thin:oracle-host:1521:ssc db'
dbMigrationProperties: # Enable automatic database migration
migration.enabled: true # Optionally specify alternative
migration credentials # migration.username:
ssc_db admin username # migration.password:
ssc_db admin password seeds: # Modify the path to the
appropriate location for your environment -
'/home/ssc/bundles/ Fortify_Process_Seed_Bundle-
2025_Q2_<build>.zip ' - '/home/ssc/bundles/
Fortify_PCI_Basic_Seed_Bundle-2025_Q2_<build>.zip ' -
'/home/ssc/bundles/ Fortify_PCI_SSF_Basic_Seed_Bundle-
2025_Q2_<build>.zip ' - '/home/ssc/bundles/
Fortify_Report_Seed_Bundle-2025_Q2_<build>.zip

3. _default_.autoconfig 7 7 1 JL % <fortify.home> T4 L 7 N ICRELET,
4. fortify.license 7 7 1 )LD A E—% <fortify.home> 7 # LY ICEEL X9,
5. ssc.war 7 7 1 JLDEHI%Z ROOT.war ICEE L X7,
6. Tomcatty —N\ZEE L X,

SRIFW

Application Security D& E D B E#H1L

This PDF was generated on July 6, 2026 Page 678 of 695



m opentext- Application Security 25.4.0

1.232. 77V Hr—o a3V EA T a3y

EEE M Application SecurityIRIZERE A BH$ 5 ITIE.
<fortify.home>| <app_context>/conf/app.properties 7 7 1 L= {EHT % H\,
Application SecurityDE&E % BE)L T % = HICERA I T SautoconfigZ 7 1 JLD
appProperties 7> avEFRALET,

This PDF was generated on July 6, 2026 Page 679 of 695



3 opentext"

pA=VAG P4

Application Security®URL

host.url

host.validation

Ja—nRIIVigsk

searchlndex.location

Ny D IT59Y Y aTDET

jobs.threadCount

job.exclusiveJobOverheadPercentage

This PDF was generated on July 6, 2026

Application Security 25.4.0

§tBA (Description)

Application SecuritylC 77 X9 %72
DWeb7 KL 2%EIBELET
(Application Security D& E D B &{L)

true ICEXE 9T % &, host.url DIEICXT
T HHTTPR R MREEDBMICARY £
(Application Security D& E D B #&#1L),
T 7 #JU b false TY,

A—ANNT 74NV RTLETDIILT
FAMNYTYIRT 4L N DR
N %I L £ 9 (Application Security
DEREDBBE1L),

TaTUEBILY RT—ILDH 1 X%
ELFzd(OracleT—9R—ZAD/IX—F 4
IAZVTILE BN T A =TV ADH
=), 774 NMEIZ10 T,

BEbI Ry 3 (7 —T1 77U bD/R—
I, T—=T14777 NDEIBR., 7T
—> 3 VN—=2 3 VDHIBRARE)DETH
IC jobs.threadCount & (ZiE A 9 % #E/))
RE/ELET, 774N MEIE 20 T
¥, ARREIE. 0 N5 100 £ TOEH
T9,

Page 680 of 695



3 opentext"

pA=VAG P4

job.numberOfDedicatedDataExports

job.numberOfConcurrentReports

job.numberOfConcurrentExclusiveJobs

NN —R

password.strength.min.score

sso.localAuthenticationEnabled

LDAPF v v <2

Idap.cache.persistence.enabled

This PDF was generated on July 6, 2026

Application Security 25.4.0

§tBA (Description)

F—HITHRAR—MNBICFHNTEYaT
MIBALw RO EEELET, 772
JUNEIF 2 TF,

BFICEITTESBLR— M3 TORK
HEEELET, 774 MNEIEZ2 T
ER

FRFICEITTE HHMY 3 TOmKE
BIEELET, 774 MNMEIE 1T,

LK RETZ/AT7— ROEEDERN
HFAROAT7 %=IBE L 9 (Application
Security®dH A VA VICIHWER/INR T —
NBEDEE), T 7 4/ MBEIF3TT,

true ICEREJT 5 &, X.509 SSOTH—7A
JWIRR ) — REBEEZERATEE (VT
WA VF V% ERT DD
Application SecurityMs&EICDWT),

T 7 #I)b hidfalseT9,

true ICERE 9 % &. Application
Security (FEEFFE %5 < T570DIC
LDAPF ¥ v a1k 5T —4H9R—ITREFL
F9(LDAPF v v ¥ 2 DKEMEDERD
£)e T 7 2 Ni& true TG,

Page 681 of 695



3 opentext"

Application Security 25.4.0
wARPAG P-4 #RBA(Description)

Idap.cache.refresh.interval.hours FrvYaBHEREER EBELET
(LDAPF* v v ¥ 1 DXkimEDE ML), T
7 A MREFETY, BRaEE. 1H
512 F TOEHETY,

EEDOHBERER
issue.attrChangelog.enabled true ICERET % &, BEEDREIBEREEEE

PEWIARY FT(EEOHEER =AM
129 %) T7A4J ML false TT,

This PDF was generated on July 6, 2026 Page 682 of 695



3 opentext"

Application Security 25.4.0

1.23.2A. Ny 9 750> RY 3 TRITHIED
=N s
B TE
RDFE T, Application Security/N\—> 3 V252 0L YFNIHEEL TWENRY I TS5V R

e

VaTERITEBEBRY S HEICOVWTEHALET,

This PDF was generated on July 6, 2026 Page 683 of 695



m opentext- Application Security 25.4.0

LHY— g TERTEHER £%BA(Description) BREFIH

FH
R YaJDERLITE. R MELERIIHY T

=Ty b, BLUVY 3 Ao
TOLEMDNS VY A&
EYFT,

This PDF was generated on July 6, 2026 Page 684 of 695



m opentext- Application Security 25.4.0

LAY —Y a3 TRITHE #%EA(Description) BREFIR
& [

RIS R IETHEARLE L E « job.exclusiveJobO
¥, COHKAEFERET S verheadPercentag
E. VaTdRyva—3 e % 0 ICERELE
&2 a TDOERITHEICH T,
[Re@ERALEEA, TN
TOY 2 TAEEC. (& e job.numberOfConc
AR T _RTDT —5 urrentReports %
cEFINET, jobs.threadCount

ERUCEICERELE

OpenTextTl&, DY 3 ¥,
TRITERE DA % L
LTWEHA. OpenTextTl&, A

v UEDRI—
Ty hamEIE2
EEBIT, LIR—b
EWICE > THES
nNsE—I7XxX€) %
ST oI,
jobs.threadCount
EBELIET 74K
ED 2 LYUBNHIW
ExzFERAT2IE%
HELTWET,

e job.numberOfConc
urrentExclusivedJob
s &
jobs.threadCount
ERECIEICERE L &
ERP

OpenTextTli&., X
* v NEDRIL—
Ty hemLEIED
EEBIT, TN
—2RTHOY U5
B0 YT 570

IZ. T7 A4 MED

This PDF was generated on July 6, 2026 Page 685 of 695



3 opentext"

LHY— a3 TRTE

B> 2 7

This PDF was generated on July 6, 2026

#%EA(Description)

v aT7z129 D, IEEIC
EITTEBHLHICLE
ER

OpenText Tk, TD¥ 3

TERITERROER = #HE
LTWEEA,

Application Security 25.4.0

BREFIE

1%FRATEIE%E
WELTWET,

e jobs.threadCount
ZI1ICRELEY,

e job.numberOfDedi
catedDataExports
Z 0 ICRELFY,

Page 686 of 695



m opentext- Application Security 25.4.0

1.24. Webhook®~R {4 O— R

£ZWebhookR4 O— RIZIFRDT7 4 —IL RAEFEFNTWET,

e events—WebhookA R M) X MM HIhicA XY MIET 2153R)
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» webhookld—R:& T I+ 5 7/=Webhook ID

o triggeredAt—_R4 O— RAMERR I N (fERI . T—9R—RIREFINL)BHN
B:

{ "events":[ {
"event":"ANALYSIS RESULT UPLOAD COMPLETE SUCCESS",
"artifactId":l, "projectVersionId":l, "filename":"file.fpr",
“username":"testUserl" } ], "triggeredAt":"2020-08-
21T12:19:24.502+0000", "sscUrl":"http://localhost:8180/ssc",
"webhookId":1 }
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artifactid—7 vy 70— RKXh/i=7—5714 772 hDID
projectVersionld—7—F 4 72727 D7y TO—RINET7 TV r— 3 vinN—o
ERADI

o filename—7—714 772 b7 71)L%

e username— ARV h& 7y FO—RKLi1—HYDI1—H%F

e eveNt—7 —T A 77 N7y TA—KRARYNDYA TS

7y 7TO—RKARY NYA T

[e]

ANALYSIS_RESULT_UPLOAD_COMPLETE_SUCCESS
ANALYSIS_RESULT_UPLOAD_FAILURE
ANALYSIS_RESULT_UPLOAD_REQUIRES_APPROVAL
ANALYSIS_RESULT_INDEXING_COMPLETED

[e]

[e]

[e]

IR

{ "event":"ANALYSIS RESULT UPLOAD COMPLETE SUCCESS",
"artifactId":1, "projectVersionId":l, "filename":"file.fpr",
"username":"testUserl" }

P—F427272 M7y 7A—RTCEREINE=RI1O—NK

hiE, 7—F14 770 b7y 70— KR4 O— RDILEREEETH Y, EKEFT 21—H &
ARIA Y MNEEHRNTD/ODEBMT7 1 —ILRAEFhTWET,
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3 > ®dID

o filename—7—F14 770 7741 %

e username—7v 7O—R§21—HD1—H%E

o approvalUsername—&iRd 21— D1—HH

o approvalComment—&GRRBRICEFEINZIA Y b
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{ "event":"ANALYSIS RESULT UPLOAD APPROVED", "artifactId":1,
"projectVersionId":1, "“filename":"file.fpr",
“username":"testUserl"”, "approvalUsername":"testUser2",
"approvalComment":"upload has been approved" }
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o APP_VERSION_CREATED
o APP_VERSION_UPDATED
o APP_VERSION_DELETED

IR

{ "event":"APP_VERSION CREATED", "projectId":1,
“projectName"”:"Test application", "projectVersionId":1,
“projectVersionName":"“vl" }

7aYx MR—=YavTEHFINERI1O—F

chiE7Oy ) =3R4 O—RKDILREEETH Y, ThhZEEZHEIT 5L
HDOEIMT7 1 —ILRKDBHYET,
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e projectVersionld—7 7Y sr—< 3 /"= 371D

o projectVersionName—7 ) r—> 3 vR"—o 3 v 4
e event—APP_VERSION_UPDATED

e changes—7 U —> 3 v NRN—=Y a3V TEBINHABEEERETDEY R K
A FIRE7R{E:

o ACTIVE—7 7V Hhr—oaviN—3>dD [active] RF—9 ADNEEINTIS
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ma

IR

{ "event" APP VERSION UPDATED", "projectId":1,
"projectName":"Test application", "projectVersionId":1,
“projectVersionName":"v1l", "“changes":["ACTIVE","COMMITTED"] }
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BEOT7T) r—avnN—yavORBEREEIFTLWT T r—oavnR—=o3 v
JE—3NFzET, 2ORAMAO—=RIZE FILWFZ TV S5—=23onN—=Ua Vv oEBICRS
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e event—APP_VERSION_CREATED
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{ "event":"APP_VERSION CREATED", "projectId":1,
“projectName"”:"Test application", "projectVersionId":2,
“projectVersionName":"v2", "previousProjectId":1,
"previousProjectName":"Test application",
“previousProjectVersionId":1, "previousProjectVersionName":"v1"

}
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o REPORT_GENERATION_COMPLETE
o REPORT_GENERATION_REQUESTED

IR

{ "event":"REPORT GENERATION COMPLETE", "reportId":1,
“reportName":Test report", "renderingEngine":"BIRT",
“reportType":"PROJECT" }
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o USER_CREATED - Application Security CEREET > 7 1 7 1 (LOCAL_USER.
LOCAL_GROUP, LDAP_USER. LDAP_GROUP, #Z7=I&
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o USER_DELETED - Application Securitym™ S5888ET VT 1 T 4
(LOCAL_USER. LOCAL_GROUP, LDAP_USER. LDAP_GROUP, #Z7=I&
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o LOCAL_GROUP

o LDAP_USER

o LDAP_GROUP
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IR

{ "id":1, "username":"testUser", "event":"USER CREATED",
"userType":"LOCAL USER" }
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