3 opentext”

OpenText™ Fortify SAST
aA—YHAR

Version : 26.3

PDF Generated on : August 12, 2026

© Copyright 2026 Open Text



Table of Contents

1.2—%HA K

11.HR—=bERFaIXU K

12. 2807

1.3.lF LI

131 HmEDER

1.3.2. OpenText Fortify SAST

1.321. 724 FICOVWT

133. 214tV X

1.3.4. BMERMINLZ M 2V ZDEH
1.3.5. OpenText Application Security Content
1.3.6. Fortify ScanCentral SAST

1.3.7. OpenText Application Security Tools
138. 4> )L7rOovzy b
139.F&ERFa X b

1.4. ¥ 27 LEH

1.41. =R 2 T7EH

1411 YTV R F vV

142 Y R—MINTWBTSY N T —LET—FTIVF ¥
143. V7 bz 7EH

1.4.4. Al%5ER L 7=SASTO E 4

1.4.41. 7 R— b RRDLLM

1442 T—9R—XEH

1.4.5. SEDE M4

1451. 2473V, 2L—LD—9, 8&LUCFT2/0Y
1.4.5.2. Al%SEF L 72SASTO S8 D B #ufk
146. Y R—rINBEIRKY—IL

147. Y R—brIhTWBaV114 5

17

18

19

20

24

25

26

27

28

31

32

35

36

40

44

47

51

53

56

58

63

79

80

83



1.4.8. OpenText Application Security Content
1.49. RET> VDY R—b

1.4.10. V7 hD =7 DEIF

1.411. Y7 80z 7D% o >vO0— KORKER
1.5. Fortify SASTO A X b —Jb

1.5.1. Fortify SASTO A VY A b —JLICDWT
1.5.1.1. Fortify SASTD A ~ A b —)L

1.5.1.2. Fortify SASTOHY A L > b Y XA b—JL

85

86

87

94

96

97

99

102

1.5.1.3. WindowsAAD TS v b 7 # —LTTFF X hR—ZE— N TDFortify SASTO A >~ X k107

-

1.5.1.4. OpenText Application Security Content® &1 ~ X b —Jb
1.5.2. Docker % f& 3 L 7= Fortify SASTD A >~ X b —JL & EfT
1.5.2.1. OpenText SAST% 4 > 2 h —JL§ % Dockerfile D YERK
1.5.2.2. AV T+ DOET

1.5.3. Fortify SASTO 7 v 77 L — R

1.5.4. Fortify SASTO 7 >4 VY A b —JLIZDWT

1.5.4.1. Fortify SASTO 7 >4 Y A h—Jb

1.5.4.2. Fortify SASTOHY A LY N7 VA VA h—)b

108

109

110

112

114

115

116

118

1.5.4.3. WindowsAAD TSy 7 # —LTTF X MR—ZE— N TODFortify SASTO7 >~ 1 119

AN—Ib

1.55. 4 VA N—=)LEDYRY

1.55.1. 41 Y A h—I)LIRNIEY — )L DEIT
1.5.5.2. 7ANRFT 4 771 L D#¥AT

1.5.5.3. O —JLDIETE

1.5.5.4. Fortify Security ContentD B D& E
1.5.5.5. Application Security~ D#EHED R E
1.5.5.6. 7O F 2 H—/\REDHIFR

1.5.5.7. EFE I N7-EEEAZ DEN

1.6. 2 70 2R OBE

120

121

122

123

124

125

126

127

129



1.6.1. 2F ¥ Y OERK

162. &7 —X

1.63. 97t —X

1.6.4. BT 1 —XENH T = — XDIRGE

1.6.5. FEDZRZEDZ > U {413

1.7. Al%SER L /<SASTIC & 2 94

1.7.1. LLMD#R

1.7.1.1. Al %= JEF L 7=SASTADAWS Bedrock D {#
1.7.1.2. Al% &R L 7=SASTADAzure D{FE

1.7.1.3. Al% & L 7=SASTADGoogle CloudDfEF
1.7.1.4. Al% R L 7=SASTADOpenAl APIDfE
1.7.2. T—H R— DR

1.7.3. dbTool DfFEF

1.7.4. Al% S5 L7=SASTIC & 21~ TIL iR
1.7.5. Al% ER L/SASTO#NR A 7> 3 >~

1.7.6. L— MR

1.7.7. pwtool Z {EF L 7 E DB W EDES L
1.8.Java. Kotline & JSP7OY =¥ hDOHT
1.8.1. Gradle & D#EE

1.8.1.1. Gradlefff & D E

1.8.1.2.Gradlefi&D NS TN a—FT1 Y
1.8.1.3.Gradle 7> 714 ~ DfEMH

1.8.2. Maven & DEE

1.8.2.1. Fortify Maven 73> 71 > D1 ¥ X b —JL & B
1.8.2.2. Fortify Maven 7> 74 DA Y A h—ILDF R b
1.8.2.3. Fortify Maven 73 7’4 > O{E A

1.8.3. Bazel& D&

1.8.3.1. Java Bazel D#E &l

130

131

133

134

135

137

138

139

141

143

144

146

149

151

153

176

177

178

179

180

182

183

186

187

188

190

192

193



1.8.4. Ant& DI E

1.8.5. Java® & U'KotlinD FENZ A8 L

1.8.5.1. Java, Kotlin, 8L WSPOIATY R4 VAT ay

1.8.5.2. Java®aA~ > RS54 vl

1.8.5.3. Kotlina~ > KZ 1 > Dfl

1.8.6. Kotlinx 2 ) 7 N DR

1.8.7. Kotlin & JavaD Z#H B E FAtE

1.8.8. JavaDE & DL

1.8.9. Jakarta EE (Java EE) 7 U 4 —> a v Do

1.8.9.1. Java7 7 1 L DZE

1.8.9.2.JSP7OV x4 b, BERETI 7M. BLVBET RV THDEH

1.8.9.3. Jakarta EE (Java EE)Z#: D&&

1.8.10.Java/N4( kO— RO

1.8.11.Java, Kotlin, 8L VJSPEMB LUV PTICEATIBED NS TN a—FT 44

1.9. Android 70 T2 N OLH

1.9.1. Android 7O = 7 M EHDORHIREM

1.9.2. Androidd— RSHDAT Y K54 VX

1.9.3. AndroidL A 7 M7 7ML THREINET7 4 ILE ) VT DREE

1

1

1

.10. Groovyd— R D4

.10.1. GroovyZ # DRI &4

.10.2. Groovy D ZE#HE X

.11.Scalad— KD H7

.12. Visual Studio 7O Y = 7 b D7

.12.1. Visual Studio 7O Y = & N EBRORIHREH

12.2.Visual Studio 7Oy =2 bDOAY Y RS54 VX

12.3.Visual Studio 7O Y =¥ b DEHICE T 2455 T — A DALE
1231 22U TS OEBDET

1232, 7L —VRNETE L UPASPNET 7R =5 b DX

194

195

197

203

204

205

206

207

209

210

211

212

213

215

217

218

219

220

221

222

223

224

225

226

227

229

230

231



1

1

123.3. C/C++B L UXamarin 7OV =0 N DEH#:

N1234. ZAZEVHREERFO>TOV Y hOEH

.12.3.5. Visual StudioV ) 2—> 3 v D8 —7OY U hDEH
A23.6. BHORTAEE 7 74V EEIRTZTOY Y bOSIR
12.4. Visual Studio 7O Y =¥ M &ZE#T 25D AE

.12.4.1. Visual StudioV V) 2 —> 3 VAR OE#RA T a v
.12.4.2. Fortify SASTZBAREYICRITE T ICEIT 2

.13. JavaScript® & U'TypeScripta— K D47

131, Ea7JavaScript7OY = hDZE#H

13.2. REFEFR DR

.13.3. NPM{&K7ZE R D RS

.13.4. NPM O KRR

13.4.1. NPMIKZEI R DR D

13.5.HTMLZ 7 1 L% R L /zJavaScript 7OY = ¥ ~ DZE#
.14. Dartd & UFlutter I — KD #

14.1. Dart® & UFlutterE B DO RTIR &M

14.2. DartH & UFlutterd@a~ > K54 VX

.14.3. Dart®d & UFluttera~ > K51 V5

.15. Python& & TJupyter Notebook D 43 #ft

.15.1. Bazel & D&

.15.1.1. Python Bazel D#E &l

15.2. PythonZ#: 07V K54 VX

15.2.1.PythonaR Y RSAvA T3y

.15.2.2. Python® A< >~ K51 V|

.15.3. {R1BIRE T DPython DZ

154 A Y R—FMNBEHDEV 12— ERYT—VBEDD
55, RF—LAR—2ZANY T —I % 5D

.15.6. Django & Flask D& #2

232

233

234

235

236

237

238

241

242

243

244

245

246

248

249

250

251

252

253

254

255

256

257

261

262

263

264

265



1.16.10SH L U'Xcode 7OY T 7 DO
1.16.1.i0S70Y = U N EMOFHREMH
1.16.2.i0ST— F2HDAT Y RS 1 VX

1.17.CB LV C++a— RO

1.17.1. CH L VC++O— REHDBTREM

1.17.2. Make & D#E &

1.17.3. CMake & D#E&

1.17.4. Gradle & D#EE

1.17.5. CBE L VC++DFENEHEX

1.17.6. BB INZCELVPC+H+OA—RDRF v~
1.17.7.C/IC++D T ) AV IR JVFEHAANY T T 714
1.17.8. D3 VA SDEFA

1.18. Rustd— KD

1.18.1. Rust3 T DRIIR S M4

1.18.2. RustDZE#uiE 3L

1.19. Fortrand— R D24

1.19.1. Fortran 3 #T D RIR &4

1.19.2. Fortran D& 4 3C

1.20.AIT—Y = MERT7 741 LD B

1.201. AlIT—Y = v METR7 7 1 LT DRIIR R4
1.202. AIT—Y ¥ MER7 7 1 ILDOEIHHE
1.21.Goad— KDL

1.21.1.GoaAxX Y K54 VX

1.21.2.GoaAx Y R4 v T ay

1.213. hAH LGoEI RS T EDH D

1.21.4. {IRFREFRDAEIR

1.22. PHPO — KDL #f

1.221.PHPOR Y RSA v F T a Yy

266

267

268

270

271

272

273

274

275

277

278

279

281

282

283

284

285

286

287

288

289

290

291

292

297

298

299

300



1.23. Perla— K D9 #7

1.23.1. Perl D DEIR M

1.23.2. Perl DZ & 3L

1.24. Rubyd— R D24

1.24.1. Ruby D Z#uf <z

1.25. Addad— RO L

1.25.1. AdaB T DHETIR M4

1.25.2. AdaDZE#kE 3L

1.26. Delphid— R D447

1.26.1. Delphia #r D AR &4

1.26.2. DelphiDZE gL

1.27. Elixird— KD #7

1.27.1. Elixir2 #r DEIR &4

1.27.2. Elixir O ZE##E XX

1.28. Erlangd— R D4

1.28.1. Erlang 3 #r DR S 4

1.28.2. Erlang D& #4E3C

1.29. Luad— KDL #r

1.29.1. LuaD T DHEIHR M

1.29.2. LuaDZE##E L

1.30. Salesforce Apex# & UfVisualforce 1 — K D347
1.30.1. Apex® & VVisualforce B D HITR R
1.30.2. Apexd & WVisualforcedaA ¥ ¥ KRS 4 VX
1.31. ABAPO— KD #r

1311 Y =R 7 74)DF o >A—RKIZDWT
1.31.1.1. INCLUDED 4L.38

1.31.2. BEKFED A ~VR— b

1.31.3. Fortify SASTO E U AY 1) R M ADIENN

301

302

303

304

305

306

307

308

309

310

311

312

313

314

315

316

317

318

319

320

321

322

323

324

325

326

327

328



1.31.4. Fortify ABAP Extractor® %17

1.31.5. Fortify ABAP Extractor®7 >4 X k—JL

1.32. COBOLO— R D44

1.32.1.COBOLY —R 7 74L& AE—=T v ¥ 7 7 1 L DEHHlE
1.32.2.COBOLD AR Y RS54 VX

1.32.2.1. 7 7 A WHRBRF & K72 2 WCOBOLY — R 7 7 A JL DE H#
1.3222. FBD7 7 A VR FZFDCOBOLY —R 7 7 1 LD EHE
1.32.23.COBOLAXY Y R4 v AT ay

1.32.3. L 1> —COBOLZE# D FA(FEHEEE)

1.32.3.1. LAY —COBOLEMAT Y RS v F T ay

1.33. SQLO

1.33.1.PL/SQLO AT Y KRS 4 V|

1.33.2.T-SQLO AT Y RS 4 V]

134.3—RELTDA VYT Z AN I F v(1aC) DT

1.35. ]SOND 2 #7

1.36. YAMLD 2 #f

1.37. DockerfileD 2 #f

1.38. Bashd— KD 44

1.38.1. Bash #r DaEIR M4

1.38.2. BashDZE#u#E T

1.39. PowerShella— KD 24

1.39.1. PowerShell 2t D EIIR &4

1.39.2. PowerShell DZE#4E3C

1.40. RO— KD

1.40.1. RO DRI S

1.40.2. ROZEHHE

1.41. Solidity 3 — R D947

1.42. Z DD EES L URED DI

329

334

335

336

338

339

340

341

343

344

347

348

349

350

353

354

355

356

357

358

359

360

361

362

363

364

365

367



1.42.1. Flex® & UActionScript D 2347

1.42.1.1. Flexd & C*ActionScriptaA~¥ Y KS4 v * o3>

1.42.1.2. ActionScript®d I >~ K S 4 >l
1.42.1.3. fERDELS DALIE

1.42.2. ColdFusiond— KD #f

1.42.2.1. ColdFusiona~X > K51 VX
1.42.2.2. ColdFusion (CFML)A~XY Y RS A4 vA T 3>
1.42.3. ASP/VBScript{R 8L — b D247
1.42.4. Classic ASPO I Y RS 4 >l
1.42.5. VBScripta~ > RS 4 V|

1.43. 24 732" 32— RO

144.>—J Ly NDRF vV

1.44.1. IERREDH

1.45. PQCORIBED R * + >~
1.46. fER DB

1.46.1. DMINDRAF v+ VR > —DEH
1.46.2. 74 I8 7 7 4 ILIC & 2REEDRS
1.46.2.1. 714 )V9 7 7 1 ILDAI

1.46.3. 745ty k& EMA L-BEDRSN
1.46.4. FortifyRemoved X~ N &FERA L7 1)L %
1.46.5. Fortify Javas¥ R
1.46.5.1. 7—4 70— DR

1.46.5.2. 7 4 =)L REZHDER

1.46.5.3. T DDFER

1.47. 187 # —< ¥ 2D &RHE1L

1.4710. D4 ILAREKY 7 b7

1.472. =R 2 7ICEY 2 ERER

1473. Fa—=v 573y

368

369

372

374

375

376

377

378

381

382

383

385

386

388

389

390

394

400

402

404

407

409

412

413

414

415

416

419



1.474. 949 9 XF v >

1475 BB A VILEFERLEZRAX vy VEED

¥
il

1.47.6. A— RR—Z D7 E|

1477. 7 F 24 EFEDOHIR

1.47.7.1. 7+ 54 FOEMIL

1.47.7.2. SEEDEML

1.47.8. FPR7 7 1 JL DL

1.47.81. 749 774 )LDEMA

1.47.82. 7149y hDER

1.47.8.3. FPRAS DY —Z2 01— KD
1.47.8.4.FPR7 7 4 )L A ZDHIR

1.47.8.5. KERFPR7 7 1 L &I <

1.47.9. REFEEITINTVWDI ¥+ v DER
1.47.9.1. SCAState'y —JLD{ER
1.47.9.2. IMXYY — )L D{FE

1.47.9.2.1. JConsole D&

1.47.9.2.2. Java VisualVM D 1§

1.48. ENAMILEINREY 3 Vv OER
1.481. ENMILEI REY Y 3y —=U 3 VvOREEM
1.482. ENAIEILREY Y a3 v DER
1483. ENAMIEINREYS 3 VDA VR—§
149. NS TN a—F14v7
1.49.1.#873—RK

1492. XEYDFa—=vY

1.49.2.1. Javak — 7 D438

1.49.22. XM 74 TE—T D&

1.4923. A% v O F—N"—70—

1.49.3. EHLEHDOZ F v~

421

423

425

427

428

429

430

431

432

433

434

437

440

441

442

443

444

445

446

447

448

449

450

452

453

455

456

457



1.49.3.1. Dataflow Analyzer® ') X v %

1.4932. 70— LUNUllRA V9 T7F+HSAHDYI v sy

1.49.4. BB DIERE M

1.49.5. 07 7 7 1 )L DIFFT DR
1.49.6. A7 7 7 1 LDRTE

1.49.7. BREDHRE & WEEILARD B K
1.50. %Y RS54 VSR

1501. 774 0LET4 LI M) DIBE
1502. 74 L2547

1.5021. LIMS1 Y RAT1 L9747
1.503. A T a3 v
1.504. 9fix T a v
1.50.5. HAF Tvav

1.50.6. TDDA T 3 v

1651 RIEZELF T ay

1.51.1. 7anF4 774 )b

1.51.1.1. 7an74 7 7 1 L OFR
1.51.1.2. EED LEE

1.51.2. fortify-sca.properties

1.5121. B ED 7 z—XDTO/F 1

1.51.2.2. ERKRBAF DO 7 O/87 4
1.51.2.3.LIM5 4 £ 20 7 0/8F 1
1.51.2.4. b—IL DT O/RF 1

1.51.2.5. Javad & UKotlind 7O /357 «

1.51.2.6. Visual Studiod L U*MSBuild 7O = b 7O/5 4

1.51.2.7. JavaScript® & U'TypeScriptd 7 0/3F 1

1.51.2.8. Python® 7 0O0/37 «

1.51.2.9. Go® 7O/ F 4

458

460

462

463

464

466

467

468

471

474

477

483

490

497

502

503

504

505

508

509

530

531

535

540

547

550

555

559



1.51.2.10. Ruby® 7’00 /35 1

1.51.2.11. COBOL® 7O /X F «

1.51.2.12. PHPO 7O /35 «

1.51.2.13. ABAPO 7'O0/3F «

1.51.2.14. Flex& & UActionScriptd 7 B/37 «
1.51.2.15. ColdFusion (CFML)® Z7'0/35 4

1.51.2.16. SQLO 7O/ 7 «

1.51.217. HAD 7O/ 7 «

1.51.2.18. EX1ILEI REY P 3 »(MBS)D 7 O/3F 1
1.51.2.19. 7OF%> 7O/ 7«

1.51.2.20. O 70/X57 «

1.51.2.21. 71Xy 7D 7O/ 57«

1.51.3. fortify-sca-quickscan.properties

1.51.4. fortify-rules.properties

1.52. A%V R4 Y=L

1.52.1. OpenText Application Security Content®BE#IZ DL T
1.52.1.1. OpenText Application Security Content® BT
1.52.1.2. fortifyupdateA~X > RS A4 VA F>a v
1.52.2. SCAState = A L7 R ¥ v Y R T— 4 RDHER

1.52.2.1.SCAStateaA~Y Y RSA VAT a v

561

562

566

567

568

571

573

574

580

581

582

585

588

595

615

618

619

620

625

626



3 opentext" Fortify SAST 26.3

1. 2A—YHA K

Dty a v Tk, OpenText™ Fortify SASTZER L T, IFEAEDEFERTOTS I
VITZY9 NI A—LATI—REZRF v VT BAHAEICDODVWTCEHBALEYS, 2OV a3y
iE. EFX¥ 2714 BEEBEEEXF2 70— T4 V7 aEETZI—HFAEFRICLTLWET,

This PDF was generated on August 12, 2026 Page 1 of 629



3 opentext" Fortify SAST 26.3

1. YR—bERFaATVH

ARAIIHR—RMNIBEBWVEDLEDRIE, ROBEHKIBERE CREC LI W,
YIRNDTT7/IN—23:26.3
YI7hox7))—2H: 2026%E7H

HRAIIYR—bADBEVEDE
NRETHHE—FWebH A MITIEZAL T, ROFELERTTEET,

e ZAEBVARETIVIANILAY NOEE

R R—M) TR NDERKEER

REaXYRDF Ly URBEOME

YIZhoT7DYOO—R

e 3271 DIEX

=3 CE

OpenText Application Security Testing®mDFFHHIC DLW TIX, [Application
Security] ZZR LTI,

HRAOMERNMTET

Fortify Unplugged YouTube™ F+ >~ XJLC. OpenText Application Security Software
DHEBEBEZNATA MNTBET A ETEVWLLEITET,

This PDF was generated on August 12, 2026 Page 2 of 629


https://portal.microfocus.com/
https://www.opentext.com/products/application-security
https://www.opentext.com/products/application-security
https://www.youtube.com/c/FortifyUnplugged

3 opentext" Fortify SAST 26.3

1.2 8077

RDORIC, TONILVTIRFaAXY MIMASOWEZERARLET, TOANILT/RF X
vV NDOWETIRIZ. EEA’REBOKEEICHEA B 258ICOH, VI bz 7)) —RHE
TRITINZET,

This PDF was generated on August 12, 2026 Page 3 of 629



3 opentext"

VZ2bhkoxF7))—=2R/

NER15 /8 NOYACIE

26.3.0

This PDF was generated on August 12, 2026

Fortify SAST 26.3

Al%SER LSASTARR & L1,
Microsoft Azurez=r L7=$r L W
ClaudeE®FIL( MY HE—FRD
LLMI Z=Z88)

Al%SER LSASTA R E LAY R
—bh70O/Nq 5 —& L TGoogle
CloudZEm( M R—FHHRD
LLMJ] & TAI%ZSER L7<SASTAD
Google CloudD{FER] % 5HR)
NERIERLHBIAMO— )L %= FH T
5Amazon EC24 Y AH VY ATRAF
v AEERITL., AWSERSLRE®D
Bedrock Bearer k—7 V%= 18E T %
DY R—KZEBM( TAIZFERL
7<SAST~DAWS Bedrock D |
=)

Azure Foundry) VvV —22&%&FEHA L T
Microsoft Foundry®&F A ICAzure
OpenAlTY KRS >V NEMEKT 57
HDHR—MEEM( TAIZFERALE
SASTADAzureDER] %#SHR)
com.fortify.sca.ai.model 70O/3F
1 D Microsoft AzureZ N L7 L
WClaudeETILE DY R— k %3EN
( TAIZFERA LSASTO#RA 7 3
V1 =ZR)

AWSNR Y F—HR 7T O/RT 1 ITHT L
LY
com.fortify.sca.ai.aws.inferencePr
ofile 8LV
com.fortify.sca.ai.aws.bearerToken
Bedrock 70O/35 1 Z&H0( TAI%E

FAL/SASTO#RZ 7 av] =%
i)

Page 4 of 629



3 opentext"

VA ESADEYY
RE¥aXy b= 3 Y

This PDF was generated on August 12, 2026

Fortify SAST 26.3

EEm

AzurerX> & —#E 7 O/XT7 1 ITH L
LY

com.fortify.sca.ai.azure.resource
TOnRT 14 &EM( TAIZER L
SASTO#EmA 7> a3 v #5R)
macOS@DHF L LW/ —< 3 > A8
(THR=—PFINhTWBTSY N7+
—LET—FTVFv] =BR)
J7ANERTONRT DIV a Y
ZBMN( TAI%Z &R L7SASTD®EM A
T av] =#S5R)

Go & Swiftd#FT L WLW/N—< 3 ¥ & BN
( TEEEDE#HME] 2508)
Gradle(EJL Kf#&) & xcodebuildd
L= 3 v aEm( MR-+
IhaEILRY—IL] 25R)

LLMV Clang. Apple Clang. Swiftc
AOFHFHLWIAVRS, SNRN—=U 3V %E
m( ryAR—rIhTWadarv/N4q

71 =ZR)

C/C++d— RDAMEEDAHRS L0
VI SDFERICAT 2 R—TU % EM
(M1 ZDFEA] Z25R)
com.fortify.sca.fileextensions.
<language> 7’00/%5F 4 MF L WMk
SRFY A THEM( TEBREDTT T
—ZD7O/nNT 4] =S5HR)
BEINEY A RN TWHREFZ 7740 ET
1L N)DFERTELTHRDODNE T
Zv M7 +—LTH, GERIDE) IR
THRFE27714)LET4 LI NUDT
7AIKNTEZNZD%EET 5720
DFL L
com.fortify.LegacyHiddenGlobSynt
ax 7O/7 1 %8BI ( [E#EDH
J2x—AQ7ANTF1] & 774
WET1a LY M) DIEE] 2#5HR)

Page 5 of 629



3 opentext" Fortify SAST 26.3

VAN ESADEYY TER
RE¥aXy b= 3 Y

B

o HHARFNLHRBLDOER( HEH
DEHE| =5R)

e OpenText SASTDERHEH %= T RT
Fortify SASTICE®H

« com.fortify.sca.ai.model 7'/
1 COAWSHER IO 7 74 IVIDZE 7=
EHER T 07 7 1 JLARNDIEE ICE
I 5EBAEEH( TAIZER L7ZSAST
DERA T 3 v] #5R)

« -cp <paths> | -
classpath <paths> 7’0/85 1« DEi
BA%&E#( Java. Kotlin, B &L
JSPOX Y RSAVFTVav) &5
A

I\\\) [e]

HlBR:

e CentOS. Red Hat® Enterprise
Linux® 7.2, Ubuntu® 20.04.1LTS.
Microsoft Windows® Server 20197
HIIBR

« com.fortify.sca.FilterSet 7O /X5 «
% fortify-sca-quickscan.properties
H S HIFR

This PDF was generated on August 12, 2026 Page 6 of 629



3 opentext"

VZ2bhkoxF7))—=2R/

NER15 /8 NOYACIE

26.2.0

This PDF was generated on August 12, 2026

Fortify SAST 26.3

o AlAESER L7=SASTICHISE L7=FT L W
LLMZ7 O/A 4 —(HR— b HRD
LLM)

o AlZSER L/SASTAERL T
COBOL. Fortran, AIZT—> = v Mg
RI7ANERHT BHDYR— b
MU EFLE( TAIZFER LASAST

EEDOE#ME] Z5R),

o« [COBOLI—K®D%#7] . T[Fortran
J—RoPH) . TAIZT—Y TV ML
—IT77AIDRH] DEEIaY
EMmLUE LA,

o AIAER L/-SASTAERHT 27D
T—AIR—ABHICEAT B EIVa Y
(F—IR—2EH)

o TAI%EERLASASTADAZUreDfE
HI ICEAT5E>3aY

o [AIZJER L SASTADOpenAl API
DOfFEA] BT EIYaYy

o Azured £ U'OpenAlDR Y ¥ —EHK
70/37 4 ( TAI%ER L/ZSASTD#
WA T a v #S5ER)

e Tpwtoolz{FMA L -HEEMHDFME
DEES1E] DAzure & OpenAlDIERR
HosWwronNT 4

o C++, Kotlin, Swift. PHPD#T L L
N=TavzEMLELEL(TSED
Bkl =58R)

e MSBuild & xcodebuildD#r L LN/ S—
JavaEBMULELA(THR—-FX
naEILRY—IL] 2#5R)

e Microsoft Windows®$ & U'macOS®
DFLWA=UavaEBMLULELE
(THR—bPINhTWVWBE TSy KT+
—LET—FTVFv] BR)

Page 7 of 629



3 opentext"

VZ2bhkoxF7))—=2R/

NER15 /8 NOYACIE

This PDF was generated on August 12, 2026

Fortify SAST 26.3

EEm

BT

e AkkaS 1Y R 774 IICEAY B3F

BEEABMLULFLA( IScalaa— K
Dol =SHR)

HlBR:

Microsoft Windows®/x—< 3 210,
macOS®/N\—< 3 V14, IBM® AIX®
N—=oav71%HBRLELE
NET (Core)/X—< 3 > 2.x~4.x%Hl|
BRLE L
.NET Framework/X—< 3 >2.0~4.5
HHIBRLE L
C#N\—> a3 5%HIBRLE LA
Swift/X—< 3 »510~6.0%HIfR L &
L7
MSBuild/Nx— 3 Y 14x&HIBR L E L
1=
Xcodebuild/fx—2 3 >»15.3, 15.4%
HIBRL E L7
RubyO O—AIIE#HZHEIFRLE L&
( TRubyd— RD9#r] %SHR)
com.fortify.sca.ruby.legacy.enable
d 7O0/85 4 ¥ fortify-
sca.properties 7 7 1 LA SHIBR X
nhFL7( TRuby® 7O/R57 1] &5
ig)
[Rubyad~> KZ4 >4 7> 3
1. TS0 73 YDEM
[Gem/NXDENI DE I EY 72
CDORFIXZIADEHIBRINE L=

NEw U T4 E8JavaScript ¥ 7= i
HTMLEZZ#HICED Z] Y TD R F
aAAY IHOLHERINELEL

Page 8 of 629



3 opentext" Fortify SAST 26.3

VAN ESADEYY TER
RE¥aXy b= 3 Y

« fortify-sca-quickscan.properties
7714 ILAD
com.fortify.sca.FilterSet 7 m/85 «
DIEHBEE Y, REDY) ) —ZT
fortify-sca-quickscan.properties
774D LHIBRINET

26.1.0 BN:

o AlZ;ER L7=SAST( TAlIZ={FA L 7=%
1 =58R)

e #TLUWPython/A—Y 3 v EBML F
L7z( TEEOE#HM] %#5R)

e #7L UL xcodebuild/X— 3 > %8B0
LELAE(THR=—IINBEILRY
—Iv] =5R)

o AIZERNIRTHR—MNINBZEED
JL—L7—0%EBMLELE(TS
473N, 2b—LT7—9, BLUTFT
v /0Y] &#5R)

Hl FR:

o Ant/N\—< 3 21.9.x85 & U XcodeE L
K/IN—23215.3~15.4%HIBRL ZF L
F(THR—KRINBEILRY—IL]
=)

This PDF was generated on August 12, 2026 Page 9 of 629



3 opentext" Fortify SAST 26.3

VAN ESADEYY TER
RE¥aXy b= 3 Y

25.4.0 SRR

o #1L U XcodeE L K &MSBuildD /X —
JavaEBEMULELA(ITYR—-—bX
naEILRY—IL] 2#5R)

o ¥ LUL.NET (Core). C#. Java.

Go. Kotlin, 8&UStO/N—=T 3>
HEEBMULELA(TEEOE#RKE] %
ZR)

e FILWIVNRAZN=23VD
OpendJDK javac® & U'Swiftc % BN
LELAE(THR— IOV /1
71 =5R)

o« LW
com.fortify.sca.rules.Islibrary 7’0
AV s
com.fortify.sca.rules.enablePQCRu
les 7ONF 4 ZEMLELEL
(fortify-rules.properties)

e ZAT7ZYI—RDOHMICEHTZR—
CEHEEBMLELAE(ZA 7Y O—F
D53H)

o« LW
com.fortify.sca.EnableSubtraceFilt
ering 7O/37 4 ZBML £ L7Z(Z
BELVPH 7z —XDTO/RF 1)

« EETANIICAT R EIVYaVE

(241897 714IICL BREABEDR
A1 ISEMLZELE

BT

o <languages>DZEHUZDWVWT DTN
TDE K% <languages>DHHTICE
BLELLEL

e INRTDEZREIVIVavemELANI
ICERR L. #RlL»3 < LEFL,

e PTOERDOBMEEBRILLELL

This PDF was generated on August 12, 2026 Page 10 of 629



3 opentext" Fortify SAST 26.3

VAN ESADEYY TER
RE¥aXy b= 3 Y

e EILREEEIYa VK, ZhETHhOD
EEIvavIlBEHINhE L,

e Java. Kotlin, & & U*Androidt 2 &
avpAvY—YENFELE, ( [Java,
Kotline 8&WJSPZFOY TV DL
Ml =58R)

o IOSEVYavEHEHLZE L,

( TIOSH L UXcode7OP TV hD
ol =SHR)

o AFX Y URYI—EI Y3 VEDFD
BENSKEIL., 748 EHEREZH
XA EEFBELTHLVE
g avIiCAnE L, ( THRROHR
ikl =5HR)

o FHKRIROWICETZEIa V%,
=Ly NRAF v UDRLEBEI Y
AavVICBHLELEL

HlBR:

e Fortify ScanCentral SASTV 514 77
v N%&. Fortify SASTA YR h—35H
SHIRL F L7,

o Gradle/X—< 3 V6. 5LFID/N— 3
VEHIBRLELE( T R—FIN3
ELRY—IL] %=S5HR)

This PDF was generated on August 12, 2026 Page 11 of 629



3 opentext"
VZ2bhozxz7))—2R/
N =1 SV NOVACSLA-

25.3.0

This PDF was generated on August 12, 2026

Fortify SAST 26.3

e XcodeEJL RIN—T a3 UL EHIN
FL(TORTLEH] #50H)

o FortifyRemoved X > M gL % HIfE 3
ZHELWIIL—ILTONRT 1 ZEIMLE
L 7= (fortify-rules.properties)

o [FortifyRemoveZERYT 25X b
D74IVE) 0 T] ZEMLELE

e MacOSARMA YA K—F( TV 7Tk
D7 DEE] =58R)

B

e Fortify Sofware Security Content®
ITANTDEKR%ZOpenText
Application Security ContentiCZ &
LELE

HlBR:

e xcodebJL K/X—< 3 15, 15.01.

1510, 15.2%HIBRLEF L7( THHR—F
INBEILRY—IL] &=50),

=z nn

Page 12 of 629



3 opentext" Fortify SAST 26.3

VAN ESADEYY TER
RE¥aXy b= 3 Y

25.2.0
EBn:

o« VAT LEH

o NRAILRF v VR Y—DIEMRAE
ICDWTDFIE(RFv R o—%
DHTICER T %)

B

mBDER( EHEH
)

o MREZDERIA>KAVAN—FT

7 1 ILZDZEE( [Fortify SASTD A

VAM=I] ICEET B NEY I ES
1)

o MHARATNH
DEE| =5

e Visual Studio7O0Y TV hDZEHLT
&, T2 N7OY Y MIBEETRA
TN ZEJ( MVisual Studio7O>Y =¥
DYy RZ4 ViEX] 2588R),.

o Jupyter/ — M7 v DY R—KN%B
mLUZEL7&( TPythond— KDZE#)
=)

o Django*Flask7 L —L 7 — U %fF>
THERIN/I—REZBRT DI
IH—=TONRT A DREIFEICRY
FLk

Hl R:

o 7O/F 4«
com.fortify.sca.SuppressLowSever
ity 8L
com.fortify.sca.LowSeverityCutoff
i&. Rulepacks CIHHRE IR ST X ¥

This PDF was generated on August 12, 2026 Page 13 of 629



3 opentext" Fortify SAST 26.3

VA kA EYY EER
RE¥aXy b= 3 Y

F—HESBLTW/-OHIKBRINE
L 7=,

o Z® com.fortify.sca.hoa.Enable 7
ONRTAIEEZDANILT RFa ALY b
HHIRREIhTHY., 5D ) —XT
HEDNLHRINDFETT,

This PDF was generated on August 12, 2026 Page 14 of 629



3 opentext" Fortify SAST 26.3

VAN ESADEYY TER
RE¥aXy b= 3 Y

24.4.0
B

o ARME®DLINUXEDA VR M—5%1B
iU & L7( lFortify SASTD A ~ R
=Ll =5R)

e AFX v VRYI—IF, TAVINTSY
ICEDWTT—% 70— DREE %R
TEXI( D ~NDRF+ VR
—DEA] =5R)

e 77 #I)LKMTIE. NPMOKRFFRERIE
PR I7—ZADSRAINET
( INPMIKEBRROZHBRDEE] 25
fg)

o Flask® & WJinja2dHR— ~ % 3BIN
LFL7A( TPythond— RDZEH#] %
ZHR)

e« Go7AY ¥ hDFortify SASTZ#:
ICARILEINRKRY TEEDBTD
M -gotags # 7 avEEBMLEL
T=(THARY LGoEIN KY T %=ED
2] BLC TGoD7ONRT 1] %S
fg)

e PL/SQLZD 9 B 7/HDOAT Y RS
AVF T aVDEER( E#HSQLD
DT ESR)

e EIWRY—ILRADBREEHICL, E
WRROVY TN T 74V EY—RAT 7
ANWELTERT B4 T 3V %EM
LELA(TEBRA T av] LT
(BB LD 7 —ADTO/IRF
11 =5R)

e -exclude # 7 3 vid. Ant.
Bazel, Gradle. & & U*Maven® k)L
R#EAETHR—MNINTWET(AntE

This PDF was generated on August 12, 2026 Page 15 of 629


https://docs.microfocus.com/doc/2263/26.3/ede68409a70a_installsca/ja
https://docs.microfocus.com/doc/2263/26.3/ede68409a70a_installsca/ja

3 opentext"

VA ESADEYY
RE¥aXy b= 3 Y

This PDF was generated on August 12, 2026

Fortify SAST 26.3

EEm

D&, Bazel: DfiA. Gradlefia
DfEF. Fortify Maven7 > 74 v
EA. BLUVEHA T 3 v 525H)

HlBR:

o EVaA—IDIIE. TDANILT/RF
AAYIOSHBRINE L, ZO
BEldIEHERETH Y, REIDY) ) —AT
AN SHIBRINSZFETT,

Page 16 of 629



3 opentext" Fortify SAST 26.3

1.3. XU ®HIC

DV avTIE, ROMNEY ZIZDWTEHRBALE T,

This PDF was generated on August 12, 2026 Page 17 of 629



3 opentext"

1.31. B RBDER

OpenTextTld, ROBERZEZLEEEATY,

AID &R
Fortify Static Code Analyzer
Fortify Software Security Center

Fortify Weblnspect

Fortify on Demand

Debricked

Fortify 7 7Y or—>ave&vy—Iib

Fortify SAST 26.3

#LW&RT
OpenText™ Fortify SAST (Fortify SAST)
OpenText™ Application Security

OpenText™ Dynamic Application
Security Testing (OpenText DAST)

OpenText™ Core Application Security

OpenText™ Core Software Composition
Analysis (OpenText Core SCA)

OpenText™ Application Security Tools

INS5DEBAF, BREDRATSyoarR=Y IARMAY R, OFMUR=Y, L
HEADHEAINZ ZTOMDIFFATEEINE Lz, BRIOEFRIE. EMODEEE%BAREIC
L. Fortify Software® @ & OpenText& DEEMZEHB I EZBEMELTVWET, K+
AAVRDIA MILR=TRE, BERICE>TIE, VRN —RNICEIICEEFN %5
BHYET, SEOHRB)Y—AT, ILHICZLDEEEFELTVET,

This PDF was generated on August 12, 2026

Page 18 of 629



3 opentext" Fortify SAST 26.3

1.3.2. OpenText Fortify SAST

Fortify SAST (Fortify Static Code Analyzer)ld, XX FAEETCEFa ) F1EHDO
—TAVITI—ILELUVCHA RIA VDERERRTZ2—EDY 7 b0z 7EFa2) T4
7T 54T, Fortify SASTTIE, LWEFaT7RYVIMNIzT7AREHFEL, 2T
43— RFRLE2—DOMEYE, —BH. $LU0TEEHZAELEIEZDICHZIDOOWER,E
RINET, BEFEEOEF 1) T4 —ILEHMAL I EDTERRFICR>TVLE
ER

HR—MINTWBEE, SA4T73Y, A4S, BLVPEILRY—ILDY XA MIZDW
T, TDRATLEH] 28RLTLCEIY,

Fortify SASTA R L CT7 7TV r—>a v anid 3ICE. ROFEDHY FT,

o JRMDSecure Code PluginsODWIFnhzFEHAL T, IDENLBEESHZRITLET:
Visual StudioFd @Fortify Extension. Eclipse DFortify Plugin. & & Uintellid IDEA
$ & U*Android StudioF MFortify Analysis Plugin), Z D4 #rid. Fortify Audit
Workbenchz AL TETT2IEEHETEET,

t¥al) 71 RBEITOER%ZIDES &L OFortify Audit WorkbenchT&RRL 72 Y.
=R % Fortify Software Security Centerlc 7y 7O—RK$3 2 & TEEY, V-
DERBFICDWTIL.  TOpenText Application Security Tools] 22 L TLZX L,

e PMZEENRIATLIHRET SN, FLEFATY RIAUDLoERITLET,

ZDHA RTIE. SOOI DERITAEZEICFHRALET,

This PDF was generated on August 12, 2026 Page 19 of 629



3 opentext" Fortify SAST 26.3

1.3.21. 7 F 54 FICDODWT

Fortify SASTI&. 8D DREssM 77+ = 1 H(Buffer. Configuration., Content. Control
Flow. Dataflow. Null Pointer, Semantic. & & U'Structural) TERINTWET, &7
FTIAY T, BITIINEDWMICRIET 25914 TICBERBREIRBET 272DITHRICH
29T AXINRNDYA TDIV—IVIEZHEINE T, IL—Ibid. V—RO—RROEF
1Y T 1 DEEECEZETRWVRENRET 2TREI’HI2EREZFETHIERCT, X
DERTIF. ET7F A HFITDOVWTEHRBALET,

This PDF was generated on August 12, 2026 Page 20 of 629



3 opentext" Fortify SAST 26.3

TrEo4Y% inBA(Description)

Dataflow Dataflow AnalyzerTlx, 1~ h5—%
(L—HHEANFLIETSAR—bFT—
S )DBEMICERGFERANFEET 28
H7RREssEI R I N E 9, Dataflow
Analyzerl, 7AOY—YvB74 >V Mz
BoWmEFERALT, 2—HYAA(FLET
SAR—NT=H)DY A b, 7T
F—avaz@EoT, BRARHTUEH
LYEREICEZ T YD RN ZRB L F
¥, =& zE, Dataflow Analyzerid,
—HHHEIE T 2 ANXFIHAHTML (70
AYANRO ) TT 4 v J) BRI ERK
TENEDDEREL, 2—FHHIET
BDNFINSQLY T %R T BHE D
M™MSQLA oz vy av)EmHBLET,

Control Flow Control Flow AnalyzerTl&, —E D&
BBEIMREINE T, 7075 LTH
H7O0—/ %519 % &, Control
Flow AnalyzerC—EDRIENREDIEF
TERITIINTWVWEILEI DMLY INZE
¥, & ZIE. Control Flow Analyzer
& Fxv 7 OFRZI/ERRXOREYH
BREEREL, XML) =4 —REna
—7 4 )T 4 MERBICETICERES 1
TWHMEI M EFvILET,

This PDF was generated on August 12, 2026 Page 21 of 629



3 opentext" Fortify SAST 26.3

TrEo4Y% inBA(Description)

Buffer Buffer AnalyzerTi&. /Xy 7 7 I[LIREFT
XHULEDT—YDEZAAFITHH
BRYDPRETZNNy IJ7A—/N"—70—
DIEFEIREINE T, Ny T 7R
Hy o) TEYHTONE D, E—FTH
YHTHNFETY, Buffer AnalyzerTid,
FIRftE0 7O —Y vBoHEFERAL
T Ny D74 —NR"—00O0-DFEETS
FREICRZIRETHEHE D DO HIRTE
nNEd, Ny 7 7ADEFTNRNANRERET
NY D7 F—N—T70—DRET DIFE
|&. Fortify SASTT/NNY 7 74 —/X—7T
O—0DiEsEMEE LTLR— b, F—
N—7O—DERICRZDAEEIHDE
rtEINET, Nv o774 —1"—7
O—DOREFRRERZ2EHRDEIFLE(D
—HHEN I TWBIHEIE. TODED
Fortify SASTCTL/R—KIh, ED&LD
ICEHDNBRINTVWEIDONERT T —
#70—bML—ABRRINET,
Buffer Analyzerid, v 77745 —1)
— NMRESLUONRNy 777V ¥—70—
KEERELET,

Structural Structural AnalyzerTld, 7OJ 5 LD
BEXEERDBENICER G RE
MHE XN FJ, Structural AnalyzerT
. ZERS L UCEBROEFT EHEROmEA
EFEUREVEEI M EEINS O, 7
Q77 LDBE=BRETHIET. BRE
ICLBBRENEL WFENZVEFT
BRIOTZIIVIFEPRMOER DR
EINFET, /=& zIE, Structural
Analyzerld, /N—RII—FKIhi>—2
Ly b, O— RHTODCookieDFRFRE.
BLUBESLOBFRZHRELET,

This PDF was generated on August 12, 2026 Page 22 of 629



3 opentext"

TFI34Y

Configuration

Semantic

Content

Null Pointer

This PDF was generated on August 12, 2026

Fortify SAST 26.3

§tBA(Description)

Configuration AnalyzerTi&., 77V
—Ya VERARRRET 7 1 LV OREE
W, B, BEURY Y —ERIPRES
nFxd, & A, Configuration
AnalyzerTix, Web7 7)) —2 3> T
A—HEy o aVIlBYRYSA LTI R
NFrvIINEY, Configuration
AnalyzerTld, ERKXFAMEERITIN
F9( ERKREDTI 2508),

Semantic AnalyzerTi&, 7A>Y—I %
L NI TREEEAPIOEBIEMICERARE
AMMREINZET,

Content AnalyzerTl&, HTMLa > 7Y
VYOEFxF2)TABEERYY Y —ERN
MZFINZFF, Content Analyzer T,
FEHARHTMLR—2ICINA T, B
HTMLAZ &4 7 7 14 JL(PHP, JSP, 3k
DASP7 74 IV E)TH, ThbDFx
YIDNERITINET,

Null Pointer Analyzerl&. nulfEA EIY
LBTONERS VIBHDOHFESRIRE
INZF T, Null Pointer Analyzer®iRH
., A=Y vyRLANIILTERITINE
¥, AL, nulElYHET, ¥5B, &
VINLDEDTRTD/INANE—DE
HATRELLGEICOAREINZE

ER

Page 23 of 629



3 opentext" Fortify SAST 26.3

1.33. 214X

Fortify SASTTIE., €1 T4 DHOER I T —XENM(RAF v V)7 —XDWEHAEE
TI2EDICTAECVADPBETT(CNSD 7 z—XDFEMICOVWTIE, 97Ot
2] =SHg),

CHEROEGZDFortify AV A7 74V Y I NI T7 542V ABLTY I vO0—R
(SLD)R—=% I ¥ O—RTEIBENHYET, ARIIYR—IDRT 7/ EZXREICER
HLUAERBERZFERALET,

Fortify SAST% 4 ~ A h—JL T B IZI&. Fortify> 4 > X7 7 1 )L ( fortify.license ) h¥ih
ETY, 47> 3T, Fortify License and Infrastructure Manager% {#f L TFortify
SASTORBESA Vv RAZEEBTEXY, LIMTEEINZEABSA VA A2FRAT S &,
BEOFortify SASTOA VA M—ILTE—DZA VA EHBTEZEY, Fortify SASTD
142V ATLIMEZRET 2 5EICDWTIE. TOpenText™ Fortify License and
Infrastructure Manager«{ > X f—ILE L OMEAT 1 K1 SR LTI W, Fortify
SASTHSLIMZ A VY R EBEBITZHEICDODVWT, LIMZAEYATa L0574 7]
HSRLTLEIL,

Note

e Fortify SASTORIBFZ 1 £ XA = EET 5 /8 ICOpenText™ Fortify License
and Infrastructure Manager (LIM)Z &3 % ICid, LIM/X—2 3 > 21.2.0L4
ENBETT,

This PDF was generated on August 12, 2026 Page 24 of 629


https://sld.microfocus.com/
https://sld.microfocus.com/

3 opentext" Fortify SAST 26.3

1.3.4. BRI YIN =51 > R OEH

Fortify SASTD S 4 ¥ RIFNFEZ & ICEMHRIM N E T,
EWHRI NS M Y R EEHT 51T

o B IMNIFortify>4 YR 7 74 )%, Fortify SASTHAA VA M—JLINTWBI
—rTFA4LIRMVICANET,

BYHRIMINLIMTEERINSRFS A LY RZEHMT HHEICDOVTIE,
[ OpenText™ Fortify License and Infrastructure Manager1 > X h—JL& & MEH T 1
Rl ZS5RLTLEIW,

This PDF was generated on August 12, 2026 Page 25 of 629



3 opentext" Fortify SAST 26.3

1.3.5. OpenText Application Security
Content

Fortify SASTTIE, IL—ILDF L v IR—%&FEAL T, BHOHAOI—RKR—ICE
FaT7RIA—T 1 ¥ JIEENMRFIMISER INE S, OpenText Application Security
Contentid, Z#E DDA ICHETT, Fortify SASTOA VY A M—JUEFIZ, £Fa )7
1 AVFUYESDAO—RKRLTA VA M=ILTEZEY( [Fortify SASTOA V2 h—JL ]
HHH), £/, A VARM=ILEDHSH AU & L Cfortifyupdatea~¥ > RS54 Y —ILA&FEH
L T. OpenText Application Security Content2 4> O— KLY, HE5HMLCHY D
O—RLTHEVWEEDEAVR—MLEYTEIEETEFHY( [OpenText Application
Security Content®F &1 ~ X b—JL ] Z=5H),

OpenText Application Security Contenti&. Fortify Secure Coding Rulepacks#® & U4
BAYT—H TERINET,

o Fortify Secure Coding Rulepacksilid. —#HIRFTES LUV/NT Y v JAPUIRT %
—BHBREF LT AT 4 Y IO T4 4 LHBBINTUVET,

o AERAHT—4ITIX, Fortifyh=I)HhSKEHT T (CWE. OWASP Top 10,
PCIRE)ANDI v EV ITHREEFNTVWET,

OpenTextiE. Fortify SAST & Fortify Secure Coding Rulepacks DHEEICBINT 5, AR
H L= AT ZHEEERELE T, &2 BEICL>TIE. EHEEF2Y T4
H1A R4 v%EFEHBLEY. 9 TICFortify Secure Coding Rulepacks DX R Tld AL H—
RR—=F 4 DA TZYVREFIVIRAMILINcZOMDONAF ) ZFRATZ IOV
N LAY TE2RENDHYET, /o, AEBAIT—F9%HRAITAALT, IFX
FRPEARRAR 7TV r—rarnefa) T EELEBNMOIY TS5 T AEHR
E)FortifyDMBA Y Yy 7922 EHTXET, MEADHRI LI —ILELIEHRY LD
NERA Y TF—4 BERT BAEICDWTIX, [OpenText™ Fortify SASTHR 8 LIL—IL A
14 K] 2SR LTI,

X2 T4V TUVEERNICER TSI EMHREINTVWE T, fortifyupdate %
FATZE, RFOEF2UTAAVTUYERBTEEY, FMICOVWTIE, %2
V74 AT YDEH] ZSRULTLREIV,

This PDF was generated on August 12, 2026 Page 26 of 629



3 opentext" Fortify SAST 26.3

1.3.6. Fortify ScanCentral SAST

OpenText™ ScanCentral SAST% {9 % &. Fortify SASTOSH 7z —X%=EJL ROV
Eai—4H06, COEBMOEDICTOEY 3=V X hfcavEa—490aLs>avic
Z70—KR93B2ETYVY—REBETEZEY, FEAEDEETIE., Fortify
ScanCentral SASTCE# 7 T —XEDM(AF+ V)7 —XADOEAHERITTEET,
Fortify Software Security Center® 21—, FPRZ 7 1 L& H—NICEHZEHE AT S LD
ICFortify ScanCentral SASTICIERTE 9, Fortify SASTD A ~ X b —JUEFICFortify
ScanCentral SASTV A 7V h A VA M—=ILT B EELTEET,

RD2DDAFEDOWTNATI—REDHTETET,

o Fortify ScanCentral SASTOZE#BTHR— M INTWBERBTT7 7V r—> a3 vHEE
MINTWBHEE, DFOEET T —XEDH(RAF v V)7 = —X%Fortify
ScanCentral SASTICA 70— KTXZ9,

e O—ANENRIVE2—4FETE#RT T —X%ZETL. ENXMILEILREY Y Y
(MBS)Z4%m L Fd, MBS7 71 JL%Z={EF L T. Fortify ScanCentral SASTCTR ¥ +
VERBLET., COTOERATIE, ENRIVE2—9EBRT 5 &ITMAT,
MHEIZIECTYY—REZEBMTSIET, ELRTOCREZHIITEI &R, YR
TLZHIRT B I ENTEXY, MBSOFMICDOWTIE, TEXRMLELREY Y
av] ZBRLTCREIVN,

TMTHR— NI TWBEEDEIEE. Fortify ScanCentral SASTORES L MERA
EFIZDOWTIE,  TOpenText™ Fortify ScanCentral SAST4 > X f—Jb, ERE. & MEH
1 Rl Z5BRLTLLEIV,

This PDF was generated on August 12, 2026 Page 27 of 629



3 opentext"

Fortify SAST 26.3

1.3.7. OpenText Application Security Tools

OpenTextTId. Fortify SAST. Fortify ScanCentral SAST. & & U'Fortify Software
Security Center&#i&8 927 7)) r— a3 > &Y —JL(Secure Code Plugins* &) H'
BEXNhTWE T, ROEXTIE. OpenText Application Security Tools/f > R k—5 % {§
LTAVAMN=ITEZT7TYr—2a3vIlDWTEAL £9 ., OpenText Application
Security Tools®D 4 ¥ X h—IVLAEICDWTIE, TOpenText™Application Security ' — /L
T4 Rl #5BRLTLREIW,

This PDF was generated on August 12, 2026 Page 28 of 629


https://www.microfocus.com/documentation/fortify-static-code-analyzer-and-tools/%5B%=_HPc_Basic_Variables._HP_Web_Version%%5D
https://www.microfocus.com/documentation/fortify-static-code-analyzer-and-tools/%5B%=_HPc_Basic_Variables._HP_Web_Version%%5D

3 opentext"

Fr)V5—>ay

OpenText™ Fortify Audit Workbench

OpenText™ Fortify Plugin for Eclipse

OpenText™ Fortify Analysis Plugin for
IntelliJ IDEAS &£ UAndroid Studio

OpenText™ Fortify Extension for Visual
Studio

OpenText™ Fortify i 2 4 LJIL—IL T 5 1
5

This PDF was generated on August 12, 2026

Fortify SAST 26.3

§tBA(Description)

RAEEN X1 ) 71 LORMEERREIC
BETE2LDICOMEREZEE,

B, BLCEBEIELMMITT BDICHEILD
TJZ274hNA—HFA VT —R %R
Hyza77U5—>3Y,

7Oz bDOA—RKRR—X2EKEAF
v+ LTHH L. Eclipse IDEA5Javad
— ROMfESEEERFET RV 7 0T E
FaUTAI—IZEAY BHEEZIEN
LEd, BEREEHIC, AxDEF2Y
T4 BB E TN O DEHEICET %
RENKRIINET,

7OV bOO—RKR—ILAEATRF
v &%ZETL. Intellid IDEAB LT
Android Studioh S 31— KA DTN %
#HATDZYV IO TEFIY T 4II—
W BERT 58 EZEBMLET,

Y)ai—vavsitIovzs bot
Fal)TAHEEEZRX XY LTRED
I#. Visual Studiolc 2 & ¥ V#ER % KRR
TOWBEZEMLE T, BRICIF. BD
MoBEED Y R b, ZREENRTHE
HDL 14 TOHRA. T ODEEAEIC
B 2RENEITNET., ZDILEMEEE
[ZlE. Fortify Software Security Center
B—NILREINCETRREFERT 2
BEEEEZIEFNTWVWET,

AR LIV—IVEERE L ORET 51
573@77”} /]-_¢/ 3 yo

Page 29 of 629



3 opentext" Fortify SAST 26.3

Tr)or—v3y #iEA(Description)

Fortify Scan Wizard .
(O— AL F 7z XFortify ScanCentral

SASTZEERALTYE—MT)OI—FKAER
FvrU9BRIV TN EEFEL, BEIC
& U THER % Fortify Software Security
Centerlil 7y 7O—KTE305747A
WA—HYA V97— EREFELET,

BIRTReportGenerator FPR7 7 1 LD L REEL R— M (BIRT) &
ReDOMG . SULAY—LVR—MEERKTZOTY
eportGenerator K54y — L.

This PDF was generated on August 12, 2026 Page 30 of 629



Fortify SAST 26.3

3 opentext"

1.3.8. 47 7Oy b

OpenTextTld, EBICH I O—RTEBZH YN TAY Y M
OpenText_SAST_Fortify_Samples_<version>.zip /N 7 —Y TIRHEINTVWE T,

ZDZIP7 74 ILICIE, basic T4 L2 M) & advanced T4 LI K D2DOAEFEFNT
WET, &O— KHY 2 FILICIE, Fortify SASTTO— K& X F+ >~ L TZ DR %Fortify
Audit WorkbenchiZERIRT B HEICDWTEREAT 52 READMEtxt 7 71 I EFNTWE

ER
basic T4 L2 M)ICIE, EASEBEBEOI—RYTILOEY RHPEFNHTVET,

advanced T4 L7 M)ICIE, LYUBERY Y TIIGEEFNTVET,

Page 31 of 629

This PDF was generated on August 12, 2026



3 opentext" Fortify SAST 26.3

1.3.9.FE RFa XV b

Z?DhEwY - TlE, OpenText Application Security SoftwareZ @ ICEAd B 1EIR A IR L
TWBRFa AV MIDWTEHRBALET,

TRTOHER

UTFDRFa XY MIE, IRNTOHBICET 52 —RIERNLEEH SN TWET, FICHAE
INTVBRHBEZHRI, ThOoDRF1 XY MIBRBOREBY =27 I DOWebH 4 KT
MEATETET,

RE¥axXVMN774IE #nBA(Description)
OpenText Application Security ZDRF XY MNTIE OpenText
SoftwarelZ D1V T Application Security Software® K& a1
g ) g AV NMIT7 AT BAEICDOWTERRA
appsec-docs-n-<version>.p LTWES.
Note

B CDORFaIXYME, BHID
AooO—RIZOAZENT
WwWEd,

ZDRFaXY MNTIE OpenText
Application Security Softwared Z ® ')
) —ZATITONEEEOHEE, mOH
appsec-rn-<version>.pdf mRFIAY MIFEHEINTUVWRWVWE
BARERICOWTEHRBALET,

OpenText Application Security
Software!) ') —X ./ — p

Fortify SAST

LUFD RF a2 X2 MIIE, Fortify SAST (Fortify Static Code Analyzer)IZBEd 215
HINTWIEY, FICHERBINTVSIHEEZRE. ChoDRFa XY MI, BEY=a
7L DWebt 1 b (www.microfocus.com/documentation/fortify-static-code-analyzer-
and-tools) TAFTE X,

This PDF was generated on August 12, 2026 Page 32 of 629


https://www.microfocus.com/documentation/fortify-static-code-analyzer-and-tools/
https://www.microfocus.com/documentation/fortify-static-code-analyzer-and-tools/

3 opentext"

R¥aAVKNTZ7AILE

OpenText™ Fortify SASTA—Y¥H 41 N

sast-ugd-<version>.pdf

OpenText™ Fortify SASTH X & L JL—Jb
1K

sast-cr-ugd-<version>.zip

OpenText™ Fortify License and
Infrastructure Manager1 > X h—/L &
LOEALT1 K

lim-ugd-<version>.pdf

Fortify SAST 26.3

§tBA(Description)

CDORFaAAVRTIE, ZCOEERTS
732975y b7+ —LAICFortify
SASTZA4 VA M—J)LL, O—REZRF~¥
VY BEOICERT B AHEICDWTERA
LEd, chid, EFa)F1EEEE
Xa7d—T4 V7 ABHETEZI—HY%
WRICLTWET,

ZDRF XY MNTIE Fortify SASTD
ARG LIV—IVEEKT B T=DICHER
BRICOWTEHBALEYT, TDHA RIC
& W—ILER OB R ZEREOEF Y
T4 BRBIGERT 26MEFEFNTUVE

ER

Note

e ZDORFaxv NI &EHED
FooO0—RICOAEZENT
WZE 9,

ZODRF 21X NTIE, Fortify License
and Infrastructure Manager (LIM) % 1 >
Abh=I. B&E. EHATSZHEICOVT
EAL F9, LIMIE. O—HJLWindows
H—IZ4 VA M=)V LT, Docker7>
YN —LEQOAVTFAA=IEL
THEATEEY,

OpenText Application Security Tools

D R F 2 X Mk, OpenText Application Security ToolsiCBE 2 EHAEEH I N T
WET, INHDRFaXY NI HBFFa2 AV FDOWebt 1 b
(https://www.microfocus.com/documentation/fortify-static-code-analyzer-and-tools)
TAFTEEY,

This PDF was generated on August 12, 2026 Page 33 of 629


https://www.microfocus.com/documentation/fortify-static-code-analyzer-and-tools

3 opentext"

RE¥axvMNI7714)0%
OpenText™ Application Security” —/L
1K

sast-tgd-<version>.pdf

OpenText™ Fortify Audit Workbench
—H1 K

awb-ugd-<version>.pdf

OpenText™ Fortify Plugin for Eclipse1
—YH1 R

ep-udg-<version>.pdf

OpenText™ Fortify Analysis Plugin for
Intellid IDEA and Android Studioa—1°
AR N

iap-udg-<version>.pdf

OpenText™ Fortify Extension for Visual
Studioa—%H1 N

vse-ugd-<version>.pdf

This PDF was generated on August 12, 2026

Fortify SAST 26.3

§tBA(Description)

ZDRFa XY T, Application
Security ToolsD 41 ¥ X h—JLAEIZD W
TERBAL 9, Fortify SASTA{R L T
A—RDRF v, DIFEROWESE. 2
MR 7AIVDBREREZTIED
TEZ7)r—yaveaxvry R34
VY—ILOBEERE LT,

ZDRF XY NTIE, Fortify Audit
Workbenchz R LT, Y72 bho 77
OV b EXF+ Y LTOMEREZE
BEIHHEIOWTCEHBALES, DA
4 RIZiE. NT RSy HhEDHRERE.
L R—MNDERFE HEBEEDETH
FEEREINTVWET,

ZDRF XY MNTIE Fortify Plugin
for Eclipsez4 A h—JL LT, O—KR
ERMBLUEETHOICHERTZH
EICDOWTERBALTWEY,

ZDRF XY MTIE Fortify Analysis
Plugin for Intellid IDEA and Android
Studioz4 XA h—JL LT, O—KZH
L. BEICIG L TOMRER % Fortify
Software Security CenteriC 7 v 70—
NI 27HICERAYT 2AEICDVWTEHRRA
LTWET,

ZDORFaAYNTIEL Fortify
Extension for Visual Studioz 1 > X b—
IWELOFERALT, 3— Kz, B
#, BEL, VYai—vavesSavz
JhDEF) T4 ICET BRBEE R
TE2HEICDODWTCERBALET,

Page 34 of 629



3 opentext"

Fortify SAST 26.3

1.4. AT LEH

CDAVFUYETIE, YATLEHE, Y R—MINTWBEE, EILRY—IL, TN
15, BLUVFortify SASTY 7 bz 7Ry =Y OREBAEICDOWTEHRBELE T,

Dty avTlE. ROMNEY ZICDWTERBAL X9,

This PDF was generated on August 12, 2026 Page 35 of 629



3 opentext" Fortify SAST 26.3

1.41. N— ROz T7EH

CPU. XEY, APL—=YREDIRTLYY—RIE, 7OV TV MDA HTEERE
ICKRERFEESZ A0 IrHY ET, 2N —RY/4 X, #EK. §E8. 1— KD
BHIRE, =4y 7OV bPOOA—RR—RICEAET < DERICIKEL Z
T RDHA RTIE, ZHOERZEEBOT7 TV 5r—2 3 5 XX+ LEERRICEDW
T, — BRI RICDWTEHRBBLE T,

This PDF was generated on August 12, 2026 Page 36 of 629



3 opentext"

Fr)V5—>ay
DY 4 X B

INELSO VT

INELS U T
(B EEE)

CPUO7#

This PDF was generated on August 12, 2026

RAM (GB)

16

32

Fortify SAST 26.3

#tBA(Description)

H—NFETR
7 by 7 ETET
INBNRERR
YRkraAVIR
TL(NyFT 3T
YAV RSA4 YV
V=l &), KUF
TEHET:

10,000k
DRI

ML aVE1—
SETILTEMET
229 R7av
VAT L(FERETE
VRATLNARTY
1-YVIYRT
L7gE), UTZE
HET:

« 10,000K 7
DRI

o FIC
JavaScript.
TypeScript
. Python.
PHP. Ruby
mEDEMNE

=h
=]

Page 37 of 629



3 opentext"
TV or—vay
DY A4 X EEHX

Medium

RIRETHEM

CPUO7#

16

32

RAM (GB)

64-128

256

Fortify SAST 26.3

#tBA(Description)

N7
T— Y IB%EFA
I23RBEY R R
VAT LBV R
T LPEAWebt
1 Ma&), UT%
X -

« 100,0005k}%
DA%

e 100E1TAEL
Od— R

D AR 4 W]
TE2VRATAL(TT
Vr—yavh—
N, T—IR=2
H—/\, ATV
VEIBY AT LR
E)e UTFEEHZE
ER

e 10085 ED
E3E2

e HBEAITDO
— K

Fortify SASTIX, YR T ATHARERITRTOCPUITA2FAL T, KEELATOY T
JRDAF v VBB EERLE T, Fortify SASTARITE 2 &, AF¥ v VIHERATE %/
— R z70L)YV—IANFERIND EEEIND /2D, Fortify SASTORITEICCPU%

AEICHET 2O 7O RIEETLAEVEDIICLTLIEIW,

VRATFALAYNY—2DRAEICET 2 FDMDEEEIE:

This PDF was generated on August 12, 2026

Page 38 of 629



3 opentext" Fortify SAST 26.3

o REYRAFTAL—RIEIETIK, 7—70—RFADKFEADY Y —REEFEL, BD7—
70— RICBEIYHETTSRIET, N—RKRUzT7)Y—REZRT—IVTEZXT,
Fortify SASTOMTIE—MMICREAICH/Z2 ) YV —2&EHNETOE R TH B D
IS, KIRBEMDEHARTOY I NT), VY—RADRAITYEVTERSTDIT,
RIELEBTOERY Y —REHRELTVWET,

o CPU—2AMAIBREN . AWICHEREGFIFEICKIAFEL S X AN H
VET, 2RI/ Ov I FEQOT7HIYDCGHZ) %2 EA2aMeE7 Oty % #EL T
WET, PRATLATHEATRRIATHEMELGAT)BE L OBEICIFEERFRNH S
CEISEFENMETY,

o AEN—RBELANTIF—TVREBLLDIIHELRATY DEERET 5 HEDEM
IKDWTIE, XEDFa—=v7] 28R LT LIV, JavaScript.
TypeScript. Python., PHP. Ruby/: EDEIMEZED A TIE. AF+ 7z —XT
HDEELYEZLDAEY HPRETT,

e TARVINO—TOVIY MNDEHBERF VY VIE. KEDT—9%2 ) F7ILEL., &£
UERBARNL—IUD SR EBBI0ENBEDT7 VT4 ET4TY, AERRERY S
RIRSSDA ML =Y TOMERITIBDIENHERINTVWET,

o BABMOE— -debug # 7> avEFEOTAF vV AEETL, Y R—bOJVT77A4ILT
NameTable.funs: ### ODEHIZEZICHIE LB ZEYT I & T, oWFICETIVLE
IN-EBOB =HETEET,

SRIER

YT AFv

This PDF was generated on August 12, 2026 Page 39 of 629



3 opentext" Fortify SAST 26.3

LI I B 2 [V & 8

INLDY VY TNRAF v A N)ORIFE V52 v I RAF v ViR —%ERLEERR
<> BT, Fortify SASTN—2 3 V26 3% AL TESINFELAE, ThHDAF ¥
. OpenText Application Security Content 26.1 Update TE{TI N FE L7z, RORK
&, W DD D— BB A—T oY —27 0V NCEFETESZA: v VEEESRLT
WEd,

This PDF was generated on August 12, 2026 Page 40 of 629



3 opentext"

i
B

.NET

(C#)

ABAP

C/C++

Java

Oz
7 b4

SharpZi
pLib

abap2Ul
5

nasm
0.98.38

WebGoa
t8

pElisin

(mm:ss)

1:29

00:12

00:40

00:17

This PDF was generated on August 12, 2026

(R

Fv V) G
¥

(mm:ss)

14:03 646
00:54 1
04:26 796
01:01 464

FREDE

LOC

31,843

59,211

35,997

23,662

Fortify SAST 26.3

AED
CPU&
32GB®M
RAM % $4
L
Window
s Server
2022

AE®D
CPU&
32GB®d
RAM % #8
B L7
Linux
(AlmaLin
ux 9)

8fED
CPU&
32GB®D
RAM % #&
L7
Linux
(Centos
7)

AED
CPU&
32GB®M
RAM % #4
Bl
Linux
(AlmalLin
ux 9)

Page 41 of 629



3 opentext"

i
B

Java

JavaScri
pt

PHP

Oz
7 b4

WordPre
ss for
Android

three.js

CakePH

ZTHEE 2R FEDE
(mm:ss) FvV) K
SE
(mm:ss)
00:08 01:34 783
05:53 14:34 288
00:22 02:56 4,844

This PDF was generated on August 12, 2026

LOC

35,377

639,342

136,621

Fortify SAST 26.3

AED
CPU&
32GB®M
RAM % $4
L
Linux
(AlmalLin
ux 9)

AE®D
CPU&
32GB®d
RAM,
Java 17
TEE L
7zLinux
(AlmaLin
ux 9)

AED
CPU&
32GB®D
RAM 7% 8
L7
Linux
(AlmalLin
ux 9)

Page 42 of 629



3 opentext"

i
B

PHP

Python 3

Swift

TypeScri
pt

Oz
7 b4

phpBB3

numpy-
113.3

MediaBr
owser

rxjs-7.8.1

pElisin

(mm:ss)

00:36

02:29

00:09

02:43

This PDF was generated on August 12, 2026

DHT(R FREDE
Fv V) G
¥

(mm:ss)

02:1M 1,323
09:03 430

0:21 27

07:15 59

LOC

206,802

563,487

17,699

204,634

Fortify SAST 26.3

AED
CPU&
32GB®M
RAM % $4
L
Linux
(AlmalLin
ux 9)

AE®D
CPU&
32GB®d
RAM % #8
B L7
Linux
(AlmaLin
ux 9)

AED
CPU&
16 GB®D
RAM % $&
L7
macOS®

AED
CPU&
32GB®M
RAM.,
Java 17
EHEL
7=Linux
(AlmalLin
ux 9)

Page 43 of 629



3 opentext" Fortify SAST 26.3

1.4.2. I R— M INTWBTSY M7 4—A4A
ET—FXTIF¥

Fortify SASTIZ, JRDORICKRT TSV M7 —LET—FFTIVFvEHR—ILTVE
ER

This PDF was generated on August 12, 2026 Page 44 of 629



3 opentext" Fortify SAST 26.3

IRL—F4 VT TSy NI x—A [ TAS R et R = XE
AT A IN—3Y

. x64 )
Microsoft Windows 11

Windows® )
Windows Server

2022, 2025

Linux® x64 e AlmaLinux

8.6, 9.x

e Red Hat®
Enterprise
Linux® 8.x(8.2
LARE). 9.x

e SUSE® Linux®
Enterprise
Server 15

e Ubuntu®22.0
41LTS

ARM

macOS® x64 15. 26. 26.3. Xcode/N— 3V
26.4 26.2 T IE

M series

ARM

This PDF was generated on August 12, 2026

macOS® 15.6 LAf&
PHETY,

Page 45 of 629



3 opentext" Fortify SAST 26.3

IRL—F4 VT TSy NI x—A [ TAS R et R = XE
AT A IN—3 Y

IBM® AIX®

Power ISA 7.3
Import

ant

IBM
XL
C/C+
+ for
AlX
16.1<

SN
RIE
ARV}

I
1V
2 bk
—
Ih
Tw
A
EZN
H'

This PDF was generated on August 12, 2026 Page 46 of 629



3 opentext" Fortify SAST 26.3

1.43. Y7 Nz T7EH

Fortify SASTDA Y A h—JLICIE. V7 ROz 7 HEE T B#H1AH0pend DK/JRE/N—
TavANEEFNTVWETY, Java2lz A VA M= T 2REEHY EFH A,

Note

e Fortify SASTI&, 4 Y A M—JLIZ/NNY RILINTWBJIRETEIERESRS LU
R—KRINTWETY, Fortify SASTIdfttddJava 21 JREEE & BN H 215
BHHY XTH. OpenText CIFEMMEEZRIEL TE ST, NV RILIhTW
BRWIREAFERA LBAICEERET 2EEO Y R— M REBELTVWEHA,

HAR) =X T4 EHEZ/LILOIC. @BHBTIREDT Y T L —
ROREILARD I EDH BIHEEOpenText TIER#E L TWET, NV RILE
NTWARWIREZEAT 3RICEABEIRE LLBZEIE. BRI T—HR—KIC
BEI& Y BEIIC. /N RILEINTWABJIREICEL., ZORBENJIREEKICER T
HENEIDEHRLET,

Fortify SAST%{#H Y %Ik, Fortify SASTA Y A h—JLT 4 LU MYICHT B 5RAAH
BLUVEZAHERDPBETT,

RORKIZ, HEDTOS LY NATORMICBERY I NI TERHREZRLTVET,

This PDF was generated on August 12, 2026 Page 47 of 629



3 opentext"

Studio.
MSBuild, %
<IE&.NETZ'O
b

ABAP®/BSP

Bicep

Vo2bhozx7

.NET
Framework
4.8 LA %
(MSBuild®
#)

.NET SDK 10.
0

Fortify

ABAP Extract
ori¥. ABAP
Platform
2023 / ABAP
N—=I 3V
758 CEIEY
5VRATALLE
THR—PFX
nNTWET,

.NET SDK
10.0

This PDF was generated on August 12, 2026

Windows

Windows,
Linux

All

Windows,
Linux

2

(L

(L

AV

Fortify SAST 26.3

A¥yY
2

(&

Page 48 of 629



3 opentext"

[
B

Scala

) Windows
Microsoft

Visual C++
2017
Redistributabl
e (x86)

hnik, LA
< —COBOL%
Mo, AlziE
FA L7=SAST
2k 5COBOL
DAF ¥ D
EHETIEHY
Ft A,

. Al
Akkad v /%4

T304
(&, Maven
Central
Repository T
FMATEZE
ERS

This PDF was generated on August 12, 2026

2

(L

(&0

Fortify SAST 26.3

A¥yY
2

8L

Page 49 of 629



3 opentext" Fortify SAST 26.3

L Vyobhozx7 FRL—FT1 P A¥xyy
YOVRTL B =
Solidity FEET % All RL [=qA

Solidity 3 >/ /%
1ZDN—=T
=

AF¥v oy
VI —
v N ICER
INTW3IE
&. Fortify
SASTIEE
72 Soliditya >~
NRASHEYD
va—RrRL&
2&LFET,
ZD&DRG
a. AF¥x vy
BICRAF v
XU
Solidity 3 >/ /%
1 ZEVEDH
UEH A,

AIZERBE S AZFIET 5121, PostgreSQLT—49 R—2ZA/N—2 3 V12 0LIENRET
o FHICOWTIE, TAIZFRALESASTOEHR] #25RLTLLKEIW,

This PDF was generated on August 12, 2026 Page 50 of 629



3 opentext" Fortify SAST 26.3

1.4.4. Al%ZiEH L 7=SASTDE#4

Al ER L7cSASTZ Y 5RIDEEEIA:

o AWS_ETAWS Bedrock® R ZA NFBLLMZFER L TW3I1545:
o Amazon Web Services (AWS)7 AV Y KDMETT,
o AWS BedrockA® ') 7 TR MIEAT 2AWS IAIMA—H—F /3 O—ILICIE,
LUTDAPIZFOETHERDAUBETT,
= Bedrock Runtime: InvokeModel
» Bedrock: GetinferenceProfile (E7/LIDELTCT7 T r—> 3 w7
O774 0V ERAYT258ICOHBE)

AWS Identity and Access ManagementDFF#lIICDWTIE., AWSD KFa2 X2 h S
BLTLLEIW,

e Azure_tTMicrosoft Foundryh'7"E X F §3LLMZER L TW3I5E:
o Azure7 ho Y FHRETT,
o Microsoft Foundry7 704 X F = {ER T 2HREHLBH D £95,
o (&B&E])Microsoft Entra IDEREEZ £ L TL 3% &, Microsoft Entra IDD /1)
> NILIZIEL Microsoft Foundry 7 7OA4 XY b Z B X A—FICWT 3
Azure Al User O—I)LZE|DHTHIHELHD £,
Azure & Microsoft Foundry@EFfIC DWW TIE. AzureD RF a2 X> FEBRBRLTLE
eI AN
o Google Cloud_ = TAgent Platformh 7R X F §3LLMZERA L TL\ 355!
o Google Cloud7h7 > bHKRETT,
o FAETYZS1)>/N)L%Z Agent Platform User O—J)LICH 5T 3HENHD F
ED
o Agent Platform®Model GardenTEHDETILZEMICTIHEN DD £,
o vertexai.allowedPartnerModelFeatures &l#ICx L TERMDETILD
structured_outputs H&EEZFFRI T 2 MENH D £7,
o OpenAIN KRR MNTBLLMEFERAL TW3I5HE:
o OpenAl7HT Y FHRETT,
o APIF—ZER T B3HENHD £7,
o LLMBERDF v v azBMLT 5ICIE. PostgreSQLT —H NX—Z/N—2 3 V12.0LL
ENMBETT,

Note

5 o2 EEALTEREE Y v 1 LANES. LLMD IR kAt
¥ DAL DY £ T,

T—INR—RBHDFMICOWVWTIE, [FT—IR—ZFH] Z2Z5RLTLLEI,

This PDF was generated on August 12, 2026 Page 51 of 629



3 opentext" Fortify SAST 26.3

o (&BE™) fortify-sca.properties 7 7 1 WILRELAZY AR Y RSA Y TERALAEY T
ZREIICEEEOSWMEZ E#FE LW EE(IE. OpenText Application Security Tools
E—HEILA VA RM=ILEINTWSpwtoolh'H B & &AL 9,

SRIER

HR—MFROLLM
F—HR—2EH

This PDF was generated on August 12, 2026 Page 52 of 629



3 opentext" Fortify SAST 26.3

1.4.41. Y R— MR ODOLLM

Y—ZROA—RITZ 74NV %EDHT 270HIC. Fortify SASTICH L TUTOWTNMADLLM%Z
RETEET,

This PDF was generated on August 12, 2026 Page 53 of 629



3 opentext"

7TO//Rq4 5 —

AWS

Azure

Google Cloud

This PDF was generated on August 12, 2026

Fortify SAST 26.3

ETN

Claude Sonnet 4.6
Claude Opus 4.6
Claude Sonnet 4.5(1REF%#)

Claude Sonnet 4

Claude Sonnet 4.6
Claude Opus 4.6
Claude Sonnet 4.5
GPT-5.4
GPT-5.2(fR3EE#)
GPT-5.2-Codex
GPT-51
GPT-5.1-Codex
GPT-5

GPT-5-Codex

EE D Anthropic ClaudeE®F )L

Page 54 of 629



3 opentext"

7TO//Rq4 5 —

OpenAl

Important

ETN

GPT-5.4
GPT-5.2(#&3EEE #)
GPT-5.2-Codex
GPT-5.1
GPT-5.1-Codex
GPT-5

GPT-5-Codex

Fortify SAST 26.3

WAEFEAHZ RIVBMTWTWBETIVIE, OpenTextDmBEHAHIZLTWS
ENTRARNTHERINTSEY, +oERAEMREINTVWET,

This PDF was generated on August 12, 2026

Page 55 of 629



3 opentext" Fortify SAST 26.3

1.4.4.2. T—H4R—AEH

UTFDT—9R—ABHZEBLTLLEIW,

e PostgreSQLT—ZR—ZN—3 V120 EHNRETY,
o PostgreSQLOT—9R—R EA—HEERTIHLENHYET,
e BMEILIWLTRAF—TZEHTEHIEE. 774 MDD public AF—TZFEHAT S

EETETEY,
o T=HAR=ZA—HITIZUTDOERIVHETT,
o T—RANR—ZEIIXFF HCONNECT
o T—RANR—XAF—TI¥ Y BCREATE. USAGE,

Note

5 FUAILEORF—iF public TF. JDBCEHASURLD
currentSchema TNIAXA—XZFRALTRAF—TZEETTXT,

Example
9 jdbc:postgresql://host:5432/db?currentSchema=myschema .

o AF—IYHWDET—TILICX I BSELECT. INSERT. UPDATE. DELETE,
o AF—VYHRDIRTDI—47 > UK T DUSAGE,

Bl: 1—H, F—IR—Z2DERK. BLTERDIGS
UTFOBEZERL TR,

o T—HR—ZA—YHEENRT S

Example

CREATE USER <user> WITH PASSWORD '<password>";

o T—HAR—ZABERLTT—IR—RIIEET S

Example

CREATE DATABASE <database>;

\c <database>

o MEILHLT, HRAYLAF—T%EERT BD. T 7 4J)L h®D public 2 F—~< % &
ER)

This PDF was generated on August 12, 2026 Page 56 of 629



3 opentext" Fortify SAST 26.3

Example

CREATE SCHEMA <schema>;

e BENRIERZEZNEST D

Example
GRANT CONNECT ON DATABASE <database> TO <user>;
GRANT CREATE, USAGE ON SCHEMA <schema> TO <user>;

GRANT SELECT, INSERT, UPDATE, DELETE ON ALL TABLES IN
SCHEMA <schema> TO <user>;

GRANT USAGE ON ALL SEQUENCES IN SCHEMA <schema> TO
<user>;

o BHDT—HIR—A—HYHRNTFT—IR=-IFEHKT 356, 2 —FHrboa—HH
ER LA Tz MITO9EATESELIT 74 MNEREZERT S
Note

ALTER DEFAULT PRIVILEGES FOR ROLE <other_user> IN SCHEMA
<schema>

GRANT SELECT, INSERT, UPDATE, DELETE ON TABLES TO <user>;

ALTER DEFAULT PRIVILEGES FOR ROLE <other_user> IN SCHEMA
<schema>

GRANT USAGE ON SEQUENCES TO <user>;

This PDF was generated on August 12, 2026 Page 57 of 629



3 opentext" Fortify SAST 26.3

1.4.5. EEEDOH#MY

Fortify SASTIE, RICRIEBN—VavEDEBRMEERIELET, ThbsDNN—Ya Yy
T2 MNEATT D, OpenText SASTIFEEM M Z RERICEWVWTEREI SN TS Y. BHRMIC
BEESNTVWARWMBON—Y 3 VEEEICRF vV TEET,

2 —HITIk, Fortify SASTORHI/N—2avIil7y 7L — KL, B %4Ikd 570
IKAF vV ERTTZ2ELOBE8DOLET, HTLLWKRERDONN—Ja VDR F v > THED
RELLBEY. BEYR—MINTLWAVWSEEZZAF v VT 35EICIE. OpenTextt R
— MIBEWEDLETLLREIL,

TEDY RAMIMAT, AIZFRALASDWEZFBATESSEDOEY MHY, ESEDT
RTDN=3vETL—LT7—2IC/IELTWET, FMICDOWTIE, TAISZERSH
EEZEOE#M] A#BRLTLEIW,

This PDF was generated on August 12, 2026 Page 58 of 629



3 opentext" Fortify SAST 26.3

BE/IoL—LD— WMELFE#» D H M
.NET (Core)
5.x-10.x
.NET Framework 4.6-4.81
ABAP/BSP 6.Xx, 7.X
ActionScript 3.0
Apex 55-61
Bicep 0.12.x-0.15.31
C#
5-14
<C> CN. C17. C23( Tav/Xq4 5| %=HER)
C++ C++11. C++14, C++17, C++20,

C++23 ( Tav /4 5| #5H)

25w 2 ASP (VBScript% £ ) 2.0,3.0

COBOL Al%zSERA LSASTICE > THR—KIH
TWBIRTOHBEEN=Va v, &Fill
IK2o2WTIE, TAIXEEATOEEDE
] ZZRLTCIETL,

ColdFusion 8-10
Dart™ 212-3.8
Docker® (Dockerfiles) FE=

This PDF was generated on August 12, 2026 Page 59 of 629



3 opentext" Fortify SAST 26.3

BE/IoL—LD— WMELFE#» D H M
Go"7RYvS>IVIEEE
112~1.26
HCL
2.0
Note
e HCLOEE Y HR— b I,
TerraformB L VOHR— b X
nNd7>oR7anN4 4503
—RKELTDAVITIZANS
JF v (laC)EHICEEDH
DTY,
HTML S5LAHET
Java (Android =& 1) 7-25
JavaScript ECMAScript® 2015-2024
JSON ECMA-404
JSP 1.2-21
Kotlin 1.3-2.3
MXML (Flex®) 4
Objective-C/C++ 20( Tav/1 3] =#5HR)
PHP 7.3-8.5

This PDF was generated on August 12, 2026 Page 60 of 629


file:///2263/26.1/cac8e39a15d9_translating_android_code

3 opentext"

Ruby

Scala

Solidity

Swift®

T-SQL

TypeScript

VBScript

Visual Basic (VB.NET)

Visual Basic

This PDF was generated on August 12, 2026

Fortify SAST 26.3

WREEE & DE #ufk

8-23

2.6-3.14

Jupyter Notebook R DPythont R F +
VAEEETY,

AIZEEPITTHR—FINTVWE IR
TON=T a3y, FHlICDOWTIE, TAI
YERAEDTOSEDOE#RE] 28R L T
A A

211-2.13, 3.3-3.6

0.412-0.8.21

6.1~6.3.3(R— kTN TLBswiftc/X—
JaviiiowTlEk, Tavn14 3] =%

H3)
I\

SQL Server 2005, 2008, 2012

3.6-5.4

2.0,5.0

15.0-16.9

6.0

Page 61 of 629



Fortify SAST 26.3

3 opentext"
BEI/I7L—L7—Y WREEF &> D E
XML 1.0, 11
YAML 1.2

This PDF was generated on August 12, 2026 Page 62 of 629



3 opentext" Fortify SAST 26.3

1.4.51. 5S4 T3Y, 2Lb—LD—9, &
*tFooav

Fortify SASTI&, CDEI L avVIEBEINTWE 4TS, Z2L—LT7—7, BLV
FEifietR—bLTH Y. EFEDFortify Secure Coding Rulepacks&. EERYR— b3
EREABALESEAINL Yy VERBELTVWET,

Java

This PDF was generated on August 12, 2026 Page 63 of 629



3 opentext"

Adobe Flex
Blaze DS

Ajanta

Amazon Web
Services
(AWS) SDK

Android

Android
Jetpack

Apache
Axiom

Apache Axis

Apache
Beam

Apache
Beehive
NetUI

Apache
Catalina

Apache
Cocoon

Apache
Commons

Apache ECS

Apache
Hadoop

Apache
HttpCompon
ents

Apache
Jasper

Apache Slide

Apache
Spring
Security
(Acegi)

Apache
Struts

Apache
Tapestry

Apache
Tomcat

Apache
Torque

Apache Util

Apache
Velocity

Apache
Wicket

Apache Xalan

Apache
Xerces

ATG Dynamo
Azure SDK

Bouncy
Castle

Castor
RRY YT
Dom4;j

Fortify Java®
R

This PDF was generated on August 12, 2026

iBatis
IBM MQ

IBM
WebSphere

Jackson

Jakarta
Activation

Jakarta EE
Core

Jakarta EE
(Java EE)

Jasypt

Java
Annotations

Java Core

Java Excel
API

JavaMail
JAX-RS
JAXB
Jaxen
JBoss
JDesktop
JDOM
Jetty
JGroups
json-simple

JTidy Servlet

Mozilla Rhino
MyBatis
MyBatis-Plus

Netscape
LDAP API

OkHttp
OpenCSV

Oracle
Application
Development
Framework
(ADF)

Oracle BC4J
Oracle JDBC

Oracle OA
Framework

Oracle
tcDataSet

Oracle XML
Developer Kit
(XDK)

OWASP
Enterprise
Security API
(ESAPI)

OWASP
HTML
Sanitizer

OWASP Java
Encoder

Fortify SAST 26.3

Spring Al
Spring MVC
Spring Boot

Spring Data
Commons

Spring Data
JPA

Spring Data
MongoDB

Spring Data
Redis

Spring for
GraphQL

Spring
HATEOAS

Spring JMS
Spring JMX

Spring
Messaging

Spring
Security

Spring
Webflow

Spring
WebSockets

Spring WS
Stripes

Sun
JavaServer
Faces (JSF)

Page 64 of 629



3 opentext"
Apache
Log4j

Apache
Lucene

Apache
MyFaces

Apache
OGNL

Apache ORO
Apache POI

Apache
SLF4J

Kotlin

GDS AntiXSS
Google Cloud

Google
Dataflow

Google
Guava

Google Web
Toolkit

gRPC
Gson

Hibernate

JXTA

JYaml

J2EE Core
Liferay Portal

MongoDB

Plexus
Archiver

Realm
Restlet

SAP Web
Dynpro

Saxon
SnakeYAML

Spring

Fortify SAST 26.3

Tungsten
Weblogic
WebSocket
XStream
YamlBeans

ZeroTurnarou
nd ZIP

Zip4J

KotlindHR— ~ZIE, JavaICAN—3INDZITRTDSA4 T &, JROKotlinT 14 75
DASFEFNTWET,

Kotlin Core

Scala

Scala®HR— MZIX, JavaBIChAN—INBZITRTDZA4 TS &, RDScalaz1 75

UREEFNRTWET,
Akka HTTE Scala Play
@ Scala Slick
Scala Core
NET

This PDF was generated on August 12, 2026

Page 65 of 629



3 opentext"

.NET
Framework.
.NET Core,
EFLV.NET
Standard

ADO.NET
Entity
Framework

ADODB

Amazon Web
Services
(AWS) SDK

ASP.NET
Core

ASP.NET
MVC

ASP.NET
SignalR

ASP.NET
Web API

Azure SDK

<C>

ActiveDirecto
ry LDAP

Apple System

Logging
(ASL)

C Core

C++

Castle
ActiveRecord

CsvHelper
Dapper

DB2 .NET
Provider

DotNetZip

Entity
Framework
Core

fastdSON
gRPC

Hot
Chocolate

CURL Library

GLib

JNI

This PDF was generated on August 12, 2026

IBM Informix
.NET Provider

Json.NET
Log4Net

Microsoft
NET
WebSockets

Microsoft
ApplicationBI
ocks

Microsoft My
Framework

Microsoft
Practices
EnterpriseLib
rary

Microsoft
Web
Protection
Library

MongoDB

MySQL

Netscape
LDAP

ODBC

MySql .Net
Connector

NHibernate
NLog
Npgsql

Open XML
SDK

Oracle Data
Provider for
NET

OWASP
AntiSamy

Saxon

SharePoint
Services

OpenSSL

POSIX
Threads

SQLite

Fortify SAST 26.3

SharpCompre
Ss

SharpZipLib

SQLite .NET
Provider

SubSonic

Sybase ASE
ADO.NET
Data Provider

Xamarin

Xamarin
Forms

YamIDotNet

Sun RPC

WiInAPI

Page 66 of 629



3 opentext"

CPPCore

Boost Smart

Pointers

MFC

SQL

SQLCore

Microsoft T-SQL

PHP

ADOdb

Advanced
PHP
Debugging

CakePHP
PHPCore

PHP Debug

STL

WMI

PHP DOM

PHP
Extension

PHP Hash
PHP JSON

PHP Mcrypt

JavaScript/TypeScript/HTMLS

This PDF was generated on August 12, 2026

Oracle ModPLSQL

Oracle PL/SQL Core

PHP Mhash
PHP Mysql
PHP OCI8

PHP
OpenSSL

PHP
PostgreSQL

PHP
Reflection

PHP
Simdjson

PHP
SimpleXML

PHP Smarty

PHP Sodium

Fortify SAST 26.3

PHP WordPre
SS

PHP XML

PHP
XMLReader

PHP Zend

PHP Zip

Page 67 of 629



3 opentext"

Angular
AngulardS
Anthropic
Apollo Server
Bluebird

child-
process-
promise

Express
GraphQL.js

Google
Gemini

Google Verte
x Al

Handlebars

Helmet

Python & Jupyter Notebook

aiopg

Amazon Web
Services
(AWS)
Lambda

Amazon
SageMaker

Anthropic
AutoGen

Azure
Functions

Boto3
Django
Faiss

FastAPI

Objective-C

FastAPI-
FastMCP

FastMCP
Flask

Google Cloud
Graphene
gRPC

httplib2

Hugging
Face

Jinja3

LangChain

This PDF was generated on August 12, 2026

i0OS
JavaScript
Bridge

JavaScript
(ECMAScript)
/HTML5 Core

jQuery
JS-YAML
LangChain

Mustache

libxml2
Ixml

memcache-
client

_mysql

MySQL
Connector/Py
thon

MySQLdb
OpenAl
oslo.config
Pandas

Paramiko

Node.js
Azure
Storage

Node.js Core
OpenAl
React

React Native

React Native
Async
Storage

psycopg?2
pycrypto

PyCryptodom
e

pycurl
pylibmc
PyMongo
PySpark
Python Core
PyYAML

requests

Fortify SAST 26.3

React Router

SAPUI5/Open
ulS

Sequelize

Underscore.j
S

Vue

simplejson
Six

Starlette
TensorFlow
Twisted Mail
urllib3

WebKit

Page 68 of 629



3 opentext"

AFNetworkin
g

Apple
AddressBook

Apple AppKit

Apple
CFNetwork

Apple
ClockKit

Apple
CommonCry
pto

Apple
CoreData

Swift

Apple
CoreFoundati
on

Apple
CorelLocation

Apple
CoreServices

Apple
CoreTelepho
ny

Apple
Foundation

Apple
HealthKit

Apple
LocalAuthenti
cation

This PDF was generated on August 12, 2026

Apple
MessageUIl

Apple
Network

Apple os

Apple
Security

Apple Social
Apple UIKit

Apple
UserNotificati
ons

Apple
WatchConne
ctivity

Apple
WatchKit

Apple WebKit
Hpple
Objective-Zip
Realm

SBJson

Fortify SAST 26.3

SFHFKeychai
nUtils

SSZipArchive
ZipArchive
ZipUtilities

ZipZap

Page 69 of 629



3 opentext"

Alamofire Apple
CorelLocation

Apple

AddressBook  Apple
CryptoKit

Apple P

CFNetwork Apple
Foundation

Apple

ClockKit Apple
HealthKit

Apple

CommonCry Apple

pto LocalAuthenti
cation

Apple

CoreData Apple
MessageUIl

Apple

CoreFoundati  Apple

on Network

Go

Go Core

Gin

GORM

Ada

Ada Core

Al Instructions Files

Al Instructions Files Core

Bash

This PDF was generated on August 12, 2026

Apple os

Apple
Security

Apple Social
Apple SwiftUl
Apple System
Apple UIKit

Apple
UserNotificati
ons

logrus

gRPC

Apple
WatchConne
ctivity

Apple
WatchKit

Apple WebKit
Realm
SQLite
SSZipArchive

Swift Core

Fortify SAST 26.3

Zip
ZipArchive

ZIPFoundatio
n

ZipUtilities

ZipZap

Page 70 of 629



3 opentext"

Bash Core

COBOL

Auditor

Core

COBOL Al Analyzer

Dart

Dart SDK

Flutter

Elixir

Elixir Core

Erlang

Erlang Core

Fortran

Fortran Core

Groovy

Groovy Core

Perl

CGl*
Catalyst

This PDF was generated on August 12, 2026

Fortify SAST 26.3

CICS MQ
DLI POSIX
Micro Focus SQL

COBOL Runtime System

Dancer
Mojolicious

Page 71 of 629



3 opentext"

Lua

Lua Core

Perl

Perl Core

PowerShell

PowerShell Core

<R>
R Core
Ruby
Rack MySQL
ac MySQL2
Ruby Core P9

Ruby Al Analyzer

Rust

Rust Core

Salesforce Apex/Visualforce

Salesforce Apex/Visualforce Core

Configuration

This PDF was generated on August 12, 2026

SQLite3
Thor

Fortify SAST 26.3

Page 72 of 629



3 opentext"

.NET
Configuration

Adobe Flex
(ActionScript)
Configuration

Ajax
Frameworks

Amazon Web
Service
(AWS)

Ansible

AWS CloudFo
rmation

Azure
Resource
Manager
(ARM)

Build
Management

Docker
Configuration
(Dockerfiles)

GitHub
Actions

Google
Android
Configuration

iOS Property
List

J2EE
Configuration

Java Apache
Axis

Java Apache
Log4j
Configuration

Java Apache
Spring
Security
(Acegi)

Java Apache
Struts

Java Apache
Tomcat
Configuration

Java Blaze
DS

Java
Hibernate
Configuration

Java iBatis
Configuration

Java IBM
WebSphere

Java MyBatis
Configuration

Java OWASP
AntiSamy

Java Spring
and Spring
MVC

Java Spring
Boot

Java Spring
Mail

Java Spring
Security

Java Spring
WebSockets

Java
Weblogic

Kubernetes

Mule

O—RKRELTDA >V T7FANZ Y F+: Amazon Web Services

This PDF was generated on August 12, 2026

Fortify SAST 26.3

OpenAPI
Specification

Oracle
Application
Development
Framework
(ADF)

PHP
Configuration

PHP WordPre
SS

Silverlight
Configuration

Terraform
(AWS, Azure,
GCP)

WS-
SecurityPolic
y

XML Schema

Page 73 of 629



3 opentext"

API Gateway
App Mesh
AppSync
Athena
Aurora
Backup
Batch

Certificate
Manager

CloudFormati
on

CloudFront
CloudTrall
CloudWatch
CodeBuild
CodeCommit
CodeStar

Cognito

O—RELTDA V7 ZARAMNZ Y F +: Microsoft Azure

Config

Configuration
Recorder

Database
Migration
Service
(DMS)

DataSync
DocumentDB
DynamoDB
EC2

Elastic Block
Store (EBS)

Elastic
Container
Registry
(ECR)

Elastic
Container
Service (ECS)

Elastic File
System (EFS)

Elastic
Kubernetes
Service (EKS)

This PDF was generated on August 12, 2026

Elastic Load
Balancing
(ELB)

ElastiCache
EMR
FinSpace
FSx

Global
Accelerator

Glue
GuardDuty
HealthLake

Identity and
Access
Management
(IAM)

Image Builder

Key
Management
Service
(KMS)

Kinesis

Kinesis Video
Streams

Lightsail

Location
Service

Lookout for
Equipment

Mainframe
Modernizatio
n

Managed
Streaming for
Apache
Kafka (MSK)

MemoryDB
for Redis

MQ
Neptune

OpenSearch
Service

Quantum
Ledger
Database
(QLDB)

RDS
Redshift
Rekognition

Route 53

Fortify SAST 26.3

SageMaker

Secrets
Manager

Simple
Notification
Service
(SNS)

Simple
Queue
Service
(SQS)

Simple
Storage
Service (S3)

Step
Functions

Systems
Manager

Timestream

Transfer
Family

VPC
VPC Lattice

WorkSpaces
Family

Page 74 of 629



3 opentext"

App Service

Application
Gateway

Automation

Microsoft
Entra Domain
Services

Azure Health
Data Services

Azure
Kubernetes
Service
(AKS)

Batch

Blob Storage

dA—RELTDA Y T7FAMNZYFv:Google Cloud

Access
Context
Manager

AlloyDB

Apigee API
Management

App Engine

Artifact
Registry

Cache for
Redis

Cognitive
Search

Container
Registry

Cosmos DB

Database for
MariaDB

Database for
MySQL

Database for
PostgreSQL

Databricks

Data Box

Backup for
GKE

BigQuery

Cloud
Bigtable

Cloud DNS

Cloud
Functions

Cloud Key
Management

This PDF was generated on August 12, 2026

Data Factory

Defender for
Cloud

Event Hubs
Front Door
Grafana

Hosthname
Binding

loT Central
loT Hub
Key Vault

Logic Apps

Cloud Load
Balancing

Cloud
Logging

Cloud
Spanner

Cloud SQL

Cloud
Storage

Compute
Engine

Machine
Learning

MariaDB

Media
Services

Monitor
NetApp Files
Private Cloud
R —
Portal

SignalR
Service

Filestore

Google Cloud
Platform

Google
Kubernetes
Engine (GKE)

|dentity and
Access
Management
(IAM)

Fortify SAST 26.3

Site Recovery
Spring Apps
SQL

Storage
Accounts

Virtual
Machine
Scale Sets

Virtual
Machines

Web PubSub

Media CDN
Memorystore
Pub/Sub

Secret
Manager

Workflows

Page 75 of 629



3 opentext" Fortify SAST 26.3

Secrets

This PDF was generated on August 12, 2026 Page 76 of 629



3 opentext"

.netrc
1TPassword

Actually Goo
d Encryption
(AGE)

Adafruit
Adobe
Airtable
Algolia

Alibaba
(Aliyun)

Amazon
(AWS, MWS)

Apple
(macOS)

Apache
HTTP

Asana
Atlassian
Authress

EXT7I€R

FRaIlE

bcrypt
Beamer
Bearer token
Bitbucket
Bittrex

Brevo
(Sendinblue)

Defined
DES
DigitalOcean
Docker
Doppler
Droneci
Dropbox
Duffel
Dynatrace
EasyPost

Encryption
key

Etsy
Facebook
Fastly
Finicity
Finnhub
Flickr
Flutterwave
Frame.io
Freshbooks
Git

GitHub
GitLab
Gitter

GNOME

This PDF was generated on August 12, 2026

HashiCorp
(Terraform,
Vault)

Heroku
HexChat
HubSpot
Intercom
Java

JFrog
(Artifactory)

JSON Web
Token

KDE Wallet
(Kwallet)

KeePass
Kraken

Kucoin

LaunchDarkly

Linear
LinkedIn
Lob
Mailchimp
Mailgun
Mapbox
Mattermost
MD5

MessageBird

New Relic
npm
NuGet
Okta
OpenVPN

Password in
comment

Password in
connection
string

Password in
PowerShell
script

Password in
URI

Password
Safe

PayPal
(Braintree)

Pidgin

Plaid
Planetscale
PostgreSQL
Postman
Prefect
Pulumi
PutTY

PyPI

RapidAPI

Fortify SAST 26.3

Sendbird
SendGrid
Sentry
SHA1
SHA256
SHA512
Shippo
Shopify
Sidekiq
Slack
SonarQube
Square
Squarespace
StackHawk
Stripe
Sumologic
Telegram
Travis
Trello
Twilio
Twitch
Twitter
Typeform
Yandex

Zendesk

Page 77 of 629



3 opentext"

Clojars

Code Climate

Codecov
Coinbase
Confluent
Contentful
Databricks

Datadog

GNU (Bash)
GoCardless

Google (API,
Google
Cloud,
OAuth)

Grafana

This PDF was generated on August 12, 2026

Microsoft
(Azure App
Storage.
Cosmos DB.
Functions &
Bitlocker,
PowerShell,
RDP.
VBScript)

Microsoft
(Outlook)

Mutt
MySQL

Netlify

Readme

RSA Security

Ruby (Ruby
on Rails,
RubyGems)

Sauce Labs

Secret key

Secure Shell

Protocol
(SSH)

Fortify SAST 26.3

Page 78 of 629



3 opentext" Fortify SAST 26.3

1.4.5.2. A& EA LI=SASTOEED H#M

Al ER LSASTTIIUTOEE N T R—FINTWVWET,

e AIT—YxV NIL=ILT 74
o Ada

e Bash

e COBOL*

e Delphi

o Elixir

o Erlang

o Fortran

o Groovy

e Lua

o Perl

o PowerShell
e <R>

o Ruby**

o Rust

*AlZ B L/ZSASTERRDSASTOR A ZFHATEE T, LURWERZFZ7DIC,
OpenTextTlXAI%ZER L/-SASTOFERAZ#HEL TWET,
**xAl % 75 L7=SASTH R DO —HILSASTOMTICE > TRDHY F L £,

This PDF was generated on August 12, 2026 Page 79 of 629



3 opentext" Fortify SAST 26.3

1.4.6. Y R—FIhBEIRFY—I

Fortify SASTI&, RORICRIEI RY—ILEHR—FMLTWET,

This PDF was generated on August 12, 2026 Page 80 of 629



3 opentext"

EILRY—Ib

Apache Ant™

Bazel

dotnet

Gradle
(EIL REEB)

Gradle
(GradleZZ> 71 V)

Apache Maven™
Software

This PDF was generated on August 12, 2026

6.0-10.x

6.6-9.x

6.6-8.5

3.6.%, 3.8.x, 3.9.x

Fortify SAST 26.3

XE

Bazeli#i&ldJavas
Python% # K — k L TWL
£9,

Fortify SAST Gradle#i&
(. Java. Kotlin, 8L T
C/C++Z&HR— LTV
£7,

Fortify SAST Gradle
Pluginif, Javas &
KotlinzZH#/R— kL TWZE
ER

Page 81 of 629



3 opentext" Fortify SAST 26.3

EILRY—Ib N—=3y XE

Fortify SAST MSBuild 18
maeld. NET 70LUFH £
U.NET Framework 4.7.2
LI & BitEn Y &

ER

b (YO VACSRE- D - &
A NFEHTT N, Fortify
SASTIZ R4 % RFRICE
WTERETEhTH Y. B
AHICHREES LT LR L
MSBuildD/N—2 3 v % 1E
BILAFv+ U TEET,
a—4ICIE, Fortify SAST
DERF/NN—2 3 VIZT v
T —KL. BEfiti%
HIRT g 27 DICAF v v
HERITTDHLDBEOL
9, MSBUildDHET L LM/
— 3 VEIERRIED
N— 3 V—C“Fnli%b{%gi
L723%& &, OpenTextt
R—MIBRBEWVEDEL
72X,

MSBuild 15.x-18

) 16~16.4, 26.0~26.6
xcodebuild

This PDF was generated on August 12, 2026 Page 82 of 629



Fortify SAST 26.3

3 opentext"

147 B R—FINhTVWBIVNNMF

Fortify SASTIX, RORICRITAVNRAZHYR—MLTWET,

m VA

gcc

g++

OpendDK javac

GNU gcc 6.x-13

GNU gcc 4.9-5.x

GNU g++ 6.x— 13

GNU g++ 4.9-5.x

9,10, 11,12, 13, 14, 17, 21,
24, 25

FARV—=T4VIIRT
IN

Windows, Linux, macOS,
AlIX

Windows, Linux, macOS,
AlIX

Windows, Linux, macOS

Windows, Linux, macOS,
AIX

Windows, Linux, macOS,
AlIX

Oracle javac 7, 8,9 Windows, Linux, macOS
cl (MSVC) 2015, 2017, 2019, 2022 Windows
LLVM Clang 17.0.6, 19.1.4, 19.1.5 Windows, Linux, macOS,
AlIX

Apple Clan

PP g 17.0.0, 21.0.0 macOS
Swiftc

6.1.0 - 6.3.3 macOS

This PDF was generated on August 12, 2026

Page 83 of 629



3 opentext" Fortify SAST 26.3

Fortify SASTI. JRDXcode/A— 3 Vv THEINET T r—vavadR—MLET:
16~16.4. 26.0~26.6,

This PDF was generated on August 12, 2026 Page 84 of 629



3 opentext" Fortify SAST 26.3

1.4.8. OpenText Application Security
Content

Fortify Secure Coding Rulepacksid, #R—KINTWBTRTD/N—2 3 ¥ DFortify
SASTE R ARE#BMENAHY £9, ThiZLY, RulepackZFBH L TH, BB LTV
Fortify SASTDA Y A K—ILAENB Z &EHY FHA,

This PDF was generated on August 12, 2026 Page 85 of 629



3 opentext" Fortify SAST 26.3

1.4.9. RFEET > DY R— B

OpenText Application Security Software®mid, RIE~Y Y VIRIETEREFADA R L —
TAVIVRATLATEITTEEY, RMREON—RNV 2 T7EHEZHITEROCPUS LT
AEYNY —RZRETIHLENHYET, HEINZWIE) Y-, XEYVYY—X,
BLIUPTARIVY—RAT, XM T4 7RIETEHBR TEAVEELZR DI LEEIE. R
HMREOONA Y E—EICEX L CTRELXRRAT I2HEIHY FT,

Note

VMIR1E TOpenText Application Security SoftwareE % £179 21545 13,
NTF—XVADETA2EFTE7-H, CPUBLUTAEN )Y —R%EVMIZ5E
KOOIy PLTHELKZEEBCHELET,

This PDF was generated on August 12, 2026 Page 86 of 629



3 opentext" Fortify SAST 26.3

1.410. YV 7 b9z 7 ORWE

Fortify SAST(Static Code Analyzer)i&. EFHAR4Y v vO—RE& LTFIATEZEY, V7
N7 S4BV ABLUY T O—RSLD)R—F DLV IR T7525 T vO0—RT
ZHEICDOVWTIE. [BEAVWAEDLEE/EIL AL F(ContactUs [/ Self Help)] =2 1) v
JLTCETHE 104y IR —RG1 Rl ZHERBLTLLEI W,

RDRIC, EATEGNNY T —V%2—BRRFLTTNTNOREZGHBALI Y,

This PDF was generated on August 12, 2026 Page 87 of 629


https://sld.microfocus.com/
https://sld.microfocus.com/

3 opentext" Fortify SAST 26.3

File Name #RBA(Description)

OpenText_SAST_Fortify_Windows_<ver = WindowsF DFortify SAST/Nw & —<

sion>.zi . .
P Ty =S R DRB A B ENT

L\ij—o

o RODIAVKR—2Y MEEL, Fortify
SASTA VA KM—3

e Fortify License and Infrastructure
Manager41 Y X h—3

o Fortify SASTHR S LIL—ILAHA KX
> Kb

e OpenText Application Security
SoftwarelC DWW T

Note

OpenText Application
Security Content (JL—JL/X
VIBIUHEAYT—F)
. AV RARN—ILBFICY D v
A—RKRTEXT,

OpenText_SAST_Fortify_Windows_<ver  Fortify SAST Windows/Sv & —Y DEL
sion>.zip.sig 771

This PDF was generated on August 12, 2026 Page 88 of 629



3 opentext" Fortify SAST 26.3

File Name #RBA(Description)

ARM_E®DLinuxF DFortify SAST/Nw 4 —

OpenText_SAST_Fortify_Linux- S

ARM_<version>.tar.gz
DRy T—=IIITIERDODHABNEENT
WFE7d,

e MDAVKR—ZY N&EE., Fortify
SASTA VA KM—5

o Fortify SASTHR Y LIIL—ILHA KX
v R

e OpenText Application Security
SoftwarelC DWW T

Note

OpenText Application
Security Content (JL—JL/X
VIOBLUVHEX Y T—5)
i AV RAM—ILBFICY D
A—RTEET,

OpenText_SAST_Fortify_Linux-

, , ARM/Xvy 4 —< E dFortify SAST Linux
ARM_<version>.tar.gz.sig

DEZLIT 74

This PDF was generated on August 12, 2026 Page 89 of 629



3 opentext" Fortify SAST 26.3

File Name #RBA(Description)

OpenText_SAST_Fortify_Linux_<version  Linuxf ®dFortify SAST/Nv r—2

>.tar.qz . e
9 CDIy =TI EROABAEENT

L\ij—o

o RDODIAVKR—2Y MEEL, Fortify
SASTA VA KM—3

o Fortify SASTHR S LIL—ILAHA KX
> Kb

e OpenText Application Security
SoftwarelC DWW T

Note

OpenText Application
Security Content (JL—JL/X
VIBIUHEAYT—F)
. AV RARN—ILBFICY D v
A—RKRTEXT,

OpenText_SAST_Fortify_Linux_<version  Fortify SAST Linux/Xy 75— DEZ 7
>.tar.gz.sig 71

This PDF was generated on August 12, 2026 Page 90 of 629



3 opentext" Fortify SAST 26.3

File Name #RBA(Description)

OpenText_SAST_Fortify_Mac_<version> macOSH®DFortify SAST/Nv r—2

tar.gz . e
9 CDIy =TI EROABAEENT

(FEH#ERE) WEd,

o RODIAVKR—2Y MEETL, Fortify
SASTA VA KM—3

o Fortify SASTHR Y LIL—ILAHA KX
> Kb

e OpenText Application Security
SoftwarelC DWW T

Note

OpenText Application
Security Content (JL—JL/X
VIBIUHEAYT—F)
. AV RARN—ILBFICY D v
A—RKRTEXT,

OpenText_SAST_Fortify_Mac_<version>
tar.gz.sig

(FEHELR)

Fortify SAST macOS/Sv r—Y DELZ 7
74

This PDF was generated on August 12, 2026 Page 91 of 629



3 opentext" Fortify SAST 26.3

File Name #RBA(Description)

OpenText_SAST_Fortify_Mac-

- M \0 “w _
ARM_<version>.tar.gz m‘\acOS ARMH DFortify SAST/Nv 77

P4

DRy T —=JILITROARABIEENT
WEd,

o RODIAVKR—2Y MEETL, Fortify
SASTA VA KM—3

o Fortify SASTHR S LIL—ILHA KX
> Kb

e OpenText Application Security
SoftwarelC DWW T

Note

OpenText Application
Security Content (JL—JL/X
VIBIUHEAYT—F)
. AV RARN—ILBFICY D v

a— PT\\ 3 i j_o
OpenText_SAST_Fortify_Mac- Fortify SAST macOS-ARM/Xw 5 —< D
ARM_<version>.tar.gz.sig EBRZI774)

OpenText_SAST_Fortify_AIX_<version>.  AIXF®DFortify SAST/Xwv r—<

tar.qz . o
g CDIy =T RORBA B ENT

W&,

o Fortify SASTA YA h—75

o Fortify SASTHR S LIL—ILHA KX
v R

e OpenText Application Security
SoftwarelC DWW T

OpenText_SAST_Fortify_AIX_<version>.  Fortify SAST AIX/'N\w 5 —L DERZR T 7
tar.gz.sig 1)

This PDF was generated on August 12, 2026 Page 92 of 629



3 opentext"

File Name

OpenText_SAST_Fortify_Samples_<vers
ion>.zip

OpenText_SAST_Fortify_Samples_<vers
ion>.zip.sig

This PDF was generated on August 12, 2026

Fortify SAST 26.3

§%BA (Description)

Fortify SASTD A% F 3D ICIZILD
O— KU 7L

Fortify SASTO— RHY4 Y FILDEL T 7
1)

Page 93 of 629



3 opentext" Fortify SAST 26.3

1AM Y7 b0 7DF¥ v >rO— RO

IDREYITIE, ARITYR—IMWebH A k0SS5 O0—-RLEBEZZ 71ILDT
VHNEBLERIET D2HEICDODVWTEHRALEYT, REEICELY, ForO—RNLENyr—
UNBEAINTHYA MIRAPMINALBICHIAINTVWARWI ENRIEINE T, HREIT
ICHEESETIC. OpenText Application Security SoftwareE @7 7 1 LB L VBEET 2 ESR
(*sig)7 74NV %ESovO—RLET, YVINI T T7A2MERT BDIC/NY 5F—2 ZRREE
THEREIEFHY FEA, L. EF2Y T4 LOEANS, HBTHEICRZIZEELH
YET,

FIOYINEBLRIEDI=DDY A5 LADEE

Note

RDOFIETIE, Y—RNR—F A RRICOVWTEHIALTWETA, FHLTWS
BEDYR—MRRNN—Va v EE—BLAWGE HY TS, THEAD/NN—
TavDFRICOWTIE, E@mRRFa2 AV MNESRBLTLEIL,

BFAT A THREERICY AT L%Z /T 2ICIE. ROFIRZRTLET,

1. GnuPGDOWebt 1 MIFEIL 7,
2.GnuPG Privacy Guard#4 o >vO—RKRLTA YA M=ILLZET,

BRDEDIC, MEBEREERLIT,

1.k REEFTLEFT(Windows> AFATIE, $ 7Oov S aLTcavw
VREEITLET),

$ gpg --gen-key

2.F—914 77Oy T hhERR-INKLS, [ DSAandElgamal ] #2#iRL £
j_o

3. &¥F—HAMXpT7avFIIIHIRREINAS, [2048] #FIRLET,

4. F—HENTHZIZVErHZEFBORIDTAY T IMARRIINSES, [ key
does not expire ] %#&#IRL F 9,

5. A—HHADOEMICOEL. WBRERETDINNATL—XZAHNLIET,

4. OpenText GPGARBE(EMINtar7 7 1 V) %
https://mysupport.microfocus.com/documents/10180/0/MF_public_keys.tar.gz»
54>vaO—RKRLET,

5. NFREHMHLI T,
6. RDIAYY RafALT., 90— RLAEEF—%CGnuPGTA Y R—hLZFT,

This PDF was generated on August 12, 2026 Page 94 of 629


http://www.gnupg.org/
https://mysupport.microfocus.com/documents/10180/0/MF_public_keys.tar.gz

3 opentext" Fortify SAST 26.3

gpg --import <path_to_key>/<key._file>

This PDF was generated on August 12, 2026 Page 95 of 629



3 opentext" Fortify SAST 26.3

1.5. Fortify SASTD A1 > X b—J)b

DY arvTlE, Fortify SASTOA YA M—=IVFEET VA VA MN=ILAZEIZDOWT
HBALEY., 2OV a VTR A VA M—IVEOEXRRNRY A TICDOWTEEHRAL Z
To YATLDIN=RIZT7HELOVI NI T7TORNEHFERBLZLTWD I & AMERT
DI, TORTLEHE] 25RBLTIEIW,

Dty avTlE. ROMNEY ZICDWTERBAL X9,

This PDF was generated on August 12, 2026 Page 96 of 629



3 opentext" Fortify SAST 26.3

1.5.1. Fortify SASTDA Y A b—IJLICDWT

Dt avTik, Fortify SASTAA VA M= BHEICDODVWTEHRBALET, WD
MDA Y RZ4 Y —)LhFortify SASTE —#EICBENICA VA M—)LEIhhFET( D~
Y RZIA4 Y=l #BR), BEIK LT, Fortify ScanCentral SASTY 24 7>V k&
Fortify Software Security Center fortifyclient1—> 1 ') 5 1 ZFortify SASTD A ~ X b
—ICEDHB I ENTEZY, Fortify ScanCentral SASTDEEMIC D W T I,

F OpenText™ Fortify ScanCentral SASTA > X h—Jb, RE. HLPEHT1 N1 =58
LTSV

4V 2AM=ILADFortifyZ 4 Y27 74L&, 772 aVTLMZM Y R T—ILEK
BHREIBET DIHELHY £9, ROXKIT, Fortify SASTAA VA M—ILT B HEERL
Y,

1 YA M-IVEE FIR

BEA VAN F—REFERALT Fortify SASTE L U7 7Y r—>3>dD
A VAN—IVERITT S AR MN=JL

ALY MNEAN)TA VA MN—ILEZEITT  Fortify SASTOH A LY A VX =L
%

WindowsUH DY 27 LATTFF A MR— WindowsPAHADTZy KT #—LTTF
ADAVAN—IVEETT B A MR—ZE— K TODFortify SASTE 7
TYHr—oavDA VA N=I

DockerzfEA L TA YA M—IL%ZZEITY  Dockerz{Ef L /zFortify SASTD A ~ X
% N—JLE&ETT

NRIA—IVRAERBICTDICE. AF v+ V20— RKPEETZO—AILT 7MLV R
T IsCFortify SASTZ4 Y A M—JLLE T,

Note

e WindowsBAA DY 7 LTI, EZAAERDHZE—LT1 LI N ZH
> TWBa—H& L CFortify SASTZ#A VA M—ILT ZRENHY £9, R"—
LT4 LY MY EF>TRWIL— MNAADI—H & L TFortify SASTZ A > R
h—=JLLABWTLLETW

AVARN=IDRTLEL, T4AVARN=ILEDYZAZIZDWVWT] #BBLT. VAT LA
DEY Ny TETTTEDICERTTIDZEMDRTY THERELEFT, £/, 1 VR

This PDF was generated on August 12, 2026 Page 97 of 629


https://docs.microfocus.com/doc/2263/26.3/ede68409a70a_installsca/ja
https://docs.microfocus.com/doc/2263/26.3/ede68409a70a_installsca/ja

3 opentext" Fortify SAST 26.3
N—IWINERIBEREZ7 7MWV EEHLT. T894 L. HAO. & UFortify SAST

DINTA—RVRAEHRETHIEHTEETY, Fortify SASTORIZEREA > a vIZDW
Tk, MRIEBREA T av] #8RBLTLEI,

This PDF was generated on August 12, 2026 Page 98 of 629



3 opentext" Fortify SAST 26.3

1.5.1.1. Fortify SASTDA Y X h—Jb

Fortify SASTZ 4 A h—JLF B ITId:

1. FARV—=—TFTA VI RTLDA VA N—=5T7 74 )L %&EFTL T, Fortify SASTz v K
TvTo4¥—REEELZET,

o Windows: OpenText_SAST_Fortify_windows-x64_<version>.exe
Linux: OpenText_SAST_Fortify_linux-x64_<version>.run X7z(d
OpenText_SAST_Fortify_linux-arm64_<version>.run

o

macOS: OpenText_SAST_Fortify_osx-x64_<version>.app.zip Z7=I&
OpenText_SAST_Fortify_osx-arm64.app.zip

(o]

APPA YA N—=5T7 74 IV %&ERITTBHIIC. ZIPT7 7M1 I ERRALET,

(o]

AlX: OpenText_SAST_Fortify_aix-ppc64_<version>.run

ZZ T, <version>ldV 7 b7 ) ) —ZAD/IN—2 3V TY, RIT, LR
(Next)] #2)v o LEY,

2. 74V AN EHERELTZHEL. RN (Next)] 22w o LET,

3. (AT avI M VAN =ITBAVR—RY MEERL T, [DRAN(Next)] 2401 v
JLFT,

4. —EDIATDTOYV ) NEMICBHERRNMREDOY 7 NI 27OV RTLICEFN
TWARWIZENS VR M—=FILL>THREINEGE., FRELTWREHKE, ZOE
HAEBREETZ IOV MY [DRATLAEH] R—JIRFINFET., LR~
(Next)] #22V)vy o LZEY,

FARTOVY I M 7ERICOVWTIE, TVI bz 7EH] Z2ZRLTIEIV
5. Fortify SASTDO A Y A h—JLE%ZEIRL., [RAN(Next)] 20 ) v o LFET,

FE3T. Fortify ScanCentral SASTV ZA4 7V haA VA MN—IVICEDH DB I &%= E

RUEBER. RRACAR—REZEFERVGMEEET 2HVEN’HY FT,

Important

OpenText™ Application Security Tools®D4 Y XA h—JLEERLCT 4 L 7
b ICFortify SASTZ A4 VA R—JLLARWVWTLLZI W

6. fortify.license 7 7 4 LAD/NR EIEE [R~(Next)] #2YUv I LZ£T,

This PDF was generated on August 12, 2026 Page 99 of 629



3 opentext" Fortify SAST 26.3

7.(F7T>av) [LIMZ4 Y R] R—=TUT [IFW] %:&IRL T, Fortify LIM (License
and Infrastructure Manager) DEIES1 Y AE2BEB L. [RAN] 22 Uv o LE
ER

Note

e Fortify SASTCTS 4 Y ADNMERY RIMNEITINELL, 7T 75—
aVTIAEVRT=ILHOSDLIMY) —ROBEIrEASNE T, LIM
H—NEDBIELDBEELH B 7=H I Fortify SASTTS 1 > RDERF
ISR L2358 1E. Fortify@ S 14 YR 7 7 M IILHMERINWEST, D
EEEZET BITIE.  com.fortify.sca.lim.WaitForlnitialLicense 7 7 1
JVAT fortify-sca.properties ZEAL X I ( [LIMS1 v 2070/8F
11 =5R),

1.LIM APIOURL, SA4 YR T—IV&, BLVFM BV RT—IWRZAT— %
AALFETY,

2. DR~(Next)] 20y o LET,
[LIM Proxy Settings] R—IU A HEXZ 9,

. LIMY—NNDEHKICTOF O H—N"DRELZAIEX. 7OFVARAMNTOF
SH—NDKRAMNZFLIFIPT RLR)ER— N ES(EBBRAE)ZANLET,

4. [R~(Next)] #2 )y o LZEd,
B AVAMN—=IDEF2)FT4AVTUVYERHT BICIE:

Note

AVAMN=IBEIZA VY =3y MIT 7 ERATERVERREDSZS.
fortifyupdateaA~ Y RS A4 VY —)LEFRALTCEF2 T4V T VY
EEHFTXEd, [Fortify Software Security ContentdF& 1 v X h—IL] %
SRLTCEIN,

1. BT —/NOWeb7 FLRXZAHNLET,

Xal)F4 VTV DOEHICFortify Rulepack B —/\&FHET 5 1C
I&. Web7 KL X% https://update.fortify.com DX FIZ L F£9, Fortify
Software Security Centerx 7 v 77— b —NE L THFERATZIEETEE
ER

This PDF was generated on August 12, 2026 Page 100 of 629



3 opentext" Fortify SAST 26.3

2. (A7 av)EHY —NANOERICTOF Y —N\DPURELRBER. TOFY
RAMNER—IESZANDLET,

B EFaAUFTAAVTUYEFHTEHRIZHBER., [MVA M-I RICEF2
)4 a7 & EHT % (Update security content after installation) ]
FIVv IRy IREFTICLET,

4. [R~(Next)] #20)v o LFT,
9. VAT LLEDURIDA VA N—=ILDSBITTEINEINEIEELETT,

PEIDA Y A M= D 581792 &, Fortify SAST7—F 14 779 N7 71 LHYRE
INFd., FMIOVWTIL. TFortify SASTO 7y UL —RICDWT | 2#81RLT
T2,

Note

scapostinstall Av > RS VY —ILAFRALTT7—FT1 779 &%
T9252&HTEET, 1 VRAM—ILBEDOY—ILEFERLTURIOA v

AMN=IUDBRBITTIAEIIDOVTIE. (7074771 L0%T] 55
BLTSEIW,

LBIOA VA N—=IDST—F4 779 N7 5ICI1E. ROFIEICHEWNE T,

1. [Fortify SAST (Fortify) ®#1T(Migration)] *— T [IZ\L (Yes)] %:EiR
LT. [ERA(Next)] 20Uy o LET,

2.V AT LLEDEFEDA VA M—IIGFEEEL. R~N(Next)] 22 voL
ij_o

LEIDY ) —ZADSDT7—F4 77 hDIRATL—2avaRAXy TT5I1IC1E. B
TOERE [WWNA(No)] OFFICLT, [RA(Next)] #0Uw o LET,

10. [€1 ¥ R b—I)L#{#(Ready to Install)] *—> T [R~N(Next)] #41)v o LT,
Fortify SAST, #EIRL7/OVvR—x> ., & & UFortify Software Security Content
%'f VZ |\_}l/ Li?o

XY TAAVTFUVYDOBHEERLAEBEER. [EFaVT+IVTUVYEHOD
#&R (Security Content Update Result)] 7«4 Y RollEFa T4 VTV YERHR
DIERDVRRINZET,

11. [8T(Finish)] 22 ) vy LT, vy N7y o4 H—RKAEFHLCET,

This PDF was generated on August 12, 2026 Page 101 of 629



3 opentext" Fortify SAST 26.3

1.5.1.2. Fortify SASTOH A LY R VR b
—JL

ALY MM YR N—IEFERTZE, 2—FTOVTNERRFETITAI VA M—ILA&SE
TCTEEYT, Y1LYMNTAVAPM=ILT BRI, A VA MN—FIITLEREREZRHET S
AT avIFAINEERTIHENHYET, YA LY MM VA M—ILEFERLT, #
BMOOAVELI—FICA VA=A =9 BERTEET,

Important

OpenText™ Application Security ToolsD A Y A b—JLEERBLTa L7 M)
[CFortify SASTZ A Y A R—JL LZRWT K XY,

Fortify SASTZH A LY N TA VA RN—ILTBE, TIFIMTE, A VA M—=FI2&o
TFortify Software Security Centerd’¥ o v O—RKEhFzFtHA, 732774 T
Fortify Software Security Content® 4 7 > O0— R&2BFWIZT B H . Fortify Software
Security ContentZ FE#)TA Y A M—JLF % Z &EAT X F 7 (Fortify Software Security
Content®F&i14 ~ R k—IL & HR),

Fortify SASTZH A4 LY hTA VA M—=ILT BICTI:

1.7 avIr74ILEERLET,
1. RDITEESOCTFRAN I 74 EERLET,

fortify license path=<license file location>

Z C . <license_file_location>\& fortify.license 7 7 1 JLAD 7 JL/IXRX T
ERR

2.LIMSAEYAY—NAEFRATZIC1E. LIMSA Y RAT—IILERBERESD
ROTEZ T avyIr7A4I)ILICEBMLET,

lim url=<lim url>lim_pool name=
<license pool name>lim pool password=<license pool pwad>

3. Fortify Software Security Content®&E# T, T 7 2L ~®D
https://update.fortify.com & IEERZIGMAMERT 2ICI1E. ROITZEEML
£7,

This PDF was generated on August 12, 2026 Page 102 of 629



3 opentext" Fortify SAST 26.3

update server=<update server url>

4. Fortify Software Security Contentd® 4w > O— RIC7OF > H—N\HAREL
eI, ROITZEMLET,

update proxy server=<proxy server>update proxy port=
<port number>

5. Fortify Software Security Content® % 7 > O— REZB/MIZT B ICIE. RDIT
ZEmMLEY,

update_security_content=1
6. BEICIHLT, 723 v 7744V A M—ILIEREZBIML £7,

T3V ITIFAIICEINTESA VAN =LA T avD) A NERET S
ICIE, x> ROV RNZH/HE. A VA M= 7 74)I&E --help 7T
AaVEAALEY, 2OV RTI, FRABEARZEIAR Y RSA VAT 3
VORICZESY v atMfdiroh, FRAEGNIA—II’AFEINTHINE
T, EZWE, A VAN —IVOETRRZITY RTA VICKRRT 258,
Z+ 7> 3> 7 74 JLIC unattendedmodeui=minimal ZBiNL 7,

X E:
w OV Y RSAVA T a3V TRAXFENIELXRBIINE T,

= A VAN F T a VR FR—FINTWBIARTEARL =T 1~
TYATLTRAULTEH S EIERY FEA, --help ZERAL TSI VR
h—2%FGFTLT ARL—FT 1 VIV RT LATHAARRT TV a Yy
EHRBLET,

ROWindows7 72 a v 7 74 ILDBEITIE, 4 YR T 71 I DGR,
Fortify Software Security Centert—/\MD15zFf & Fortify Software Security
Contentz 1S9 27D 7OF VIEHR. LIFIDY) ) — DL DBITEKR, &
& UFortify SASTOA Y A =T 4 LI M) DIFGFIZIEELTVWET,

fortify license path=C:\Users\admin\Desktop\fortify.lic
ense update server=https://my ssc _host:8080/ssc

update proxy server=webproxy.abc.company.com
update proxy port=8080 migrate sca=1l

install dir=C:\Fortify
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ROA T avT7 74 ILOFIE, Linux$d & U'macOSCHTT,

fortify license path=/opt/Fortify/fortify.license
update server=https://my ssc host:8080/ssc

update proxy server=webproxy.abc.company.com
update proxy port=8080 migrate sca=1l

install dir=/opt/Fortify

2.7 avIirA IV ERELET,

3. ARLVL—FAVIVRTLDYA LY MM YA M—=)LOT Y REEITLET,

Note

BRICE 2T, A YAM-—5%2RTI2HEIC. BEEHEELTATUFR
TAV TN EeRTTIRENHYET,
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Windows OpenText_SAST_Fortify_windows-
Xx64_<version>.exe --mode
unattended --optionfile
<full_path_to_options_file>

Linux ./OpenText_SAST_Fortify_linux-
Xx64_<version>.run --mode
unattended --optionfile
<full_path_to_options_file>
FrlE

./OpenText_SAST_Fortify_linux-
arm64_<version>.run --mode
unattended --optionfile
<full_path_to_options_file>

macOS® OV R&ERITT B0, ZIP7714)L
“RATILELIDHY T,
OpenText_SAST_Fortify_osx-
Xx64_<version>.app/Contents/MacOS
/installbuilder.sh --mode unattended
--optionfile
<full_path_to_options_file>
FlE
OpenText_SAST_Fortify_osx-
arm64_<version>.app/Contents/Mac
OS/installbuilder.sh --mode
unattended --optionfile
<full_path_to_options_file>

AlX ./OpenText_SAST_Fortify_aix-
ppc64_<version>.run --mode
unattended --optionfile
<full_path_to_options_file>

AVAN=IVDRTTDE A VAMN—=—ZO0OTT774ILDERINET, COOT T 7
AIWE, ARL—FT 4 VTV RATF LI C TOROBRAICEEINE T,
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Windows C:\Users\
<username>\AppData\Local\Temp\Ope
nTextSASTFortify- <version>-install.log

Windows L4 [tmp/OpenTextSASTFortify- <version>-
install.log
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1.51.3. WindowsB A DTS5y K7+ —AT
TF*¥ A MR—AE— KR TODFortify SASTD 1
YA M=

AR Y RSAVTTFRAM—ADA VA M =ILEETLET, 1 VA MN=JLEIZ, 1V
AN=IVERTTBEHDIHELRBEROANERDOZ 7OV T IDPRRIINET,
WindowsY A F ATIHTHFRAIMR—ZADA VA M= R—MINhTVWEEA,

Important

OpenText™ Application Security ToolsD 4 Y A b—JLEERBLETa L2 M)
ICFortify SASTZ A Y A R—JL LARWT K X,

Fortify SASTDFTF A MAR—ZADA VA M —J)LEZEITTBITIE, RORICRT LI, F
RU—=—F A VI RTLADTFAIMNM=—ADA VA N—)LOATY REEFTLZT,

Linux ./OpenText_SAST_Fortify_linux-
X64_<version>.run --mode text
FlE

./OpenText_SAST_Fortify_linux-
arm64_<version>.run --mode text

MacOS O Y RZETY5HIIC. BEINALZIP
771V =EBREATIHEINHY FT,
OpenText_SAST_Fortify_osx-
x64_<version>.app/Contents/MacOS/in
stallbuilder.sh --mode text
FlE
OpenText_SAST_Fortify_osx-
arm64_<version>.app/Contents/MacO
S/installbuilder.sh --mode text

AIX OpenText_SAST_Fortify_aix-
ppc64_<version>.run --mode text
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1.5.1.4. OpenText Application Security
ContentDF&i1 VX b—JL

OpenText Application Security Content (Fortify Secure Coding Rulepacks& X 47—
)L A VA N—IVBERICBEEIMICA Y R M—=ILTEE Y, /=72 L. Fortify RulepackE#r
H—/3Hv 5 0penText Application Security Content= 4 > O0— KL TH 5.
fortifyupdate A~ Y RSA VY —I)LEZERALTA VAN —ILTBHIEETEZET, DA
Toavid, A VARN—IVEIZA V9 =%y MIT IV ERATERVERRARED O ICRE
INTWET,

DE— MY —NFLFO—AHNIYIO—-REINELT 714 IILH 50penText Application
Security Content= 4 >~ 2 k—J)L§ % ITIE. fortifyupdate=FR L £ 7,

X2 TFT4AVTUVEAVARN=ILT BITIE. ROFIRICREWNE T,
1. A%V R4 RO%BE. <sast install_dir> [bin/ IC#%E L 9,
2. x>y R7OY 7 b T fortifyupdate | EABDLET,

L R ICFortify Rulepack E#HrH—/3/H 5 0penText Application Security Content’% %'
vyO— R LUEBEIE. fortifyupdate # 7> 3> &, ZIP7 74 A vyO—R
LET4 LY NUADNRRZFERAL T -import 2217 L %9,

DR LY —I%&HRL T, OpenText Application Security Content2#EH$5Z &£ T
X X9, fortifyupdateaA XY RS A4 Y —ILDFEMICOWTIX, TEFa2)FqsavF7YV
YDEFH] ASRLTIEIW,
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1.5.2. Docker#% £ L 7=Fortify SAST®D 1
YA M—IVERTT

Docker4 X —</|CFortify SASTZ 4 X b—JL L TH B, Fortify SAST%ADockerd > 5+
ELTHEITTEET,

Note

Fortify SASTI&, DockerCHR—KINTWBLINUXTZY N7+ —LTDH
ETTEET,

ZDEYavTlE, ROMNEY ZIZCDWTEHBALE T,
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1.5.2.1. OpenText SASTA# A VA M—ILT 3
Dockerfile D {ERK

ZDMEY Y Tlk, Docker{ x — TFortify SAST% 4 ~ & k —JLJ % Dockerfile & K
THHEICOWTEHRBALET,

Dockerfilelll&, ROBEDEZSENTWVWBIRELHYE T,

1. R=ZRA A=JIFERAINBLNUXY AT LAEZERELET,
PR=—MINTWVWETSY NI —LET—FFTIVFvDEMICOVWTIE, THR—
RENBTSYRNTA—LET—FTI0Fv] BSBLTLEIL,

Note

Fortify SASTORITERICEI KY —ILEFHRT2HBEE. 41 A =TIl
BREIRY =LA VA= INTWE I E2HRLET, HR—
RINhTWBEIRY—ILDFERICDWTIE., [HR—FrIhBEILRY—
V1 ZSRLUTLEI W,

2. COPY@4 &M L T, Fortify SASTA Y A b—3. FortifyZ 412 RX7 714, &
SVAVRN=IWF T3>V T 74 %Docker4 X—ICaAE—LZ7,

AVAN=NWATav T 74 IVDERFZEICDOWVWTIE, [Fortify SASTOH A L v
YA R—IL] ZBRLTLLEI W,

3. RUN#% % {8 L TFortify SASTA YA M—5%FTLZET,

AVARN—FZIEBEBAE—RTEITTIHEIHY FT, FFMICOWTIE, TFortify
SASTOH ALY MM VRAKN=I] BSBLTLEIL,

4. RUN#r G Z A L T, runifyupdate 317 L TFortify Software Security Content’%
’f y Z |\ _}l/ l/ i j-o
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Important

Fortify SASTT 7O =7 N AEITT 5ICIdk. Fortify Software
Security Content® 4 Y A KN—ILHARBETT, RDBFITIE. 41 X—=TD
BERICYYyO—RLcA—hI 7 74D 5, Fortify Software
Security Contentx=4 ~ X h—JL L £ ¥, fortifyupdate’y —IL%{FH L
7=Fortify Software Security Content® ¥ o > O— K& A Y X =)L D&
I DWTIX,  TFortify Software Security Content®F &4 Y X h—JL| %5
BLTSEIW,

5. Fortify SASTARITTEBLDICA A=V ARET BICIE. ENTRYPOINTE B A {F
LT. 41X b—=JbEN7’sourceanalyzerEfTrRIBE7 7 1 L DIGFRICT Y MY RA >~
NEEELZET,

sourceanalyzer® > 7 # )L DA 2V A h—JL/XR
l& /opt/Fortify/OpenText_SAST_Fortify_<version>/bin/sourceanalyzer Td,

Fortify SAST% 1 > X b —JLd BDockerfiledfliE, RDEHY TT,

FROM ubuntu:18.04 WORKDIR /app ENV APP_HOME="/app" ENV
RULEPACK="MyRulepack.zip" COPY fortify.license ${APP HOME} COPY
OpenText SAST Fortify linux-x64 25.4.0.run ${APP_HOME} COPY
optionFile ${APP HOME} COPY ${RULEPACK} ${APP HOME} RUN
./0penText SAST Fortify linux-x64 25.4.0.run --mode unattended \
--optionfile "${APP HOME}/optionFile" && \
/opt/Fortify/OpenText SAST Fortify 25.4.0/bin/fortifyupdate -
import ${RULEPACK} && \ rm OpenText SAST Fortify Llinux-
x64 25.4.0.run optionFile  ENTRYPOINT
["/opt/Fortify/OpenText SAST Fortify 25.4.0/bin/sourceanalyzer"]

BEDT 14 L2 Kb BDockerfileZz{FEA L Tdocker1 X — %4{ERKT % 1C1%. docker
buildd~ Y RAFERTZHELrHY 7., i

docker buildx build -f <docker file> -t <image name> "."
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1.5.2.2. AV FF+DET

ZDMEY U TIE, Fortify SASTA A —C %7+ & LTEITTBAEICDOWVWTERRA
L. TBLUVRF v VHDDockerETaA~Y Y ROFIERLET,

Note

e O 7+ CFortify SASTARTT BIC, BHICT VY1 LT HRELFA
¥ Bi5a k. Fortify SASTICEI)L KOaw v F(Javacﬁé:)fé""’:ﬂ*ét&)w
PRI HDE AR LET,

Fortify SASTA A —Y %2V FFELTETTBICEE. RANI7AID R T LSO Y
TFHITRD2DDT4 LIV M) ATV NTBZRELRHY T,

e PMMITBY—RT7ALDNEEFNZTAL I,

o BT I —XERF v 7 z—XDMEICFortify SASTEIL Rty > a v &EREFEL. H©
N7 7A4IW(ATEFPRZ 7AW ERANEHRET2LOD—FKT14L I MY,

DT 4 LT k)& Fortify SASTOZEM|AT Y FEXF v AXY Y ROWAT -
project-root AY Y RSA VAT avaFRALTIEELET,

JRoDaAY Y ROBITIE, [sources ICAATa4 LI KY [src <oV b

L. /scratch_docker IC—F74 L7 )ZETO Y hLEY, ZOFDA A —-TEIEF
fortify-sast ©9,

TMB L UCRAF v HDDockerETa< Y ROH

ROFETIE, —BFTF4LIM)EY—RTaL VM) ARV ML, B —XHICO
VT D BFortify SASTZ#E1TLE Y,

docker run -v /scratch local/:/scratch docker -v /sources/:/src
-it fortify-sast —b MyProject -project-root /scratch docker [
<sca options> ] /src

ROBITIE, —BFTF4 LI MY AETTY ML, W7 = —XRICA Y 7T+ H SFortify
SASTAEZETLE Y,

docker run -v /scratch local/:/scratch docker -it fortify-sast
—b MyProject -project-root /scratch docker —scan [ <sca options>
] —f /scratch docker/MyResults.fpr
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MyResults.fpr HH 7 7 1 LR R ND [scratch_local 714 L7 M JITEBRINZE T,
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1.5.3. Fortify SASTO 7 v 7 L—R

Fortify SASTA 7 v 77 L —R§ 3ICId. MEDNN—=JaVAM VY AM—ILINTWBIG
FREEERDZBRICHLWA=Ua Va4 V2 M=)LL, RIS VA M—ILHBERE%
BITLET, TORBITTIE. <sastinstall_dir> [Core/config T4 LV NVICHBT—7F
1770 8774 DRBFELUVEFRINE T,

I ) ) —ZADBEREERBITLAWVWGEIIE. ROT—IREEINTVWNIEE, Ny o7
W THRETRBRIEIHRINTVWET,

e <sast install_dir> [Core/config/rules folder

e <sast install_dir> |[Core/config/customrules folder

e <sast_install_dir> [Core/config/ExternalMetadata folder

e <sast_install_dir> [Core/config/CustomExternalMetadata folder
e <sast_install_dir> [Core/config/server.properties file

e <sast_install_dir> [Core/config/scales folder

FLWA=Ua3 v a4V RM—=LLES, BEION—Y 3V ET7 YAV RAMN—ILTEE
9, FHMICOWTIX. TFortify SASTO7 VA VA RM—=JLIZDWT ] #5RBLTLKEX
W,

Note

= BBIDN—Savdf VA= INEEFICLTHBIEEHTEES, AL
VRATLIEBDONR= 3 UM VA RM—IILINTWBHEIE, A RIA
YHSLARXY RERITTDE. ®EA VA M—ILINEN=Ya VAMERI A
Y,
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1.5.4. Fortify SASTO 7 4 2V A b—JLICD
W

IDEY a3 vTIE, Fortify SASTET7 VA VA N=ILTBAEICOVWTHIBLEY, &
BEAVAN=NLVD 4P —NEFAT B EE. Fortify SASTZH ALY NTA VR =L
THIEETEET, WindowsbAAD Y R FALTIE, TFAMR=ZADT VA VA M=)
ERITTBIELTEET,

ZDEYIavTlE, ROMNEY ZIZCDWTEHBALE T,
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1.5.4.1. Fortify SASTO 7 A4 VA =)V

Fortify SASTZ7 >4 VY A h—IL T BITIE:

1. AYVAMN—=ILTa L2 MN)ICBEILET,

2. ROKRTHPIT DL, THEBAOARL—F 4 VIV RTFLADT7 VA VA M=)
ATV REETLET,

0S FPIAVA M=)V R

Windows . .
Uninstall_OpenTextSASTFortify.exe
F7zlE., Windowsf ¥ 7T —AHH
TFVr—2avETVA VRN
T25IEEHETEEY, FRICOWT
(&. Microsoft Windows® RK¥ a1 X >
FasSBRLTSEIW

Linux ./Uninstall_OpenTextSASTFortify

AlX

macOS®
Uninstall_OpenTextSASTFortify.app

3.7V r—avekzllRdsh BE2DIVR—XY MN2HIKRT 2HD%ZEET S
EIRDBAVE—IDRTINIET, EE50%FEIRL. [RN(Next)] 271 v
JLET,

BEDAVR—RVNETVAVAMN=ILTBHEIF. [PYA4AYAM=TEaY
K=V b @J%ﬁ(Select Components to Uninstall)] XR—2 THIfRT 23V R—=x
v hEZBIRL, [RA(Next)] 20 1) vy LET,

4. FRTCOT TV =2 a VvEREEZHIBRTENEIDNEBET 2L OIKDEI A v -
75“43.%2]_?'51’1,33_0 /k@b\j_nb\%%?ﬁbij_o

o7y4y1h—»?émmWSMH@m—vayt—%u4yzh—»ént
AVR—VMNOT7T) r—>a VEREAHIRY 2121, [iEW(Yes)] 22U
v LET,
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Fortify SAST ( sca<version> )7 7 —>a VERE 7 ALY IFHIBRINEE
Ao

o

[Nol 22wy LT, P77V r—avkEEY AT ALICREFELET,
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1.5.4.2. Fortify SASTOH A LY N A YV
A M=V
Fortify SASTZH A LY RTT7 VA VA M=ILT BITIE. ROFIEIHENE T,
1. AVAMN=IT4 LI MNIICEELET,
2. RDRTHAT DL, TEADARL—FT A VISV RTLADT7 VA VA M=)
ATV REEITLET,
oS PYAYRAM=LaAT VR

Windows . .
Uninstall_OpenTextSASTFortify.exe

--mode unattended

Linux ./Uninstall_OpenTextSASTFortify --
mode unattended

AlIX

macOS® . .
Uninstall_OpenTextSASTFortify.app/
Contents/MacQOS/installbuilder.sh
--mode unattended

Note

Windows. Linux. & U'macOS®DizE. 74 ~ X b—IL ¢ %Fortify
SASTON—V 3V E—ICA VAN = INEOVER—XVNOT T —
VIAVEBREWRT VA VAN —SICL > THIBRINE T,
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1.5.4.3. Windows A DTS5y K7 4 —AT
TF¥ A MR—RXE— RTDFortify SASTD 7
A VAPM=I
THF A MR—=RE— RTFortify SASTZ7 >4 VA M—ILT B ICTIE,

1. AVAM=IVT4 LI MN)ICBEILET,

2. RDKRTHBPTBL DI, THEADARL—F A VIV RATLADT VA VA N—I
aAv v RKREZEIFTLET,

oS PIAVA M==AY R

Linux ./Uninstall_OpenTextSASTFortify --
mode text

AlX

macOS® Uninstall_OpenTextSASTFortify.app/
Contents/MacOS/installbuilder.sh --
mode text
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1.55. 1 VA M—=ILIEDIY R Y

A VAN=ILEDY XY TIL, Fortify SASTOFEHEAFBT 2% HEE LT,

Dty avTlE. ROMNEY ZICDWTERBAL X9,
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1.5.51. 1 Y A P—JL{EIEY — )L DRLT

A VA MN=VBEBIOTY R4 VY —IL&FEHAT 5 &, Fortify SASTOLRID/N—2 3
vDFTO/NRNT 14774 ILDF4T. Fortify Software Security ContentDEBFHRE. B L
Fortify Software Security Center~DERREEZITO I ENTEZET,

A VAN—JLELIEY — )L AZETT DI

1. <sast_install_dir>/bin/ IC#EL £ 9,
2. a7 R7OY 7T [ scapostinstall | EAALZET,

J.RODWITNDZEASNDLET,

o BEAHERTTBICIK., Ts] Z#AHNLET,
o IOV MIREBICIE. Trl ZAALET,
o W—ILEKRTIBICIE., Tql ZAHDLET,
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1.5.5.2. 7ANRT 41 2 71 L OB1T

PEID/N— 3 v DFortify SASTH S, YATALICA VA M =ILINTWBRIRED/NN—Y
A TANT A T 7AW ERBITTDICIE. ROFIBICEWVE T,

1. <sast_install_dir> [bin/ IZBEL X7,
2. 2> R7FOY 7 KT I scapostinstall | EAHALZFT,
3. T1] &AALT. Migration #:E&RL £Y,
4. T1]1 &AALT, Static Code Analyzer Migration Z:ZERL £7,
5. T11 &ABLT. Migrate from an existing Fortify installation ZZER L £7,
6. 11 &AALT. Setprevious Fortify installation directory %3&iRL 7,
7. U504 VA M=IVT4 LI N)EAALET,
8. Is] EAALT. BELAHWAELET,
9. T2 1 EAALT, BITAERITLET,
10. Tyl EAALT, #RLET,
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1.5.5.3. A —IILDIEE

Fortify SASTA Y A M—ILDF 7 4 )L O —ILIEHKFETY,
Fortify SASTA Y XA b—)LDAT—IVZZEET 51, ROFIEZETLFET,
1. <sast_install_dir> [bin/ IZBEL 7,

2. A% R7Ov 7~ T scapostinstall | &EAALFT,

w

2] EAALT, Settings #FRLFT,
1] &ABALT. General #ERLZ7,
. 1] EABLT, Locale #FIRLZXT,

a b~

»

RoOWEFhA oA —I)Ld—REAALET,

o en (&:B)

o es (ARA VEE)

o ja (B=EE)

o ko ((EZE)

o Pt_BR (KL kHILE(TSIIL))
o zh_ CN (BAFHE:E)

o zh_TW (EHAFHEEE)
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1.5.5.4. Fortify Security ContentD E#H D&%
[ —_—

e

Fortify Software Security ContentzEl1§ 9 2 AiEZHBEL X T, T—NICERT 2HE
BH2HEIE. TOFVEREEETIHVEEHY T,

Fortify Security ContentBE#T DR EZIBET 2 ICIE. ROFIRICHEWNE T,

5.

1. <sast_install_dir> [bin/ ICBEL X7,

2.2~ R7OV 7 KT [ scapostinstall | EAHALFT,
3.

4. T2 1 EAALT, Fortify Update #FIRL £7,

2] &EAALT, Settings Z:FIRLZF T,

Fortify RulepackE#H—/NOURLZZEET 2ICE. 1] EABDLTH S, URLZ
ABLET,

Fortify RulepackE#H—/ D7 7 # JL b DURLIE https://update.fortify.com T
ED

. Fortify Software Security ContentE D 7O+ > #8ET 5 ICIE. ROFIEICHE

L\ij_o

1. T2 ] &EABLT Proxy Server #:;&iRLTH L, 7OFH—/1DLHEI%= A
ALET,

7O M3V ER— MBS AR L F 9 (fl: some.secureproxy.com),

2. 131 &AALT Proxy Server Port ;&R L THH., 7OFSH—1DR—
FESEZAALZET,

3. (AT av)FaxF o —nR"OA—HE(F T ay 4)ENRRT—=RN(HF TV 3
V5 )ABETEHIEETEEY,
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1.5.5.5. Application Security~DE&FT D%
iE

Fortify Software Security Center~D##i A EZEEL XY, *v b7 —7 TFortify
Software Security Center~® 7 7 £ 2L FOF o H—/A\NFERAINTWBIFEIE. 70O
FURBREBET DHENHYFT,

Fortify Software Security Center~DEHEDREAIBET B ICIE. ROFIBICHWVWE T,

1. <sast_install_dir> [bin/ IZFBEL T,

2.2~ R7OY 7 KT I scapostinstall | & AALET,

3. 121 EAALT, Settings #:2BIRL FT,

4. T3] EAALT, Software Security Center Settings ZER L £,

5. 11 &EABLT Server URL =ZEIR L THh 5, Fortify Software Security Centertr
—/NDOURLZABDLZET,

6. MO TOFVRELIEET BICIE. ROFIRICHWE T,

1. T2 ] &EABL T Proxy Server #:&IRLTH L, 7OFH—/1DEARI%E A
ALET,

ORI ER— MBS EZRRH L 9 (f: some.secureproxy.com),

2. 131 &AALT Proxy Server Port &R L THH., 7OFSH—1DR
—hMESEAALZET,

3. 7O0F U —NROa1—HZENRRT—RERET ZICE. 1—HEZDA T 3
V4 ERRT—ROA T3y 5 A FERLET,

7T aV)ReBETZHIEETEEY,

o Fortify Software Security Centertr—/\A 5 Fortify Software Security
Content2E# g 20EIMNA T3> 6)
o Fortify Software Security Center1—H#%&(4+ 7> 3> 7)
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1.5.5.6. 7AF > H—/EREDHIR

LARTICFortify Rulepack E#H —/\ % 7= [&Fortify Software Security Center® 7’0 ¥ > 4
—N\BREZEEL. TEICR2BER. TNODREZHIRTEET,

Fortify Software Security Content®E#ZH1S L 7= Y. Fortify Software Security
CenterlCER L72Y § 27200 7OF VERELXHIRT ZITIE:

1. <sast_install_dir> [bin/ IZFEL 9,

2. a7 R7OY 7T [ scapostinstall | EAALZET,

3. T2]1 EAALT, Settings ZFERL XY,

4. T2 1 #AAL T Fortify Update Z#:EIR9I 55, [ 31 ZAHL T Software
Security Center Settings ZZiRL £7,

5.9 2 7O0F VEREICHGT 2EFESEAAL. Y1 FRES(-)2EAALTHEESE
HIFRL £,

6. HIBR T 2 7OF VRETEICFIES YR L £,
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1.5.5.7. (IR X N /-SEAEZE DB 1N

Fortify SASTA 5 i OpenText Application Securityy 7 U = 7&EBEB L UCHEY X T
LICHERT B72DIC. HTTPSREHDBENBEICAZHEDHY T, RIHAZVNDH
~LET,

o Fortify SASTOT 7 4L hTlE, ZA4 Y ABEBICLIMY—NEBIET B70DIC,
HTTPS}%Hﬁb{"‘g—G?o

com.fortify.sca.lim.RequireTrustedSSLCert 7 O/37 1 Tl&, LIMY—/\& DT
ICEFEINASSLAIFAENRETH BHEIMMREINE T, 2D FO/NTFT 1 DFf
MICDOWTIE, TLIMOT7O/NT711 #8RLTLLEIW,

o fortifyupdatea~ > KRS 4 2V —)LTlL, Windows>¥ A7 LDA VA M—)LEFICH
BT, F£IEFEHT( MFortify Software Security Content®F&) 1 v X h—JL] %
Z08). HTTPS##E % £ L TFortify Software Security ContenthE#H I E §,

« Fortify ScanCentral SASTt >4 & L TEE I i /-Fortify SASTTIE. HTTPSH#:%
AFERALTCIY NO—SERIELET,

HTTPSA{EA L TW3IHA. Fortify SASTEZDT T r— 3 VIFIRRINASSLY —
NEEFREICEEF v %2 T 74 NTHERALEY, il SEAENMEEIhTWS
NEINEHRTBF v INEENTT, MBI MBORIEF/(CAEZEE L. TDCAD
SFEITINEREN Y —/\TRRI N2 EEH Fortify SASTTERINIMENH S5
Bld. TDCA%RIEFET % & S ICFortify SASTARET Z2MELAHY F T, IHRWLE,
HTTPSHEImDFERICKKT 2 aJEMENHY 7,

CADEREI N/-GEBAZE Z Fortify SAST¥— XX K7 IZEBMNT 2 BN H Y £, Fortify
SASTH—X M7I&. <sast install_dir> [jre/lib/security/cacerts 7 7 1 JLICH Y T,
keytooldA~Y Y R&FEHAT &, EEINLIHPAELAF—IAMNFICEBINTEET,

{EFE I N /EEAE Z Fortify SASTEX—X M 7ITEMT 5 ICIE, ROFIEICHKWF T,

l.avr R7OV 7 M ERE, ROAY Y RERITLET,

<sast install dir> /jre/bin/keytool -importcert -alias
<alias name> -cacerts -file <cert file>

ZZT:

o <alias_name> (&, BN BEFAEICEEDELFI T,
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o <cert_file> (&. PEMER £/ IEDERERDEFEINIIL—

71IDEREITY,

2.F—RAMTPNRRAT—RZAALET,

Note

T 7 4L hD/RZ7T— K& changeit T,

3. ZDIIFAEAEFET I LI ICKDBZ 7OV TR ABARRINL S,
ERS
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1.6. 270 RDOBE

DI avTIE, ROMNEY ZIZDWTEHBALE T,

This PDF was generated on August 12, 2026 Page 129 of 629



3 opentext"

Fortify SAST 26.3

1.61. A ¥+ VDEFK

I—RAEZTHRB SO T 220007y ROEAMNLY -V RELTICRLE T,

1. 18E L7 EJ RIDDBETEDFortify SAST—B 7 7 1 L& TR THIKRLE T,

sourceanalyzer -b MyProject -clean

DEICERLZEILRIDARE 7OV 7 Mo d 5I1C1E. I, TDRFTY T T
DHERBLTLEIV

2.7°|:|°/\\I7 NI—KRZZTH#LZFT, AgELGZAEICIE. EIRREEAFERLT. V—2X
TAIDBEREEHERTEDE L WEREZEHI LT ZIEZ2B8HOLET,
%u% EIL RRESIIEROERAMERINZE T,

sourceanalyzer -b MyProject ... <build command>

. FETREZITWVWET,

sourceanalyzer -b MyProject <files to analyze>
<options specific to language>

ZTHOFMIOVWTIE. PFLELD>ELTWR OIS IVIEEDEIVaVES
LTSIV,

3. 70y z/ hd— K& L. &R %Fortify Project Results(FPR) 7 7 1 JLICIRTE L
=S

sourceanalyzer -b MyProject -scan -f MyResults.fpr

IS OVWTIE, a7 c—X1 #BRLTLEIL

F7=. OpenText™ ScanCentral SASTZMt L TEFIL LAY, VE—NTEITLELY

£ TEF9, FMICOWTIX. [OpenText™ Fortify ScanCentral SASTA > Xk —
N, FRE. BLPEALT1 R 25RLTLEIW,
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1.6.2. ZEH|7x—X

BESSYICOYRMILIhTWE 7OV T MAEBICEBTZICIE. OV A
EILRT BDICUNBLRKERGEIHDIEE2ERLET, HEODEUIHBEEICDOW
TlE. BEDY—RA—RIATOEI a3V AESBLTLEIWL,

P TOCRDRIDATY F(77AINDEHR)ARTTD-HODEERAMLITY KSA
VEEXIE, RDEBY TT,

sourceanalyzer -b <build id> ... <files>
FE
sourceanalyzer -b <build id> ... <compiler command>

Z#7 1 —Xd. sourceanalyzer A< Y Rz fERA L 1EI L EDFortify SASTOMUH L
THEMRINZET, Fortify SASTTIE. EINKNID(-b 7> 3 V)& FERLTHEUELIEE
ICEEMIFONE T, BIED sourceanalyzer DU L T, EJL RIDICEAEMIT SN

774 RAMIFILLIBEINALY —R 774 IIVERLITRERE Y 7 1 )LANBINI 1

7,

ZH#i1%IC -show-build-warnings 74 L 774 72EAL T, BRI —ATRELLE
EVXPIS—DYARNERRTEET,

sourceanalyzer -b <build id> -show-build-warnings

EJLRIDICEAERMITONAET7 74 I EKRERT BICIE. -show-files 7«4 L V74 T %={FH
LEd,

sourceanalyzer -b <build id> -show-files

Z#T7 1 —XICEAY B3R LBERFER
TOVI o N TERY 1 - XERAT BRI, ROBHAEEEREREL T LI,

o BfYEEE(JavaScript/TypeScript. PHP, Python. Ruby)%Z#i3 2i5&&. 16D
MUHLTIRNTOY —R77MI)VEEARFICIEET 2ENHY £, Fortify SAST
T, BEOEUE LIFICEIL RIDTREENIFTONAT 7 ALY A MIHLWI 74
IWEEBINYT 2HEIFHR—PbPINTULEEA,
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o ERINDZO—NRNIE, RV TN, FRIEBRY—ILBREDY—IICL>T,. BFH
ICEMRINE T, 2OI—REFRBEEIN, MEIhdZ e hnid, REEMH
KRB EHYET, LI 2T, TDOI— KTFortify SASTHSIRE I N 2 HESS
MEFRTEBETDIDIIRHER EDHDLDHD, BR|HOLBATEIIE=2HE8DLE
¥, -exclude AXY RSA VAT avaFRALT, ZDYA1 TOI— REZHEH
SHERA L TSI,

e BINRYY Y ETTOVIIMNETHRL, WIF—TVADEWISRATATAF VYV
EEITTBICE. TENMILELREYy a3 vDER] #8BLTLLEIW,
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1.6.3. o7 x—X

PHI7T—XTlE, TEREBICERINFE 774 IULDAAF vy I, BEEER7 74
JVL(FPR)DMER S N E ¢,

ZD7 x—XlF. sourceanalyzer D1MEDMEVH L TERINET, EIL RIDEZIEE
L. -scan T4 L VT 14 TatbDBBLRDMA T avFBENFTToaveetilsd
HEF( DA TVav] 8L THAF TV 3 V] #58R),

ROFIE, DT —XEE2TL. BRAEFPR7 7 AR ET 2V RS54 VXA
ALTWEFET,

sourceanalyzer -b MyProject -scan -f MyResults.fpr

Note

e T 7 #JU N TIE. Fortify SASTOFPRZ 7 A JLDY —ZXAI— RKHAEFNTVE
ER

BHOEINREZBE—DRAF OV REHAEDLESICIE, ATV RSA4 VITENDE
IWRZEMLET,

sourceanalyzer -b MyProjectl -b MyProject2 -b MyProject3 -scan -
f MyResults.fpr

AIZEBRAHAFEALTI— RE9HT 5I101E. LLMEBEHKAZER T 5 7-HICPostgreSQLT
— I R—%&FZREL. fortify-sca.properties 7 7 1L TT—IR—R5EBRT 2EH
HYET, Ino0T7ANRNTAIEOAT VY RSA VU TIHRET DI EHARTTN., HROF
vy ahEEINnNSicHd, BIMOXMEETIAEENHY T, AIZERIFTOF
MICOWTIE, TAIZER LD 28RBLTEIW,

AIZBRBDZVBEETIERZDMLTVWT, LLMEFLET—IR—EmZHE L 742
WEE. EN6DT7 74— Ly RAF v VICE2TDARF VYV EINFT,
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1.6.4. 7 1 —X D7 = —XDKREE

Fortify Audit Workbench®iERRZICIE. RAF+ VICLZOA— RO ET L. BMTH S
EIDDRENFE T, Fortify Audit Workbench® 70> = - MEEICIE, Fortify SASTT
AF v INEI—NICETROFEDFTRIRTIINET,

¢ AF VY UINETFZFAILNDIYVAMIT7AIYARESA LAY Y TFX)
o ZTHIFEAINBJavay SRR (XU T BH5E

o DHTICER I BRulepack

o Fortify SASTOS VA A LARELAYY RZA4 Vv F T ay

o THBFFIINBEFICRELEI S —FLIFESE

o AVELA—9BLVTSY N7+ —LDIBER

Note
BRIIAEZME T BICIE. D7z —XOHAFEKICFPREIBET 2HEN
HYFET,

ERIBAZBER AR T 5ICIE. Fortify Audit WorkbenchTFPRZ 7 1 JL AR X,
[Tools] > [Project Summary] > [Certification] DJIEIEIRL 9, FHMICOWT
I&. OpenText™ Fortify Audit WorkbenchZ —#' 41 RSB L T ZI W,

This PDF was generated on August 12, 2026 Page 134 of 629



3 opentext" Fortify SAST 26.3

1.6.5. BIBDRIEDZ > U 4173

Fortify SASTTI&. Fortify Priority Orderz={#f L TEBBOFRLUELZEGHELF T,

Fortify SASTTIE. UTDT 74 hDFELENTy N&FRALET,

« EX
» High
e Medium
e Low

RDBICTRT & D IC, Fortify SASTTIZRBEDHEE RAAICEDODWTHEEEZTHIET 4%
[RETFILEHEALTWET,

A

Impact

Low Medium
Low Impact / Low Impact /
Low Likelihood High Likelihood

>
Likelihood

BEIE. BBERAHCEDWT, EX, &, P, BOLERETIEINIT,

HEL X, B0 Y —FF—LHIREDEFXT I TARRATMLEZD A TEYYTT
WBRXA7TY,

RAHDEHEICIEUTOXSAVWLONET,
Likelihood = (Accuracy x Probability x Confidence) / 25

RAADNEDEDITREIND N ZEMET 201, FBE. Ak, EREZERTL L
HhEETT,

R
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VY —=FF—LTHE V=L ZFERT BERIC. TOIL—IVITKBERIT7 &Y ETET,
CODRATIE, MEHEARFETZDDOFLVEMHINEAINSE I &ET, HED/NN—U 3
YTCLETI2AEEMENHY XY,

FBE DEHIE 1.0t0 5.0 TY,

ATREME

ATEEMER O 7713
[CDREIENBEICFLET 35S HEENW TN BRI 20651 EDEEDHZH 7]
EVWSBEWIH T 2EEEZ XL TWET,

CDEIR) Y —FF—LILL>TREINAEDTHY ., ERTHALRERFECBHE X
AZZXLDEIFTHICDONT, KEDEBE EHICEILT 2RI HY £,

AIREM D EHE 1 1.0t0 5.0 TY,

SR

(S48 2 O 7 IZFortify SASTICE 2 TERI N, IL—ILDBEHTH S ERELLBEIC,
EFYVIDEEGEERHBEERET HOIBEL > IIREDHERLTWETY, 5TEA
ERTFSATTEICERY, PRIV VOERICHE > TELRT 2HEMELNHY T,
FEMICOWTIE, [7F54HICoWT) #8RBLTLEIL,

EFEE DEHIZ 1.0t0 5.0 T,
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1.7. Al&ER L7=SASTIC & 2 90#

Fortify SASTTId, AlZERA LASASTAFERALT. BEDSEDY —R 7 74 IV EERFE
ADKBEEZETI(ILLMICHA T VR EIL—ILEELBICET I ETORL. BTESE
DEHEEHT T —&2HELET,

Al%ZER L7SASTIEIFDO 2z L. BETHNIERA T4 THR— bORHEICEZ K
BEEZETHIEZDAT vV ZHBEICLET,

7950 RAI—HF—EBEDTLLMA Y RAY V2% TOEEY a =V L, MLl THEE
94 HPostgreSQLT —9N—RZBUTHRT 2RENHY T, FMICDOVWTIE, TAI
EERLEOWDEHR] & THR—MERDLLM] 25B LTIV,

DYV avTIE, RODMNEY ZIZDWTEHBALE T,
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1.71. LLMOD#&RBX

TAONA T —EETIVEBET I E T, AIEFRALESASTEZEMICLES,

com.fortify.sca.ai.provider=<provider> com.fortify.sca.ai.model=<model,
deployment, or inference profile identifier>

Example

com.fortifv.sca.ai.orovider=aws
com.fortify.sca.ai.model=us.anthropic.claude-sonnet-4-5-20250929-
v1:0

HR—KMINTWBLLMZ7ANA F—E EFILICEAT BFMICOWTIE, TLLMY 27 TR
NERK] & THR—FMEROLLM] #SB LTI,

BHEDLLMTONA F—~DT7 I L ADEMRICET 235 MBERIE. UTDNEY V258
LTLEIW,

\)
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1.711. Al%5EZH L 7=SASTADAWS Bedrock
DfHEFE

Fortify SAST Tid. AWS BedrockiZAPIY) 2 TR b %3iX{EY 57 ICAWS SDK for
Java(N\—Y a v2)xFALEY, AWSSDKTIE, 5D VTR MRS L OFHFH
TLODERBHRIMIVETYT, BERBERIIEBDAETEETEIT,

e SDKOF7 I bDFONRAF—Fz—

SDKIE, 74 bORRFEERIONA Y —F—V A FEAL T, RilBERZ BB
KRBT 2L OBAE T, RABERIE. T 74U NORIEEBHR AN, Y —F = —:
ICEENZ2VWITNHLDRIABFR I ONM Y —FAREB L TRETEZE T, FMICOV
Tl AWSDO RFa X2 fESRLTLLEIW,

EREETANA T —ARICIEUTOEDLIHY FTH., THLHICREINE A,
o EREIEHR7 71 I:

AWSTﬁtZ:\'——\ AWSY—2o Ly hF—, BLUVAF T avDAWSEY Y 3

v =2 V%AWS credentials 7 7/ JLTIRETE XY, credentials 7 7 1
JLIELinux F 7= idmacOS D& I <HOME_DIR>/.aws/credentials |Z.
Windows®iz& I C:\Users\ USERNAME \.aws\credentials (Z#H Y £ 9,
credentials 7 7 1 L DERDFEMICDOWTIX, AWSO NFa2 X2 fEHBLT
CfEX

o RIEEHZMWKT S

AWST U EZ2F—, AWSY—J L v hF— BLUVF T avDAWSEY Y 3
Yh=UVEVRATLREENE LTHEETEET, RIEEHOBROFFMICD
WTIE. AWSD FFa2 X2 pZRLTEIWL

o EC24 Y R4 v ZADIAMA—JL

BENRMERD B HIAMO— )L TEC24 Y R VR L TRAF v v ERTTEE
ER

o Bedrock BearerN—%¥

com.fortify.sca.ai.aws.bearerTokenBedrock 7’ 0O/85 1 T % H\.
AWS_BEARER_TOKEN_BEDROCK ¥ R 5 ARIBEE M AXET 5 Z & T, Bedrock
Bearer M— 7 Y (APIF—) =R TE XY,

o PostgreSQLT—49 R— R ICRIERERET S
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dbTool 2T 2T & T, AWST7VERAF*—, AWSY—2 Ly hx—, BLUVH T
aVDAWSEY Y a Y N—I VBEIREINLET —IR—RICEERETEET, Fi
ICDWTIE, TdbToolDfFER] #SRB LTI,

+ fortify-sca.properties 7 7 1 JVICERELIEHR & BINT %

AWST7 V2% — AWSY—V L v hFx—, BLUPA T3 VOAWSEY > a Y b—
7 >i&, Fortify7’O/37 4 & L T fortify-sca.properties 7 7 1 LR THARBICERET
XX9, DAS avEMFEALT, AV RSIAYTTOAONRT 1 2BETSHIEEHT
XX, BEOTONRT A IETZFHEMICOVWTIE. TAWSO#ER IO/ 7 1] &5
BRLTLLESIY,
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1.71.2. Al&SEHR L7=SASTADAzureD{EF

Fortify SASTIZAzurellxy L THTTPY VT A M & EFL F T,
AL AEIIEHEFELTVWEY,
» Microsoft Entra ID

Fortify SAST I, DefaultAzureCredentialBuilder % {#f8 L TEREEIER 2 HEIMIIC
R L TWB =8, DefaultAzureCredentialBuilder THR— KX hTWBEED S
ANA S —FR%EFEHAL CRAEZEKRTIET,

EHICDWTIX., Azure Entrad K+ a2 X2 FaSBLTLEIWL,
« APIF—

UTOWTFNADAEAEFER L T, Microsoft Foundry> 704 X >~ N DAPIF—% 15
ECEET,

o dbTool%ZfEF L T com.fortify.sca.ai.azure.apiKey 7O /NT 1 Z T —HR—X |
RIFELE I, SEAICDOWVWTIL. TdbToolDfER) #BBL TSI,

o FORTIFY_AI_AZURE_API_KEY > X 7 LEBZTHZHREL £,

o fortify-sca.properties 7 7 1 JLIAT com.fortify.sca.ai.azure.apiKey Z0O/\7
1ZRELE T, DATLarzedEALT. ARV FZIA2TTONT 1 215
EITH_CELHTEFET,

Azure OpenAlTY RR4M4 v hDIEE

N—2URLHM Y —X%EERH L T. Microsoft Foundry7 7O X > k ®DAzure OpenAlT
YRERAYV M ZIEETIHENRDHD X7,

o UTFTOWITNHADAETR—RURLZIEEL £,

o dbToolZzfEF LT com.fortify.sca.ai.azure.baseUrl 7O/NNT1 T —2R—2X
ICRIFELE T, FMICDOVWTIE. TdbToolDfEA1 BB LTI EETL,

o FORTIFY_AI_AZURE_BASE_URL > X FLIRBZHZREL £,

o fortify-sca.properties 7 7 -1 JLINTT com.fortify.sca.ai.azure.baseUrl ZO/\
TA4ZRELFI, DAT>areFERALT ANV RIA>TTONT1 %
BETHELHTEET,

o LUTFTOWTNHIDAET) Y —RX%ZEBELET,

o dbToolZfEF LT com.fortify.sca.ai.azure.resource 7O/NT1 2T —HAR—2
ICRIFELE T, FMICDOVWTIE. TdbToolDfEA1 BB LTI EETL,

o FORTIFY_AI_AZURE_RESOURCE v X 7 LAIRIBEZ#HZREL £,
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o fortify-sca.properties 7 7 -1 LA com.fortify.sca.ai.azure.resource Z7O/\

TAZRELET, -DAT>arefALT. ARV RSAUTTONT1%Z
EBETHELDHTETET,
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1.71.3. A% B L 7=SASTADGoogle
CloudD{EF

fortify-sca.properties 7 7 -1 )L TlddbToolzfERBLT. AV RKRZ1 >V TlE -D A7
IYEFERALT. 7T—ERXR—XAATROTONT A ZHETETET,

« com.fortify.sca.ai.google.project 7O/\5« ZGoogle CloudZAO< =¥ b DIDIZEH
ELFT,

« com.fortify.sca.ai.google.location Z7O0/8F 1 %, FAHAL TWSETILICH L TER
L 7=Google Cloud!) =Y 3 VICERELZE T,

« com.fortify.sca.ai.google.credentialsFile 7'00/%5 4 %#GoogleZE#I1E5RJISONT 7 A
IWDIRZITEE L F T,
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1.7.1.4. Al% 75 L 7=SASTA D OpenAl API
D{EH

Fortify SASTIZOpenAlICx L THTTPY VT XA M2 EEFEL T,
UTFOWITNHODAETAPIF—ZIEET IHELNDHD £,

o dbTool% fEF L T com.fortify.sca.ai.openai.apiKey 7O /\NT 1 & T — X X—XIRTF
LEY, 5FICDOWVWTIL. TdbToolDfERE] BB LT TV,

e OPENAI_API_KEY Y X T LIRIBEHZHEL F7,

» fortify-sca.properties 7 7 -1 JLIRTT com.fortify.sca.ai.openai.apiKey 7O/\N7T+ %
RELEFI, DAFa>zEFERALT ANV RZIAYTTAONTAZIBETD L
BHBTEFET,

(BBEA)R—RAURLEIEET 5
UFOWF D DHETR—RURLEIEE TE £ 7.

o dbTool%Z £ L T com.fortify.sca.ai.openai.baseUrl 7O/NT 1 & T —XZRX—X|ZfR
FELE9, FHMICOVTIE. TdbTooldfERI ZBERL T T,

e OPENAI_BASE_URL Y AT LIREBEEZHZHREL £,

 fortify-sca.properties 7 7 1 JLIRTT com.fortify.sca.ai.openai.baseUrl 7O/«
ZRELFT, DA S aveEEALT IVYRIAYTTONTAZIBET ST
EHTEET,

(BB DA EET 2
UTFDOWTNADEETHEBIDEISETEET,

« dbToolZfER L T com.fortify.sca.ai.openai.organization 7O/NX7+4 %7 —X2~X—X
ICRIFELE T, BFMICDOWVWTIE. TdbToolDfEAL BB LTI ETL,

o OPENAIORG_ID > X7 LAREZEMZHRELF T,

» fortify-sca.properties 7 7 1 JLINTT com.fortify.sca.ai.openai.organization Z’[1/\
TAZHRELEFY, DAT>a>zFERALT AXVRSATTONTAZEET
BLEHTETZXE,

(BBge) 7O FIDZEIEET S
UTFOWThADHEETTOY LY NDAKETE ST,

« dbTool%Z R L T com.fortify.sca.ai.openai.project 7O/NT+« % T —XRX—XIZR
FLEJ, SFEMICDOVWTIE. TdoToolDfFERI ZBBL T TV,

This PDF was generated on August 12, 2026 Page 144 of 629



3 opentext" Fortify SAST 26.3

e OPENAI_PROJECT_ID YR TLEREZHZHREL £,

 fortify-sca.properties 7 7 -1 JLIRTT com.fortify.sca.ai.openai.project 7O /N7 %
RELEYT, DATavEFERALT OXYRSIAYTTONTAZEBEIT DL
HTETET.
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1.7.2. F— 8 R— A DEHE

OpenText SAST % PostgreSQLT — 9 R—RITHEH T DL D ICHERT DI & T, UTDH
BEEFATESLDIIRYET,

o LLMO#ERAF+v+v2a LT, OXAMEHIBL TR ¥+ VIRE%AEET 5,

o LLMAD#ERPAIZER L/SASTOBEDOEKICHERT 25HEBREN 7O0/87 1
“RFY 5,

o sourceanalyzer DEHDA VR Y VABTHEMEL — MNEIRRE AL T 2,

o LLMN—VVERT—Y2RET 5,

T—AR—RIERT BICIE. LLFOJIDBCHEHSE 7 0/37 1 % fortify-sca.properties 7 7
AIAT, FLEFATYRSAUEIHELTEELET,
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pA=VAG P §iBA (Description)
com.fortify.sca.ai.db.url T—RAR—ZXDIDBCHEHFURLZIEE L
ED
Example

idbc:postaresal:mv.domain
.com:5432/ai sast db?
currentSchema=ai_sast_sc
hema

URL® currentSchema 7 L) /X5 X —
& %R L T, PostgreSQLRAF—< %15
ETEZET, AF—IMEEILTLA
WiBEIE. T74ILMDRF—7
public MEAINFT,

com.fortify.sca.ai.db.prop.username T—ARN—ZINDEHUAERT 51—
SHZEELET,

com.fortify.sca.ai.db.prop.password T—ANR—ZANDERUAER T B/NX T
- F %?E’E L/ gi 3_0

ZhigEEos\NIONT T, 1
—H'—(X. pwtool ZfER L TE% #5E
k93T, FANTa T 71ILICF
XTHRELIED. AT RS1 U518
LTERLEDTRZcz@ifdleh
TEFE,
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com.fortify.sca.ai.db.prop.*

Fortify SAST 26.3

§%BA (Description)

PostgreSQL JDBCH##:t 7O/ T+ I&. 7k
g8(C T com.fortify.sca.ai.db.prop. ] #*
FIF3ETRETETFT,

fce ZIE. SSLZER L 1csRsE = BRIC
IBICIE UTFOTONTr Z2REL X
ED

com.fortify.ai.db.prop.ssl=true

com.fortify.ai.db.prop.ssimode=verify-
full

com.fortify.ai.db.prop.sslcert=my/dir/p
ostgresql.crt

com.fortify.ai.db.prop.sslkey=my/dir/p
ostgresql.pk8

com.fortify.ai.db.prop.sslrootcert=my/
dir/root.crt

FAAIRE4 Postgres JDBCHEK: 7O/ T
1 DFFAICDWVWTIE. PostgreSQLD K+
a X2 FEBRLTIIEE,

EHICOWTIE, [F—=9R=—ZZEHR7ONT 1] #8BLTLLEIL,
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1.7.3. dbToolD{#E

dbToolid, T—9R—ARDEREO 7O a =V FEBHICERINET,

dbToolldFortify SASTE —#E&ICA Y A M—ILENTH Y. <sast install_directory>/bin
TALONIIZHYZET,

dbToolZ U HTRIZ. BEBERT—INR—RAEH{RTONT 1 ZIBET D2VEI’HY F T,

Example

dbTool --com.fortifv.sca.ai.db.url=<ai-db-ur/> --
com.fortifv.sca.ai.db.pron.username=<ai-db-username> --
com.fortify.sca.ai.db.prop.password=<ai-db-password>

dbTool =M L T. --store=<property>=<value> B|#ixfEEL /AT 1% T —
&/\\‘_z‘!:{%ﬁbi?o

Example

--store="com.fortifv.sca.ai.orovider=aws" --
store="com.fortify.sca.ai.model=us.anthropic.claude-sonnet-4-5-
20250929-v1:0"

dbTool%fEF L T. --storeFile=<path to .properties file> 5| %EE L C7O/NF71 7
7ANNSTAONRTF DAL I aVERELET,

Example
--storeFile=/path/to/my.properties

TONRT 4 7 74IICIE,. key=value XX EFERA L THITICIODOTONRT 4 BRUET
ER

Example

com.fortifv.sca.ai.provider=aws
com.fortify.sca.ai.model=us.anthropic.claude-sonnet-4-5-20250929-
v1:0

EEOSWTONT 1 DEETF—IR—RIIRET BEICES(ET 2701, baseb4T
ITvO—RIN/AES 256 5bF—%RHETEF T, BSbIhA7ORT1EEES
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It BICIE. 774 ILDRF v VEFICEES{E¥ —% sourceanalyzer ICIRIET 2 BN H
YExET,

ESEF —FLEBESEF—T7 7MLV EBETSICIE. UTOTONRT(EZ2EATEE
ER

o com.fortify.sca.ai.config.encryptionKey
o com.fortify.sca.ai.config.encryptionKeyFile

Example

com.fortifv.sca.ai.confia.encryptionKey="ZWm2HqvK3Jjrgb12neTWu/pU8
qla/CHQcSBxKa/7qru="

Note

) mer—Framet—T 7 LAEELANMES. doToolldHEED
aWIONRFAEEE#SGEL. T—IR—RICEXTREINLZVEDICLE
T,

LT & dbTool DEWAD—HITT,

Example

dbTool --

com.fortify.sca.ai.db.url=jdbc:postgresql:my.domain.com:5432/sast-
ai-db --com.fortify.sca.ai.db.prop.username=ai-db-
username --com.fortify.sca.ai.db.prop.password=ai-db-
password --store="com.fortify.sca.ai.provider=aws" --
store="com.fortify.sca.ai.model=us.anthropic.claude-
sonnet-4-5-20250929-v1:0" --
storeFile="/path/to/file.properties" --

com. fortify.sca.ai.config.encryptionKey="ZWm2HqvK3Jjrqb
12nelWu/pU8qgIa/CHQcSBxKa/7qru="
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1.7.4. AIESER LESASTIC L 25 Y TIL o

N%émbtwatv 27 74N EBMCTDIHEICDODVWTIE, BETBEZEDODEY Y
avESRLTLEIL

2FX v VI I—ARICT—IR—IANTLLMZ7ONRT 1 2% E LEES. EXMALa< Y
KSA4 VEXIILLTD@EY T,

Example

sourceanalyzer -b <build id> -scan
<database connection properties> <other scan options>

TF—HR—2EFHE T O/8F 1« % <SAST_INSTALL_DIR>/Core/config/fortify-
sca.properties 7 7 1 L THERT 3HE. AX v VEBILT—IR—EHETONT 1 %15
ETBIUNEEFIHYZTHA.

2F v VRKICTARTOLLMZANRT 1 Z1BEL. T 74 NOFREBHRTONA 5 —F =
— V% FEAL CGRAIBHRZENET 20, EET 252516 #H % fortify-sca.properties 7 7
ANFELEAT Y RSAVTRET DI EEHARETT,

AlZER U/SASTAERT 5ICIE. T—9R—RICERT D7D DB OIRMIZEIE I
BEWIDbIFTEHY FEA, T—IR—RAEFHETICAIZFRALASASTTCORA21TD
AlE. LTOEAMAITY RSqA VEXAERLE T,

Example

sourceanalyzer -b <build id> -scan
<AI configuration properties> <other scan options>

Caution

A 520%r o 3 TETRICAY, EMIR ARET BTN D B0,
T—IR—EFERETICAIZER L/SASTAHAT % Z & %#0penText Tl
WRELTWEEA,

UTOHIE, Al%ERLASASTZFER L TY > FIVErlangy — R 7 7 1 L= BT S B
D, ERNRIATY FSM UEXERLTVWET,
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Example

sourceanalyzer -b myProject -clean sourceanalyzer -b
myProject <file path>/sample.erl sourceanalyzer -Db
myProject -scan -Dcom.fortify.sca.ai.provider=aws -
Dcom. fortify.sca.ai.model="us.anthropic.claude-sonnet-
4-5-20250929-v1:0" -f my AI results.fpr

This PDF was generated on August 12, 2026 Page 152 of 629



3 opentext" Fortify SAST 26.3

1.7.5. AlZ B L/SASTORN A 7> a >

DI avTik, AIZFERLASASTOEM TER T2 70714 ICDWTERBAL
£, dbTool=ERA L TTF—9R—RICTONRT 1 ZIRET BH . fortify-
sca.properties 7 7 A VN TTONT 4 2RETHD, Fhid -DA T avaFERHLT
ARV RS4vTc7ansT1 #8ELET,

LLMY 2 TR MR
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pA=VAG P §iBA (Description)

com.fortify.sca.ai.enabled falselCERET D & Al%Z ER L7SAST
WEMICHRD £,

Important

Z D787 1 & fortify-
sca.properties TREY %
M AV RZA4UEIEEL
TELZd, doTool% &M
LTTF—49R—ZAHFD 7O
T4 EBRLTE, WRIKEF
bnEtHA,

F 7 %) b true

com.fortify.sca.ai.provider WHETTo LLMRYA—%ZIEEL 95
77 )Lk null
HR—PFIHhTWSIE:

e azure
e openai
e aws
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pA=VAG P §iBA (Description)

com.fortify.sca.ai.model WMEBETYS, LLMEZIEEL X9,
T 7 # Lk null
AzureDFH:

UTFDETINLGZRITHITED,

e claude-sonnet-4-6
e claude-opus-4-6
e claude-sonnet-4-5
e gpt-5.4

o gpt-5.2(FREEFEH)
e gpt-5.2-Codex

e gpt-5.1

e gpt-5.1-Codex

e gpt-5

e gpt-5-Codex

Google CloudDig4:

ETINEZRITIMITET, FED
Anthropic Claude E7 /L= {F1T £
Yo FEATTEERETILICDWVWTIE.
Google ClouddD~¥ = a7 )Lz L TL
EEL

f5l: claude-sonnet-4-6
OpenAlDIZE:
UTDOETINEEZIHSITED,

e gpt-5.4

o gpt-5.2(FREEEH)
e gpt-5.2-Codex

e gpt-5.1

e gpt-5.1-Codex

e gpt-5

e gpt-5-Codex

AWSDIZE:
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pA=VAG P §iBA (Description)

SRTLHRTIOT FAILERIET T
r—oaviRIO7 LR TO
77AIIIDELIFHERTOT 71 JLARN
ERITANE T,

com.fortify.sca.ai.model Z7’A/3F 1 @
Kby
com.fortify.sca.ai.aws.inferenceProfil
e 7TAONT A ZRETDHIEHLTEE
ER

ARYLT IV r—>aviwm7 077
1IVEFRLTEY., #0774
DR—RERDETIVERRRT 7DD
B RHERZ M S L TWARWESE
(Bedrock GetInferenceProfile API% I
UHITHERNBE).
com.fortify.sca.ai.model 7 O/X7 1 %
N—2&ERBETIVIDICERE L.
com.fortify.sca.ai.aws.inferenceProfil
e 7ONT 4 &7 TV 5=y aviEmy
0774 J)LVARNICERETE XY,

BESNIHRIOT 7L TIE. RD
ERETINOVWTNDZEAT IHED
HHEI,

o Claude Sonnet 4.6
(anthropic.claude-sonnet-4-6)

e Claude Opus 4.6 (anthropic.claude-
opus-4-6-v1)

o Claude Sonnet 4.5
(anthropic.claude-sonnet-4-
20250514-v1:0)

e Claude Sonnet 4 (anthropic.claude-
sonnet-4-5-20250929-v1:0)

HR—FEINTWVWBAWSS AT LR
aA771I:

e Claude Sonnet 4.6
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pA=VAG P §iBA (Description)

o global.anthropic.claude-
sonnet-4-6
o us.anthropic.claude-sonnet-
4-6
o au.anthropic.claude-sonnet-
4-6
o eu.anthropic.claude-sonnet-
4-6
o jp.anthropic.claude-sonnet-4-
6
e Claude Opus 4.6
o global.anthropic.claude-opus-
4-6-v1
o us.anthropic.claude-opus-4-
6-v1
o au.anthropic.claude-opus-4-
6-v1
o eu.anthropic.claude-opus-4-
6-v1
 Claude Sonnet 4.5({&ZEE#)
o global.anthropic.claude-
sonnet-4-5-20250929-v1:0
o us.anthropic.claude-sonnet-
4-5-20250929-v1:0
o au.anthropic.claude-sonnet-
4-5-20250929-v1:0
o eu.anthropic.claude-sonnet-
4-5-20250929-v1:0
o jp.anthropic.claude-sonnet-4-
5-20250929-v1:0
e Claude Sonnet 4
o global.anthropic.claude-
sonnet-4-20250514-v1:0
o us.anthropic.claude-sonnet-
4-20250514-v1:0
o apac.anthropic.claude-
sonnet-4-20250514-v1:0
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com.fortify.sca.ai.llm.rateLimiter.enable

d
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§%BA (Description)

o eu.anthropic.claude-sonnet-
4-20250514-v1:0

Note

B AT LMRTOT AL
&, 20707 74 IILHHIR
—K¥BAWSY - 3T
ERTLIVEL’HYZET,

Example

e us.anthropic.claude-
sonnet-4-5-20250929-
v1:0 (X us-east-1!) —< 3
YTHERETEEIA, eu-
west-1!)—2 3 Tl FEH
TEFEtA

FEELLMY) 2 T X F DR A,

F7AILM Ax FIATFEL IOy Y

LLMUZJ I X bL—bFUZyvR—HER
NESHhZEEEL T,

F7#Ib b true
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com.fortify.sca.ai.llm.rateLimiter.update
DistributedLimits

com.fortify.sca.ai.llm.requestsPerMinut
e
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§%BA (Description)

FEE T N1z requestsPerMinute ¥
tokensPerMinute (C&>T. T—2R—
ZAARADREDFIRNEFINDZIHE SH
ZEELF T,

truelliRET &, T—IR—AHADH
ROABEHFINE T, falsellfRET 5 &,

BEOFIRIEEHRINT., IBEIN/LE
RIFBBEINZE T,

F 7 *JL b false

T—RIN—IAATHHL — FHIRZ&RE
I 57=HIC dbTool ZFERTEI %
OpenText TIFHERE L TULE T,

19EICEFRITNBLLM) J TR FD®RAK
MezEELEF T, COTO/NT+ Tl
BILT—2RXR—XUEHRINTWS
sourceanalyzer D gNXTDA VAR
ADEFHIRZHEL £,

T—INR—ZADBHRINTWARWGE,
ZD7ONRT 4 TEE—D
sourceanalyzer 4 ~ 2% > 2 D KH|
BRzsZELFT,

77 #JV k: 200
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com.fortify.sca.ai.llm.tokensPerMinute

com.fortify.sca.ai.llm.maxRequestCoun
t
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§%BA (Description)

19RICEFRI S NBLLM) VTR CDAS]
BLIUVEA M=V DOBABZIEELZ
o cOFONTA T ALT—EAN
— X ICEF SN TL\ S sourceanalyzer
DIRTDA YV RAE Y ADEFHHIRZ 5%
ELZE,

T—INR—ZADNERINTVWRWNGE,
ZDFONT 4 TIEE—D
sourceanalyzer 1 >~ 24 > 2D &K
[REZELET,

727 #JL k: 200,000

1BID R F v > TERITAIRERLLM) T X
k DERAE,

Zo7anNF1Iic&Y, a—H¥—»m5%-
TRERIOYVz I M %ERFv > LTL
Fol L > THRERERIEET
DDEMHSIENTEEYT, LLMY S T
A NEZEETBEIIC. BREQRY VIR
OWEFHELFET, ERQRYIIZAMD
WA LRZBAHBE. LLMY T X b
EIOLTICRAF v VIThIhE T,

727 #JV k: 10,000
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pA=VAG P §iBA (Description)

com.fortify.sca.ai.fileChunkSize LLMADU TR FTHIINBZIRAX
FH. 771D DOXEREBZ 1235
B T7MINSERO 7 7ML Fv D
ICRBIEINEF T,

FvoOGAXZEETDE. Fv>oy
A XDEEICLE>THEET 71 ILORW
BHEDL3HE. —HBDFyvvaTy

FUDELRBZEEEDRHD £7, &
ZXRTRET77AIINF v 712 DWVWTIE
HIERBRLLMU I XA MHRBERD X
ER

527 #JV k: 50,000

Ry —ER
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pA=VAG P §iBA (Description)

AWSHER 7O/ T 1

com.fortify.sca.ai.aws.inferenceProfile ZO7 71 IILDIDFFIFARNZER LT
Brock¥#sg 7O 7 71 ILZIEEL £,

com.fortify.sca.ai.model 7O /XFT 1 D
RKHODICINZHRETETET,

HWRRZLT7FV =3 w707 7
1IN ZERLTED, EwHIOT 71
DR—RERDETINEZBRTDI=HD
BY)SERZ 5 L TULWARWEE
(Bedrock GetInferenceProfile API%z ¥
OHTHERNHE).
com.fortify.sca.ai.model 7O/NT 1 %
N—R 723 ETIVIDICEEE L.
com.fortify.sca.ai.aws.inferenceProfil
e JONTA«=ZT7 T ) r—>a Vilksw
A7 71 )LARNICERETET X9,

com.fortify.sca.ai.aws.region LLMU TR bZEITTHAWS) —2 3
CEEELFE T,

F7#ILE: null
UTDAETHIEBETETEY,

o IRIRZE: AWS_REGION
o AWSHERK & 7ol EREEIEHR 7 71 )L:
region
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com.fortify.sca.ai.aws.profile AWS config 7 71 IL ¥7zl&
credentials 7 71 JLRO DO Z7O7 7
1L ZERLTAWSTEEEYT 2H\Z18E
LF¥d,

F7#IJLE:null

BIRT#: AWS_PROFILE

com.fortify.sca.ai.aws.accessKeyld AWSTDESEERFICER T 2AWS 7V X
F—ZEELFT,

BET DHEIE
com.fortify.sca.ai.aws.secretAccessKe
y &
com.fortify.sca.ai.aws.sessionToken
HRETIHENDH D F 9 (FSHAEREHRR
ZEAT3%5).

F7#ILE: null
UTDHEETHIEETTET,

o IRIRZHE: AWS_ACCESS_KEY_ID
L4 AWS*%&&TLL;D&ADIE" $ﬁ7 ’()l/
aws_access_key_id
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com.fortify.sca.ai.aws.secretAccessKe
y

This PDF was generated on August 12, 2026

Fortify SAST 26.3

§%BA (Description)

AWSTDEREERF ICER T 5AWSS — o L
7R —ZEELFT T,

BET DHEIE
com.fortify.sca.ai.aws.secretAccessKe
y &
com.fortify.sca.ai.aws.sessionToken
HRETIHENDH D F 9 (FSHAEREHRR
ZERT BH8).

F7#ILE: null
UTDOHEETHIEETTEY,

o IRIBZH
AWS_SECRET_ACCESS_KEY

o AWSHERL X 7o IFEREEBIR 7 7 1)L
aws_secret_access_key

ChigEEEDEWVWSO/NT2 T, B
IFO0JATIYRIINEY, 1—H—
I&. pwtool ZfHHE L TEZEFLT 3
C&T. 7ONTa 7 71 IILICEX TR
FLRD, AV RSA 25|18 LTE
LD TZczRITZeHNTERE
ER
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com.fortify.sca.ai.aws.sessionToken

com.fortify.sca.ai.aws.bearerTokenBed
rock

AzureiE 70/85F «
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Fortify SAST 26.3

§%BA (Description)

AWS'C DEREERFICER T 2AWSE Y S 3
Vh—UZFEELE T,

RET2HEIE
com.fortify.sca.ai.aws.accessKeyld &
com.fortify.sca.ai.aws.secretAccessKe
Y. bRETIHERHD X7,

UTFDRETHEETETET,

o IRIBZH: AWS_SESSION_TOKEN
° AWS*%&%T&-‘;EIL\E | $ﬁ7 /r)l/
aws_session_token

ChiggEEOEW\WSONT< TY, E
FOJATIYRIINE T, 2—H—
&, pwtool ZfEH L TEZEFLT S
C&T. 7aONTa4 7 7AIILICFEX TR
FL7=D, OV RSA V5|18 LTE
BLEDITBZZZBITRAZENTEX
ED

AWS—C“G)DIL;\DELL-@%_C = % Bedrock
Bearerb—JU > &iEEL £,

AWS_BEARER_TOKEN_BEDROCK 92
TLRIEEREZRET 5 THEE
CCHTEET,

CNIIEREOEVWIO/NT2 TY, &
IFOJATIYRYZSINEY, 1—H—
&, pwtool ZfFA L TEZEHFLT 3
CC T 7aNnNT«a 7 71 ILICFEX TR
FLED, OV RS V5|8 LTHEE
BLEDITBZZBITRAZENTEX
ED
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wAsVAG P #iBA(Description)
com.fortify.sca.ai.azure.deployment Microsoft Foundry® 5 701 X > bD%
AIZEEL T,

F70O4 AV NOEZRID
com.fortify.sca.ai.model ICHFE I N7z
ETILDERIER L TRWEEICD A0
ETY,

com.fortify.sca.ai.azure.resource Azure FoundryJ YV —XZ%Z8EL £
ED

com.fortify.sca.ai.azure.resource &
com.fortify.sca.ai.azure.baseUr| @ UL)
IhheiEELEIH. mAIREELE
WT<EEL,

FORTIFY_AI_AZURE_RESOURCE X
TLREERZRET S L TEET S
CCHTETED,

com.fortify.sca.ai.azure.baseUrl Microsoft Foundry7 701 X > k®D
Azure OpenAlTY RRA YV hZIBELE
ER

com.fortify.sca.ai.azure.baseUrl &
com.fortify.sca.ai.azure.resource ML\
ITNHEBELZT TN, MARKBELR
WTLK I,

FORTIFY_AI_AZURE_BASE_URL ¥ X7
LRBRERZRESIDIETEET ST
EBHTEET,
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com.fortify.sca.ai.azure.apiKey

Google Cloud##&r 7 0/37 «

com.fortify.sca.ai.google.project

com.fortify.sca.ai.google.location

com.fortify.sca.ai.google.credentialsFil
e

OpenAlfER 7O/ F 1

com.fortify.sca.ai.openai.apiKey

com.fortify.sca.ai.openai.organization
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Fortify SAST 26.3

§%BA (Description)

Microsoft Foundry7 7041 X > b TD3ER
EECERY S —2U Ly MAPIF—ZIERE
LEXT,

BRI
FORTIFY_AI_AZURE_API_KEY

Google Cloud7O> = MIDEIEEL £
ER

ETFILH B NS Google CloudD ) —
arviEftiEosr—raraigELF
ER

fl: us-eastsF =X/ O—/N\L,

Google CloudE&IEHRJISONT 7 1 /LA
DNRZHEEL T,

OpenAlITDREEICERT3>—2UL vy b
APIF—%ZIEEL X7,

IS OPENAI_API_KEY

OpenAliB#g DR FZ_EL £ 95

BEROEBICFIE LTV BIBEICOAL
BT,

BIEZTH: OPENAI_ORG_ID
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pA=VAG P §iBA (Description)
com.fortify.sca.ai.openai.project OpenAl7OY TV FDFHBAFEIREL £
ED

LAY —2—FAPIF—ZfEALTTOY
IV MITIERSTBGRICOHMET
ED

BIEZH: OPENAI_PROJECT_ID

com.fortify.sca.ai.openai.baseUr! OpenAltF —E RICHE# T 2 7OICFERT
BZN—RURLZIEEL X,

OpenAltr —/NICEEEF L EWVEEICD
AHETT,

T 7 4 N TIIABRIEE
(https://api.openai.com/v1) T9,

BISEZH: OPENAI_BASE_URL

T—Y R—REHK
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T=AN=AFEHGTONT1

com.fortify.sca.ai.db.url

com.fortify.sca.ai.db.prop.username
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Fortify SAST 26.3

§%BA (Description)

T—HNR—XDJIDBCEHIURLZHEE L £
ER

Example

idbc:postaresal:mv.domain
.com:5432/ai sast db?
currentSchema=ai_sast_sc
hema

LLMERDF vv o, EFRERER. 5
B L— r&HIPR. LLM) 2 T X MERKTR
T—RDHIC. T—ER—R|THEHKTT
BDICWETT,

URL® currentSchema 7 T ') /X5 X —
4 %{HR L T, PostgreSQLRF—< %15
ETEXZET, AF—IHEEINTVAR
WEEIE. 774NV MDRAF—<
public MEAINFT,

EMICDWTIX, PostgreSQL®D N+ 2 X
Y RESRLTIEIWL,

F 274U M null

T—ER=ZANOERHIERT 21—
BEEELET,

LLMEERDF v v a. EFRERBER. 9
BL— r&HIFR. LLM) 2 T X MMERRTR
T—RDHIC. T—ER—R|THEHKTT
BDICWETT,

F 274U M null
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pA=VAG P §iBA (Description)
com.fortify.sca.ai.db.prop.password T—RER—ZANDEFIMFERTB/NRD
—RZEELEXT,

ChigEEEDEWVWSO/N T2 TY, B
FOJATIYRIEINEY, 1—H—
I&. pwtool ZfFEA L TEZH#FLT 3
CET. 7ONTa1 7 7M1 ILICEX TR
FLED, ARV RIA U518 LTE
FALEDTR3CZBITRCNTER
ER

F 7))L M null

com.fortify.sca.ai.db.prop.* PostgreSQL JDBC#&t 7O/N T I&. 5%
BEIC T com.fortify.sca.ai.db.prop. 1 %
FITZCCTHRETTED,

F 27 #JU M null

e ZIE. SSLZfER L 7=5RsEx= BMIC
FBICIE. UTFToFONTa =HELF
ER

com.fortify.ai.db.prop.ssl=true

com.fortify.ai.db.prop.ssimode=verify-
full

com.fortify.ai.db.prop.sslcert=my/dir/p
ostgresql.crt

com.fortify.ai.db.prop.sslkey=my/dir/p
ostgresql.pk8

com.fortify.ai.db.prop.sslrootcert=my/
dir/root.crt

F|FAEIaEA Postgres JDBCHEK: 7 O/N T
1 DFICDOWVWTIE. PostgreSQLD R+
X2 R EBRLTLESEL,

F—IR—EMETO/NRT 1
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com.fortify.sca.ai.cache.enabled

com.fortify.sca.ai.cache.read.enabled

com.fortify.sca.ai.cache.write.enabled

com.fortify.sca.ai.cache.missOnNewPr
ompt
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§%BA (Description)

LLMBERF vy aZBMCTEINED
MeEELE T, EHCITBE. Frv
Y 2 DFHAWMD L EZTAHDEAHER
IC7%% D 95

7 # )b b true

LY EBGKHWARTONT 1 THS
com.fortify.sca.ai.cache.read.enabled
&
com.fortify.sca.ai.cache.write.enable
d ABREINTWBEZEIFE. chsD
O/ 14 BMBEINFT,

LLMEERF v v ah 5 DHAHND 28
MCTBENESIDZEEEL X

7 # )b b true

LLMAERF v v aNDEZAAEEFM
ICTBdhEeEShEEEL X T,

F 7 %) b true

FyylaTNIRERTEASINTVLS
LLMZ7AOY 7 bHREOV I IR DT
OY7hEEBBHE. Ty vyaRD
LLMiERZF v v aI REABRTHYE
SHEEEL X,

DFD, TNhEtruellRET D L. BEE
IB3IL=ILINy IDEFEINIFZEIC.
FyrvladINBERAIEHBREINE T,

F7 %)Lk true
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com.fortify.sca.ai.cache.maxSize

com.fortify.sca.ai.cache.ttl.day

com.fortify.sca.ai.remoteConfig.enable
d
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§%BA (Description)

LRUHIBRAIICF v v a TNBLLMER
DERAE,

77 #J)b b: 1,000,000

FEEINTULARLVLLMER X v v a
MSHIBREINS EFTOHE,

F74)b:30

BEHEcNni-T—aX—2Hh5ER 7O/
TAERIFTESh S 2IEELE
ER

F7#Ib b true
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com.fortify.sca.ai.config.encryptionKey
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§%BA (Description)

T—RAR—=RIRESNTVIERED
BWONT1 DEZBSEE SUES
b 37=OICFERINE. AF>a3>D
base64TIL > 11— R I NFAES-256XF#n
ES1tF—

T—AR—ID SR DELERR Z B
BI3ICIF. BEILF—ZIARTD
sourceanalyzer 1 XX > ZAICEfRY
BRENHD 9, BELF—II.
KMS. OSFH+—X r77. NRT—RIY%R—
v —REZFERALTERTETET,

Caution

A msir—swpxLise.
2% —%EA LTRSS
NI RBI e % 7 < 72
L) ij—o

com.fortify.sca.ai.config.encryptionKe
y &

com.fortify.sca.ai.config.encryptionKe
yFile oWgFnh zZ@ L TESLF—h4E
EEINTLRWEE. T—FRX—=XIfR
EIN3EEEHOSVTONT 1 DOfEI
L EIN, EXTHREINGRSADE
ER

ChigEEEDEWVWSO/IN T2 T, B
FOJATIYRIEINEY, 1—H—
I&. pwtool ZfFA L TEZH#FLT 3
CET. 7AONTa1 771 ILICEX TR
FLED, ARV RIA U518 LTE
FALEDTR3CZBITRCNTER
ER

F 274 )L M null
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com.fortify.sca.ai.config.encryptionKey
File

com.fortify.sca.ai.usage.enabled

771 IVIERK
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§%BA (Description)

T—AR—=IRESNTVIEERMED

aWLWONTr DEZESEELVES

b9 27-DICFERINS. base64TI >
O— R TN 7-AES-256FE St —%
BUA T3 DT 7AILINR,

T—AR—ID SR DELERR Z B
BI3ICIF. BEILF—ZIARTD
sourceanalyzer 1 XX > ZAICEfRY
BRENHD 9, BELF—II.
KMS. OSFH+—X r77. NRT—RIY%R—
v —REZFERALTERTETET,

Caution

A =smeir_spxLr
A ZD%—AMHE LR
S X N BRE R T
B RY T

com.fortify.sca.ai.config.encryptionKe
y &
com.fortify.sca.ai.config.encryptionKe
yFile oWgFnh zZ@ L TESLF—h4E
EEINTLRWEE. T—FRX—=XIfR
EIN3EEEHOSVTONT 1 DOfEI
I, DR ECHEXTIHEES
NGE<HEbF9,

F27#JU M null

FRARRT—TIADEZAADEWH

ESHEREEL T T,

F 7 %) b true
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com.fortify.sca.ai.exclude.directories

com.fortify.sca.ai.exclude.fileNames

pwtool#EmK
w A=A Pt

com.fortify.sca.ai.pwtool.encryptionKe
yFile
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§%BA (Description)

fBESN-. LT OO0 TRYISNFEIE
MRIENZ—>D12IC8TH—HT 3.
T4LIRMIRICRZAMEINET 7L
ZBRAL T,

T 7 #) ME:

test;tests;__tests__;testing;testcases;s
pec;example;examples;sample;sample
s;demo;demos;doc;docs;documentatio
n

EESIN-. I OO0VCTRYISNT-IE
HRIWNZ—>DI1DICEEN—TE T
7AINZRFRALEXT,

T 7 #)L MME:
JTest\. . *; . *_test\..*; . *\.test\..*;.*\.spec\
K kTests\. % . *_spec)..*

5%EH(Description)

pwtooliC K > TEREINBIESILF—7
7L ILADINR, 21— Hpwtool% fEA
LTE#FtSInTcBEEosunwW7ONT
1 DEZIEET DEBRICBETT,

F 274 )L M null
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1.7.6. L — MHIRR

H—EXDEEMEE) Y —RORAELREDEZRIRT 5D, LLMT7ONA 5 —F) /T
AML—=HMHIRE M=V L= IRERITTVWET, ChODFHIREZBAZEROY b
DYV RETBZIELHYET, VD/VITRMHARAOY M) VTIN5 A. Fortify
SASTTCIE—BMICY VT A ML= ZETIHE, 2Oy NV ITENERY IR MNEEK
ARTEHFEFTEHAITLET., BENALROY N VY TERA Xy VERICIFEAETE
BZFHAN, BEAZROY M)V JIEZAF v VEEOIEINY., —FO7 71 IILHBDHFI
NARWZ EILLDERDOREESISRITHREELHY £T,

28y M) Y TOMEIRLULTOWT DD AETHRRTEET,

e FRALTWBETILDYVITAML—RHEIRE b—2 Y L— MHEIRDBIE EIF %,
LLMZ O/ ¥ —ICHETE T,

o Fortify SASTALLMZ7ONA ¥ —ICH LTV VTR MNEEETEL— N2REST S
OIS, 7747 MIDL— MIRZZRETEET, BERINLT —IR—%FEH
LTW3iHEIE. dbTool %M L T com.fortify.sca.ai.llm.requestsPerMinute 7 O
/X7 1 & com.fortify.sca.ai.llm.tokensPerMinute 70O/37 1 ZE&E L. T—FR—
AICEHRINTWS TR TDFortify SASTA VY R4 Y ABTHEIL — MHEIBREBMIC
LEd.

F7<l&. com.fortify.sca.ai.llm.rateLimiter.updateDistributedLimits %Ztruells%E L
(BEHRINLET—IR—R%EFEHAL TWBIHE).
com.fortify.sca.ai.llm.requestsPerMinute Z7’0/87 1 &
com.fortify.sca.ai.llm.tokensPerMinute Z7'0/37 1 % fortify-sca.properties 7 7
VAT, FLEAYYRIA VT -DATYavEERALTRELET,
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1.7.7. pwtool %= & L 7= E M DB WMEDRE
=1t

BEMHEOBEWIONRT A EOESEINEEENRT 5 ICIdpwtool ZFATE X7, BBS
EINEETL—VTFFAMEORDY ICHERATEEY, ThiZkY., BEEDOEWME

%L —>7F R T fortify-sca.properties 7 7 1 JLICREFEL Y., AY Y RS54 V5|
HELTTL—VTHFRANTELRZY TERER LS BRY ET,

pwtoolZ R L TULTFDO 7O/NT 1 2SS TEET,

o com.fortify.sca.ai.azure.apiKey

o com.fortify.sca.ai.openai.apiKey

o com.fortify.sca.ai.db.prop.password

o com.fortify.sca.ai.aws.secretAccessKey
e com.fortify.sca.ai.aws.sessionToken

o com.fortify.sca.ai.config.encryptionKey

HREODFWTONT 1 [EEESIET I

1.a<wv R7AY 7R TUTFOITY REETLET,
<tools_install_dir>/bin/pwtool <pwtool_keys_file>

2. 7OV T IMAREFINES, BBEOEWMEXZAAL CEnter¥—%LE T,

3. pwtoolITlE, AT Y 1 THREINLENRZA LD 7 71 IILILREINZHFLLWF—%4%
Y20 BEINLNREICGFETZHEFEO7 714V 2BRMALE T, pwtoolT
. ADINEBEEOEWMEZRESELT 2ODICF—%2FALET,

4. BEStINio—o Ly hEOE—L. fortify-sca.properties 7 7 1 JLRIZ 7O/
TANDEELT, FLEFATYYRSA4 VI E LTHRYFMITET,

5. BEMOBWTONT (EZISICHESET HICE, BSELAWTONRT(EZL
ICRTy TIDHA%RYEBRLET,

6. fortify-sca.properties 7 7 A1 L TUTDTOANT 4 ZBRET DM AV RSV
BlIELTELET,

com.fortify.sca.ai.pwtool.encryptionKeyFile= <pwtool_keys_file>
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1.8. Java., Kotlin, BLISPFOy ¥ b
DT

DY 3 v T, Java, Kotlin, JSP7OY TV h, BLUVIhLDEEEHEH»ED
BTCEATZ IOV M EEBRTDAEICOVWTEHRALET,

Fortify SASTTI&. Jakarta EE (JavaEE)7 7Y s —> 3 v (USP7 71 )L, RIEERE T 7
1), BRATAV Y T9%EL). JavaN(4 bO— R, BLUVLombok7 / 77— a VT &
Javad— RO EYR—KLTWET,

DV avTIE, ROMNEY ZICDWTEHBAL E T,
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1.8.1. Gradle& O#S

Fortify SASTIX, GradleTEIN RS hATOY I NEDEBRBEEERHELET, EILR
A9) T NEZBBEETITREET D0, ¥RV %HH L CTFortify SAST% #2819 % Fortify
SAST Gradle 7> V1 V%= HTE %9,

Dty avTlE. ROMNEY ZICDWTERBAL X9,
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1.8.1.1. Gradle#k & D{EHE

build.gradle 7 7 1 L ZEBEHE I, GradleAFRALTCEL NI hAZTOY Y MaEH
TZXFET, BEILRAEITIND &, Fortify SASTTY —R 7 7 A ILA TV /XA JVBFICE IR
IhFxFd, KbYIZ, Fortify SAST Gradle Plugin%Z @A L TGradleEJL KX & 1) T KAH
59 AERITTEF9I( Fortify SAST Gradle 7S 74 Vv DFEA] #50R),

Gradlefi & THREMICHR—PFINTWE TSy N7 4 —LBLVSHEICODVWTIK, TE
IWRY—=IL)] #8BLTLLEIY, 7OV NAD T 71L&, GradleDfEE& THR—
FENTULWARWEBTIIEBRINFTA(IS—ELAR—FINFEFHA), LEDFDT,
N7 740D INT. BIFEOEBENLRBEHEEEREINGWATREEL DY £,

Fortify SAST%ZGradleE /)L RIZHE T 5 ICi&. sourceanalyzer E4TAEE 7 7 1 JLHPATH
REZHUICS TN TVWE L A2BEALEYT, 7OV ME2EILRT BT RTDGradled
TV RIZH LT, AT L/NRD sourceanalyzer E£{TR[EET7 7 M ILEFEICERLE T,

Note

e Fortify SASTAERA Y A M—ILINTWBIHE, Gradle7OY ¥ MIFEH
T BN\—2a Vi, PATHRIREEBADMOD T RTD/N— 3 ~ DFortify
SASTLYRINICEZEINTWBRHENHY XY,

RDESIT, Gradlea~ Y KRS 4 v DEIIC sourceanalyzer A< Y R&BIMLE T,

sourceanalyzer -b <build id><sca options> gradle
[<gradle options>] <gradle tasks>

Gradlefk& D Hl

sourceanalyzer -b MyProject gradle clean build sourceanalyzer -b
MyProject gradle --info assemble

EIJLRZ 74L& build.gradle 27422551, ROPUCRT LIS, EIWVRT 7140
£IC --build-file # 7> a v &{FIFZEJ,

sourceanalyzer -b MyProject gradle --build-file sample.gradle
clean assemble

RDFIC RS & SIC. Gradle Wrapper ( gradlew )% 3252 &£ TEE Y,
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sourceanalyzer -b MyProject gradlew [<gradle options>]

Ty NEEBL, BEMHLT 7 AIINERNT BIGE:

sourceanalyzer -b MyProject -exclude "src\test\**\*" gradlew
build

FTVr—2 a3V TXMLELER7ONT A RIBEE 7 7M1 WDMERAINLTWBRIHEEIE. I
noD7 74 %EBID sourceanalyzer AXY Y R&F->TE#BRLEYT, 7OV I K7
7AINTHEALLZEESEBLELRIDAEFEALES, RICAERLET,

sourceanalyzer -b MyProject <path to xml files>sourceanalyzer -b
MyProject <path to properties files>

Fortify SASTA'gradleZ 7 ldgradlewE>T 7 AV =¥ N&aZTH# L%, ROBITTT
EDIICAMT7 T —X%EETLT. BREFPRZ 71 IILICIRFETE X T,

sourceanalyzer -b MyProject -scan -f MyResults.fpr

SRR

Fortify SAST Gradle 7S /1 > DO ffFA
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1.81.2. Gradlefi 8D bS TNV a—F 1 v
g

Fortify SASTGradlefi& % L /-GradleE )L K TEREF + v & >~ ( --configuration-
cache # 7> a V) FEALEGE. ELRIEIRDOAvE—U%LR—PMLET,

Configuration cache problems found in this build.
RDED A Y E—IDNRRINDZIBELHYIXT,
FAILURE: Build failed with an exception...

ZDXyE—Ilk, Fortify SASTEHICEAL TIFEEL THEVWEEA, 7OV 7 MHE
BINTWBELLTY, AV MAEBRINTWB Z &L, -show-files # 7> 3>
=FERALCHEERTEEY, A

sourceanalyzer -b mybuild -show-files
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1.81.3. Gradle 7S5 714 > DOEHE

Fortify SASTD A ~ 2 b —JLICI. <sast_install_dir>/plugins/gradle (CGradle 7> 7'«
VHNEENTWE T, Fortify SAST Gradle 75 74 V& ERY 5I1CiE. £dJavaF il
KotinZ7a> =y NRICTS AV EZRELTHL, ZOSZ 74 v 2 FERALTIAY )
N T 2EBELHY £, GradleTZ 74 Vik., DHTAIC3D DFortify SASTY X4
(sca.clean. sca.translate. & & U'sca.scan)%2#tL TWE 9, 4FICFortify SAST
&m%7574>ﬁtﬂﬁ—héhfuéjivh7j—At§%hOuTM\FE»F
V=)l ZSRLTCES

Note

e Fortify SASTAERIA Y A M—ILINTWBIHFE, GradleZ7OY ¥ MIFEH
§51N—Y 3 VE, PATHRIEZEHADHMD T XTD/N— 3 ~ DFortify
SASTLYRIICEEZEINTWBRRELrHY T,

Fortify SAST Gradle 75 714 V%5 ET 5 I Id:

1.Gradles8ET7 7M1 IVEREL T, TSTAV~ADNIRRAEBELET,

Groovy DSL ( settings.gradle ):

pluginManagement { repositories { gradlePluginPortal()
maven { url = uri("file://<sast plugin path>") } } }

Kotlin DSL ( settings.gradle.kts ):

pluginManagement { repositories { maven(url =
uri("file://<sast plugin path>")) gradlePluginPortal() } }

2. UTOBICRT DI, EWRZRZYTMIIVMN) ZEBMLETS,

Groovy DSL ( build.gradle ):

id 'com.fortify.sca.plugins.gradlebuild' version '26.3'

LU
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SCAPluginExtension { buildId = "MyProject" options = ["-
encoding", "utf-8", "-logfile", "MyProject.log", "-debug-
verbose"] }

FRERDTY M) DHITIE, EBDNST7AUDBREAINET,
SCAPluginExtension { buildId = "MyProject" options = ["-

encoding", "utf-8", "-logfile", "MyProject.log", "-debug-
verbose", "-exclude", "src/test/**/*x"] }

Kotlin DSL ( build.gradle.kts ):

plugins { id ("com.fortify.sca.plugins.gradlebuild") version
"26.3" ... }

BLU
SCAPluginExtension { buildId = "MyProject" options =

listOf("-encoding", "utf-8", "-logfile", "MyProject.log", "-
debug-verbose") }

FLERODTY M) DFITIE BEEDNST7AILDBRAIhET,
SCAPluginExtension { buildId = "MyProject" options =

listOf("-encoding", "utf-8", "-logfile", "MyProject.log", "-
debug-verbose", "-exclude", "src/test/**/*") }

3.Gradlesl8E7 71 &EGradleEIL R 7 74 LA REFELCHLE T,
ROARYV R —H U 2%FEAL T, JavaxzidKotinZ7Ovy o b9 LET,

o BiEMJavaF~iZKotlinZ7OY =¥ MEIL ROEEEDFortify SAST—BE7 71 L& TN
THIBR T 3ICIE, ROATY RERITLET,

gradlew sca.clean

o BEFHADIJavaFlFKotin7OP zV hOEH T 1 —XAE[FTTBICIE, Roavx Y
REEITLET,
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gradlew sca.translate

o BEFHAMDIJavaFlFKotinZ7AY TV MAEDITDICIE, JROOTY RAEEITLE
ER

gradlew sca.scan

ZDH AL, Fortify SASTICL > TFAOY x4 hHFortify SAST Gradle 7S 71 ~
EFEALTCTTICEBRINTWVWBEHEAIC, EBICETINFT,
70z MaFEDJavaZF idKotlinZ7OY T 4
N D#R{E
JavaFz 7zidKotlinw/LF 7Oz NEILR(H T 7OV Y NEED) I H DIHEEIE.

Fortify SAST Gradle 7> 71 > % allprojects 7O v 7 2 FH L CRETIHEHIHY F
T, UTICHZRLET,

Groovy DSL ( build.gradle )
allprojects { apply plugin:
"com.fortify.sca.plugins.gradlebuild" SCAPluginExtension {

buildId = "MyProject" options = ["-encoding", "utf-8", "-
logfile", "MyProject.log", "-debug-verbose"] ... } }

Kotlin DSL ( build.gradle.kts ):

allprojects { apply(plugin =
“com.fortify.sca.plugins.gradlebuild") SCAPluginExtension {
buildId = "MyProject" options = listOf("-encoding", "utf-8", "-
logfile", "MyProject.log", "-debug-verbose") ... } }

SRR

Gradlefi& DfFEFH
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1.8.2. Maven & D&

Fortify SASTICIE. Maven7OY ¥ hDEI RIROEEEEBINT 2 HE%IRMHT 2
Maven7S 74 vHAE&FhTWE T,

Fortify SASTTHE, B, R¥+v V95

E#IN7O00 ) RODENAILEI Ry > 3 > (MBS)%Fortify SASTAAS TS
ZAR—KT 3

X 1 7= 0— K %Fortify ScanCentral SASTIZ®E T 5

Fortify Software Security Centeril#ER%= 7Y 7O— K9 3%

TSTAVAHBEREFEFRTDZIIEE., 75714 VDMEEZEIL R7OCRIHEETDZED
TEEY,

Dty avTlE. ROMNEY ZICDWTERBAL X9,
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1.8.2.1. Fortify Maven 75> 74 > D4 Y X b
— )L EEH

Fortify Maven 7> 7' 1 ~Z. <sast install_dir> [plugins/maven I(CEBEEI N TWE T,
CDTALIMIICIE. N"AF)NR=T3 2 EY—AN=23 DTS04 0D zip7—H
A4 J&tarball 7—h4A 7OMATEFNTWET, TS5TA4 V%A VA N=ILT BITIE,
FRTZNN—Ua v (NAF)FREFEY—)&HE L, (JEBD READMETXT 774 J)LD
BRICEWE T, 7T—h4 7 2BEALAETALINITAI VYR MN—=ILEETLET,

MavenDHR— K INTWVWBEN—=I3 V(DWW TIE, TEILRY—IL] #BRBLTLKEX
LY,

LBID/N— a3 v DFortify Maven 7S5 74 U1 VA M= LI N TWBIHEIF, HEF/\—
vaveEaEAVAM=ILLET,

Fortify Maven7S5 A4 VD7 VA4 VA =)

Fortify Maven 7> 74 &7 4 VA =)L T BITIE,
<maven_local_repo>[repository/com/fortify/ps/maven/plugin 74 L 7 NN S5FTART
D7 7AINEFHTHIFRLE T,
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1.8.2.2. Fortify Maven 7> 714 > D4 VR
N—=ILDF R b

Fortify Maven 7> 74 %4 VA M=)l LEL, HEDH Y TILI7 714 ILDOVWTNH%F
FALTELLKA VRN =ILINTWBZIEEZHELET,

Eightballtt > 7L 7 7 1 L %={EFE L TFortify Maven 7> 74 Y T X M 3ITIE, RDF
IEICHEWE T,

1. sourceanalyzer EfTRIgE 7 7 M L&A L T4 LU M) /R ABRIBEZFHITEML &
ER

1

export set PATH=$PATH:/ <sast_install_dir> [bin
Flk

set PATH=%PATH%; <sast_install_dir> [bin

2. [ sourceanalyzer -version | EAALT/IRADEREETAMLET,
INZADERENMNIE L WiFEIE, Fortify SASTICN—2 3 VIEBRARRINE T,
3. %> 7L DEightball7 1 L 2 ;Y ( <root_dir>/samples/EightBall ) IC#8&1 L £ 7,

4. xODAX Y KREAADLZET,

mvn com.fortify.sca.plugins.maven:sca-maven-plugin:
<ver>:clean

ZZT. <ver> |3fEMA L TW5Fortify Maven7 > 74 v D/N—=2 3T, N—=Y
IVHMREINTVWAWGSEIE. O—HILYRI MM VYR M=ILINTWBRH
N—3 3 ¥ DFortify Maven 75 74 ~ HMaven TERINE 7,

Note

Fortify Maven 7> 74 > D/N\N—2 a3 v ERRTBICE, TFAMI T«
4 pom.xml (ZHIHE L7 <root dir> 7 7 4 L %=FE £, Fortify
Maven7'S> 74 v D/N—2 3 ViE, <version> BERTHEREINZE T,
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5. 27y 740~ Y RAEHEICET Lizmald,. Fortify Maven 7S 74 U AEEL K A
VARM=ILEINTWVWET, ROX Y E2—IYHRRINLIFEIE. Fortify Maven7 >
TJAVDNELLKA VAR =ILINTULEEA,

[ERROR] Error resolving version for plugin
‘com.fortify.sca.plugins.maven:sca-maven-plugin' from the
repositories

Maven®O—A)NY RIS MY %EF vy L, Fortify Maven7> 04 v DEBEA VX b
_)b%ﬁaijo
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1.8.2.3. Fortify Maven 75 71 v D {&EH

Maven7OY T2 MTld, RD2DDAETHHEEITLET,
o Fortify SASTEJL REE&ES

CDFETIE, 7OV MBI RTZDIFERINEMavend <V RDREGIC
sourceanalyzer 1< >~ K &Fortify SASTA 7> a v %EBiIML £9 ., Fortify SAST®D
EILREEDO—IRE LTI 7ML ERHT BICIE. ROFIRICEWNET,

1. LEIOEI REBELET,
sourceanalyzer -b MyProject -clean
2. 30— FZZEBLET,

sourceanalyzer -b MyProject [ <sca options> ]
[<mvn_command with options>]

IR

sourceanalyzer -b MyProject mvn package

sourceanalyzer -b MyProject -exclude "**/Test/*.java"
mvn clean install

FRAEAREAFortify SASTA Y a3 vicDWTid, TAvY RSAvA4 497
— 2] ZBRLTLLEIN,
B.RDBPUCTRT LI, RF¥ vV ERITLTHEREZFPRZ 7M1 IVICREFLE T,

sourceanalyzer -b MyProject [<sca scan options>] -scan -
f MyResults.fpr

e Maven7> 414 v&LT

CDHETIE, mvn AV RAFERALTOMIRIVZBEZELTEITLEY, &
I, koA REFALTY—ROA—REZTHBLET,
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mvn com.fortify.sca.plugins.maven:sca-maven-
plugin:26.3:translate

fcEZIE ROOAT Y RAEFAHALTY—RO—R&aZTHL, TRAMN I 714 EBRAL
9,

mvn -Dfortify.sca.exclude=“**/Test/*.java"
com.fortify.sca.plugins.maven:sca-maven-
plugin:26.3:translate

CDAHETI— REDWT %ICIE. Fortify Maven 7S 74 VIABD RFa x> b
HSRBLTLLEIVN, JROKXTIE, Fortify Maven7S 714 V&4 VA M=)l LT
ICRFIAY MDEINBZIGAAICDOWTERALET,

Ny =847 REaX> NDBFR
INA F Y <root_dir>/docs/index.html
vV —2X <root_dir>/sca-maven-

plugin/target/site/index.html
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1.8.3. Bazel & D&

BazelOEI KEMEET B/, Fortify SASTIEY —R 7 74 LAV /XA JUBFICE#L
F9, LA 2T, BazelOEIL KDREIHRFEEIX. BazelOEI RAEEICETINSE &
Td, Y Rh—hIhTWBBazeld/N—U 3 (DWW TlE, TEILRY—IL] 2#5BLTL
EEW,

Bazelt#i& T BICIk, Bazeld 7 —JRAR—XFT 1 L2 M)ICBE L. HET DBazel®
& —%v N Tssourceanalyzer==EfTLEXJ., RDELDIC. BED/=HDMHD
sourceanalyzer4 7> a v EIETEET,

sourceanalyzer -b <build id> <sca options> bazel build <target>
TOVz ) NEEHL, RIS T 7MLV ERNT 21556

sourceanalyzer -b MyProjectC -exclude C:\test\MY-JAVA-
APP\src\proj\content.py bazel build //projc:my-python-prj
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1.8.3.1. Java Bazel®#:&f)

BEDY—Ty hD7OY ) NaZRd 354!

sourceanalyzer -b MyProjectA bazel build //proja:my-prj
/Ny r—< projajabc DY —4y b abc #ZT BI54:

sourceanalyzer -b MyProjectA bazel build //proja/abc
&

sourceanalyzer -b MyProjectA bazel build //proja/abc:abc
/Xy r— projafabc RDITRTDY—4 v NEaERT 256!

sourceanalyzer -b MyProjectA bazel build //proja/abc:all
projp/ T4 L7 NVADIRTDY—4 v N aZEY 256!

sourceanalyzer -b MyProjectB bazel build //projb/...
EHICRHEDIDKN—Y 3 VEIRET 356!

sourceanalyzer -b MyProjectC -jdk 17 bazel build //projc:my-
java-prij

IOz NEEBL, BEMHALT 7ML ERNT Bi5E:

sourceanalyzer -b MyProjectC -exclude C:\test\MY-JAVA-
APP\src\main\java\com\example\HelpContent. java bazel build
//projc:my-java-prij

Fortify SAST & Bazel D& TlE. EEOY—T vy hBLUVEET IV a (4 —T v hD
BRARENIHR—FINTVWEHA,
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1.8.4. Ant& DS

AntEIL R 74 IIVAEERTZ2 702 MRIC, JavaV —RA 7 74 IV EBBTEET,
ZDFEEIE. AntD build.xml 7 7 A IV ZZEEETICITY NS4 VICERATEZEY, Eib
KHNE{TEIN B &, Fortify SASTT javac ¥ RV DEVH LAITRTEZI N, Javay —
T7AIDBAVNRAIVEICERINE T, 7O/XFT 11X T, ANT_OPTSIRIEZ#IC
BMLT, AntISET £SICLFJ, sourceanalyzerd <Y Y RICIEEHRWTL LI,

Note

TIN) =23 y0—E8THBISP7 7ML, BEBERET 714/, FihidJava
PADY =R 774 IVEBRDRT Y TTEBRTZULELFHY T,

AntDIEE % EAT %11, sourceanalyzer EITHRE Y 7 1 ILAPATHIRIEZE#ICA > T
Wb EaMRLET,

RDESIC, AntaA< Y RS54 VDHEIIC sourceanalyzer v R&=EBMLE T,

sourceanalyzer -b <build id> [ <sca options> ] ant
[<ant options>]

fcEZIE JavaZ O 7 AT L, TGS T 74 ILERATDICIK,. ROLDICL
x99,

sourceanalyzer -b MyProjectA -logfile MyProjectA.log -exclude
src/module-info.java ant
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1.8.5. Javad & UKotlin D FEN T #uiE

JavaZ 7z ldKotlind— R A FHTEBRTZITIE, TRTOY—RT7 74 )E2A Y KFA
VICE®D, jard 74 I, class7 7M. FLWEY—RT7 714V %ENLTIRTOKERE
FReRHELE T, KEBRRZRHLAVGE, XX+ VERIRETRVTREELHY X
ER

Kotlinh 5 Java~DEEER M TIE, —sourcepath + 7> 3 ¥ TR I T B Kotlin7 7 1
WEHYR—KLEFHA, -sourcepath 7> 3 VOFEMICOWTIE, [Javadv v RS
AvFToav] #8RLTLEIV,

JavaF 2 iEKotind— R A2 LI 27/ ODEAMNLIT Y RS A4 VX EROFIICRL E
ER

sourceanalyzer -b <build id> -cp <classpath>
[<translation options>] <files> | <file specifiers>

ZZT:
o <translation_options> AV /I8 SITEINBF T3V TY,

e -cp <classpath> Java® & UKotlin> Y RILDERICERT 27 S A/NRAEIBEL
£7,

7OV MNEEIRTEZEDICEEERAINSJIARKEEREESDHDE T, EHON
2EtI a0 (Windows) X =l J0 > (WindowsBA#) TXEIY £ 39,

javac & AI#kIC. Fortify SASTTIZV 2 A2 0 S ANRICHIRT 3IEFTCO—RLZF
¥, DAMNHICACARIDY 5 ANEHH 515G, Fortify SASTTIIZRAICO— KX
NV SX&FARALZFT, XOFITIX, Ajar & B.jar @A IC MyData.class & WL
SEZEIDY S ANEFN BHE. Fortify SASTTIE MyData.class ™5 ® A.jar % (&
ALEY,

sourceanalyzer -cp A.jar:B.jar myfile.java

Ccp ATV aVTERTRIVIREFALAVEL D ICHSHELZF T,
Fortify SASTTIZJARZ 7 1 L= RDIEFTO— K L 9,

1. -cp A 7> arvhrb
2. jreflio A5
3. "5 <sast_install_dir> [Core/default_jars
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IHIZEY, cp A7 a3V THEELLIARICAKDETIDY SR &EHD I &
T. 473 VISRELEEXTEEY,

FRATRAITARTODJava@BED AT Y RSA VAT a v DEMICDOWTIE,
[Java/J2EEa~Y Y RSA4 AT av] #8BLTLEIL,

Javad— R &FET % &, Fortify SASTIFI SICOAVYNAS5TIal—bLT, ARY
LEIRZRVYY TMIBBIHETEEY,

Fortify SASTCOV /R4 ST IalL—MTF2ITE ROOATYVYREZAALET,

sourceanalyzer -b <build id> javac [<translation options>]
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1.8.5.1. Java, Kotlin, &TJISPOO~T
RSA VA Toay

RDRTIE, Javad~ Y RS A w7 T 3 v (Java SES & Jakarta EEA) ICD W TEREA
LZxd,
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Java, Kotlin, F7=l3Jakarta EED A7
av

-appserver weblogic | websphere

-appserver-home <dir>

-appserver-version <version>
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§%BA (Description)

JSP7 7 A IVEMNBSTZT T r— 3
\/-U-_/\‘%j:gfé l/ ij_o

AESo7O/\571 4:

com.fortify.sca.AppServer

TN —2a v —nROR—LAKIEE
L9,

o Oracle® WeblLogic®Diz&. IhiE
server/lib 71 L7 N EZELT 1
LY N)ADIRRATT,

o IBM® WebSphere®@Dif&., Zhik
JspBatchCompiler 27 7~ % &
T4 LI MIADIRRTT,

RED7O/57 1 4:

com.fortify.sca.AppServerHome

TT)Vr— a3y —nNON—I3vn
BELET,

AESo7O/\571 4:

com.fortify.sca.AppServerVersion
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Java, Kotlin, 7 l(3JakartaEEDZ* 7  EiBA(Description)

>av
-cp <paths> | Java % 7z (& Kotlinfk F R R DR IC
-classpath <paths> TEHVTANRAER/ELEY, BRI

javacicAiTHs Y., T4 LI KMNYET7A
JLOtEIa2aYXYY (Windows) £ 7 &
Ja Y XY (Linux/macOS) ) X k T#
MINTWET,

-classpath 7% -cp (& -classpath A*
javacd & Wjava& EET 2 D & FEIRRICES
ELET,

o -cp'<dir>" TIXEEEINLT 1L
JKN)T .class 771 IILEBRERELZE
E

o -cp"<dir>/*" | -cp"
<dir>/*jar" TIHEBEEINET 1L
N)T . jar 7714 ILERRBELET,

Caution

A zziLsvcierEroe
9 BITIE. classpath®fE %
SRR CHEAZET,

ROBICTRY & SIS, Fortify SASTZ 7
TIVEEFEZERIZIEETEIT,

_Cp
"build/classes:lib/*.jar"

RED7O/57 1 4:

com.fortify.sca.JavaClasspath
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av

-extdirs <dirs>

-java-build-dir <dirs>

-source <version>
-jdk <version>

-custom-jdk-dir
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§%BA (Description)

javac extdirs 7> 3 v EEKIC. T4
L2KMNYozzaovRyy FAEa0
YEYY DA M EFERATEERY, Inb
DT4 LI MN)IZHDBIART 7 1 IV,

DS ZANRICEENICEINIET,

BEDFO/5F 1 4:
com.fortify.sca.JavaExtdirs

AVNNAI)ViFEH»Javay — A &=ESL1D U E
DT1LIMN)EEELEY,

JavaZ 7z EKotlind— K %5218 9 B Java™
Development Kit (JDK)/X—2 3 ¥ % 7R
LET, HR—MINhTWBNN—=V 3V

[CDOWTlE, THR—MNINBEE] %
SBRLTLLEIVN, T4 MNEIN=D
avN1<T49,

BAZEo70/857 1 4:

com.fortify.sca.JdkVersion

JDKZELT14 LI M) ZEBELET,
Fortify SASTA Y X k—Jb
( <sast_install_dir> [Core/bootcp/ )IC&
FNTVWARWAN—Y 3 VARET BIC
&, ATV avEFERLEY, YR
—hINTVWBEN=U 3 VIZDWVTIE,
[PR—FEIN2F5El 25RLTE
Ty,

EEI0 A= AC S
com.fortify.sca.CustomJdkDir
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Java, Kotlin, F7=l3Jakarta EED A7
av

-show-unresolved-symbols

-sourcepath <dirs>
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§%BA (Description)

LTI hizJavaV —R 7 71 L THRX
NTWBKREBRDYA T, 74—ILK,
B LUEHD. EROKRERICKRRIINE
9, VDAMINBZDIE, LY—nN—44
ThfRREH»Javad 1 TTHB7 14—
KL UCEAHSRBOATT, &7 TR,
714—ILR, BLUEHES. I—RKAT
RICEBINT-BIRERMO Y — X158
EEBHIIRRINET, ZOFERIEFOS
77A4IICEEZTAEFNE T,

BEDFO/5F 1 4:
com.fortify.sca.ShowUnresolvedSymb
ols

AFx v VICEFNTUVWARWHDZRIERRIC
FHINEZY—Z20—REELTa LY
NUDYRNEEIOOVEYY FLIF
JOVRYYTEELE T, V—R/IRZR
&7 5 ZNRRUTHTWE T A, #RICIE
DS RAT7AITIREBLY—RT 74
NMERINZET, y9—T vy k77410
ANIE>TESRINBY—ZT7 714
DHIEBEINET,

B0 O/57 1 4&:
com.fortify.sca.JavaSourcePath
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av

-jvm-default <mode>

Java®d & U'Kotlind 7’0 /857 «
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§%BA (Description)

AEDKotlind »H—T7 x4 RICA>TW
% XYy KM Defaultimpls 27 5 2 D4R
EEELZE T, <mode>DEMAEIL:

o disable —&XEEZFDOAYV v RHE
FNTVWBEEA VI —T x4 RITHL
T. Defaultimpls ¥ S XA &4 K3 %
LOICHEELET,

e Al -1 >4 —7x14RIC
Defaultimpls OFERAMT < IFEIC,
@JvmDefaultWithCompatibility 2
FRAEEMTDHLDICEBELEXT,

e all-compatibility —1 4% —7 x4
ZIZ Defaultimpls D3EFRAMT A AR LY
FRY.
@JvmDefaultWithoutCompatibility
VDS REERTDHLDICEELET,

BEDFO/RT 1 4:
com.fortify.sca.KotlindvmDefault
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1.8.5.2. Java® <Y RS54 >l

2 2 Z/INA & LT MyServlet.java DMEEINL1DD T 7 4 )L javaee.jar ZE#Y 5 1C
&, ROV REAHLET,

sourceanalyzer -b MyServlet -cp lib/javaee.jar MyServlet.java

sitc 74 LY MNJADIANTD java 77 4%V S ANRELTHEALTIlb T4 L7
hNJADTRTOIART 7 AV EE]RT BICE. ROATY RZAALET,

sourceanalyzer -b MyProject -cp "lib/*.jar" "src/**/*.java"

javaca v /N1 S%{FEA L T MyCode.java 7 7 1 L EZ#|BE LAV /M IILT BITIE. R
DAY REAALET,

sourceanalyzer -b MyProject javac -classpath libs.jar
MyCode. java
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Fortify SAST 26.3

1.8.5.3. Kotlina< Y KRS 4 >~ Df

2S5 Z/RA & LT MyKotlinkkt MEEIN1DOD T 74 )L Ajar #9511k, kDO
RYRZAHDLET,

sourceanalyzer -b MyProject -cp lib/A.jar MyKotlin.kt

SIC T4 L7 MN)JRADTARTD kt 774NV EYSANRRELTERALTlib 4L b
DHRDITRTDIART 7 M IV AEZ#T 5121, ROAX VY KEAHALET,

sourceanalyzer -b MyProject -cp "lib/**/*.jar" "src/**/* kt"
gradlew%fFfA L Cgradle 7O =7 M&Z#Y 2I1C1E, ROIYY REAALET,
sourceanalyzer -b MyProject gradlew clean assemble

sric 7TALIRMN)BLUYTT4 LY N)AHD srefjava 8LV TXTDIARZ 7 4L D
JavalkZRERE IV SRNRRELTHERLTIb T4 LI MN)RDITRTODT 74 IV ZH
T5ICIE, kOO REAALET,

sourceanalyzer —b MyProject —cp "lib/**/*.jar" -sourcepath
“src/java" "src"
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1.8.6. Kotlin2 27 ) 7 b D4t

Fortify SASTTI&, HEBMAR VY TRDAHRITA X %R KotinR 7 Y) 7 s DE#H %+
R—HMLTWET, RV TRDODARITA XITIE, AETONT 1 DB, FEHNFELIE
BN ARKRERRORERENHYET, RVUTINER(TVIL—NIEHARYLRY )
ThOERICERAIN, 77— ME *kts IBERFICEDWTR Y Y T MIERIN
¥, Fortify SASTTIL *kts 7 7 A IV EZHLFITHA, ThoDFYTL— MNMIBERINZE
TA,
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1.8.7. Kotlin & JavaD Z ¥ A EEAM

7O0Y x4 bMildavad— R =S8R 9 BKotlind— KAEFEFNTWBIHE. BlDKotlinZ 7 4
WEBRTBKotinZ7 74 ILDIBEER UAET, JavaZ 7 ML EZEHY —I)LITET Z &
NTEEY, BEFINATOV I MY —ZAD—E& LT, F/lE —sourcepath /35 X —
HELTETIENTEET,

702y MIKotind— RS8R ¥ 2Javad— RAEEFNTVWBIHE, Javad— K&
Kotlind— K AR CFortify SASTA ~ R4 v RICE# I N, KotlinBEFZEADJavaBBHE L
CERINDLDICLTLEIVL, Kotlinh bJava~DEEIZEAM TIL. -sourcepath 7
ToavTREINZKotinZ 7M1 ILEYR—MLEHA, -sourcepath + 7 3~ D5
fMICDWTik, TJava, Kotlinek 8L WISPOAT Y RSA VA Toav] #B8BLTLE
I,
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1.8.8. JavaDES DAL HE

THRICERINTEITARTOEEARRTSICIE. RXv V7 —XEHIBT DRIISRD
A R=AADLET,

sourceanalyzer -b <build id> -show-build-warnings

JavaZHi 'S

Javad— RZEHITRDEENRRINZIBEELHY T,
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Unable to resolve type...
Unable to resolve

function... Unable to
resolve field... Unable to
locate import... Unable to

resolve symbol...

Multiple definitions found
for class...
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FRRER

INLDESIFEE. VY—ZADFREL
TWBGRICKRELFT, LEAE. 7
TUHr—23vDE RICHER—ER
D jar LV class 77 ILHHEI L
TWRWATREMD HY £7,

INODEEAFRTDICIE. 77U
—>avhMFERITIVNERT 74 ILET
RTCEDBIDLENHYET,

CDEEIFEE, Javad 7M1ILATY S
ADNEELTWBGERICKRELET,

INLDESZMRT BT, BEICK
RENTWBY—RT7 74 IIERA—D 7
7AIHDEBRL TEBHRDOY —RT 7
AWICEHEEDOSNTWVWBEDTIER
WZez((EzlE, AL7OY Y bD
220DN—=TaUAEFEFNTWDE I &%)
WRALET, EEIEET ZHEIE. &
BI2774ID5FTDID%=HIRL ZF

¥, €HF D&, Fortify SASTCHERTY
B59SADN—VaVvERETED LD
ICRY Y,

CDELEE. VIANPRELTWSHEAEE
MERLTWEY, INEf@RT BIC

&, BERIRTDIARTZ 7MILEDS
ANRZAITEML TLEX W,
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1.8.9. Jakarta EE (Java EE) 7 Y 54— 3
> DT

Jakarta EE7 V) r—> 3 VA ZE#Y %I2IE. Fortify SASTCJavay — A7 74 LB LV
Jakarta EEa Y/ R—% Y NJSP7 74 )b, BRATRV VTS, BILUVREBERETZ7 7172
E)VEMEBLET, JakartaEE7 T —Y a VHAD TR TOEEI 7M1 L EIRTY T T

MIBGZZENTEETA, 7OV MTR, ELRTOERICHEELEY., HERD
IFIFAMNEBRREO=_—XEHL LAY TEEHIC. FIEEZIVR—FY MISET
DUNENELBIENHYET,

ZDEYavTlE, ROMNEY ZIZCDWTEHBALE T,
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1.8.91. Java7 7 1 L DZE ¥

Jakarta EE7 7V —> a v aZ#H T 3IIE, Java7 7 M IILOZEHBICER LT DER L
FIEAFEALET, &x21E. TJavaDa<w Y RS54 V] #8BLTLEIW,
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1.8.9.2. JSP7OY /b, BERETI 74
., BLUVERT 417U79®§m

Jakarta EE (JavaEE) 7 U r—>ardJdava7 7 M LTS BIEHNIC, JSPT 74
W, RIERET7 7M. BLUVRETRAVY) THYDEBIVREBILRDZZEDHY FT,
JSPT7 714 I)LiE. Web7 )5 —>av7—hA T (WAR)D—ETHZIZHELHY FT,
V—RT4 LI M)DBTTICWARZ 7M1 LR TEBEINTWSRIGEEIE. V—RXT14 L7
NUDBISPT 7A IV EEEEBRTEET, I TRWVWGEIF. 77UV r—a v s RRA
L. BERETALIZ NUDSISPO 7 M IV BT EZNEIHY T,

IR

sourceanalyzer -b MyJavaApp "/**/*.jsp" "/**/*.xml"

I Z T, [*[Xjsp IXJSPFOT I M7 74 IVDGBFAESR L, [**/*xml (FRERE 7
FTANLVBLVCREAT ARV TEI 771V DI5MESRLET,
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1.8.9.3. Jakarta EE (Java EE)Z#1DESL

Jakarta EE7 7 —> a VDEBRTROEERRRIINDIBENHY T,

Could not locate the root (WEB-INF) of the web application.
Please build your web application and try again. Failed to parse
the following jsp files: <list of jsp files>

DELEIX, Web7 TV r—> 3 UHEBEDWART 1 LI N ERXTEBRAIAhTULAW
 BMEBLRSATSVDRERtEY MHEFNATVWAVWCEARLET, TOEEEMR
3‘%’#;01 Web7 7)) r—> a A BEDINEWART s LY MUK THY, 7T 45—
I UVICERTARTO WEB-INF/lib 7 7 14 JLB LU WEB-INF/classes 7 7 /f)lx?b\IEL,
Wijar 8Lt class 74 L7 MY IS TWB I & #HERALTLKEE T, IR
TDITDIARTDHD TLD 7 7 4» BLUThoDY JDRE Lﬂﬂ?\@“%JAW @)
GETHIEHHERLTKES
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1.8.10. Java/S( b O— RS

Java/NA/ hOd— K &JSP/Javad— K% A U sourceanalyzer MUUH L TE#BL AW & %
BEIHLET, ALCEIN RIDEFDOERD sourceanalyzer MUH L= FER L T, /31 b
O—R&JSPMavad— ROmEAFZELTOP ) 2B LEF T,

NA M= REZ#;T BICIE:

1. fortify-sca.properties 7 7 1 JLITRO 7 ONRT 1 ZBMLF I (£/kiE. -D AT
AVEMALTATY RSAvVICIhSDTanT1585HFF),

com.fortify.sca.fileextensions.class=BYTECODE
com.fortify.sca.fileextensions.jar=ARCHIVE

Zhid, Fortify SASTT .class 8LV jar 7 7 ML ENEBT 2 HEAIBELT T,
2. ROWFN M ERTLET,

o Fortify SASTT/NNA hOA— RIS RZBEDJava7 74 ILICHE IV /RALI)LL T
EICEDDIEEERLET,

fortify-sca.properties 7 7 1 JLITRD 7ONT 14 ZBIMLE T,

com. fortify.sca.DecompileBytecode=true

Frld, DATavAEFRLT EHIJz—XDaAYV KA vICcDT
ANTF 4 =EHFT,

sourceanalyzer -b MyProject -
Dcom.fortify.sca.DecompileBytecode=true -cp "lib/*.jar"
"“src/**/*.class"

o Fortify SASTTH AV /XA ILEFIT/NA NI—RAEZHRTZZEE2ERLE
ER

REDEREZR™DOH. TL2AT /Ny JIEH(javac -g )=EAL T/ hO—
REJURAITBIEEHELTVWET,

g dJavaNA NI—RT7 74V EIBETSHIET, BT —XIT/NNA b
O—RE2EDET, REDN T +—VVR%AB2LH, AF¥ v UHNRELR jar
F7id class 77 M IVEITEBELE T, ROBFITIE. .class 771 ILHE
BINTWET,
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sourceanalyzer -b MyProject -cp "lib/*.jar"
“src/**/*.class"

This PDF was generated on August 12, 2026 Page 214 of 629



3 opentext" Fortify SAST 26.3

1.8.11. Java. Kotlin, 8L TPISPE#E LT
SITICEATARED NS TV a—Fa4 Y

KDY a v TlE, Java, Kotline BLWISPOMICET A NS TV a—F4 U JE
WICOWTEHRALE T,

%< DJdavaV —R 7 74 ILDBEBRINTUVGZL

2AF v VERNL—EDT 7 A ILHAROALRWESICJavas O =) N E#T 515
&. RO 7O/F 14 % fortify-sca.properties 7 7 1 LIBT3 T, YILF T 74
JVJavaf@iT = |ICTEE Y,

com.fortify.sca.JavaParseMultipleFiles=false

—EDISPEZE#|T I 2L

Fortify SASTTI&, fEAAAHAV/INA SELIEFHEDT TV r—>avH—/JsPa v
1 Z%FRALT. DFDEHICISPT7 71 L %&EJava? 7 1 LICE# L9, Fortify SAST
TISP7 7 M )V %&JavaZ 7 A JLICEH T BERICISPN—H TRIBENRET B &, RDELD
BAYE—IDNKRRIINET,

Failed to translate the following jsps into analysis model.
Please see the log file for any errors from the jsp parser and
the user manual for hints on fixing those <list of jsp files>

ZhITBEE, ROIDOULDEHRTEELET,

e Web7 7)) r— 3 UHEYIRBHEATEWART A LI NUEKXTLA T hIhTW
tm

o 7TN—=2aVIBERIART 7AINERLIE I T ZAD—EHAR IO SAL

e TN —2 a3 DI TSATS)FLEIEENSDOERTLD)O—EHHAREDHN S AL

BRBDFMAEINGT 2ICI1E. ROFIEEERTLET,
1. T7 4 4 CTFortify SASTOV 7 71 ILEHE F T,

2. RDXFHERRLET,

o Jsp parser stdout:
o Jsp parser stderr:
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JSPIR=Y TR INLDITS—ZEMLET. T7—%AARL TFortify SASTZBRETL
ESEIN

Jakarta EE7 7V r—> a3 v OSRAFEDFMICDOWTIX, [Jakarta EE (Java EE) 7 7
Jo—oavZE#] #5RBLTLEIWY,

JSPEREH T T ) TRIEDHEML %

DFRERICEEFNZI70RAY A MRV ) T74 v TR EDISPEEH T T OIEIFMHEEH
LLRTDFortify SAST/A—2 3 v ELLE L TKRIBICIEML TW2HEIE, 97— X T -
legacy-jsp-dataflow # 7> 3 v AIEETXZE$(-scan # S~ avHiEELET), D
A7 avaEFERATSE. JSPEAEDT—Y 70— T2EBMD T 4 ILE )V ITRERM
iKY, MEIhBBBENERDILET,

fortify-sca.properties 7 7 1 L TIRETE DDA T avEAEFOTONT 1 I
com.fortify.sca.jsp.LegacyDataflow T79,
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1.9. Android A< x4 MO

Dt av Tk, Android7 7Y 5 — a3 vDJdavay —RO— RAEZHRT B HEICD
WTERBAL £ 9, Fortify SASTARAL T, ROVWTN NS THGradleTI—REXF v
VTEXY,

o ARL—FT 4 VIV RFLDAR VY RSA
e Android Studio CEITHDY—IFILT1 2V KD

GradleDEWHIFEBELDHETEHERLTY,

Note
e Fortify Analysis Plugin for IntelliJ IDEA and Android Studio%{FfH 9 % &.
Android Studio® 5Androidd— R ZBEEAF v 352 &ELTIET, FiMl
[CDWTIE, OpenText™ Fortify Analysis Plugin for IntelliJ IDEA and
Android Studioa —#' G4 FESRL T EIL,

ZDtEIavTIE. ROMNEY ZICDODWTERBALE T,
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1.91. Android 7AY = 4 N EBRDRIIREH

Android70OY 19 M aZEHT 3O DEHRFHEFIFIRDEHY TY,

e Android Studio & B8E 3 5 Android SDKIZ, AF* v VAETTEZVRATFTALICA VAN
_)l/-is;hrg—a_o

e Android7OY ¥ bTIlE., EJ KRICGradleZ{FEARALE T,

GradleafER LAVWHWIOY 7 M H 258 1E. BEENIT S5 TUL S Android
StudioZ’AY ¥ MIGradlet R—NEZBIMTZ2HEIHY FT,

Android 7Oy =7 NOEKRICERT 5/3— 3 >~ DAndroid StudiollftE 3 %
Gradlet A LN—YavaERALET,

e 7T —varvo7AOv Yy NOANdroidd—RZEIN KT BDICHERTART
DIREAGHIAEINTVWS I EAERALET,

¢ Android StudioRICRIRIINABVWITY R 1 ¥ KUASAndroidd— REZERT 3
ICI&. Gradle Wrapper ( gradlew )23’ 27 L/IRATEEINTVWERELRHY £
ER
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1.9.2. Androidd— RotrpaA~v>Y RS54 v
B

Android 702V b RXF¥+ 0§ 5IC1E, gradlewxFERLEY, Zhif. Gradle
Wrapperz £ ¥ % R4 EGradlezEAT 5 Z & ICLTWE Y, Gradle Wrapperz £
LTAndroid7O0Y ¥ NAZHT ZHEICDVWTIE, GradleD#FEAESRBLTL LS

LY,
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1.9.3. AndroidLA 7O M7 74 )L TR X
N4> JORE

Android 7BV I MILAT O RN 2 740 (A=A V9 7 —RADREHIFER) IS TN
TWaiga, 7AY Y b7 74 )LIZIZAndroid Studioll & > THEIMICEKR I NS
Rjava V=R 7 74 LHBEENTVWBAEEIHYET, 7OV I M ERF vV T3
&, Fortify SASTCINLDLA T IO N7 74 IVICEET 2BEEZRETEET,

LAT7I R 774N TLR—MNINEHBELZZENLBEETICEHOT. ThoDEBELERR
HNE DD ZEEICHIBITEBRLDICTEIEZ2EE8OLET, BOPBRWVWLATIRNT
7AITHBERFE LLRIZ. THERO&E(L] OFRBBICHE> T, BE%E 7 1LY TR
TXFET, 1 VRAYVRAIDICETWTRHBAE 74 TEXET,
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1.10. Groovy J— R D4R

DtV avTiE Groovy7OP I MR d2AEICDOVWTHBALEY, DT 7
IV EHAEDLERLTOY TV MIDWTIE, RIS 2EEBOZET I I a v ESR
LTLEETW,

Dty avTlE. ROMNEY ZICDWTERBAL X9,
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1.10.1. Groovy#Hr DRIIR S

IRTE. Groovyd— KIZAIZFER LASASTICOAFIHLTWET, Al%EERL/ZSASTDO R

F v UOBRICET BFMICDOWTIE. TAIZERLASASTICE 2011 28R LTKE
[ AN

Al7%ZSER L7ZSASTAER I N TWRWEE, Groovyd— RIFEMKRFEITTOARF v
vEN, AT -RBATPBERLMESNADVWTRES DY T,
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1.10.2. Groovy DZ g 3L

Al%SER L7=SASTAFEA L TOMMTRICGroovyI— KA EH 2K, D[RO ITART
DY—RIT7ANEEOET,

Groovyd— R&EDHT 2ICIE. UTFTOEARNBRITY RS54 VEXEFERALET,
sourceanalyzer -b <build id><files> | <file dir specifiers>

I OWTIE T74)LET4 L2 MNUDIEE] 2#28BLTLEIL,

Example

sourceanalyzer -b <build id> "**/*.groovy"

Important

GroowY —R 7 74 IV THR—MINTWBE T 7 1 LILRF
& .groovy . .gvy. .gy. gsh T79,
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111. Scalad— RO

Scalad— RDEBICHEREDIFRDEEY TY,
o AkKkad v IRA S TS T4
DTS4 ik, Maven Central Repositorymh 540> O0—RKRTEET,
o Akka(LAREI®DLightbend)Z 4 > X7 74 )L

DAY RA T 74IVi&, Fortify SASTDA Y A M—JLIZEE .
<sast_install_dir> [plugins/lightbend =« L 2 k) iICHY 7,

Caution

A

FLWA=Ua v Il7y T L —RKd3&, BBEDAKKaZ A2V RT7 74 )0
BEHLEY., BWICK 7Y T HREELIHY £,

Ty TTL—RRICIDL D REENRE L HEE:

1.FLWAR—=Ua VDS54V RAEY VT ARNTBICIE. ARAYT—HR
—MIBEBWVWEDLECLEIL,
2. BHIINAESAEVREZIFR 25, WS AM VYR T7 714 IV EHIR

L. YR—MDOSOEBEINIZFHFLVWSAEVRESA VAN =)ILLTLE
T LY,

AV ADREAFES LVScalad— ROEBRAEICDODWTIX, AkkaRF XV K
FFortify SCA for Scalal Z#ZHRR LTI,

Important

7OV M, ScalallADY —ZAD—KHAEFNTWBIFEIE. 97
— X% 32179 %8i1lCScala FortifyaA > /X 57551 >~ %FR L TScalad—
KEZ#LTH S, ELEI KIDTsourceanalyzerx{FH L TZDfedDY —
AOA—RZZBTI2RENHY ET,
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112. Visual StudioZ7’O> ¥ b O

Fortify SASTTIE., JRD ¥ 4 FDVisual Studio7 AT =V hDEBREHYR—NT B7DD
EILRGEZREBELTUVWET,

c/C++7ayzy b

.NET Framework & .NET CoreA2 ¥ —4'w &9 3C#7OV Y b

ASP.NETZ7 L—LAL7—% £ASP.NET Core®2 49 —4"v N &9 BASP.NET7 7 ) & —
vav

Android™B L PIOST Sy N7 —L&EY—4y Ned B Xamarin7 T r—oay

BETLZITOVSIVIEES LT TIL—LT—2 &, Visual Studio® & U'MSBuilddD
R—RMINTWBEN—IU3VD—EICDWTIX, HR—MNINBEE] LUV THR—
hEINZEILRY—IL ] 2BRLTLEIV

ZDEYIavTlE, ROMNEY ZIZDWTEHBALE T,
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112.1. Visual Studio7’O = 7 N EHOETIR
e

BT 2ETOVI ) MaTRIE, I57—QLTEINRTEZ2RIETEREEITTSZ
EEBBOLIET, VIMIVITEREZEHOVZAMIDOWTIE, VI MY T7EH] %
SBLTKEIW, B2RTOY I MIE, ROBRIFIEENET,

o MEBRIANTODY—RXAA—RKT7A4I)V(C/C++, CH#H. F7IXVB.NET),
e MERINTOERZ1TS,

ZhiCE, BEETDZIL—LT7—0DSRBS4 735, NuGet/ w4 —v, LU
— RR—=F 4 ®SATSUHIEENET,

e C/C++7OY TV MDIFZAIE. Visual StudioZ 7= (EMSBuild/ > R b—JLICE L TW
BOWHEBRIRTOANY Y I 7ML ESHET,

o ASPNETHE LUASP.NET Core7aY =7 NDIFEIE. HERTRTDASP.NETR
_yj ’f)l/% E&)ij_o

HR—MINTWBASPNETR—T D A FiE, ASAX. ASCX. ASHX. ASMX,
ASPX. AXML. BAML., CSHTML. Master, RAZOR, VBHTML, & UXAMLT
ER
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° [ \\‘ N
112.2. Visual Studio7AY Y DA<V
o m— ~
RS4 U@

Visual StudioV ) 2a—>avFiE7Ov I NaZHT 2ERNAEXTIL, Fortify
SASTZ#OY Y RO—E& LT, 7AVII MORIKTBEIRA T avaigELE
T, TOLIILTRE, V)a—2arvsit7 OV M7 740D L. BUIARE
2Ty TEBEMICETT 2 EL RSB INE S, Visual StudioV ) 2—> 3V
(.sln F2lE sinx )Ic&FnzTRTOTAOY T hdFortify SASTICE > TEHRINZE

T, EI2O0VTRY->A27AYV I hDYRAMNEIEELT, 1DUEOEED IOV )
NAEZTHTZIEETEZET,

Important

WA 7OY Y MREBREDV Y —RDITRTAEEI REELPELREVW AR CE
BTEBLDICT B, Fortify SASTOY Y NIFEI RDRIEREICT V&
ATZERIAYVRTOVTIIDLRTIBZRENIHY £T, BHRICKERIRE
HHEIRT 71T, Visual StudioDBEFEEI~Y Y KOV hphs5cmavw
VRERITITBLOMBCHELET,

RDFITIE, Visual StudioV ) 22— 3> Samplesin ICEFhbIXRTOTOTV Y K
HFortify SASTIC L > TE#BINFE T,

TI7AIENTI, TRAMNTOY LI NEIEBEISBRAINET, NUnit. xunit, F7&
MSTest#&R4 2V ) a—raryEn7OY I M, AN OV MERABINE
¥, TANTOYV I NEZBICED B ICIE. MSBuildt 72 3

> [p:ScaForceTranslateTestProjects=True % sourceanalyzerd~ > RIZEIML 7,

e WindowsZ 7 lZLinux ED.NET 6.0LAEDY 1) 22— 3 v DIFAIE, JROOAY Y K%
FRLTYYa—YavaTHLEd,

1. REICHRLCTROOAY Y REERITL, Uaio7aOvz 7 NEIL RO SHE T 7
1ILEHIBRLET,

dotnet clean Sample.sln

2. MWBEIHLTRDOATY RERTL. BERINTOBRIA TS UnIV Y
A—KRIh, 7AYVI I MIA VR M—=ILENBLIICLET, ROATV R
7OV MDREMTFIVINLRITLET,

dotnet restore Sample.sln
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3. 7Yz hDEII ROEEFZEICH LT, ROFortify SASTAY Y KOWY
NHZEERITLET, 2OATY NI, BMDOEINRRSA—5%EDBI &
NTEXT,
sourceanalyzer —b MyProject dotnet msbuild Sample.sln
T2

sourceanalyzer —b MyProject dotnet build Sample.sln

e Windows EMDC, C++, L U.NET FrameworkV |) 21— 3 > (4.8 xLARI) DIHE
ik, koA Y RAEFRALTY Y 2—YavadHLET,

sourceanalyzer —b MyProject msbuild /t:rebuild
[<msbuild options>] Sample.sln

Note

Visual Studio®BEFREI~Y Y R7OY 7 Tl < Windows®a~v > K
70> 7 M SFortify SASTA3E1TY 215813, REAZEL, 7OPx
7 RDEI RICHERMSBUIIAEITRIEE T 7 1 ILAD/NR Z PATHIRIRZ
BICEDIBENHY T,

BRENTT LD, ROFICTILIIC, 972 —X%ZRT L TERZFPRT 7 1 LI
®ELET.

sourceanalyzer —b MyProject -scan -f MyResults.fpr
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112.3. Visual Studio7O< x4/ FOZEH#LIC
B9 3550 —ADNHE

DYV avTIE, ROMNEY ZIZDWTEHBALE T,
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112.31. R Y T S5DOEHBDET

29) T NREDIEFRERE— NTE#AERITT BICIE. Fortify SASTE# A LTI %I
IRDOAYY REERITLT, TRICEEARBEAEIIL TLEIL,

cmd.exe /k <vs install dir>/Common7/Tools/VSDevCmd.bat

Z ZT. <vs_install_dir>lZVisual Studioz 4 Y XA h—JILLET4 LV N TY,
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112.3.2. 7L —V 722 .NETH L TASP.NET
A Y POEH

TL—VRNETELTASPNET OV 7 ME, Windowsa~v Y R7OY B LT
Visual StudiolBIEN SZBTE X9, WindowsaA~Y Y R7OV T M SLEHRT 215413,
7OV hDEII RITKHEAMSBUIAERITHRE Y 7 1 LD ZAHDPATHRIEZHICE F
NTWBZEZHER LTSI,
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112.3.3.C/C++B LU Xamarin7O> = ¥ b
DZE

C/C++B LU XamarinZ7OY = 7 k&, Visual StudiodBEHFEI~ Y K7OY F Mk
Fortify Extension for Visual Studion 5ZE# I 2 REAHY 7,

Note

XamarinZ7OY =7 M Tl&, 59 % x4 7 1 7 Android APIDJL—ILHY
Fortify Secure Coding RulepacksIZF{E Y 53 &. Xamarin.Android APID
ARG L= EFERTZ2RERLHY FHA, FHT D&, EELEBEDIR
EINSAREELSHY FT,
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112.3.4. ZHASOUREAF OOV TV b
DZE

EHEESURIBEREI LA ZTOMBOEREZ7 71 L AEFRALTTOY Y RBEILRINT
W35 EIE. REEEZSIARTCHOLENSHY £T, L&z, RIEZE Sample.sin &
f#E L TEJL RXnfVisual StudioV Y 2 — 3 > My Configuration % Z#13 3 114,
ROARY REFALEY,

sourceanalyzer —b MySampleProj msbuild /t:rebuild
/p:Configuration="My Configuration" Sample.sln
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112.3.5. Visual StudioV ) 2 —> 3 v D&
—avxy b

Visual StudioV ! 2 —>avIlEHO 7OV 7 MAEFNTWBIHEIE. VYYai—3
VEFETRALTDOOTAY I NEEBRTZIEETEEY, 7OV I M T 74ILIC
&, proj T#H 3 7 7 1 ILEILIRF( .vexproj ¥ .csproj 2 E)NM W TWE S, 12D
OYzy MEZHRTZITIE, MSBUIdOR Y RORSX—=4ELTY)a—2avoib
YiIz7av I b7 74V EBELE Y,

RDFITIE, Samplewvexproj 7OV I M7 74 IV EE#BLZ T,

sourceanalyzer —b MySampleProj msbuild /t:rebuild Sample.vcxproj
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112.3.6. EBODRITAE7 7M1 I EEIRT
2700 NOLS

Visual StudioZ 72 I&MSBuild 7O = ¥ M TEBDREITAIEE T 7 1 )L(7 7 1 IV BAILERF

*exe ZRDI77AINGRE)ZEI RT 25613, DWEROBRRAMOEEZ BT 570,
EFI77AIVTEIBRICAN 7 T —X%EETITHI 2@ BBMHOLET, IN%EITD
ICIE. D7 T — XDEITHIC -binary-name #+ 7 3 v AFRAL T, ETEET 7ML
BELRRINETZ7EVTVRZRZNFIA—HELTHRELET,

ROFIE. Samplel (NET7 2> 7 UM EEMITFONTWARWC+H+TOY TV K&
Sample2 (NET7t > 7 )£ Sample.sin & D.NET7OY 7 M&wd2o070Y
2 N THEB XN 3Visual StudioV ) 22— 3> Sample2 #Z# L THAHT B AFEETRL
TWET, 870V 0 ME. TNETNREDREITAIRE Y 7 1 JL( Samplel.exe &
Sample2.exe )= EJL KL £ 9, oHfERIE Samplel.fpr 7 7 1 )L & Sample2.fpr 7 7
TIVICRESINIT T,

sourceanalyzer -b MySampleProj msbuild /t:rebuild Sample.sln
sourceanalyzer -b MySampleProj -scan -binary-name Samplel.exe -f
Samplel.fpr sourceanalyzer -b MySampleProj -scan -binary-name
Sample2.exe -f Sample2.fpr

-binary-name # 7> a VICDWTEHLLIE. 94 7> a v aESBLTLEI W,
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112.4. Visual Studio7OS x4/ M2 Z#d
BRDAHE

ZDtoav Tk, Visual Studio7OY Y NEZTHT BROAEICDODWTERBAL X
ER

ZDEIavTlE, ROMNEY ZICDWTEHBALE T,
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112.4 1. Visual StudioV ) 22— 3 VEHDHI
DEBA T3y
Visual StudioV ) 2—> 3 v TOAMFAT T 2EMAEICIE, RO2EFEHI,HY 7,

o Fortify Extension for Visual Studio%= 3 %

Fortify Extension for Visual Studiold. BB LUV RF v+ V)7 —XZ1RT v
TTEITLET,

o Fortify SASTO~ > KiZldevenva~ > K&EINT %

RDAY > RiE, Visual StudioV ') 21— 3~ Sample.sin #Z# L 7,
sourceanalyzer —b MySampleProj devenv Sample.sln /rebuild

Fortify SASTIddevenvD U L 2 REDMSBUIIdOMUH LICE#RT 572H.
DigE. DAY REFARATZY ) 12— 3 vidkdevenvy —IL Tl A < MSBuild
ICE>TEIREINZET,
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112.4.2. Fortify SAST % BA;REYICEITHE T IC
T D

Fortify SAST%# BEi#Ei2&)t §'ICVisual Studio 7OV =V NA2ZEMT B4 T avrby
9, InIllE., Fortify.targets & & U <sast_install_dir>|Core|private-
bin|scalMSBuildPlugin 5«1 L 2 k') ® DotNet (C4% % Framework 7 7 1 LDV ET
¥, 7OV MEEIRTZEN ROV RS TR/ ELITEG SR ZFERL
TI774IVAEIEETEZEY, FALTWAEI ROav > K( Dotnet %713 Framework )i
JGCT. ENZh dotnet.exe 714 LU MY /(& MSBuild.exe T4 L7 M) ZETL /R
ERALET, Al

dotnet.exe msbuild /t:rebuild
/p:CustomAfterMicrosoftCommonTargets= <sast_install_dir|Core|private-
bin|scal|MSBuildPlugin|Dotnet|Fortify.targets Sample.sin>

Eel

msbuild.exe /t:rebuild /p:CustomAfterMicrosoftCommonTargets=
<sast_install_dir>|Core|private-bin|scalMSBuildPlugin|Framework|Fortify.targets
Sample.sin

7OV NOEHERET 5DICKRETE2REERIIERHY ET, IhHDEH

D%LIET 74 MEEFES., Fortify SASTTIIEHAREINTULWARWGEICFERI L
F9., INLDEHERDKRIRLET,
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3 opentext"

RIEEX #%BA (Description) F7#I)0 ME

FORTIFY_MSBUILD_BUIL ~ Z#i(DFortify SASTEJL K 7ZL
DID DZHEELEFT, JDfE
FHTREL TS
Ly,

Zhi. Fortify SAST -
bA7>avERLULTY,

FORTIFY_MSBUILD_DEB TNy JE— RE=BMIC

UG LEXY, Ihid, Fortify
SAST —debug # 7¥ 3
vERLTY,

False

N N . False
MTRTN\YJE—RAEH

MICLFET, IThid,
Fortify SAST -debug-
verbose # 7 a v &M
LT9, mADtruellz&E
I TWBIHEEIL.
FORTIFY_MSBUILD_DEB
UGL Y HLEBEINET,

FORTIFY_MSBUILD_DEB
UG_VERBOSE

FORTIFY_MSBUILD_ME
M
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RIEEX #%BA (Description) F7#I)0 ME

FORTIFY_MSBUILD_SCA Fortify SASTAZ/ 7 71 JL %LOCALAPPDATA%/Fo
LOG DGt/ SR)&IEEL  rtify/sca/log/sca.log
9,

Zhi. Fortify SAST -
logfile # 7> a>v &@LU
T3,
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1.13. JavaScriptd & U'TypeScriptd— KD
vak il

JavaScript. TypeScript. JSX. 8L UVTSXY =R 7 71 IILHEFEn B JavaScript7OY
TV b BEUPHTMLTZ 7 1 IVITEBHIAFZE N TWBJavaScript= i CE X7,

—ERdJavaScript7 L —L 7 —2 &, ExXDJavaScriptic RSV RRM LI N(V—AD S
Y—ZADIAVNRA)), INDERINDZIA—RNIZARYET, ZDYA4 TOI— RERHA
TSI, -exclude AR Y RSA VAT avafERLTLEIV,

JavaScriptd— K& L U'TypeScript1— Rz T 3155 5(1F. IRXTOYV—RT7 74 )%
EIOMEUH L T—RIZIEE L T EXIW, Fortify SASTTId, RIEOHUHE LEICEIL R
IDTRAEMITONZT7AILY A MIFLWI 7ML EBINT 2#EEXTR— I TV
FHA,

Fortify SASTTlE. E#EX /zJavaScript (xmin.js)=ZHLEFH A,

Note

B OSBRI % EHE I v/zJavaScript 7 7 1 JLICIL, Fortifv SASTTHEHEIM
ICRHETERWIA THAHYET, Ch5DT 74 )L, -exclude AX Y R
SAVATavEMFRALTEZERALTLEIL,

ZDEIavTIEE. ROMNEY ZICDODWTERBALEF T,
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1131. Ea PJavaScript7O = ¥ hDZ

JavaScript#Z# 3 2 EANALIATY RSA VEBXXIRDEHY TT,
sourceanalyzer —b <build id> <js file or dir>

Z I T, <js_file_or_dir> \3Z#2 9 % JavaScript7 7 1 L DELFEI. F/IEEHD
JavaScript7 7 M VEEL T4 L7 NUDWITNNTY, *js IC <js_file_or_dir> =387%E
LT, BBOT77ANEE#RTZIEETEET,
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113.2. IRFRER DERS

HEDKFEARDERAZLDR T 512I1L, fortify-sca.properties 7 7 1 LR D@EYN 72 7 O
NTAEREICEMLET, ROTANT A TEEINL T 7M1 IVREEBRINFHA,

o com.fortify.sca.skip.libraries.ES6
o com.fortify.sca.skip.libraries.jQuery
o com.fortify.sca.skip.libraries.javascript

o com.fortify.sca.skip.libraries.typescript

£7ONRF 4121, 774NV ERRBERAL)OA VYT FAEIOVRYY YR NEIEE
LT,

INsO7aAnNT 4 THREINALTZ7A4IIE, O—ALT7AILEA VY —Fy NEDT
FAIOBMAICERINEY, &2, JavaScriptd— RIROAO—AILT 71 IILBER
rEeFhdeELET,

<script src="js/jquery-ui.js" type="text/javascript"
charset="utf-8"></script>

T 7 #JV M TIE, com.fortify.sca.skip.libraries.jQuery 7 7 4 LA D fortify-
sca.properties 7’0/37 1 IZ jquery-us.js D& Fx N 278, Fortify SASTTIZRIDHINIC
L7740V EE#BLEEA,

774 NEBIIEERRBAFERATEE Y, Fortify SASTTIE '(-?2\d+\.\d+\.\d+)?' 7O/XF
ABEICEENZE T 74 IILED minjs £7=1E .js ORIICERKIR
com.fortify.sca.skip.libraries.jQuery = BHERICIEA L E T,

Note

e -exclude AY Y RSA VAT avaFRLT, A—ALT77A4ILFIET
AL MN)2EERATZIEETEEY, COF T aVOEMIIDOWVWT
IE, A 7o avHESRBLTLEIVN,

AP EITO DL, KERRDSED -disable-language #+ 7' 3 » THEMIZA -
TWBIEETEH, EEGR 7 7AIULHITHRICEETNET, EEABEWICTZAFTavD
HMICcDOWTIX, Z#MAr Ty av] aBBLTLEIWL,
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1.13.3. NPM{KTEBI£R D RS

7 7 #JU N T, Fortify SASTTIEO— NIZA VR— b INIENPMEKEFREFRDOAZZEHL £
9, ZOBMEIEX. RD2DODTONRF 4 TEETEEY,

com.fortify.sca.follow.imports 7O/XF 1 &, 41 VER— b NINZT 7ML =R L
TEHIZED B T & %Fortify SASTICIERL 9

ZOTANTFA4IE. TI7AIBNTEMCA>TVWET, 2TOTO/NF 1 DfEAfalse
ICERETDE. AT Y RSA VICHRMICEZTN TUOLWAVLNPMIKERRIIZE#RICES
FhxtA.

com.fortify.sca.exclude.unimported.node.modules 7’O/X5F 1 (&,
com.fortify.sca.follow.imports 70/35 4 IC& > THEMICA Y R—MIShizT 7
A4 %FRE, node_modulesT 4 L7 NHADITRTDT 7 A I EEEHDLRHAT S
Z & % Fortify SASTICIEERL X T,

ZOTANTFAETIAINTEMICAE>TVWET, Ihid. EILRSRAFALICOHM»
WERIKEBRRAE., BR 7OV MR ELRWMKEBRROLTHRARITS/-HT
E
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113.4. NPM DK 1ZEE %

T 7 #JU N TlE, Fortify SASTIZNPM{&FRE % ( node_modules 71 L2 NURHRD 7 74
IWDOBEEZRE LFEFEA. TDFEREIE. com.fortify.sca.exclude.node.modules 7/
TATHREINET, 2OTANRT 1. 774 NT true ICEEINTWVWET,

Note

com.fortify.sca.exclude.node.modules #* true ICEREINTWBIHBEIC
&, -excluded 7> avaFERALT/ —REV21—-IEBRATEIEEEE
HLEEA, BROKBEDIPEDLZAREENHZLHTT,

SRIER
node_modules{k 7z % D RA DA
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113.4.1. NPM{KRTZBER DBRA Dl

ROFIE, NPMIKFERZRNT 230D LBV T ) FZRLTWET, IhbDBIT
i ROT4 LI M)BEZFEALEY,

./ RootProjectDir innerSrcDir node modules
innerProjectReferencedModule index.ts
moduleNotReferencedByProject index.ts innerProject.ts (contains
import from innerProjectReferencedModule) node modules
projectReferencedModule index.ts moduleNotReferencedByProject
index.ts projectMain.ts (contains import from
projectReferencedModule)

B

Z DL, com.fortify.sca.exclude.unimported.node.modules ' false ICERE I L 7=4K
BT, 771D ERINBGEEZRLTVWET, ZDIFAE,
com.fortify.sca.follow.imports & com.fortify.sca.exclude.unimported.node.modules
AEAEE true ICREINTWET,

sourceanalyzer RootProjectDir/ -
Dcom. fortify.sca.exclude.node.modules=false

BNDOEHICIE. DT 7A4ILHEFNFT,

./RootProjectDir/innerSrcDir/innerProject.ts
./RootProjectDir/innerSrcDir/node modules/innerProjectReferenced
Module/index.ts ./RootProjectDir/projectMain.ts
./RootProjectDir/node modules/projectReferencedModule/index.ts

512

ZOFIE., OV MIEL2TSBINTWEEY 2 —I)LICMA T, BRABICERDOH -
=270 ML >2»TEBBINTUVWAVWEY 2 —IILEZTHRICSHDIHBEEATLTVWE
ERS

sourceanalyzer RootProjectDir/ -
Dcom. fortify.sca.exclude.unimported.node.modules=false
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BI2OZEHICIE. ROT7AIDEZEFENFT,

./RootProjectDir/innerSrcDir/innerProject.ts
./RootProjectDir/innerSrcDir/node modules/innerProjectReferenced
Module/index.ts

./RootProjectDir/innerSrcDir/node modules/moduleNotReferencedByP
roject/index.ts ./RootProjectDir/projectMain.ts
./RootProjectDir/node modules/projectReferencedModule/index.ts
./RootProjectDir/node modules/moduleNotReferencedByProject/index
.ts

13

Z DFE. -excludedt 7> a v AEFEHEL T, E£ED node_modules 74 L2 NJADT
RTDI7AINEBRHATDIHEERLTVWETY, -exclude #+ 7 3 Vi,
com.fortify.sca.follow.imports & £ O

com.fortify.sca.exclude.unimported.node.modules 7 O/37 4 DFEREICE DK EI 21—
IWOREREE LEXLET,

sourceanalyzer RootProjectDir/ -exclude "**/node modules/*.*"

BIBDZEHICIE. ROT7AILDEFNET,

./RootProjectDir/innerSrcDir/innerProject.ts
./RootProjectDir/projectMain.ts
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113.5. HTML7Z 7 4 JL % {&f L 7/=JavaScript
J7Aavy hOZEH

7OY x ¥ MZJdavaScript7 7 A WIZIIA THTMLZ 7 1 ILAAEENRTWBIHEIE. RO
BllCRd &£ DI, com.fortify.sca.EnableDOMModeling 7 7 1 JLE ATV RS54V
< fortify-sca.properties 70/8F 1 Ztruelli8EL X,

sourceanalyzer —b MyProject <js file or dir> -
Dcom.fortify.sca.EnableDOMModeling=true

com.fortify.sca.EnableDOMModeling 7 0O/3F 1 %truell3%E$ % &. DOMEED Y O
AYA RNV TTF4 Vv JOREERE, DOMBEEDOKEICRET 2BEMEL R—MER5T
ZENTEXET,

Note

DA T avEEMIT S E, Fortify SASTTIEHTMLY 7 4 JLIIDDOM
V) —#EEAEETIVET BJavaScriptd— RAEKRINE T, D7 —XD
RENRL A2GZE’HY T (DM T 2EHEADI— DS RB D),

com.fortify.sca.EnableDOMModeling 7H/37 1 % true ICERE L 72%B&(1E. Fortify
SASTADOMET Y V JICEDH 2 BINDOHTMLY 7 %
com.fortify.sca.DOMModeling.tags 7O/X7 1 TIEETZIEHTEEY, 774/ b
T. Fortify SASTIZHTML#% 7 body . button. div. form . iframe. input.
head . html. 8&UPp Z2E2HF T,

fe& 21, HTMLY & ul &£ 1i EDOMEFILISEMTED 2 ICIE. ROAT Y REE
HALZ%Y,

sourceanalyzer —b MyProject <js file or dir> -
Dcom. fortify.sca.DOMModeling.tags=ul, li
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114. Dartd & UFluttera — RO Ht

DTV avTlE, Dart L UFlutterd— RK=ZE# g2 5EICDODWTEHRALE T,
Fortify SAST Tld. Windows® & ULinux EdDart$ £ UFlutterd— KO EHHR— b
LTWET,

Dty avTlE. ROMNEY ZICDWTERBAL X9,
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114.1. Dart$ & UFlutterZ ¥ D RTIR &4

DartZ7AY ¥ MEFlutter7AY =V N EH T DD DEHRFHISRODEHY T,

e I R—KINTW3Dart SDK (DartEA7OY =47 kDIFHE)H & CFlutter SDK
(Flutter7OY 27 NDBE)VD VAT LICA VA M=ILINTWBRRELIrHYET,
HR— b I TWBDartd & UFlutter SDKDO/NX— 3 VIZDWTIK, THHR—KFE
NTW3EE] 28RBLTIREILW,

e ROWTNADIOAYY REEIFTLT, 7OVIY MNOKEFERZRESY D YO—RLF
ERS

o Flutter’O> ¥ hDiHEIE, flutter pub get #FHL 9,
o DartEAA OV Y hDIFEIE., dartpubget #FEAL XY,

fcEZIE, 7AY Y ML— MDY myproject DFlutter 7O =7 b DIKEREFZRE S
TyO—R9$BICEFE ROOATY REETLET,

cd myproject flutter pub get

Important

7OY Y M, pubspecyaml 7 7 A JLHERBRDZRA NI/
—IBREENTWVWBIGEEIFE. Ny F—Y)L— KT &IC dart pub get 74
(& flutter pub get Z#ETJ 2MELHY X T,

Important
7Oz RMTAL I MJICRODEDHEENTWVWEBRENHY FT,
o pubspec.yaml 77 M), TDT 7 A IIKEEKREEELET

o .darttool T4 LI MY, TDT14 LI MYITIE. pub V—ILIC
&> THINICER I N % package_config.json 7 7 1 ILHE F
nxy

This PDF was generated on August 12, 2026 Page 250 of 629



3 opentext" Fortify SAST 26.3

114.2. Dartd L U'Flutteroa~v > RS54 v
B

Dart® & UFlutter® 1 — RAE LT 2 EAMAITY RSA VEXILRODEBY TT,

sourceanalyzer —b <build id> <translation options> <dirs>
sourceanalyzer —b <build id> <translation options> <files>
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114.3. Dartd & CFluttera<v Y RS54 v
1

my_app 7OV ML—FFa LI MY EFERLTCDart7AY =2 M E&IEFlutter 70
Iy MNEEHT BICIE:

sourceanalyzer -b MyProject my app/

a_widget.dart 7OY 7 ML—bT 1 LI NJAD my_app 7 7 1 L= EH#T 5 ITIL,
ROARY REFRALET,

sourceanalyzer -b MyProject my app/a widget.dart
my_dart_proj 74 L2 NURHRDIRTDdarty —R 7 74 L EZTHT 5 ITI3:

sourceanalyzer -b MyProject "my dart proj/**/*.dart"
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115. Python® & U*Jupyter Notebook D43
i

Fortify SASTI&Python7 7Y s —>a v aE#HL., .py I5EFA2HF D7 7 1 )L &Python
Y—22O—RELTUEBLET, #ERFD .ipynb D7 7 1 JLIZJupyter Notebook& L T
sk S F 9, Fortify SASTIX. Jupyter Notebook &Djuangod & UFlask7 L — A7 —
JDE#EYR—KNLTWVWET,

ZDEYIavTlE, ROMNEY ZIZCDWTEHBALE T,
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115.1. Bazel & DS

BazelOEI KEMEET B/, Fortify SASTIEY —R 7 74 LAV /XA JUBFICE#L
F9, LA 2T, BazelOEIL KDREIHRFEEIX. BazelOEI RAEEICETINSE &
Td, Y Rh—hIhTWBBazeld/N—U 3 (DWW TlE, TEILRY—IL] 2#5BLTL
EEW,

Bazelt#i& T BICIk, Bazeld 7 —JRAR—XFT 1 L2 M)ICBE L. HET DBazel®
& —%v N Tssourceanalyzer==EfTLEXJ., RDELDIC. BED/=HDMHD
sourceanalyzer4 7> a v EIETEET,

sourceanalyzer -b <build id> <sca options> bazel build <target>
TOVz ) NEEHL, RIS T 7MLV ERNT 21556

sourceanalyzer -b MyProjectC -exclude C:\test\MY-JAVA-
APP\src\proj\content.py bazel build //projc:my-python-prj

This PDF was generated on August 12, 2026 Page 254 of 629



3 opentext" Fortify SAST 26.3

1.15.1.1. Python Bazel D& 6l

BEDY—Ty hD7OY ) NaZRd 354!

sourceanalyzer -b MyProjectA bazel build //proja:my-prj
/Ny r—< projajabc DY —4y b abc #ZT Bi54:

sourceanalyzer -b MyProjectA bazel build //proja/abc
Efel %

sourceanalyzer -b MyProjectA bazel build //proja/abc:abc
/Xy r— projafabc RDITRTDY—4 v NEaERT 256!

sourceanalyzer -b MyProjectA bazel build //proja/abc:all
projp/ T4 L7 NVADIRTDY—4 v N aZEY 256!

sourceanalyzer -b MyProjectB bazel build //projb/...
Z#CPython 702 =V NOEREREKREZIRET 5155:

sourceanalyzer -b MyProjectD -python-path
/usr/local/lib/python3.6/ bazel build //projd:my-python-app

Fortify SAST & Bazel D& Tk, BHDSY—7y hBLUVREAET7 IV a3V (9—FT v hD
BRARE)THR—PFPINTUVWEEA,

This PDF was generated on August 12, 2026 Page 255 of 629



3 opentext" Fortify SAST 26.3

115.2. PythonZE# O Y RS54 VX

Pythond— KA Z#|TZ2EANALIATY RS VEBXIIRDESY TT,

sourceanalyzer -b <build id> -python-version <python version> -
python-path <dirs> <files>

Note

e Pythond— KA Z# T ZIHEIE. TRTOY—RT7 7ML EIBORVHE L T
—#ICIEE L TL 2\, Fortify SASTTI, #EOMUHE LEICEIL RIDT
BEEMITONTZT 7ML RAMIFILWI 7ML ABINT 2HEEIT Y R— b X
nTWwWEtA,
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115.21. Pythona< Y RSA VAT a v

RDERTIE, Pythont 7o a vICDWTERBBL £ 9,
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Python#t 7> 3 v

-python-version <version>

-python-no-auto-root-calculation

-python-path <dirs>

This PDF was generated on August 12, 2026

Fortify SAST 26.3

§%BA (Description)

A¥ v ¢ BPythonY —RX 31— RD/N—
TavEEBELEY., <version> DA
BEIE. 2BLU3TY, TIAINME
¥ 3 T9,

AESo7O/\571 4:

com.fortify.sca.PythonVersion

EVaAa-ILELUONRYT—I DA ViR—
MIERYT3, §RTO7OY Y bY
— 2774 IVDHEBEIL— T2 LI MY
DBEEETEZEMICLET,

EEI ARG E ¥
com.fortify.sca.PythonNoAutoRootCal
culation

EBIDA YR—bTF4 L2 M)DEIO
OYXYY (Windows)ZF7=lda0 v XY]
Y (Windows4) Y X b ZiBE L &

¥, -python-path # 7> 3 A&EREL
T Ny T—VFEEYV2—ILDA Y
R—MIERTBNRNREZBETEET,
ZDFTavEFRALTR—LRR—
ANy lr—=IF74 LI MN)DFTRTON
AHEHTL LI, Fortify SASTT
I, A VR—=KMINBT7 74T EIIE
EINENREZIBFICKREL. xICHK
HINAT7 71V AFERALET,

GEIoA=AC S 4
com.fortify.sca.PythonPath
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Python# 72 3>

-django-template-dirs <dirs>

-django-disable-autodiscover

-jinja-template-dirs <dirs>
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Fortify SAST 26.3

§%BA (Description)

Django7 > 7L —h&EL T4 LV K
Dtz d3aYXYY (Windows)x7=1&3
Ov XY (WindowsbA#h) ) 2 M &$8E
L £9, Fortify SASTTI&. DjangoT ~
TL—R 774 EICEBEINL/AR
ZIEHFICKRREL, RMWIREINh TV
TL—h774 )V EERALET,

AESo7O/\571 4:

com.fortify.sca.DjangoTemplateDirs

Fortify SASTCDjango7 > L — b &8
B LAWZ EEBELET,

BAED70/857 1 4:
com.fortify.sca.DjangoDisableAutodisc
over

Jinja27 v 7L—hE2ELT1 LI KNY
DtzIAaYXYY (Windows) X 7zi&3
Ov XY (WindowsLA4h) ) 2 M &$8E
L £9, Fortify SASTTIX. Jinja27 >~
TL—b7 74T EIBEINL/IRR
ZIEFICHREL. REREINT Y
TL—h774IVEFERALET,

RED7O/57 1 4:

com.fortify.sca.JinjaTemplateDirs
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Python# 72 3> #tEA(Description)

-disable-template-autodiscover . . L
Fortify SAST TDjango % /=& Jinja27 >~

TL—RhZ2EFRHE LAV EEIEBEL
ij_o

BED7O/5F 1 4:
com.fortify.sca.DisableTemplateAutodi
scover

Python® 7 0O/87 4
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115.2.2. Python®aA<w Y RS54 V{l

Windows TPython 30— KA Z#¥ 23545:

sourceanalyzer -b Python3Proj -python-path
"C:\Python312\Lib;C:\Python312\Lib\site-packages" src/*.py

Windows CPython 20— KA Z# ¥ 21545:

sourceanalyzer -b MyPython2 -python-version 2 -python-path
“C:\Python27\Lib;C:\Python27\Lib\site-packages" src/*.py

WindowsEA 4 CPython 30— R Z#d 3I1545:

sourceanalyzer -b Python3Proj -python-path
/usr/lib/python3.12:/usr/local/lib/python3.12/site-packages
src/*.py

WindowsEA 4k CTPython 20— R A& Z#: ¥ 33154

sourceanalyzer -b MyPython2 -python-version 2 -python-path
/usr/lib/python2.7:/usr/local/lib/python2.7/site-packages
src/*.py
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1.15.3. (RABERETDPythonDZE L

DT a VTR, REBRETPython7OYV Y NaZH T B2HRICDOVWTERBAL Z
ToTDVIOF@?Afwﬁﬁ@ﬁ#ﬁm%ﬁk4/xF—w*hfvé &R L
TLETIW, RERIETPython7OY =7 MA2ZE#]T 2II1E. 7OV 7 MOKRGFEKRE
BET S —python path 7 7> a3 v 58D %7,

Python{R78IRIZEDHI

RBBRIEELD myenv T, 702 7 N DEKEREFHED myenv/lib/python<version>/site-
packages T4 L7 MUICA VR R—=I)LEINTWBPython7OY =V N&ZE#Y 511,
RDEDICAALET,

sourceanalyzer —b mybuild -python-path
"myenv/1lib/python<version>/site-packages/" myproject/

condaiRED M

condalziE& D myenv T, AV Y N DIKREFEFRH
<conda_install_dir>/envs/myenv/lib/python <version>/site-packages =4 L 2 b 1) |C
AVAM=ILEINTWBPython7 AP =V MEE#T ZITIE. ROLIICAHALET,

sourceanalyzer —b mybuild -python-path "
<conda install dir>/envs/myenv/lib/python<version>/site-
packages/" myproject/
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115.4. 4 VIR— MNBFHDET 2 —ILENY T
—J%EHB3

Python7 74— a3 Vv EEBLTRF v VILEA B 78, Fortify SASTTIZT7 71 4r—
avHrFERTEZA VR—MNEADET 2 —IBLUONRNvr—U5KRFELF T, Fortify
SASTTIX, PythonS V941 LY AT AN VIR—MNEADET 2 —ILENRY TF—I %R
2RI D-HDICFEHET S PYTHONPATH IRIBEZEH ZZEL Tt A,

Fortify SASTTIE. RDOIEFTTA L7 MDY A MEFRALT, 1 VR—MNEHDEY
A—=ENY =V ERRELET,

1. IRTOTAV I MY —RT7 74 ILDHBIL—bFT 4 L2 M), Fortify SASTHH
BICEHELE Y, &z 2207Aavyz s bFaL o RY
PrimaryDir/project1/* & & U PrimaryDir/project2/* " FEd 23546, HBIL— b
74 L2 M) IE PrimaryDir T3,

AVR=RNBEHET2a—LLBESLONRNYT—VDREBEY =Ty NTHHIHBIL—bT 4
L2 KN ZBIBRY 2IC1E, Z#O< ~ KIZ -python-no-auto-root-calculation & 7
AVEEDIUENDHYFT,

2. -python-path # 7> 3 v T EEINLT1 LI MY,

Fortify SASTTI&. #Z#Python5 4 7S Y DEY a—I)ILDOY Ty NEZHIZED
F9( lTouiltins] EYVa—J)b, $EHECTHRABINAITARTDEY 2 —ILRRE),
Fortify SAST T3 & #]ICFortify SASTICEF N2t v N TE#PythonZ4 77
91—w%ﬁﬁb\WK-wmmﬁahjf&ayTﬁiéhtNZTﬁﬁbiTo
Fortify SASTCROMSHARWEY 2 —J)V%Pythond— R TA Vi R— KT 3% &, BE
DRAINET, ZEPYthonS 1 75 UDITRTDEV2a—ILARDODNELIICT
%IClE. -python-path 1) 2 b TIZE#PythonZ> 4 75 U ~D/RR&EBMLE T,

3. BB T AN EEL ALY N T4 LI N, F2& ZIK, Fortify SASTT
PrimaryDir/projectl/a.py #Z#9 2% &, 41 VR—MNEAED 2 —ILBLVONNyFr—
VERRBRTDIEREDTA LI KMN)ELTT a4 L% K1 PrimaryDir/projectl A% B0
nxd,
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115.5. R—LAR—2ZANY5—S% 385

F—LAR—=ZANRNYy F—IBEHT 5ITIE. -python-path £ 7> a VA FHRALTR—LA
AR=2ZANY T =IFT4 LI NUANDIRTDNRREEZODIBEDNHY T, L&A
BEOT A WTITR—LAR—R/\y r— package_name D2DDH TRy r—IHE
FNTWBIGEIE:

/path 1/package name/subpackageA
/path 2/package name/subpackageB

Sourceanalyzerd~ > K> »IZ, [pathl;/path_2 #+ 7’2 3 » & &£ 1T -python-path
ZEHET,
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1.15.6. Django & Flask D Z5 A

T 7 # )L N TIE, Fortify SASTIE 7Oz hDI— kT 1 L2 bJKHDDjangod &
Jinja27 v 7L — b DB ERAE T, MBI N/zDangoB L Wlinja27 > 7L — ME T
RTHEMICEHRIEMI N E Y, Sourceanalyzerd~ ~ KIZ -django-template-dirs £
=& -jinja-template-dirs & 7> 3~ %#BIL T. DjangoF iddinja27 > 7L — K7 7
1IVDEMDIGFRZEETEXT,

Fortify SASTTDjangoB & WJinja27 > 7L — h 2 BEMICKRE LAWVWEL D ICT BIBAIC
I&. -disable-template-autodiscover # 7> a v AfFEHALEXY, 7O Y MiIDjango
Frlddinja27 Y FL— M DBRERDIC, TV TL— MDA FHLAWGARICH D LDICT
OYVI) MAREINTUVWBIFEICIE., ROWINdowsUADHFIIRINTWB LD IC, -
disable-template-autodiscover # 7> 3 > TN A T -django-template-dirs £ 7= l& -
jinja-template-dirs # 7> a Y& FRAL T, TV L— b EEOTA LI MN)EZEBELE
ER

sourceanalyzer -b djangoProj -python-path
/usr/lib/python3.12:/usr/local/lib/python3.12/site-packages
djangoProj -django-template-dirs
djangoProj/templatedirl:/djangoProj/dir2 -disable-template-
autodiscover

sourceanalyzer -b flaskProj -python-path
/usr/lib/python3.12:/usr/local/lib/python3.12/site-packages
flaskProj -jinja-template-dirs
flaskProj/templatedirl:/flaskProj/dir2 -disable-template-
autodiscover

RDFITIE, Windows ETDangor Y 7L — bk &dinja27 > 7 L— M =i EbE TEHER
¥ ZPython7OYxV MEEHBLET,

sourceanalyzer -b pythonProj -python-path
"C:\Python312\Lib;C:\Python312\Lib\site-packages" flaskProj -
django-template-dirs
"C:\djangoProj\templatedirl;C:\djangoProj\dir2" -jinja-template-
dirs "C:\flaskProj\templatedirl;C:\flaskProj\dir2" -disable-
template-autodiscover
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116.iI0SB L UXcode7AT o MO

DtV avTik, i0ST7 Y r— 3 v dSwift, Objective-C, & & U'Objective-
C++V—ROA—RZZEHIT B HEICDODVWTEHBALET, 7OV DYV —R 7711 %
#HBlg B7=IT, Fortify SASTIZEEIMICXcodea~ ¥ RS54 Y —JLdDXcodebuild I #
BINhET,

Dty avTlE. ROMNEY ZICDWTERBAL X9,
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1161.i0S70OY = ¥V NEBORIHRSA

i0S7OY Y NaEHT 2O DRIHRFHIIRDESY TY,

o Objective-C++7’OY =¥ hid. FEMEFE7R0bjective-CS V4 1 LA(ABI/XN—2 322
FEI)EFERTINENHY FT,

o Apple® xcode-select AX Y K54 VY —JL&FEHAL T, Xcode/NA%ZFREL F
¥, Fortify SASTTId, Y RAF AT A—/\)L72XcodeREAEA L T, XcodeY —Ib
Fr—reEANv I ERRELET,

o EFE7AXcodeEI) RICHERIANRTDY —RXT7AILHAREBEINRTWE I EEHEEL
x9,

-exclude # 7> a v AFRHLT. 2L 7 74 2BRATETEI(1I0ST— Ko
DAYV RS54 VX & S8),

e 7OV MNEEINRTZLDICHERKFERRIPAREINTVWIMELRHY £,

o SWiftd— KAZ#Y %IC1E. CocoaPodsz=ELITRTCDY—RK/X\—F 1 ETa—JL
HERATEZEEERELET, TV IANYIEFERATRETHIVLELIHYET,
7272 LXcodeTld, BHE. EILRFIZINSDT7 7ML EBEMICERLE T,

e FOVIIMINAFYEADOTANRT A YA NI 74 IDEETNDHEEIK. KITT
7AIWEXMLEXICEBRT Z2HENHY £, INixiTHICIE. Xcoded putil A~
v REFERTEEY,

e Objective-C7OY I MEEMT BICTIE. Y—KNX—=F 1514 TS5 YDANY FHE
AR ENHY T,

o Watchkit®7? ) r—> a v aZ#$ 51k, iPhone7 TN r—avd—4 vy h&
WatchKit Extension¥ —4"wv hOWAEEHRL TLEI W,
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116.2.i0SO— RSOV Y RS54 VEX

RDAT Y RS VX EZFERAL T, iI0STI—REZE|TEET,
sourceanalyzer -b <build id> xcodebuild [<compiler options>]

Z ZT. <compiler_options> |ZXcoded /8 SITEIND, Y R—bhINhTWE AT
2 avTY, [A5HD build ##E L7 <compiler_options> # 7> a v AEHBZNEN
HY £, Fortify SAST XcodebuildD#E& Tlk. xcodebuild archive 72 EDHKEBEIL R
a9y ROBEAERIEHR—bINTWEHA,

Note

e DAY Y REZETT B E. xcodebuildiCk>TY—XaA— KAV /1)L
INnFE9,

DEDNS T 7A I EBRHNTBICIE. -exclude # Y avaFRALET (A Toa vk
ZH), 774D XcodeDEIL RICEFNTWEHBATE. BAEEIC—HTDZIITARTD
V=774 IHEBRINFEA, RIHERLET,

sourceanalyzer -b MyProject -exclude "**/TestFile.swift"
xcodebuild clean build

Note

e -exclude # 7> a v T, BRANRY =TT 74D BARMICIBEINTW
BFETH,. XcodeE ) REEESHRICERFIFY U O— RIhASwifty —
A7 74 (1=& ZIX. **/DerivedData/** D TFD 7 74 IIL)DBRA I FEH
Ao

7TV —=yaoh7anTa YA N7 74I)b(1z& 2K <file>.plist )= FA L TWSI5E
X, INS5D7 74 AR sourceanalyzer Y Y RTZEHLFT, 7OV T 7
AIWNDEBRIFERALAEEDERLCEIL NIDEFALET, RICHAERLET,

sourceanalyzer -b MyProject <path to plist files>

702 x4 hTCocoaPods%f#F L TW3I5EIE. -workspace 2&HT7OY T/ b
ZEILRLZET, A
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sourceanalyzer -b DemoAppSwift xcodebuild clean build -workspace
DemoAppSwift.xcworkspace -scheme DemoAppSwift -sdk
iphonesimulator

TN TET LIS, ROBICTIT LIS, D7z —XERTLTHEREZFPR7 7 1 JLIC
RETEE,

sourceanalyzer -b DemoAppSwift -scan -f MyResults.fpr
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117.CB L TC++0— KDL

ZDEYVYavTlE, CBLUC++O—RZZEMT 2 HEICDOVWTERBAL £9, Fortify
SASTIIZEDANSI CELUC++%EHR—bMLTHY. IRTOIFEEDC+H+IBRNR % TR
—bMLTWBEERY FH A,

Important

DY 3 v TlE, Visual StudioF < IEMSBuild7O> = 7 b DO—E TlE4
IWCHBLUVC++OA— RELTHT B HERICDWTERAL £, Visual StudioZ 7=
[EMSBuild7AY =7 hOEBRAERICDWTIL,  [Visual Studiod & U'MSBuUild
7Ovzo bzl ZSRLTIEIVL,

ZDEYavTlE, ROMNEY ZIZCDWTEHBALE T,
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1171. CB LU C++ 01— RETHDRTIRE Y

7AY Y M ELN RS BDICUBER/ERERFR(T—RA—FT 1 &I TSV D v 5%
BUINHZ MR L TLEI W, Fortify SASTE#TIE, 772V NI 7ML E#
BB Z A TZ) DT 74 IVIEREHY FH A,
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117.2. Make & D#S

Fortify SASTZmake& AT 2 IiE. EIL R T7OEZAD7HIC sourceanalyzer & Make
EHAEDETCEITLET, ROEIL ROV REFRALTTOY TV MEEET 256
D1

make clean make make install

ROY YA REFRALT, 7OV M2 E2RBICERS LTV NS ILTE
7,

make clean sourceanalyzer -b MyProject make make install

EILRKBREDREBEAZELT, EWNRRVYTFRNEZZEBLT, FaAVv1 5, YA, &
LT —HA N\BIEDRIIC sourceanalyzer AXY Y RZBMT B3I EEHETEEY, LEX
. makefileTlE, TNHDY —ILDERICERDAERZRIND I ENEZVWTT,

CC=gcc
CXX=g++
LD=1d AR=ar

makefilelIDY — LSRR OFIIC. sourceanalyzer A~ ¥ K &@EEIARA 7o 3 v &MMT
TFEY,

CC=sourceanalyzer -b MyProject gcc CXX=sourceanalyzer -b
MyProject g++ LD=sourceanalyzer -b MyProject ld
AR=sourceanalyzer -b MyProject ar

ZREICALEI RIDEFERT 31546 1E. Fortify SASTTHEIMIZ, ERICEBRINLE
T7AINHDERINE—DTOV Y MIEEINET,
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117.3. CMake & D&

WindowsA D> A 7 LA TlE, Fortify SASTOY Y RICUSONO VRS LT —F R— %
HMAAL I EICE 2T, CMakeZFRLTEILRINAZTOY I MABHBTEET, &
ik, Makefilel TRl —% ENinjal XL —49 TOHAYR—MINTOWETEEMICD
WTIl&., [TCMake Reference Documentation] ZZHRL T 72X W),

Fortify SAST%#CMakeE )L K EfEE T B ICI3:

1.CMake7O< =7 MFH® compile_commands.json 7 7 1 JLE4EK L £7,

-DCMAKE_EXPORT_COMPILE_COMMANDS=yes :%2F3~ ~ KIZ cmake %B1N
L9, fl:

cmake -G Ninja -DCMAKE EXPORT COMPILE COMMANDS=yes

2. RD&SITLT. sourceanalyzer A Y KIZJSONIA VIR T —HIR—X %55
9,

sourceanalyzer -b <build id> compile commands.json
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117.4. Gradle& O¥S

Gradle#&ICIiE. C++7 NV —>a v TS 54 VICET 2RHREHEDLHY £9, Gradle
T77A4IITROVWTNDDOERTEIML TLEI W,

apply plugin: 'cpp'

plugins { id 'cpp-application' }

GradleD#fi& k. GradleZx Zzldgradlew® I~ > K54 ~IC sourceanalyzer A<~ K%
AIICATING 2727 T ROL D ICHEBEICTEET,

sourceanalyzer -b <build id><sca options> gradle
[<gradle options>] <gradle tasks>

FMA A RIZDOWTlE, TJava&KotlinD#EA: Gradlefi&D{EA] 2SR LT EE
Ly,
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117.5. CB L U C++DFEIEHIE T

AVNRAZITEINE AR Y R4 A T avik, 7)) 70y HOERTICRELR S
A. SEOMBEECHEREEZBWEITEMICTEIENTETET, Fortify SASTTO YV
NRAZEBLELIICY—RO—RNEBEIRTZICE. C/C++Y—RI—RDE# T —XT
REQLAVNAZAYRY RIAVHPBETY, wDIAV/N( 537 FORIIC
sourceanalyzer AX Y K&A T avaIBELET,

1DOD77A4IVEERTIZEANLITY RSH4 VEXIROEBY T,

sourceanalyzer -b <build id> [ <sca options> ] <compiler>
[<compiler options>] <file>.c

Z Tt

<sca_options> Fortify SASTICEI NS A T3V TY,

<compiler> {#ET 3C/C++a /84 SDERI(geec . g++. cl B&)TT, ¥R
— R MINTWBC/C++aAVIRAZDY) A MNIDWTIX, HER—bENBEE] =25
BLTCEIW,

<compiler_options> C[C++A YV /R4 SIEIND A T avTT,

<file>.c ASCIZE7/IEUTF-8ZT>vd—FT 4 VA THIRLELHYET,

Note

Fortify SASTOERTCDA TS ava VLS4 TS a VORICIEET 2
ENHYET,

OvNRA S5OV Rid, BMTETLAESICEBICETIZ2RErHY FT, Jv/NA
SOAT Y R KRT 25BE1E. OV /81 507> RDORIICIERE L 7=Fortify SASTOY >V K
HERBLET,

FzEZIE, ROAT VY REFRALTI7 74530 XM ILTDBELET,

gcc -I. -0 hello.o -c helloworld.c

ZDBE. ROAT Y RAFERALTZID 7 7M1 IV EEBRTIET,

sourceanalyzer -b MyProject gcc -I. -o hello.o -c helloworld.c
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Fortify SASTId, B 7z —XD—8&LTmDPIAVNAZIT Y REETLET, BID
AT Y RBITIE, RF v VISELEEBREADY —Z &, hello.o 2ETLTR/OHNDS
T MNT774)0 gcc ODAADERINE T, Fortify SAST -nc # 7> avaERAL
T AV SOETEEMNCTHIEDNTEET,
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117.6. IRE I N/CELUC++O—RD R
Fv

O /N1 IJLDFIZC/C++EJL K TFortify SASTAHR— Kk L TWaWH — K/X—F 1 BD
CH) 70ty H%ETYT2HEIE. FR 7T 741 )L TFortify SASTE# % BHtR T 2 LELH
Y £, Fortify SASTOY v FL REIL REETIE., EINRTHR—FIhTWRWTY
TOEyHEYR—RINTWEZAVNRS SHENRS TF—VTIEBL—BFE 771 )L TE
MINE220aT Y RELTEFTLAEBEIC. REZ7 7M1 IV BENICEBRINE T,
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117.7.C/C++DF) AV INA JVFEHAY S T
71

—ERDC/C++AVIRASE, TVRAINDNR T+ —IVAEALIEZ YAV IRA LK
HANYET7AIEYR—NLTWVWET, AVRNMSICL>TIE. TOHEBEDEEIZEL >
THWREVER N RELE T, COMEZEMICTIE, IVNNAINEEPII—4AL
TRV —RO—KREZZIFANZHTEMENHY £, TORER. Fortify SASTTE#RT
S—PHMEINTHEIVNNS STRBEINLDVWEWIFEIRET ZAEMELDHY F
ER

AVINASDT) AV )VERANY THBEEAFER T 25E1E. 7)) A VRAIEHANY
HHEEBRCLTHD, BREEILREEZGFTLTY—RXRO—RAPELLOVYRMILINDDA
BEEEL TLEE W,
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117.8. o /1 S DOEH

YR—MINTWRWCIA VRS STEHTHITIE, GCCPMSVCREDREI /M S %
FERATELRVWGREORBEFRIAZRINTVLETY,

Configuration

ARG LAVINA S EY U AEZERT BITIE. RODI > MY % fortify-sca.properties 7
7AIISEMLET,

com.fortify.sca.compilers.mycompiler =
com.fortify.sca.util.compilers.ConfigurableCompiler
com.fortify.sca.compilers.mylinker =
com.fortify.sca.util.compilers.LdCompiler

mycompiler & mylinker # 3V /R4 SHE LV Y ART 7 7M1 IIVOEBDERICE S #
ZEFT,

P DRT

TYHTHEER L% ZEIT Y RT sourceanalyzer #£1TL £ 9,

T8 THTIE, GCCRIAMINDTO—T%FEAL T, YRAT AincludeT 1 LY MY ZzaY
"AZI/LTFO—7LEY, 7O—THKRRT2E. ROBEENRTINE T,

No system includes found for compiler mycompiler. Translation
will not be able to find system include directories.

hid,. TN AT LAY Y (iostream . vector. stdio.h LE)ERDIF5hai
W EEEKRLET,

INEMRYT BICI1E. com.fortify.sca.ctran.clang-args 70/37 1 % {EF L TincludeT
1LY M) EFHTEELET,

-Dcom. fortify.sca.ctran.clang-args="-isystem /my/system/dir -
isystem /my/other/system/dir"

FRERXDOUE
FEEDC/CH+ERDHPICIE, TYIVILEZEROBLORREARZEDHHY £,
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REINBRWARY LT TOEY Y T4 LI T4 T%20— NTHEAT 35S,
FORTIFYSCA ¥/ 0% AL CH&RHEMNETOY I TSIy TLET,

#ifdef FORTIFYSCA #include "myinclude.h" #else #includetag*
“myinclude.h" #endif // FORTIFYSCA

RIS, ¥ O%FSE% com.fortify.sca.ctran.clang-args 7O/XF7 4« RETEL X7,

-Dcom. fortify.sca.ctran.clang-args="-DFORTIFYSCA"

Fortify SAST TISZEED #Hinclude T4 LV 74 7&FEALEZIH. 2V /(4 5 TIEB|E
MERAT 4 THEXZFERALET,

Clangsl1#) 77 L >R

com.fortify.sca.ctran.clang-args 70O/837 1 {&, C/C++ZE#AICT VYV THERT %
ClangZ7 Ay hIT Y RICEESIHAZELET,

PR—FINTWBBIHDOEELAD) AMIDWTIE, Clangd~x Y R4V )77 LV R
SRLULTCREIV,
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118. Rustad— KDL #

DTV avTIE, Rust7OV I NEaDRTBAEIIDODWTCERBALEY, ttd 7 7
IEHAEDLEALATOY T MIDWTIK, SN T2EEDHRYETI I I avESEL
TLEIW

Dty avTlE. ROMNEY ZICDWTERBAL X9,
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1.18.1. Rusta #r D EIIR S 4

WE. Rustad— RIFAIZER L/CSASTICOAXNIG L TWE T, AlZFHA LASASTOR+
v OBRICET 5FMICOWTIE, TAIZFERALISASTICEL 50171 25BRLTCES
LY,

Al%ZSER L7SASTHI BRI N TLWAWEE, Rustd— NIFERARBOMTOHARF v &
h, I—Y—R@BFR+oLBRLMEONBLVTEEIHY X7,
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118.2. RustDZ g L

AlASER L/-SASTAER L TOMTRICRUStI— RAZHDICIE. P/ ROIRTOY
— 2774V EEDHFET,

Rustd— Rz 9 5ICId. UTOEANLIATY KA VX EERLET,
sourceanalyzer -b <build id><files> | <file dir specifiers>

I OWTIE T74)LET4 L2 MNUDIEE] 2#28BLTLEIL,

Example

sourceanalyzer -b <build id>"**/*.rs"
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119. Fortranad— RO #

DTV avTIE, Fortran7OY )V VDT B AEICODWTCERBLEY, D7 7
1V EHAEHLEZTOV I MIDWTIE, RT3 EZ0ZUAT IV 3 v A2S50E
LTLZIW,

Dty avTlE. ROMNEY ZICDWTERBAL X9,
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1.19.1. Fortran 2 tr D BiiR S 4

IR7E. Fortrand— RIZAIAER L7=SASTICOAXIH L TWE T, AlAER L7/SASTOR

F v UOBRICET BFMICDOWTIE. TAIZERLASASTICE 2011 28R LTKE
[ AN

Al%ZSER L7ZSASTAER I N TWRWEE, Fortrand— FIFERRTSITTOAIF v
vEN, AT -RBATPBERLMESNADVWTRES DY T,
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1.19.2. Fortran D ZE i xr

AlEFERALSASTAFER L THOHMXRICFortranI— REEH 5 I1C1E. D[RO ITART
DY—RAT7AINVEEDHET,

Fortrand— RZ 43479 5I1C1d. UTOEARNRITY RS/ VEBXEZFERALET,
sourceanalyzer -b <build id><files> | <file dir specifiers>

I OWTIE T74)LET4 L2 MNUDIEE] 2#28BLTLEIL,

Example

sourceanalyzer -b <build id> "**/*. f"

Important

Fortrany —RX 7 7 A JLTCHR—MNINTWB T 7 1 ILILEF
(&, f. .for. .ftn. .f90. .f95. .f03. .foO8. .f15. .f18 T9,
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1.20. AlIT— Y MER7 71 L DS

ZDEIavTIE AIZT—V VY MNMERIZI 7AWV EDRT B AEICDOVWTERBALET,
CDEIVTa VTR, ROMNEY ZICDODWTERBALE T,
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1.201. AIT—> Y MER7 74 LD DI
b e

RE. AIZT—Y Y MERZ 74 IILODTIZAIZTER L7=SASTICO AL TWE T, Al
HEFALASASTOR ¥+ > OBEICEET 25FMICDOWTIE. TAIZFER L/ASASTICL %
STl ZSRLTLEIW,
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1.20.2. AIT—S Y MER7 7M1 IILDOZT#
B

AlAESER L=SASTAERHEL TOMERICAIT— o MERT7 7AILESH BITIE. D
WROTARTDAIT—V TV MERI 74N ESHET,

AIT—C YV MERI7 7AW AEDRTDICIE, UTOEANAITY RS54 VXA FEA
L9,

sourceanalyzer -b <build id><files> | <file dir specifiers>

FHMICOWTIE 774074 LI MNUDIEEI ZZRLTIEIWL,

Example

sourceanalyzer -b <build id> "**/*.md"

Important

AIT—Y YV MERT77AILTHR—KNINTWS T 7 1 IIVHILRTF
(£ .md. .mdc. .cursorrules. .windsurfrules T4d,
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1.21. Goad— KDL

Oty avTik, God—RZE#|T B HERICDODWTERAL XY, Fortify SASTTI,
Windows. Linux, & U'macOS® EDGodI— RDOHFAEYR— ML TWET,

Dty avTlE. ROMNEY ZICDWTERBAL X9,
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1.211.GoavY YV RS54 VIEX

REDEREZR/ZICIE. 7O MOV NRAILHATRET, HDELRTRTOKEREGZRZF
ATE2RE’HYES,

RDODIVTFATAE, BER(BLTRAF v V) LRBRAINET,
o« RUFTAILY

o T T7AIFHDEED go.mod 77 IVILE>TEEINATOY TV K
(%PROJECT_ROOT% D TFICH D go.mod 7 7 ILICL>TEEINATOT Y
h%&FR<)

o _testgo 74 v ORI IRTDI 74N (2=y kT AN)

God— NAZTHT ZEANAITY NS4 VEILRDESY TT,

sourceanalyzer -b <build id> [-gopath <dir>] [-goroot <dir>]
<files>

BEDERAEBBEOHIC, TRTDGoTOV IV MIGoEYa—I/LAEFEHAL, God— R
HEIDTDEIV2—IIIEHRT B LD BEDH L F I, sourceanalyzerd < v KD <files>/N\
A=Y DIEN. gomod 77 MINEELTA LI NIRICFEETBLDICLTLES
W, Chid, 72z bEEIRTZHIC gobulld AYY REETETET4L I N
ERALTY, 7OV MHPEROEY 2 —ILTEBRINTVWSIHEICTIE.
sourceanalyzerd< > R%& R U <build_id>ETHEHEETLT. IXRTODEI 21 —ILDE
BERE=FEHDBIENTEET,

EJL NADGOPATHRHEE— NOFERIIFIEMI Y R—FMIhFIA Thid. 220D F
+ > % Fireify Audit Workbench*>Fortify Software Security Center/@ & DY —JL TLER L
£OETHBBICEEZSIIRIT ARSI DY FT, EYV1—ILOBREHF/NNAZE
£9% gomod 77 M ID7EWNEE, GOERBVATLRZEY 2 -/ %eO0—AlLT7 74
VAT LLEDMTNZATHAMLET, LA >T, ERBZYTTF4 LI MN)PERBTY
VHBLELEY A - Z2BRF v TEE, BRDEV1—IVEBIFIERINDS 2D,
Ry FUVIEEN2DDAF v VETEL K EEMITONTEFHA, GOPATHRFEE— NIZ,
Goa v /N T H L USDKITX L TIEHEE Y, S DGo 1.xx) YU —ATHIRIN 2 F
ETTY,
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1.21.2.GoaAXR VY RSA4 VAT ay

RODOKRTIE, GoOd— REMEERDOIOAT Y RSA VAT avIicoWTEHBELET,
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-gotags <go_build_tags>
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§%BA (Description)

Go7OYIYI NDARYLEIRYTD
AVIRYPY DA EZ/BELEYT., N
&, go OV RD -tags # 7> avic
MELET, FMicoVWTik, THAZR%
LGoEI Ny TaEDD] Z5RLTK
W,

AESo7O/\571 4:

com.fortify.sca.gotags

Page 293 of 629



3 opentext" Fortify SAST 26.3

Gox ¥ av #%BA (Description)

-gopath <dir> . .
gop GoFOv Y hOEHIERT S

GOPATHIREZHDEAIEELFFT, T
DA 7T a3 vEIBELRWES. Fortify
SASTTIZGOPATHY R 7 LIBIBZ DB
BZOEMERINZET,

gopathT 1 L 7 b Id#xd/ YR & L THE
ETEIHENHY T, ROABIZE.
<dir> ICBEMRETT,

/home/projects/go workspace/
my proj

C:\projects\go workspace\my
proj

RDBIE,  <dir> ICERETT,
go workspace/my proj

DA T avEGOPATHY A7 AREE
EHHREINTWARWEE, gopath®
TI7AINE, I —HFDR—LTaL D
MJIZHD go EVWDARIDY TTF4 L
2 K1) T9(LinuxdDifE I

$HOME/go . WindowsDiz&H

& %USERPROFILE%\go ), =2 L. %
DT4LYMNJICGoT4+ AN E2—Y
AVABFEFNTWIHEEEZRIET,

EYVa1— I =EHYT 5%E. GOPATHIR
BEHTNNy T —I DA ViR— N &R
TEIRLEEFHYFIEA, L. TEL
TW3EYV 21— IILOEKEREREZY 7O
— N BEXIERATZIEHATAL I b
) (E, BIZHEEGOPATHICL » THREX
nxd,
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Gox ¥ av #%BA (Description)

Note

5 Fortify SAST T, /Ny o —
DA VIR— NEBRIRT BT
HICGOPATHIRIEZE D A1

KETI3HEVWGoTOY Y
NESELIZIETR—KFLTWL
gﬁho

AZEn 7 0/135 1 4:

com.fortify.sca.GOPATH

-goroot <dir>
9 Gof YR h—ILDEFEEELET. =

DA T arvaERELBWGEI.
GOROOTY R F LABEBLEHAFAINE
ER

IDFTYavriEEINT., GOROOT
VAT LAREBEHDNBREINTWRWNG
&. Fortify SAST TldFortify SASTA ~
AMN=IICEEFNZCGoa v /N1 T %=EH
LEY,

EEIo A=A E 4
com.fortify.sca.GOROOT
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12U EDZ7OFURLE A Y YRXYIY T
BELEXY., /. direct 7/l off
(Ry 7=V DFERAZEWE)ZIEET S
ZEHFTETET,

DA TvavhHiEEINT.
GOPROXYY A T AREBEZEHMNEZREIN
TWRWIHA, Fortify SASTIE

https://proxy.golang.org,direct % {#
LET,

RAEDFO/17 1 4:
com.fortify.sca.GOPROXY
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1.21.3. h RAY LGoEIN R¥H T30 B

Go7AYVI I MIARILENRY TEBBEEST DT 7ANMNESENZHEICIE. -
gotags # 7> a v AFERALT. ThS5DEI K J%Fortify SASTEMICED D Z ENT
TFET, A

sourceanalyzer -b MyProject -gotags release "src/**/*.go"

Fortify SAST -gotags # 7> 3> T, ARL—FT A4 VIV RTL, 7T—F TV F v,
7213Go/X—< 3 > ( [/go:build linux . //go:build arm . //go:build go1.21 2 &) D EEIE
WREYTDEEZZHFALEHA, GodOV I NERDARL—T 4 VIV RTLEE
X7 —F 70 FvEIFTICEIRT SIC1E. GOOSH L U'GOARCHIRIEZH THEtlRo O3

VINANWEI =Ty NERRELE T, FEDGo/N—2 3 VEHKRET ICIE. GOROOTIRIER
B E /X -goroot # a3V T. GoSDKN—T 3 VDN REBELE T,
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1.21.4. (RTFEA R DR

Fortify SASTTl&. Gollfi AL 2D DIKEREFRERI AT LEZYR—MNLTWET,
e EVa—JL

EV1-ILNEFERT G070V Y MaEHT I0I13. RERKEFERREEET S
gomod 774 )&, 0 vO—RKLEKGFERFRERIIT 270D T 5
gosum 774 )%, 7OV MIEDBZUHENHY £9, sourceanalyzerd~<
YRT, gomod 771N ESLTaL 7R ) ETOV Y ML—MELTEEL
S

Fortify SASTTIE. XA T4 T7DGoY —ILFr—rV%ERAL TRERTRTOKT
BfRz49o>a—RLEFY, Fortify SASTZ3£179 53 E1—49TA V¥ —%v b
ANDT 7 EZADFRINTVEHEIEE, ROVWThAZRITLIT,

o ArtifactoryREDT7—T 14 770 NEEBIV AT LZFEAL TWBHBEICIE.
GOPROXYIREZEH %X ET 5H. [Goa~x v KA vH T3] THAI
NTW3 -goproxy # 7> avaFRALET,

o EVaA—IINERVIEFAHALT, REQRIXRTOKERFREZY 7 O—RKLZE
ERS

FERVYEEHET ZIFEICIE. THREFEBT SR1IC. GOFLAGSIEREL#H % -
mod=vendor ICSEZE L F T,

o GOPATHDKIZEEAfR D ARR

dep@2 EDHY— R/I—F 1 DIKEFREBREES AT LZERALTVWBEIERIE, ERZH
MY BHEIC, INTOERERFRZY YV O—-—RTIBEDDHY TT,

GOPATHRIRE—RTIF. B—AL T 7MY AT L LDIEN/NR ZEA L TKREFERE
BREHINLET, COFE. ERDZTTTALINIPERBZIYIUNLDRAF vV
ZHEEICEEMNIT S ESICEBIRET HAEMIHY T,

SRIER
Goadv Y RS54 VX
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1.22. PHPO— R D44

MyPHP.php & W5 ZRIDE—DPHPY 7 [ LA E#HT 235 ROBICT LT,

sourceanalyzer -b <build id> MyPHP.php

Y—RFEE phpini 774y M) ICHEN/NRRENEFNSE(.] /2L ../ THF2)7
PANWEBBET BICTIE. ROBUCRT LD ICPHPY —R I — K ERELE T,

sourceanalyzer -php-source-root <path> -b <build id> MyPHP.php
-php-source-root # 7> 3 v DFMICOWTIE, PHPOXY Y KSAvH T3V @
MEAESRL TKEI W,

PHPO— RAZEHT 2I5E81E. IRTOV—R T 74 L EIBOHEUH L T—#HIIEEL T
IV, Fortify SASTTId, ERGEOMUH LEFICEIL FIDTEEMITONET 7141
ZAMIHFLWI 74V EEBNT 2HEEE Y R—FINTULWERA,

ZDEIavTIE. ROMNEY ZICDODWTERBALE T,
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1.221. PHPOR Y RS54 v F T a Yy

RDOFTIE, PHPEAEDIAXY Y RSA AT a VICDWTERALE T,

PHPA 7 a v

-php-source-root <path>

-php-version <version>

PHP®D 7’O/85F «

This PDF was generated on August 12, 2026

#%EH(Description)

7Oz ML—KF1a L7 N)ADiE
WA ZEELF T, HN/NXZIEHL
ICALY T4 L2 NUDSEBEINZE
T, 774N EDIDSRVEEI, 5
ELPHPY —ZI—bhF4 LI NUH
LNZAMNERBAINET,

EEIO ARG E ¥
com.fortify.sca.PHPSourceRoot

PHPON—Y 3 Vv ABELEY, 774
IWRDNR—=T32(382TT, BRAR/N—
VavpYRAMIDWTIK, THHR—FkK
INBEEE] 2SR LTLEIW,

RED7O/57 1 4:

com.fortify.sca.PHPVersion
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1.23. Perld— RO #

ZDEITavTIE, Perl7OY I NI 2AEFICOVWTCERBALEY, i 7 74
IWEHAEDLERLZTOY T MIDOWTIE, WIGT2EEDOZYTI IV a v ESRL
TS,

Dty avTlE. ROMNEY ZICDWTERBAL X9,
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1.23.1. Perl AT DRIRFH

WE. Perld— FIZAIZER LASASTICOAIGL TWEY, AlZER L/ZSASTORF
v OBRICET 5FMICOWTIE, TAIZFERALISASTICEL 50171 25BRLTCES
LY,

Al%ZSER L7SASTHI B I N TWAWEE, Perld— NIFERRBOMTOAIF v &
h, I—Y—R@BFR+oLBRLMEONBLVTEEIHY X7,
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1.23.2. PerlD Z i xr

AlASER L=SASTAER L TOMTRICPerl I— REZSHBICIE. DRNROITRTOY
— 2774V EEDHFET,

PerlA—RFZHDMT2ICIE. UTFTOEARANLZIATY RS VX ZEALET,
sourceanalyzer -b <build id><files> | <file dir specifiers>

I OWTIE T74)LET4 L2 MNUDIEE] 2#28BLTLEIL,

Example

sourceanalyzer -b <build id> "**/*.pl"

Important
PerlV —Z27 74 IV THR—MINTWBE 7 74 ILIEERFIE .pl & .pm T
ER

This PDF was generated on August 12, 2026 Page 303 of 629



3 opentext"

Fortify SAST 26.3

1.24. Rubyd— KDL #

ZDOtv2avTik, Rubyd—RZDMTHAEICDOVWTEHRBALEYT, BT 71 ILEHE

HFEbERT7AT I MIOWTIE, WISTREZBDZY T2 aVvESRLTLCE
T LY,

Dty avTlE. ROMNEY ZICDWTERBAL X9,
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1.24.1. Ruby D ZE#E

Rubyl3AlZ &R LSASTICOAH#XWIHN L TWE T,

Note

Al B L7SASTH B S N T LW WSS, Rubyd— NIXIEERKRIBOTTD
HFAF Y VEIN, A—F—RBARTOLRERLINMEONBEVWAREEDHY T,

Al ER L7<SASTZER L CRubyI— FZ 29 5ICIE. UTOEFNLAIATY K5 A
VEXEHERLET,

sourceanalyzer —b <build id> <files> | <file specifiers>
EZIE, 774V E@ERICIEELE S,
sourceanalyzer —b <build id> filel.rb file2.rb file3.erb

TAILRA—KPTa LI N ZFRALT, BHO7 712X YBERIIBET DI EE
TZEXY,

sourceanalyzer —b <build id> "src/**/*.rb" "templates/

Al ER L7/SASTOR F + V O#EICEAT 25FMICOVWTIR, UTOREY I7ZSHLT
STV,

o AlZER L7=SASTOZEH
o AlZJER L7=SASTIC & 5217
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1.25. Adad— RO #r

ZDEITavTiE, Ada7Ov Y MaDRT B AEICODWTERBALEYT, thD7 74
IWEHAEDLERLZTOY T MIDOWTIE, WIGT2EEDOZYTI IV a v ESRL
TLEI W,

Dty avTlE. ROMNEY ZICDWTERBAL X9,
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1.25.1. AdaD T DEIIRSEH

WE. Adad— RIFAIZER LSASTICOAXMIG L TWE T, AlZFA L/ASASTORF
v OBRICET 5FMICOWTIE, TAIZFERALISASTICEL 50171 25BRLTCES
LY,

Al%SER L7-SASTH MR I N TWARWES, Adad— RRERKRA/NTOHRF v+ X
N, I—P—@R+HLHERLMESNAVTEELHY T,

This PDF was generated on August 12, 2026 Page 307 of 629



3 opentext" Fortify SAST 26.3

1.25.2. AdaDZ#uiE T

AlAER L/=SASTAER L THOMTRICAdaI— RAEZHBZICIE. DRETROTRTOY
— 2774V EEDHFET,

Adad— RZ2f$ 2ICid. UTOEARNLITY R4 VB ZFERALETY,
sourceanalyzer -b <build id><files> | <file dir specifiers>

I OWTIE T74)LET4 L2 MNUDIEE] 2#28BLTLEIL,

Example

sourceanalyzer -b <build id> "**/*.ada"

Important

AdayY —RT7 7AINTHR—MINTWSE T 7 1 ILILRF
¥ .ada. .adb. .ads T9,
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1.26. Delphid— R D4 #7

IDEVavTIE DelphiZ7OY ¥ b DI 2HFERICOVWTHALEY, D77
IV EMABEDLELTOY I MIDOWTIE, NI HEZDZATH LIV a3 v 25 R
LTSI,

Dty avTlE. ROMNEY ZICDWTERBAL X9,
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1.26.1. Delphi#r DRIR 4

IR1E. Delphid— KIZAIZEARA L/ZSASTICOARIHN L TWE T, AlZEFER LASASTOR

F v UOBRICET BFMICDOWTIE. TAIZERLASASTICE 2011 28R LTKE
[ AN

Al%z B L7SASTA R S L TWRWEH, Delphid— RIZERKREOMTOHZF v~
TN, A—HF—BR+oRBERLAIELSNGWVEREELHY T,
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1.26.2. DelphiDZ#uiE L

Al%SER L7-SASTA R L TR ICDelphid— REEH B ICIE. DHTRDTRTD
Y—RT7 74N EEHET,

Delphid— R Z 39 5 IClE. ULTFOERNRITY R4 VEXZFERBLE T,
sourceanalyzer -b <build id><files> | <file dir specifiers>

I OWTIE T74)LET4 L2 MNUDIEE] 2#28BLTLEIL,

Example

sourceanalyzer -b <build id> "**/*.pas"

Important

DelphiV—X 7 7 M JLTHR—FINTWB T 7 1 JLILERF
& .pas. .dpr. .dpk TTY,
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1.27. Elixira— RO

CDEYVa VT, Eixir7OY I MR T2 AEICDOWTCEHRBALE T, D7 74
IWEHAEDLERLZTOY T MIDOWTIE, WIGT2EEDOZYTI IV a v ESRL
TS,

Dty avTlE. ROMNEY ZICDWTERBAL X9,
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1.27.1. Elixirp T DaliREH

WIE. Elixird— FIZAIZFR LZSASTICOHMHL TWET, AlZER LASASTOR
v OBRICET 5FMICOWTIE, TAIZFERALISASTICEL 50171 25BRLTCES
LY,

Al%SER L7ZSASTHA B I N TWARWES, Elixird— NEZERKRIEDNTOHIRAF v~
Th, I ——RBEFRt+oaERLHIMELONTVEREELAHY T,
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1.27.2. Elixir D Z#uiEz

AlASER L/=SASTAER L TOMTRICEIXirA— REEH3ICIE. DRETROTRTO
Y—RT7 74N EEHET,

ElixrA— RZ22H9 210, UTOEARNRITY FSM VBN ZERLIY,
sourceanalyzer -b <build id><files> | <file dir specifiers>

I OWTIE T74)LET4 L2 MNUDIEE] 2#28BLTLEIL,

Example

sourceanalyzer -b <build id> "**/*.ex"

Important

ElixirV —RX 7 74 I THR—MINTWB T 74 ILIERFIT .ex & .exs T
ER
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1.28. Erlanga— R D4 #

ZDEYYa VT, Erlang7BY Y NaRHT 2 HEICDOVWTEHBALET, o7 7
IV EHAEDLERLTOY TV MIDWTIE, RIS 2EEBOZET I I a v ESR
LTLEETW,

Dty avTlE. ROMNEY ZICDWTERBAL X9,
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1.28.1. Erlang 2 #r DEiIRF 4

IR{E. Erlangd— FIFAIZERA L7SASTICOAWNIH L TWE T, AlZER L/SASTDO R

F v UOBRICET BFMICDOWTIE. TAIZERLASASTICE 2011 28R LTKE
[ AN

AlZSER L7SASTABR I N TWARWES, Erlangd— RIZERKRBOMTOHARF v~
TN, A—HF—BR+oRBERLAIELSNGWVEREELHY T,
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1.28.2. Erlang D ZE#iE 3L

Al%SER L7-SASTAERA L TOMTRICErangd— REEH 3 ICIE. DHTRDTRTD
Y—RT7 74N EEHET,

Erlangd— R &Z D9 2IC1E. UTFOEXRNQRITY R4 VEXAFRALET,
sourceanalyzer -b <build id><files> | <file dir specifiers>

I OWTIE T74)LET4 L2 MNUDIEE] 2#28BLTLEIL,

Example

sourceanalyzer -b <build id> "**/*.erl"

Important

Erlangy —RX 7 74 )L THR—PFMINTWB 7 7 1 VLR FIE .erl & .hrl T
ER
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1.29. Luad— KDL 4T

ZDEITavTEE, LuaZ7ayz I M EaRRTBAEICOVWTEHRBLEY., D774

TLRIW,

Dty avTlE. ROMNEY ZICDWTERBAL X9,
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1.29.1. Luaa#T DR G

WE. Luad— FIZAIZFER LASASTICOAMIN L TWET, AlZER L/CSASTOR F
v OBRICET 5FMICOWTIE, TAIZFERALISASTICEL 50171 25BRLTCES
LY,

Al%SER L7-SASTH BRI N TUWAWES, Luad— REERKRBEDMTTOHRF v VI
N, - —@ER+HBERLHNMESNAVTEELSHY £,
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1.29.2. LuaDZE gL

AlAER L/ZSASTAER L T RICLUAO— RAEEH B ICIE. D[RO ITRTOY
— 2774V EEDHFET,

Luad— Rz 2, UTFTOEANRITY RS ViBXZERALEY,
sourceanalyzer -b <build id><files> | <file dir specifiers>

I OWTIE T74)LET4 L2 MNUDIEE] 2#28BLTLEIL,

Example

sourceanalyzer -b <build id> "**/*.lua"
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DYV avTIE, ROMNEY ZIZDWTEHBALE T,
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1.30.1. Apexd & UVisualforceZ# DATIR S
%

Apex7OY 7 h¥Visualforce 7O TV MEZE#|T 2ICIE, RF+VTEHTRTOY
— X 0— KA Fortify SASTA#A VA KM= LD ERUYY Y ETCHERATRETHIVNE
HYET,

7 R4 LSalesforce®7 ) A RF¥ v+ 3I1E. TDT7T) =RFELTRHALL
Salesforcefiff(org)™5O0—A)N AV E1—#IC¥ U vO0—KNLET, ¥ rO—KLE&
TTVIEROBERTERINTVWET,

Cls LRFEHEDODT 71 ILRDApexy 5 R

.page MERFEFED 7 7 1 LA DVisualforce WebR—

trigger ARFERF D7 7M1 IILICEFhTWSE, T—9R—2D [trigger] BE#&
M BApexdI— K7 74)L

.component LR F =D 7 7 1 IV DVisualforce AV R—R > b7 74
.object ILARFEFHED 7 7M1 IILRDA TV b

Salesforce Webt 4 N TAFTEBANRBITY —ILZHEAL T, Salesforce” 27 KAD
HEsrSsO0—A)aAvEL—4IIT7FYEYoyO—-RLEY, 7OV I Y =T7 R
774D buldxml 774 IVAHADIEELEZY—47 Y MIFLTELLEREINTWL
2R LET, L& ZAIE RD package.xml ¥ =7 TR K7 74 JLid, Fortify
SASTIC, TRTDISA, HRY LA TV b, R=Y, LV VR—XV MERMH
LET,

<?xml version="1.0" encoding="UTF-8"7?> <Package
xmlns=http://soap.sforce.com/2006/04/metadata> <types>
<members>*</members> <name>ApexClass</name> </types> <types>
<members>*</members> <name>ApexTrigger</name> </types> <types>
<members>*</members> <name>ApexPage</name> </types> <types>
<members>*</members> <name>ApexComponent</name> </types> <types>
<members>*</members> <name>CustomObject</name> </types>
<version>55.0</version> </Package>

Ant%’Zﬁ“/—)W) RE¥axXYhaFERALT BEY—I v M4ERELZ T, AppExchange
T EEBTERLTWSIGE, ThoDdT7 TNy sr—=IJkIhizd9—4"y &
LT?@/D-Fﬁh%%%# YVEJ,
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1.30.2. Apex$ & WVisualforceda<w > R
14 VIEX

Apexd & WVisualforced A— REZZH|TZ2EANAITY RSA4 VEXIERDEHY T
ER

sourceanalyzer -b <build id> <files>

Z T, <files> |¥ApexZ zi&VisualforceD 7 7 A WX /EYV —R T 7 A ILADINAT
ER

Important

Y—RIT7A4ITHR=—MNINTWSE T 7 1 ILILFRF
¥, .cls. .component. .trigger. .object. &L U .page TY,
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1.31. ABAPO— KDL

ABAPO— RZEHETIE, SAPOT —INR—ZAHWLDA—RZHMHLTRAF v VAICERT 21
HDEMDERFIRNBETY, FLLIE BEERBEDOA YV R— b 2SRLTILEIW,

=z nn

Dt avik, SAPEABAPDEARZEBFE L TWE I EAFIRELTWVWET,

Dty avTlE. ROMNEY ZICDWTERBAL X9,
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1.311. V=R 774 )IDF 2 >vO— KRicoW
<

ABAPO— R Z#d 27T, Fortify ABAP Extractor7 O S LlEY —R 774 )% T
LEVYTF—YarvH—nNiZ¥ovao— KL, BEICGC CFortify SASTZBELET, 7
7ANWEQA—ANYRTLILY D VA—RLTARL—FTA VIV RFLOARY REE
T92ICE. PORAHFAEZHEODTHY Y N FET2HELNHY £,

Extractor 7O S LAlEA V54 VTCERITIND D, HIHT HLDIGBERINLY—R 7
7AIDRY) 2a—LWNFAINZ TOERETRELZBALIZAEIE. max dialog work
process time reached X v E—Y A RETHEHYFET, IhEDOET BICIE. KT
BWr7Ovzy NaERKT 5/0NE WExtractord R & LTH¥ o vO—RKLET, kEX
i, 7OV MDA DDERBRZ Ny T —I TERINTWEIGE, EN\vr—Y2ELCT
Oz b4 L2 MJICERNICYPyO—-RLET, FIADIERICRET 25813,
SAP BasisEE#H & %71 L T ABREHIR( rdisp/max_wprun_time )= KE< LE Y,

ABAPHO S /3y r—U i Iz 5. Fortify ABAP Extractorid TDEVC Mo /8y r—o
ZE—HT B parentcl 74 —IL REFOINTEMBLET, RIC. TDEVC oL
HEDER L parentcl 7 4 =)L RERFDHKY DT ANT% TDEVC Ao BIRHICHEHLET
TDEVC h S5t I N3 7 4 —JL Rid<code>devclass</code>Td, TDEVC H» 5t
INnd71—JLRIE devclass TY,

devclass DEIX 7OV S LEZDEYy hELTHRbOh, BETEXZ 707 LLERRKRIC
MIBIXNFT,

TRDIR ™5 7075 L%HEHT 5ICIE. BRITZ7 4 —IL RZROVWINAEHELET,

e EREE TRELLTOVZ LS
o TDEVC M"SHIHIN/MEDY X MRy r—I M REINIBE
TRDIR D1TIE&RI 7 1 —ILNIIBELEZTOV S LEZEZSTITTHY ., X
LIKE programname %ZfffH L CTITMEINF T,
DB ZFID ) A b% READ REPORT TR L T, SAPY AT AN L IO— RE2EE

LET, DXV Y FiE, LIA— KNI LU TEIC REPORTS £I3 T, I5REXAY Y
REFTHRAAFT T,

READ REPORT #MLU'H G /2WNI, O—HILY AT LAD—BET7 A ILFICT 74 ILDMERR S
NFE 9, Fortify SASTIEZ, CO—EFED 7 7A N EERBLVRF v+ LTFPR7Z 71 )L %
ERLE Y., FPRZ 7 1 JLIE. Fortify Audit Workbench% £ L TRE £ 9,

ABAP®D 7'O/NF 14
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1.31.1.1. INCLUDED L3

Y—2Z2OA— KP4 >rO0—KIh &, Fortify ABAP Extractoridy — XD INCLUDE R

T—MAVMNERELEY, RET B E, 9DEOHICincludeD ¥ —4y M&O—A)L O
vEai—4IC¥ o vao—KLET,
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1.31.2. BXKFAD M VR— b

ABAPO— K% 2%+ > ¢ %Ik, Fortify ABAP ExtractorD#Bixkia % SAPH — /A~
R—KT2RELHY £, BEMKFEIL <sast_install_dir> [Tools/SAP_Extractor.zip Z
HYFET,

Fortify ABAP Extractor®/Xw 4 — </ ( SAP_Extractor.zip )ICIZRD 7 7 1 ILABEFEF N TW
£7,

 K900<release_number>.<system_id>
e R900<release_number>.<system_id>

INS5DT7 74D, O—HILBERAA VDAL SSAPY AT LICA VIR— KT B
ENHDLSAPREKFEDEBRERTY, SAPEEELLIIBREKEE A TLICAI VAL
— LI BHEREFOEAIC, BREKELAAI VR—FMLTEL>TLEIY, ThEDT 7
AIVICIE, AT S L, NSO 30(YSCA), L0705 L1—H( V9T —
ABREEFNTVWET, ThEEVRATAICA VIR— M LK, SAPF—9R—2AHS5T—
K%+ L CTFortify SASTA ¥+ VEHDI—RA/ERTE X,

AVAM—NVICET2EBREHR

BEKFED 1 > R— b TS5 —( Install release does not match the current version ) H*
£ LAEBAICIE. BEKBEOAI VA M=K LELE, YR—MINTWBABAP/N—
TIavIDOWTE. TV MUz T7EH] 285RLTLEIN,

CDBBERBRT BICIE. ROFIEEEITLET,
1. BEIKEOS v R—bEBRITLET,
[Import Transport Request] ¥4 7OV Ry V ADHEET,

2. [Options] # 7%= ZEIRL ZF T,
3. [lgnore Invalid Component Version] F T v Ry VA %=F VICET,
4.4V R—hFEZZETLET,

TR THEREENMER LABWVWEEY., BERE3T—JIIEEEEDSAPX—Y 3 UV AT A
TERITINTWBIHAEICIE, Fortify SASTAABAPOI—RA2XF v v TEZ LI, HAD
Biia{FERAL TCABAP 7 7 M IILIBEA TV AR— NI B EEEFHMOLET,
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1.31.3. Fortify SASTOHEKUICAY ) XA MAD
A Y

BN

Fortify SASTOSEKICALY U R MADEMIEA T a»TEA, BINT % &, Fortify
SASTRF ¥ VICTIEPLKTIVEALTRAF v VERAIKTEEY ., ROFIETIE. BEXH
TA1—HYAZa—%FATZERELTVET, BIOAZ 21— oEEETHIHFEIE. &
FAETaAZa2—IIBERICAY Y U %EIMLZET, Fortify SASTOITY M) Z{ERKT %Al

IC. SAPH—/IHETHTHY., WebRXR—ZRDY 47>~ MDSAP Easy AccessT!) 7T
TOEBALTWRZ EERBELTLIEIL,

Fortify SASTZBXICAY ) A MIEMT 2ICIE. ROFIRZERITLIT,

1. [SAPEasy Access] X —a1—Hb, MSUHFIaviRy 7 ZXIC TS000 1 &EA
ALFET,

[SAP Menu] »BEX 9,
2. [Favorites] 7 )% %%4G2') v 2 L. [Inserttransaction] %#ERL F7,
[Manual entry of a transaction] ¥4 707 KRy J AHhHEET X7,

3. [MSYH¥% ¥ 3>— K(Transaction Code)] Ry 7 RIC T YSCA | EAALFE
ER

4. BEDFIvIR—IT7A4AV %7 ) v I LET,

[BKICAY (Favorites)] ) A MZ [ABAPO— R L TSCAZEENT 5
(Extract ABAP code and launch SCA)] EWHIEBIRRINZE T,

5. [ABAPO— R%A&#iH L TSCA%#2&hd % (Extract ABAP code and launch SCA)] )
v %%91) w4 L TFortify ABAP Extractor&Bita L £,
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1.31.4. Fortify ABAP Extractor® 4T

Fortify ABAP Extractor=Z179 5 ICid. ROFIEEZETLE T,

1. [BKICAY (Favorites)] V) 7 F7& b5 92 3> a— Kh SFortify ABAP
Extractorx 219 2 H. FE)TExtractorr 7Yz b 2EHLE T,

ZhiT& Y. Fortify ABAP Extractora'BEE £ 97,
2. vO0—R930—RERIRLET,

2X Yy UTBYIRNDIFTAVR=—RV N RNy —=Y T7OT5 L, £LIEBSPT
TV =2 avnEgEERBRERTETEELEY,

Note

BRHOATIO I MELBEHBEZEETETETT,

3. RDFRIZRT Fortify SASTEIED/NS A -9 &ZBEELET,
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74—JILR &nEA(Description)

FPR File Path )
(AT aV)Axv VERT7 74

(FPR\ZRETBT1 LI N %ZE AN
FIEBIRLEZY, FPRZ 71 IL D%
A /RRABICEHTLREIN, MH T
OtRAEETFTLTWRELIVYE2—
FiIC¥ o vO—KLAd— RE2=EHM
ICAF ¥ T BICIE, FPRZ 71 JL/Y
2EIBET DMENHY FT,

_ | o
827 4 L ¥ ~ ') (Working Directory) b LY — 20— RA R 25 1

LI M) Z ADFLIFBERLET,

Build-ID (A7 aVv)AFx+vDEIL RIDE A
ALEY, Fortify SASTTIXZE#HI 1
eV —RO—R%ZHRT BHDICEL
NIDZERLEXY, Chidd—K%E2X
FrUIBEHDICRETY, HMHTO
E2EERIFTLTWBRALIYE1—%
IC¥ o ryaO—RKLAOd— RKEBEEMIC
I BICIE. EILRIDEIEET Db

ELHYET,
ZH#1/85 X — 4% (Translation (# 7> a3 v)BMDFortify SASTO <
Parameters) YRSAVEBRA T3V EANLE

T, HE7OEREEITLTVWEEL
dAvEa—4iIc¥yrvo—KLia—
N=BEMICEBRLEY, BRA T
IVEHNRITAZXLTIZY T BICIE,
BWA T a3V ERETZILENHY
£7,
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74—JILR &nEA(Description)

AF ¥ /NF X —4%(Scan

°S Y H 9wV RS
Parameters) (4 72 3 »)Fortify SAST K>S

AVAF v AT avEANALE
T, MH7OEREZEIFTLTVWSREL
JvEa—4IC¥ovao0—KL7ia—
NEZBBIMICRAF v LY, AFv
VAT avERRITARALEYT
5ICE. RA¥ vy ATV avEEEY
DUELHY FT,

ZIP7 7 4 JL&(ZIP File N ‘
7 714IVE&( ile Name) (AT av)EEIyr—S AT

2maE. ZIP7 740V &% AALZE
EE

Maximum Call-chain Depth 7 0—/N)USAPEAEIFIE. FABRRAYIC
BIRINTWAWRY, FAITEARM
ICEIREI N0 — N THE 2 BEBHEEY
HELOFT—2%N L TRICEERRE
T, TDFz—VDRIDNZOHUT
TH2HBEERE, §orO0—RKRXh
FtHA, HRYTHR—MDIBRLR
WERY, 2& W RKEWEAEIBE LRV
TEEWRLET,

4. RORICRET TV aviEmeEELE T,

This PDF was generated on August 12, 2026 Page 331 of 629



3 opentext" Fortify SAST 26.3

74—JILR &nEA(Description)

Download SAPF—4AR—ZHLHMELEY —R
Od— R %Fortify SASTT4 w>»O— K
T3 [Forao—~K
(Download)] Fx v IRy VA AEF Y
IKLET,

EJL K (Build) Fortify SASTT4 » > O— RKFEHDT
NRTOABAPO—KRZ=ZE#L, F8EL
IEI RIDZFER L TEDI— KRR
F95IClE. [EJIK(BUIM)] Fv
IR DR%EAILET, TDTY
23 v &EZEITT BITIE. Fortify ABAP
Extractor23ETLTWsaEa1—%
ICFortify SASTD A > A M —JLiEH/N
—Va3vhmETY, <L DFAE.
Fortify SASTA'A Y & h—JLEThTW
ZVATLICYFOO—-RLEY—2R
I—R=BETZ2AHAD’EETT,

A% ¥ (Scan) IBELEI RIDD R F v > %Fortify
SASTTETTBICIE. [RFvV
(Scan)] Fxzwv IRy I R%&EAFVICL
¥, 2OT7UavTlE, EHREL
R)7 22 arHURNICEITINTWS
BEIHYEST, COTI>aVaER
179 %1%, Fortify ABAP Extractor
AR{TLTW3B Y Ea—4ICFortify
SASTDA VA ~—JViEH/IN—2 3V
NMETYT, Z<LDIFH. yvrO—
NLAY—RdI—REFREEINE
Fortify SASTO Y Ea—4%IlRET
ADEETY,

Launch AWB Fortify Audit Workbench% #2&j L THg
ELFPR7 7 1 )L &R < ITI.
[AWB®D#&(Launch AWB)] Fx v
IRy I REFVICLET,
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74—ILEF

ZIP7 7 1 )LD YER(Create ZIP File)

Export SAP standard code

5. [EfT(Execute)] #2 U v o LET,

This PDF was generated on August 12, 2026

Fortify SAST 26.3

#%BA(Description)

HA%EEHET BICE. [2ZIP7 741
MDYERK(Create ZIP File)] ¥z v ¥R
VYOREAVICLET, £, V—2R
O— R&ZSAPT—49XR—IHMSHE L
& T. BANEFETEMBIZZED
TXEY,

ARE LD— RICINA TSAPEZEAED —
FEIOVRAR—MTBICIE. [SAPE
#£IJ— RKDI Y RAKR— b (Export

SAP standard code)] Fxz v IR v Y
REFICLET,
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1.31.5. Fortify ABAP Extractor®7 >4 >V A
b—IJL
ABAP Extractorzs 74 VA M=)V T BITIE, ROFIEEERTLET,

1. ABAP Workbench©T. Object NavigatorzB X £7,
2.Y_FORTIFY_ABAP/Ny 5 —T % EIR L £ 9,
3. [Programs] ¥ 7ZzEBRAL 7.,

4. RDEBEHREHV') v LT, [Delete] ##IRLFT,

o 70747 L:Y_FORTIFY_SCA
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1.32. COBOLO— RO #

COBOLIZ, Al%&ER L7/=SASTZ/IZREBDSASTAFAL TRAF Yy TEET, AlAE
FALSASTE F—9R—ZAEHBEIEBEINTWAWES, Fortify SASTTIZCOBOLY —
A7 74)0DO—AILDEERITTHREBICEENICEY £7,

Note

Al%EER L/SASTIIE—T7 71 LD THY . LLMR—ADEHEITZD
HOETELRDH, AIAFRALASASTCRAE vV LEBE. {tkoOo—75
IWRAF vV ERUERIELONGVAREELHY T,

D7 74 ILICKH L TAIEFER L/ZSASTA#E#ICLTWT, COBOLY—XR774)LDO
— A DREBIIHmEEERICETINDLDICTBICIE, THRITI—XEDHTIT—XD
WMATRODTANRTADEEINTWEIEAHRTINELAHY T,

com.fortify.sca.cobol.legacy.enabled=true

kDO —HILSASTTIE, WindowsY RFALATDHAERITIN, FEHRDCOBOLAE &R
—KMLTWBCOBOLE#EFERALEY., 7Sy NI 4—LEMHLITFERTIZ2E0D, X
ISLTWBAHER DRV, EEDO—HILSASTL H¥—COBOLZE#( 'L > —COBOL
ZHDEA] 2ZR)TAELTVWET,

COBOLOA—RDEMTHR—KMINTVBEMDY A MIDODWTIX, THER—FEINBE
Z] ABRLTL X\, Fortify SASTIE, REEERTIICOBOL7 U Hr—>avDhRY
LIL—ILEHR—KMNLTWEHA,

DYV avTIE. ROMNEY ZIZDWTEHRBALE T,
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1.321.COBOLY —R 774 )& aE—T vy
9774 IO

COBOLZO%Y 5 L% Hid %HE1IC. Fortify SASTAE1T9 2Windows>¥ R 7 LIRD 7
OJZLaYR—3Y NedE—F2RENHYET,

e COBOLY—RO—FK

COBOLY —RXOA—RZ7 74 JLICiE, #5RF .CBL. .cbl. .COB. F7%Id .cob %={&
AT EEMKHELTVWEY, V—ROA—RI7 7 ILITIERFHARUVH, ILRF
NEELADEDTHZHEE. 774 IIVILERFAF/LDWCOBOLY —2R 7 714 )L
DEWH] BLUV EED7 7 1 VLR FA2FHDCOBOLY —R 7 71 ILDEH] DFIE
ICHES BELIHY FT,

e COBOLY—RI—KRTHEALTVWRIRTODIAE—Tv o774

ZhiZiE, COBOLY —RXO— R THSRYT BT RTDSQLINCLUDEZ 7 1 JL(SQL
INCLUDE 7 7 A JLIZEMMICIEOAE—T v 2 274 ILAEENE T,

Important

O—ALDHDIFE. AE—T v 9 7 74 LITIXIERF .CPY /-
& .cpy ZERATIRLENHY XTI,

AlzER L7SASTZERT 3356, AE—T vV 7 7 4L TIFHER
F .copy . .cobcopy. .copybook HFERATEZT,

COBOLY —Z2O—KRILRAEEFNTWBIHE
COPY FOO

T
EXEC SQL INCLUDE FOO END-EXEC

FOO (ZCOBOLOAKE—T v I DE&RIT, Mxd2IE—T v 77 71 IIZEFID
FOO.CPY ZF 7z FOO.cpy IC72Y £,

O—AILPiAaFERT %548, COBOLY—RXO— K774 J)L% sources &L ERIDT
ALY KNI, AOE—T v P 774 )L% copybooks EWHEZRIDT ALY MN)ICEET
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52 &%OpenTextCIREELTWET, IhoDTFT4 L2 MJIERALCL~NILTERLTL
X,
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1.32.2.COBOLD T Y RS M4 ViEX
Al%SEF L 7=SAST

Al%zER L7<SASTZEA L TCOBOLOI— R Z=oM 9 5 ICid. UTOEAMGITY NS
1 VBXeERALET,

sourceanalyzer —b <build id><path>

Al%SER L7-SASTDO R ¥+ v DEMRICET 2EEMICDOWTIE, TAIZER L/ASASTICE
0H] ZB5RLTLEIW,

O —h IV (FEHELSE)

1DDCOBOLY —ROA—RT7 7NV EEBRTHDICHERINZERMNLEIIRDOE S
YT9,

sourceanalyzer -b <build id><path>

E#IN/-COBOLTAYV S LARAFX v LT, DEREFPR7 7 1 ILILRTET B70IC
FERINZEAMLREXILROESY TTY,

sourceanalyzer -b <build id> -scan -f <results>.fpr

SRIER
274IET4 LI N)DIEE
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LY

1.32.21. 7 7 1 VIR F = #&F7/= 2\ COBOL
Y—2R7 74D

XAV I L—LDNBCOBOLY —R 774 IL(AE—T v o774 I TR ZEEL, &
fIC .COB » .CBL @7 7 1 VIR FH AR WIZBE(COBOLT7 7 1 L& & L TIF—H&MIT
T), TRAT Y RSAVIOROEBE.AESHDDZ2MENHY T,

-noextension-type COBOL

ROAR Y ROBFITIE. 774 NVIEERFA2F/RWCOBOLY —RO—RKA2Z#LET,

sourceanalyzer -b MyProject -noextension-type COBOL -copydirs
copybooks sources
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1.32.2.2. FBED 7 7 1 IR F & FD
COBOLY —R 774 IDZE#

EEDILIRF( XYz )2FDCOBOLY —R 7 74D H BFEIE. BEIAT Y RSA4 VI
RDEEESHDIHELHY T,

-Dcom. fortify.sca.fileextensions.xyz=C0BOL

F7ANELRBETA LI NIEBEEFEZFEATSEEIE. R *xyz LEDDIVENHYFTT
(Z74ILET4 LY M) DEEZSR).
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1.32.2.3.COBOLAXR Y RSAM4 AT a Yy

RDFTIE, COBOLOAY Y RSA VAT avIicoWTEBBLEY., L HY—COBOLE
WMAFERTICIE. TLAY—COBOLZE#HOY Y RSA vATvayv] #8BLTLKES
L\,
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COBOLA />3 v #tEA(Description)

-copydirs <dirs> Fortify SASTCOE—T v/ 774/ %
MERT 5, 1PUEDTFa LI M) EES
JOVRYIY TEELEY,

Note
DX T avTlE, 74
KA—RIZFERATEEHA,

BAEn70/857 1 4:
com.fortify.sca.CobolCopyDirs

-dialect <dialect> COBOLOAFEZIBEL X9, <dialect>
DOABEMZ{EIE, COBOL390 4L
MICROFOCUS T4Y, dialectfETlE, K
XFENXFRBLEFEA, T770
NE(x COBOL390 ¢7,

GEIowA=ACFE 4
com.fortify.sca.CobolDialect

-checker-directives <directives> 1DOLULEDCOBOLF Yy AT4 LT 4
JAHEION0VRYYTEELET,

Note

5 DA T avid,
OpenText™ Server Express
OLFEI—FRAIFTT,

A& 70/357 1 4:
com.fortify.sca.CobolCheckerDirective
S
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1.32.3. L >~ —COBOLZ#: D {1 FH (FEHELR)

ROWTNODERBICHTIEF2HBEIF. LAY —COBOLEMAFERH L T 72X,
o WindowsUH DA RL —F 4 ¥ JL 25 L TFortify SASTZ#ERTLTW3,

HR—FINTWVWBWIndowsLUHD TSy N7 4—LBLVT7—FFTI9FvICDWVWT
X, 7Sy NI —LET—FTFI9Fv] 2#8BLTLLEIV,

e MALTWBCOBOLAEN, 774/ hDCOBOLE#THR—FINTWEEDE
ZR45(COBOLAYY RSA vA4 T av] @ -dialect 7Y a3 v %5R),

[COBOLY —R774I&ETE—=T v U774 ILDOE#E] OFRAICHK > TCOBOLY
—20A—KR774)EE—=Tv o774 I)L%=#FEL, [COBOLOOY Y KT 4 ViEX]
THAINTWZIAY Y RS VXA FERLEYS, LAY —COBOLE#TIE, 771
IEEFOEREICERARL, AE—Tv I 774V R T ANB I EICTERCEIV, O
E—Tvy 27747 74 IIVIREEFHH 5551, -copy-extensions I¥ Y RS54 v
FFoavEFRALES(LAHY—COBOLE#RIAT Y RSA VAT av] #8R),
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1.32.31. LA —COBOLZE#OT Y RS54
VA T3y

MRDERTIE, LAY—COBOLEBOAR Y RSA VAT avIlOoOWTEHBELET,
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LHL—COBOLA T a3y #%BA (Description)

-cobol-legac .
Eat L # < —COBOLZ# % f# A L 7=COBOL

O—NOE#MEERELET, 2OFTY
avid, LAY —COBOLE#ZBMICT
GBI ETY,

AESo7O/\571 4:

com.fortify.sca.CobolLegacy

-copydirs <dirs> Fortify SASTCOKE—T v o774 )%
RET S, 1DUEDTFTALI N EES
OAOYVRERYY FLEaOVREY TEE
L¥d,

A% O/87 1 4:
com.fortify.sca.CobolCopyDirs

-copy-extensions <ext> 1DUEDIAE—=T v 2774 IILETF%
EIAOVEYY FAEFIAVEYY T
BELZET,

RED7O/57 1 4:

com.fortify.sca.CobolCopyExtensions
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LHL—COBOLA T a3y #%BA (Description)

-fixed-format TARTODIA—RTDAZ LS~72DED
Y—2XO— RDH %IRRT % & S Fortify
SASTICERT 5. EEHADCOBOL%E
BELET, 774 METY—T%—
¥y hTY,

IBM® Enterprise COBOLO— KIZ@E.
BEMATYT, UTDHEIF. -fixed-
format + 7> 3 VA EITR D ATEEMED
HYET,

o COBOLE#MNEARIC/NV T T B
ATREMEN D B

 Fortify SASTIC & Y COBOLZ# T
ZHOBT IS —NREIN S

AESo7O/\571 4:

com.fortify.sca.CobolFixedFormat
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1.33. SQLO L #r

Windows (BLUNETZ7OY =7 MDIFEICRY. Linux®)DFortify SASTTIE. .sql Ik
RFEFDT7 74 IVIEPL/ISQLTIEALK T-SQLTH B Z & =RIIRE LT, Windows

T .sql LR FZ=RDPL/ISQLT7 7 1 L ZEAT 5B Ak, PL/SQLE L TiHRbhd £ DI
Fortify SASTZET 2 MENDH Y T,

PL/SQLEZZE#B LU AF v VT 27D DERNGEIIRDEHSY TT,
sourceanalyzer -b <build id> -sql-language PL/SQL <files>

sourceanalyzer -b <build id> -sql-language PL/SQL -scan -f
<results>.fpr

T, SqQILRFERE DI 7FAILDTIAILNDENMEAZTETE XY, fortify-
sca.properties 7 7 1 JL ¢, com.fortify.sca.fileextensions.sql 7’O0/85 4 % PLSQL (C
BRELET,

T-SQLEZZEME L VR X v VT HLODEXRNRBXITROELY TY,

sourceanalyzer -b <build id> -sql-language TSQL <files>
sourceanalyzer -b <build id> -scan -f <results>.fpr

SQLO 7 a/8F 4
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1.331.PL/SQLOa~X Y KRS 4 >4

KDY REITIEE, 2DDOPL/SQL7 7AWV EEBR L TAF vV LET,

sourceanalyzer -b MyProject -sql-language PL/SQL x.pks y.pks
sourceanalyzer -b MyProject -sql-language PL/SQL -scan -f
MyResults.fpr

RODOAY Y RBITIE, sources T4 LI M)HADITARTODPL/ISQL7 71 IV AEEH#H L TR
*vLET,

sourceanalyzer -b MyProject -sql-language PL/SQL
"sources/**/*.pks" sourceanalyzer -b MyProject -sql-language
PL/SQL -scan -f MyResults.fpr
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1.33.2. T-SQLOaAT Y KRS14 v

ROBITIE, 2DDT-SQLT7 7 A IV R L FT,
sourceanalyzer -b MyProject x.sql y.sql

JRDOFITIE, sources T4 LY NJARDIRTDT-SQL7 74 IV AT, LET,

sourceanalyzer -b MyProject "sources\**\*.sql"

Note

Z DFIE. fortify-sca.properties D com.fortifv.sca.fileextensions.sql 7

ONRT4M TARTADTT74ILMETHS TSQL ISREINTWE I L
ERELTVET,
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1.34. 3—RELTDA VI SAMNZ IV F ¥
(IaC) D7 #r

Fortify SASTIX. Azure Resource Manager (ARM). Bicep. AWS CloudFormation. &
LUHCLT V7L — b EEBELET,

Note

HCLO B R— hE. TerraformB L Y R—bIhz 057 KTON(1 45
DIA—RELTDAVISAMNS IV F v (1aC)BRICEEDEDTY,

REGERER/ZICIE. TV TL— 771 IVORBAVNEMNTH D I & A2HIRAL TSI
\l\o 7__\/7 I/_l\‘m.‘j:/kb\ iﬂ’(\:‘fﬂiﬁ”iﬂ'/\/o

o« BWTHY, O— AN TRETREBRIETS— (91 TITS—PREBZDEHR I IXE
BADBRRAE),

e TUTL—MDOERA, LELVYV—ZANERAFLEBEEINDIFICERET 2. BF
AT S —(ERAEINDA VT v I A IFRELRE),

e VSVRTRETIRAIS—(FELAV) Y -XDOHWSRL L),

AWS CloudFormation® 7 7 4 JL &Lk F % .json . .yaml . .template . F72iE axt i
TEHLIENWRINTWETY, Fortify SASTTIE, fMDEEBEP 7 7M1 IWLYA TTENRED
IR FA—MIICERA I N TVWARWGEICDH, ﬁt@?fﬁ%ﬁ?%ﬂt\ MLTWZEY( .java
¥ .html 7t &),

7 7 #JU M T, Fortify SASTTId, HCLILRF .hel 8L M ZHDT7 71V 2E#]LF
ER

ARMZ¥O<T Y RS4 v Dfl

ARMT Y L — NaZ#d 254
sourceanalyzer -b MyProject ArmTemplate.json
TALYMN)ARDIRTOARMT Y FL— N %X T 2545
sourceanalyzer -b MyProject "src/**/*.json"

BicepZ#a~<v Y RS54 v Dfl
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1D DBicepT Y 7L — MNEEHT 315

sourceanalyzer -b MyProject BicepTemplate.bicep
TA4LYZN)ARADITRTDBicepT v L — N %aZHT 255

sourceanalyzer -b MyProject "src/**/*.bicep"

Important

rﬁ&%%% S27®IC, BicepTIRAF YUYV ETA VY —Fy MNER
TV, KEBRESY D O—RTI2BEL’HYET, 1 V5 —xv MIERE
HFICRAF YUYV VEFERTRE,. REAERIEONAVGELHY F

ER

AWS CloudFormationZ# <> RS 4 VO

B BIRF = DAWS CloudFormationT > 7L — N & T 21548

sourceanalyzer -b MyProject CFTemplateA.template
CFTemplateB.yaml CFTemplateC.json CFTemplateD.customext

template 3R FEFDOT 4 L U M URD T RTDAWS CloudFormationT > 7L — &
T 555

sourceanalyzer -b MyProject "src/**/*.template"

json £7l& .yaml DILRFAFHFDODT 14 L7 MU KHDTRTDAWS CloudFormation7
TL—NEZH]T D58

sourceanalyzer -b MyProject "src/**/*.json" "src/**/*.yaml"

HCLZE#O<T Y RS 4 v Df

BRDIBEFERFHDI2DOHCLT Y L — N2 LT 2158

sourceanalyzer -b MyProject HCLTemplateA.hcl HCLTemplateB.tf

TALINIRDITRTDOHCLT Y L — N2E#T 2156
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sourceanalyzer -b MyProject "src/**/*.tf" "src/**/*.hcl"

Important
REREREBZLHIC, TerraformTIXRAF ¥ IV VY ETAVH—Fy b
EHiaiTw., KEBFREZS V> O—RTI2MELNHYET, 1 V9 —%v MIC
BERETICAF v YO VEFEAT S L. REAEBERIABLONAVGELH Y
¥,

JSONDZ #2

YAML D Z
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1.35. JSSOND ¥

7 7 #JU N T, Fortify SASTTI&. JSON#LFRF .json ZFD 7 7 1 L= JSON& L TEHA
LE¥d, RDBITIE, 1ODISONT 7 IV =EHL T,

sourceanalyzer -b MyProject x.json

ROFITIE, sources T4 LI NYARDITRTDISONTZ 7 A I EE#RLET,

sourceanalyzer -b MyProject "sources/**/*.json"

This PDF was generated on August 12, 2026 Page 353 of 629



3 opentext" Fortify SAST 26.3

1.36. YAMLD 24T

7 7 #J)U M T, Fortify SASTTIE. YAMLIEEEF .yaml 8& U .yml ZR:D 7 7 1 L 2 Kk
LET., ROBITIE, BB T77AIVHRFZRD2DDYAML 7 A IV ZE#LE T,

sourceanalyzer -b MyProject x.yaml y.yml
RDBITIE, sources T4 LY MNYRHRDIRTDOYAMLT7 7 1)L EEBLET,

sourceanalyzer -b MyProject "sources/**/*.yaml"
"sources/**/* . yml"
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1.37. DockerfileD o #t

T 7 #JU N TIE, Fortify SASTIE, 7 7 4 L&D Dockerfile* . dockerfile* .
* Dockerfile . & &£ U *dockerfile DWIFNHDHKD 7 7 1 JL%Dockerfile& L TR
LEY,

Note

com.fortify.sca.fileextensions Z’0O0/3F 1 %#{f L T. DockerfileZ#H
2OIFERINZD T 7MIVRINRFZEETCTEEY, [THmepm7z—20
JOnRFq] ZSRBLTLREIWN,

Fortify SASTTId. DockerfileHD IR T —FXFEELTNYIRZy v a(\)&nNvy oy
— M) EZIFHITET, Dockerfile CT AT —FXENFZREINTULWARWEGEE, Fortify
SASTTIENY VRS Y aAaNIRT—TXFERBINET,

Dockerfilez @887 4 LI M) ZZE# T 2B 2 ROFICTLET,
sourceanalyzer -b <build id> <dir>

DockerfileFERANIE L € 2\ 5&. Fortify SASTIZOV 7 7 A MICTS—%EZHAAT
774V ERBITTERWC & &R L., TDDockerfiledDHERAFy L ET, OJICE
TRAFENZITS—DHIERICRLET,

Unable to parse dockerfile ProjA.Dockerfile, error on Line 1:20:
mismatched input '\n' expecting {LINE EXTEND, WHITESPACE} Unable
to parse config file
C:/Users/jsmith/MyProj/docker/dockerfile/ProjA.Dockerfile
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1.38. Bashad— KDL ¥

DTV avTIE, Bash7AY I NPT DAEICDODWTCEHRBLES, D7 74

TLRIW,

Dty avTlE. ROMNEY ZICDWTERBAL X9,
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1.38.1. Bash #T D RIIRFH

WE. Bashd— RIFAIZER L/ZSASTICOAIIH L TWE T, AlZERH LASASTORX F
v OBKICET 5FMICOWTIE, TAIZFERALKSASTICEL 50171 25BRLTCES
LY,

Al%Z 7GR LSASTABR I M TWRWES, Bashd— FIFERKRBOTTDHARF ¥ >~
TN, I—F—BR+RLHBERLIMEONCVWAREDRHY FT,
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1.38.2. BashDZE#aiE

AlEFERALZSASTAFER L THOHTRICBashI— REEZH S ICIE. DARROITRTO
Y—RT7 740 EEHET,

Bashd— Rzt 9 5ICid. UTOEARNLRITY RS/ VEXZFEALET,
sourceanalyzer -b <build id><files> | <file dir specifiers>

HMICOWTIE T7274)bETa4 L2 M)DIEE] #8BLTLEIL,

Example

sourceanalyzer -b <build id> "**/*.sh”

Important

BashY — R 7 7 A4 IV TCHR—MINTWB T 71 IILILEEFIE .sh & .bash T
ER
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1.39. PowerShella— RO 44T

DY avTlE, PowerShellZ7OY Y a9t B AERICDODWTERIALEST, fthdD
T7AIVEHMAELELTOS T MIDOWTIE, WINT 2EEDOZYTEEI/YavhE
SHELTLEIL,

DI a VT, ROMNEY ZIZDWTERBAL E T,
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1.39.1. PowerShell 5 #r D ETR &4

IHE. PowerShelld— RIZAIZFER L/=SASTICO A L TWE T, AlZFZHA L 7=SAST
DAF vV DOEBRICET BEEMICDOWTIE., TAIEEERLSASTICL 20 #58BLT
A AN

Al%SER L 7<SASTABRB S N T LA WEA, PowerShell 31— R IZERKREHH TDH R
FrIh, IV -REFRTIRERLAIBONTVWARENHY XT,
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1.39.2. PowerShell DZ gL

AlxERA LSASTAFER L ToOHXRICPowerShell I— REEH 5 ICI1E. D[RO
RTDY—RT7A4INEEDET,

PowerShell— K& 23179 2 ICid. UTFTOEARMWARITY RSA4 VEXAEFERLET,
sourceanalyzer -b <build id><files> | <file dir specifiers>

HMICOWTIE T7274)bETa4 L2 M)DIEE] #8BLTLEIL,

Example

sourceanalyzer -b <build id> "**/* ps1 "

Important

PowerShellV — X7 74 JLTHR—MINTWB T 7 1 JLILRF
& .ps1. .psml. .psdl. .psdixml TT,
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1.40.RI— RO

CDEYVavTE, ROV IV NS TDAEICDOWTCEHRRALE T, 7710 E
HAELEALZ7O TV MIOWTIE, WISTZEZBOZYT I avESRLTL
7Z3 W,

DI a VT, ROMNEY ZIZDWTERBAL E T,
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1.40.1. RO T D AR

WE. RI—FNIFAIZFRALSASTICOHMIHEL TWET, AlZER LASASTO X F v
Y OBRICET BEFMICDOWTIE, TAIZERA LSASTICL 5011 25RLTCES
LY,

Al%ER LESASTH BRI N TWARWES, RO— NRERKBEAMTOHRF ¥ X
N, I—F—EF+2LBERLHIELNARVTREESHY £T,
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1.40.2. ROZEHEX

AlASERA LSASTAFRAL TOMTRICRI—RESHZICIE. DA/ ROTARTDY —
2774 EEDHET,

RI—PFZRTBICIE. UTOERNLITY RS VBX 2FERALEY,
sourceanalyzer -b <build id><files> | <file dir specifiers>

HMICOWTIE T7274)bETa4 L2 M)DIEE] #8BLTLEIL,

Example

sourceanalyzer -b <build id> "**/*.r "

Important
RY—ZT77A4INTHR=—IINTWB T 74 IVIRFIE r & R TY,
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1.41. Soliditya— KD 4947

SolidityI— RAZEMB LUV RF vV IT5ODEANRIATY RS VEBXIEIRDESY
T9,

sourceanalyzer -b <build id> <files> sourceanalyzer -b
<build id> -scan -f <results>.fpr

KERERDA VR— b

Fortify SASTZE#TIlE, HN/NREMBTIRRATHEELLTZ 7M1 ILDA VR—MAF— M X
VENDHIDBYR—IINFET, F4ATSVDAVR—PMRAT—RI AV MIYR—FINZF
TA,

AVNRASDNR—=Y 3 VDEHE

Fortify SASTIX, pragmaX7— XAV b ZFEALTI—FATSRINATVWSEZ IV /1 S
%, Soliditya v/ A4S YRS FYNSFIYO—RLET, 7740 kTl Fortify
SASTIXSoliditya > /84 S % ${flight.workdir}/solidity IC¥ > >O—KL %9,

774 I)bilpragmaRT— M XY RAEFhTVWRWESIE, "0.8.0 DEEEENFERAI N
¥4, DN CTEBRTBRNDFT 74N RNAVRASNAN—a v aEETSICE. OV RS
1 v IC flight.solidity.defaultCompilerVersion Z7O/XF 4 #&H 2 &N TEXET, B8E
TB//N—Y 3 iF, SolidityA /R4 SYRI NYICEETZRENHY T, A

sourceanalyzer -b MyProject ./ sourceanalyzer -b MyProject -scan
-Dflight.solidity.defaultCompilerVersion=0.8.16 -f MyResults.fpr

SolidityI /"4 S A4V O—RKR$2HOFEHICTOFOHIRBERIGEIE. -
Dhttps.proxyHost & & U -Dhttps.proxyPort Zf#RA L CT7OF VIFHRESH T X
L, Bl

sourceanalyzer -b MyProject ./ sourceanalyzer -b MyProject -scan
-Dhttps.proxyHost=MyProxyHost -Dhttps.proxyPort=1234 -f
MyResults.fpr

flight.solidity.defaultCompilerVersion (&, fortify-sca.properties 7 7 1 JLIZIBIN T X
F9,

SRITR
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Fortify SASTO Z’O/NXF 4 7714 )L
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1.42. TDMDEZEHS L UREDDIT

DYV avVTIE, ROMNEY ZIZDWTEHBALE T,
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Fortify SAST 26.3

1.42.1. Flex$ & T*ActionScriptD 47

ActionScript#Z# 94 27O DEANLIATY KS4 VEBXIIRDEH Y TT,
sourceanalyzer -b <build id> -flex-libraries <libs> <files>

ZZT:

<libs> (3. X0V CRYISN/A(Windows)Zx7/=lda Oy TR 5N 7= (WindowskL
WY TYVYD] $B54TVEDY A MNT, <files> I3ZE#TZT714ILTY,
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1.421.1. Flex® & T'ActionScripta~<v > K35
AFTay
Flex7 7 A IV EZE#T ZICIE, ROAX VY RSA VAT avaEFRLEY., ZOER

&, BERBFICEEEH I T UL BpropertiesIRIEFRE 7 7 1 )L ( fortify-sca.properties ) TH 15
ETEXET,
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Flex$ & C*ActionScriptt+ 7> a >~ §tBA (Description)

-flex-sdk-root <dir> BN Flex SDKDIL— M DIGFAAIEE L
£9., TDOT14 LU MYICIE, flex-
configxml 7 7 (L EZELTL—LT—
PJIAIIDNEENTVWERELNHY X
¥, MXMLCEITHRE 7 7M1 L EZEBT
bin 74 I 5EEFNTVWERELNHY
x7,

AESo7O/57 1 4:

com.fortify.sca.FlexSdkRoot

-flex-libraries <libs> VY90 $375472 V&% EI10VK
Y (Windows)Z 7o Xty
(WindowsBA)D ) A N THRELZ T,
FEAEDHZE, D)X MIE
flex.swc . framework.swc .
playerglobal.swc (@%&. Flex SDKJL—
b @D frameworks/libs/ ICH B) D EFN
TWETY,

Note

5 SWC7 74 IILF7=IESWC7
714 %Flex>475) &L
THEETTEI(SWZIFIRTE
HR—MINTUVWEHEA),

AESo7O/571 4:

com.fortify.sca.FlexLibraries
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Flex$ & C*ActionScriptt+ 7> a >~ §tBA (Description)

-flex-source-roots <dirs> MXMLY —ZABMREINTWBIL— T
1L M) ZEIOO0VKEYY
(Windows)Z7=lFdano v Xgy
(WindowsHA)D ) A N THRELZ T,
BE, IN5ICIE com WD ZFTOY T
T7HIIDEENET,

& ZIE, IBEINLFlexY —RJ)L— K
" foo/bar/src T#H 3154,
foo/bar/src/com/fortify/manager/util/F
oo.mxml (&
com.fortify.manager.util.Foo & U5 £
AIDA Ty MNsXw4r—Y Foo D
com.fortify.manager.util & Uy ZEID
FTTTY MNICEBRINET,

RED7O/57 1 4:

com.fortify.sca.FlexSourceRoots

Note

e -flex-sdk-root & & O —flex-source-roots # 7’ 3 VIZEICMXMLZ#H T
H) . HiFriActionScriptx A ¥ v V¥ 2I5EIEEBATRETY ., —flex-
libraries (&9 X TDActionScript) V7 E#»Z4 73 2 RS 5-DICHER
LET,

Fortlfy SASTTIEMXML 7 7 1 JL % ActionScriptiCZ#: L. ActionScript/N\—H %N L TE
TLET, £l I N7ActionScriptidfEICONTE. FlexZ V¥4 LETILDL D ITH
&?@IE%#’@’:TTE@'CLI%U FthA, TOER. MXML7 7M1 ILTRITZS—DFHET S
AIREMED HY £T, =& A IE. XMLEEM AR L. ActionScript~"DZE#MNKK L., EFR
DActionScriptDfEHfTH KT 2 aIREELHY T, TTDY —RXO— NIIXF L TEAMEAR
WMOBWVWEWDIIS—DRELLFEIE. ARIIHR—IMEITHEHLELCLEIN

Flexd & UtActionScript® Z7’A/3F «
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1.421.2. ActionScript® <> RS54 vl

RDBITIE. ActionScript=Z#9 27-HDAYY RSA4 VEXERLET,

$in

ROENE, 1DDODMXMLTZ 7 4 IILETDDMXMLS 14 75 1) ( MyLib.swf )D& %= & B i
77U =Y a v OBITY,

sourceanalyzer -b MyFlexApp -flex-libraries lib/MyLib.swf -flex-
sdk-root /home/myself/flex-sdk/ -flex-source-roots .
my/app/FlexApp.mxml

ZhitkY, D354 735 DIHAT. Flex SDK. & & UFlexV —RIL— h DIGFFH G5!
INFEzd, /my/app/FlexApp.mxml ICHB1DODMXMLT 7 4 JLi&, my.app &WI1DD
ActionScript7 S 2 & LTMXMLTZ 7Y —2 3 VDOE#IZARY, FlexApp /Ny 77— IC
ANMbonET,

B2

ROBNE., V=T 7AND src T4 LY M)ICHLTHERHUTHZ T TV r—>a3 D
BT, TODSWFZ 4 73> 1) MyLib.swf &. Flex SDKOFlexZ4 73V &7 L —LT—
V2475 aERLET,

sourceanalyzer -b MyFlexProject -flex-sdk-root /home/myself/flex-sdk/
-flex-source-roots src/ -flex-libraries lib/MyLib.swf "src/**/*mxmlI" "src/**/*as"

ZDBITIE. Flex SDKZERDIF. 774 IIVIBEFZHEALT. .as 774J)L& .mxml 7

7AI%E src 7ANWFICEDET, ZDOHFITIE, .SWC (ZdH B —flex-sdk-root 7 7 1 )L

ETRICIKEET AHERIHY FHA, L. ZOBITIIBIROEHICEARIIICIEE L

TWE Y, Fortify SASTICL Y., $8E L 7=Flex SDKIL— FRIZH BT RTD .SWC 7 7 1
LA BEEMICKRER I N, ActionScript£ 2 IEMXMLY 7 1 LOEBRICFERINE 175

) THBDERTINFT,

3

ZDFEITIE, Flex SDKIL— KM EFlexZA4 73 UARTANRT 4 774 THREINTWLE
¥, Zhik, sourceanalyzer& =xR179 37 WNILIEHRE AT DIEREEIHIHILY, T—4
PEEEICIIEDLRWVWEOHTY, 7V 5—>ar%2001072avIilfEIL, maint
2vavIF)by Emodules7 #IILFICREFELET., &7 45 ICIE. NADERICARD
srtc 7AW IDBEFNTVWET, F7MIILIEBEFICIE. AAD .mxml 73 ILIRICHZ T
NTD .as BLGPsrc 774NV EBIRTD2TAIRA—RPEFNTVET,
main/src/com/foo/util/Foo.mxml D MXML 7 7 1 LI, 7=& ZIERDELHICY—R I
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— M Z$EEL T, com.foo.util /Xy r—I WD Foo &\ ZRIDActionScripty 2 X & L
TE#;INET,

sourceanalyzer -b MyFlexProject -flex-source-roots
main/src:modules/src "./main/src/**/* mxml" "./main/src/**/* . as"
"./modules/src/**/* . mxml" "./modules/src/**/*.as"
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1.421.3. fESRDOES DULIE

THPICERINZITRTOEEARTTDICIE, RAFX vV I7x—XA5FBT3R1ICRD
A RE=AADLET,

sourceanalyzer -b <build id> -show-build-warnings

ActionScriptD &

RDEDIBA Y E—IDRRIINDGENDHYIT,

The ActionScript front end was unable to resolve the following
imports: a.b at y.as:2. foo.bar at somewhere.as:5. a.b at
foo.mxml:8.

ZDIZ—IE, Fortify SASTCHAERIRTDIA TSI NRERONLRVWEZICRELFE
9, Fortify SASTCOMZESTT I 57HIC, ( -flex-libraries # 7> 3 v F71E
com.fortify.sca.FlexLibraries 7 0/37 1 2 L T)EBMDSWCZ 1 73 Y £7=IESWC
FlexZ4 73 ) 28T 2HENHZHFENHY T,
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1.42.2. ColdFusionad— R D44

CFMLR—=YHDOREZEDEH ZBFRINTWVWEEDE LTHRD HBEIE.
<sast_install_dir> |[Core/config/fortify-sca.properties DRDITZ XY MERL F T,

#com.fortify.sca.CfmlUndefinedVariablesAreTainted=true
Zhid. register-globals 24 1 JLDEEEMEICERT 2 &£ D ICDataflow Analyzerllig= L
F9, L. 2OTANRTAZBMITDEE. A VI I— KRR=JADEHDZNLLF]

WICRELLA YV IIL— RR=IDFLEINMEICHEIL I NS Z & ' Dataflow AnalyzerT
HIEA L BB ICKELNHY £,
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1.42.2.1. ColdFusiona <Y RS 4 VX

ColdFusionY —ZXAA— RA&ZERT 2/-ODOERNALITY RSA VEBXIEIRDEHY T
ER

sourceanalyzer -b <build id> -source-base-dir <dir> <files> |
<file specifiers>

ZZT:

<build_id> 7Oz hOEI RIDAIEELET
o <dir> Web7 74— avdIl— T4 L2 M) EEELET

o <files> | <file_specifiers> (§CFMLY —2X 31— R 771 ILEIRELET

<file_specifiers> DFEAAEICOWVWTIE, 774 ILDIEE] Z#S5BLTLEX
LY,

Note

e Fortifv SAST (&,
-source-base-dir 74 L7 MY ZiEmE L TECFMLY — R 7 7 1 )L DER
INAZEETE LE T, Fortify SASTTIE, 1 VRAY VRAIDEEMRT D EXIC, &
TLb@*Eﬁ/\Z%‘:ﬁﬁﬁ Lid‘n TV r—2a vy =AY —2EFEEROT «
LI NYICBET 235E. -source-base-dir 7 7> 3 VIT@EYIR/INS X —4
%I8TET B &, Fortify SASTTERINE A Y RY VRIDIFALEETY,
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1.42.2.2. ColdFusion (CFML)a~ > K514
AT av
RDERTIE, CFMLA T2 avIilDWTERBBL £ 9,

ColdFusion®# 7> a v inBA(Description)

-source-base-dir <web_app_root_dir> Web7 7)) /ir—>a>vdDI—hFTa4 L7
<files> | <file_specifiers> K.

AESo7O/ 571 4:

com.fortify.sca.SourceBaseDir

ColdFusion (CFML)® 7’0 /35 «
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1.42.3. ASP/VBScript{R8/L— b D1

Fortify SASTTI&. ASPRA8I — b ZWBTEFET, MEBTA LI MNJIITYTT2ITA
DT7AELTREBT 4 LY M) %ZERAT 5Webt—/ DiFHE. Fortify SASTZERT % &
IAYT7RAZERTEET,

fe& ZIE Include & T Library &E WD ZRIDRET 1 L7 MU DHY., ThEnE
T4 L2 N C:\WebServer\CustomerOne\inc # & O
C:\WebServer\CustomerTwo\Stuff #&lB L TW3 &L X7,

ROBFITIE, virtuald > 2 IV—R&FERT27 7Y —> 3 VDASP/VBScriptd— K% 7R
LTWET,

<!--#include virtual="Include/Taskl/foo.inc"-->
ZDBFIT, AIRDASPO— RIRDYIBHRIZGRIICH B 7 7M1 IV ESRBRLET,

C:\Webserver\CustomerOne\inc\Taskl\foo.inc

ZOPITIE. EROT A4 LI MIDMRET 4 L2~ % Include ICEE#DY T,

{RIBIV— b A DX

ZRETFT1 L7 MDYy EY T %Fortify SASTICIRHE S 2 1Tk, ROBITRT & D IC,
Fortify SASTAY Y KRS 4 YIEFUH L T
com.fortify.sca.ASPVirtualRoots.name_of_virtual_directory 7O/\7 1 % ET 2L E
nHYFEY,

sourceanalyzer -Dcom.fortify.sca.ASPVirtualRoots.
<virtual directory>=
<full path to corresponding physical directory>

Note

e Windows T, MIBNRNRICZAR—ZANEETNTWBIHEEIE. 7O/XF71&RE
R CHROLE,HY £T.
sourceanalvzer "-Dcom.fortifv.sca.ASPVirtualRoots. <virtual_directory >=
<full_path_to_corresponding_physical_directory>"

DL a vOBITERT %K, ROTO/NTF 1 {E%Fortify SASTIGE L X9,
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Dcom.fortify.sca.ASPVirtualRoots.Include="C:\WebServer\Customer0

ne\inc"
Dcom.fortify.sca.ASPVirtualRoots.Library="C:\WebServer\CustomerT

wo\Stuff"

Zhick Y, Include (& C:\WebServer\CustomerOne\inc (Z, Library &
C:\WebServer\CustomerTwo\Stuff ic~ v X hF 7,

Fortify SASTT #include 71 L 7 7« 7HHIRY 355!
<!-- #include virtual="Include/Taskl/foo.inc" -->

Fortify SASTTIE., 7AY ¥ MiZ Include EWH ZFIOMET 1 LV MUBAEFhTWL
DNEIDEHELET, TDLEIBRYET 1 LV M) HRWEE, Fortify SASTIEZD
SUHA LTONT 1 ZFFART, -Dcom.fortify.sca.ASPVirtualRoots.Include=
"C:\WebServer\CustomerOne\inc" B2 E% R DT £ 9., TD&. Fortify SASTT I,
C:\WebServer\CustomerOne\inc\Task1\foo.inc 7 7 1 L &R L £ 7,

F7/=1%. fortify-sca.properties (C# % <sast_install_dir>\Core\config 7 7 1 L TZ D
TONRTAEZBRETEET, ROFICKRTLDIC. MEBFTA LI MNIDIRRRDNY I R
Sy aXFNEIRT—TI2RERHY T,

com.fortify.sca.ASPVirtualRoots.Library=C:\\WebServer\\CustomerT

wo\\Stuff
com.fortify.sca.ASPVirtualRoots.Include=C:\\WebServer\\Customer0

ne\\inc

Note

B BaTdD/N—2 3 >~ DASPVirtualRoot 7O /X7 1 (E5| EHEXBM T, Fortify
SASTAY Y RSAVTRODELDIEATEZXT,

-Dcom.fortifv.sca.ASPVirtualRoots=C:\WebServer\CustomerTwo\Stuff;
C:\WebServer\CustomerOne\inc

Z huikFortify SASTICXF L. virtualf ¥ 2 Ib— KT 1 LY 5T 4 TORREFIC, I8E LEIE
FCURMNINTWETALI M) AERRTBEIIELET,

{R¥EJL— b DFERAH

RDIT7AIDHY XY,
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C:\files\foo\bar.asp

DT 7ANERET BICIE. RDA VI —KREFRLEY,

<!-- #include virtual="/foo/bar.asp">

RIC. sourceanalyzer A7 Y RTREBIL— M ZRDEDICHRELZET,

-Dcom. fortify.sca.ASPVirtualRoots=C:\files\foo

Znicd Y., REBIL— DRI S [foo A MFA4 TINFT, foo %
com.fortify.sca.ASPVirtualRoots 7'0/37 1 TIEE L7&WI5FH. Fortify SASTTIE
C:\files\bar.asp #3#F L TLXBL F 7,

REIL—MEBETZV—TVRTROEEY T,

1. V—ADNZADRADED ZHIBRL £9,
2. N 2DBUDEHR%E, ATV RSAVTEELAREIL—NIBESHZFT,
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1.42.4. Classic ASPOIOTY KS4 V4§

VBScript Tegit S hi7c, MyASP.asp &W D &ZRIDE—T 7 1 JLDClassic ASP=EZEHT
BICiE. RDEIICAALET,

sourceanalyzer -b mybuild "MyASP.asp"
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1.42.5. VBScript® <Y RS54 >l

myApp.vb & WD ZRIDVBScript7 7 A L AE#T 221, ROAXY REAHALET,

sourceanalyzer -b mybuild "myApp.vb"
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1.43. 54 75 1) 3— RO

A7) =K, BOT7 TV r—2 a3 VICBRET LD ICKEIShABIBETERY
IR z7AVER—RVMNFLEEEY2—-ILEELET, HEOTOV/ZLDEY RO
Sy gEeIVRYRAVNERBET Y r—vava—REBRRY, BB 5175
J— RIROBY IZ7RY T,

s BHOTOT Y MIbl> TNENTERN HERE

o XA VTV RNYRAY Mmain() XV v RKigxE)D 7

o DT TV = avMERT BHE(L—FTAVT1IFA, JLb—LT—2, SDK
BRE)EREELET,

ZATZ)A—REMOT7 TV =23 v I— RO UVHEIND I EEZBELTWS L
O, BER, 1—UNFETEET—58EKDA 97 —RIFREINT, SASTHEAlTA
BERDITHEIRBRIIFRNMRICHASNET,

ZA47ZYA—-FREFPTVr—2ava—RFOER

PeE F7UVr—>ava—K S473Ya—K

TV hYRAV D BEE THY ] 7L

B EYx20Yy o nERE EBF FARTRE AR RE DR

& M RV RT7OVELIEE b7 ) ICHHHAFEN
3] W3

DITDE R 7075 LDEEREE APIDRTR EFER/INS — >

4 73 31— FOMWRBGoH

472 A= REPRWICRAF+ U F§5IC1E. O—K%ES5414 T3 1) &L TH/RD Fortify
SASTARET 2VENHY XY,

SECADELEEOAETI— RAZHRLET, BUASEOMHOREMICO LTI,
IO ROEETHEIS 3V EBRLTIEI W,
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AFXF v VOEB[HTELL, AF vV RTy THRITSROTONT 1 ZBELET,
com.fortify.sca.rules.IsLibrary=true

COTARTAEBMLTDE, PRIV I VEART I r—2avhs4 750 31—
NEFOH T L2 &ML T LYUFRRImERELE T,

T Dt D A=A

SATSYICMAT, Z7V5r—23ayd—RaSA75)0—RICEELDICRESRE
EMIVRRAVMNIL—LT7—0FEZLLFELET,

THEBREDOWeb APINIREAN—INTVWAEWIL—LAT— A FRALTWBEBEE( TYR—
NI TWBHEIMT 2#88), coTaNXT15BWITRE. TJL—LT—0DHh/NNL Yy
UMM INBDZEEHY FITH, Bo70—DISICELBZEEHY FT,

Note
CDHEEIFIREJavad— R TOAYR— b INTWET,

Caution

A oTosFrEMCTEE. ABOI— RATTY 5— 2 VICIEGAS
D%EBEML., WEGNREHNKIBICEML T, BMEIBIL>TEAL, LUZBLLD
Y —A%=FRT2A8EEIHYET, BEINLZI—RFT—IAPERIZVL
RY, BEEINET7 ) r—2a3aydA— R TCEPEIRETIEHY FHA,
F7=. Spring BootJAX-RS7ZE, T TICHAN—INTVWEZHDEET Y
RRAYVINIL—LD—0 %Y R—NFTDHIC, 2OTANT 1 HHMICT
HZEBEEIHY FHA.
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144.>—9 Ly PORAX v >

Fortify SASTRF v VII—EDT7 F 74 FTERINTEY., ZOI25D1D2EHLW BT
7ANWERICHE2ERE —BROICRETEEY, chiZkY., Fortify SASTIX, ¥—7
Ly RREDTL—YE21—ICRINKLIFTHRY. FARFENFZ2ECHREBOFEAMRE.
TOUVZIVIERBIIIDIDLTHBABRERDIFTHIENTEET,

CDEREAEDFMICOVWTIE, TERKRKTODHT] 2SR LTLEI W,

=Z N
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1.44.1. EERRBOW

ERR(regex) P TlE. ERRBIL—ILEZFALT. 2740V FToVET7A1IVE
OmMADHEFEEERETEET, CODHTIE. 7OV N7 71 IVADKESERY —2
Ly NIRRT —=R, ¥— ERERLE)ZRETEET,

4LL

Important

RegexD#TiESEEICKE L W&, Fortify SASTAARXICIEYR—KLTWL
BWI 7454 TOMEEEERET 2EELHY £,

FHRRBOWFTIE, BT —XICEEFNEZITARTDIT 7AILINRENRNY =V DBIR
MICKREINE T, BN 2723 RTOT 7ML, HBICBRAINTOWARWEY 23 h
9, ERRBEOMICETNTWVWEZ 77 IILEBIEBTBICIE. ROA T avaERLE
j_o

o THT T —XT -exclude # 7> avaFERALTI774ILELIETa LI M) 2RRH
l/ij_o

DA T avOEMIIOWTIK, B4 TV avaSRBLTLKEIL,

e TI7AIBNTI, ERKRBAMDSBREARERNAFTY T 7AILDTRTERAINZE
T, DIICNAFY T 74V EEDBITIE. RO TO/NRT 1 % fortify-
sca.properties 7 7 A JLIEBML F 9 (F7/E. DATYavaFERLT, 207
ANT 42TV R4 VICEDET),

com.fortify.sca.regex.ExcludeBinaries = false

e TT7AINTIK, RF+ UBEBEI’FAATEICARDLDIC. OMBEBAZ 7 74ILH
FRRBOTHSBAINE T, ROTARTAA2FHLT. BRKI77A4ILH4A4 X
(AHNA NBA)AZEETEET,

com.fortify.sca.regex.MaxSize = <max_file_size_mb>

ERKRBEAMIET 74 MTEMICR>TWEY, ERKRBELOMZEDICT HICE, RD
7'0/37 1 % fortify-sca.properties 7 7 41 JLIZBINT B2H. IX Y RSA VILEDH B0
ENHYET,

com.fortify.sca.regex.Enable = false
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ERIBROFOTO/NRT 14
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1.45. PQCORED A ¥ ¥ ~

Fortify SASTIZPQC (Post Cryptographicm Cryptography) DD X F + > %= KR— b
LTWEY, PQCHEIIX L CEENEFLAVESET7IL T ALNMFERAINTWSIE
FieRET %A ICFICERTT,

PQCOBIZFBIHIITARTOERICEAINS DT TIERWESD, T7HILMTIEEIhALGHY
EPHICB>TVWET, IhOEBWITZICE. Ro7AOXT1=BELET:

com.fortify.sca.rules.enablePQCRules=true

fortify-sca.properties ;. Z 7z1% -Dcom.fortify.sca.rules.enablePQCRules=true % {#
ALTRFY UBFICOATY Y RSAM VT,

FALTWBIL—ILRy ZICEDWT, EDSATSYBLVEENYR—rIhTWS
DMITDWTIE, OpenText SASTOEFa )74V 7oV )Y —AFERESRBLTLE
I LY,
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1.46. IR DO HE(L

DY avTIE, Fortify SASTCTEZ#AD— RR—XA =0T 3RICKERZzxEET
B1=ODHA RSA4 &by MIDWTERBAL X T,
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1.461. PIRAANDRA X+ VR O —DiER

P RARFr )7 —ATl, P FRABHEHEEZFELTCI—RZ2RRIBETES L
INCTBEHIL, AFvY VR V—%BETIFEFT, ROKXRT., #HINTWBE3IDDRAF
YR —ICDWTERBAL £,
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Ry —4 #itBEA (Description)

security B o
INEFTI7FINMDRFY VRS —T

HY, I—FNREICEET 2HEE. —#&
MILEREIND Y —ZAN6DT—4 70
—. BLUVBERR /A XERBRINEH
BEDTERNOBRALET, EF2 Y
TABBOI—RNEEILERZEL BE
XCoRY>—%FHLET,

d o R
evops CORFrVRYS—E. JAXEBR

INZAREMEABVBINOREEE R

L. BEEOEVEBEEZRBSY I &T.

TXalF4R)O—%WRLET, &
DRAFXv VR —lF, AFxvVEESE
BELT, BAREI’ERZ (PEEETAL
T)E#ELE2I—F2HEICFERLET,
CDRAFv VR Y—%EALLEICHK
A, BEXBERERAEZF
TABEBTHBEEMELHY FT,

Note

9 A—AJ)LDsecurity 2 F + >
R —ICMATARI<A
AH, ZDdevopsAF v v
R —ICHEMICHEARAF
nasZeldhy ztA.

classic CDRF v VR D—TIk, BBEIZBRAN
INFtA, TORFTVR)V—%(E
STIRTOBEZHERTEEIL, B
N-BBEZRDIFPI <5070
Iy MV TL— b TREBEET 4L
— BT ZHEESTITHTT,

PHBEDODRF v VR O—%BETDICIE,. ROFICTRT L DIC. 987 = —XIC -scan-
policy (£7id -sc ) A T2 av%a2ED2nEFrHYET,
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sourceanalyzer -b MyProject -scan -scan-policy devops -f
MyResults.fpr

F7-l&. com.fortify.sca.ScanPolicy 7 7 1 JL® fortify-sca.properties ZO/3F 1 % (&
FALTRAF Y+ VRS —%EETHIEETETET, fi:

com. fortify.sca.ScanPolicy=devops

Note
e PHADRAF v+ VR S—EREICMAT, 749774V =EBETEZEY

(TZ409 774 NICEL 2BBEDRN] Z250R), ZDIFSE. Fortify SASTICEL o
TAFYVRYD—=ETANI T 7AIINDEADDTITERAINET,

ARAYLARAF v VR —DIERK

2F¥ v ViRY =T 74 )&, <sast_install_dir>/Core/config/scales 74 L 2 M) IZH
YET, AF v VRN —=Z&IX1DD7 74D HYET, TNHDRYS—T 741D
REEZEBRLTCRF Y VRN O—%HRIYIYA XY, MBORFY VRV —T 74
Welf$T2ZENTEET, RF v VRS —T 7 4wkﬁﬁ*néﬁikowtm
[T4NFT7AIICEZBEDRN] 2SR LTLESIL

BRI LRF Y VR —T 74 ILEVERT D ICIE:

1. <sast_install_dir>/Core/config/scales/ IC#&IL £7 .

2. 7¥ANIT 144 %BE, scan-policy-<name>.txt EWIZEID T 7 1 L EVER L
9, TIT. <name>ldFARILRAF v VRYS—DEFITY,

3. 7 1)L % % scan-policy-<name>.txt 7 7 4 JLICEML TRELE T,

4. FHICHRI LRAF Y VR) =% FAT2ICE. ROFICTTLIICOATY FZEA
ALEY, ZDHITIE. RFvVRYS—T 74 )L4IE scan-policy-
myscanpolicy.txt T,

sourceanalyzer -b MyProject -scan -scan-policy myscanpolicy
-f MyResults.fpr

F71d. fortify-sca.properties 7 7 A WICHRY LRF v VR O—%BETEE
ER
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SRIER

THWENH I T—ADTONT 4
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1.46.2. 7 4 ILY 7 7 A4 ILIC & B2 REEDKRSH

sourceanalyzer AY¥ > RZETT 5 &, FEDOHSEMEA VRSV R, IL—Ib, BLTHE
BHEATTVETAIVIWNEBTE 77 IVEERTE LT, filter 24 7> a3 v %2 EA
LT774I)LaBELET,

T4V T74IIE EEDTFAMNITAYTERTESETFRANI 74 TYE, D
TJ774ITRELWVIAIIYBEEOAEIEELET,
Note
DI aVTHBIZTANIIATIE. T4 T74ILERF v ViR
)= 74 IVOEAICERINIT( 9~ ~DRFvVRYS—DER] 25

fR)
/W /O

RORIC, EHEARLTIAINLIYIS TEZTNThOBIERLET,
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Category

1VRY9 2V XID
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XE

ATT)DHERET
. TRTOYTHTT
UBT 45 TRAS R

E3)

Note

Fortify SAST
TlE. oMH
EITINDH]
DAL 7 =
—ATHT3
)7 4L D
BAINZE
ER

BEDRBEDA VRV
21D

Note

Fortify SAST
Tl&. 287
T—AXADEIC
AR VR
ID7 1LY H
BHEINZE
ERR

Fortify SAST 26.3

Bl

Poor Error Handling

J2EE Bad Practices:
Leftover Debug Code

6291C6A33303ED270C
269917AA8A1005
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B
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FFEMIC DLW T,

BRI DWW T,
DFEANEDZ > U F1F]
LTLEIW,

HEDEBEDL R—M%
£, d BIL—ILID

Note

Fortify SAST
TlE. oMH
EITINBH]
DAEIET7 =
— X TIL—Jb
ID7 1LY H
BAINE
ER

BEEDEIR. FIRT,

medium .
critical T9,
SRR
DFEANEDS > U F1F]

ESRLTEIW,

TA VN7 0K %E
THA&#ZFT, RZEET
5T, && .,
U mEEEFEFEAL
£, TAVNISITD
—BICD VT,

[ OpenText™ Fortify
SASTHRXZ LI—ILBT A
Kl #5BRLTKES

. B&

[

Fortify SAST 26.3

Bl

823FE039-A7FE-4AAD-
B976-9ECS3FFE4AS59

priority <= low

priority < medium

(SYSTEMINFO ||
EXCEPTIONINFO)

(WEB || (DATABASE &&
PRIVATE))

(NETWORK && !XSS)

impact < 0.5
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A

(SHERE"

aTRE ]

e

min_virtual_call_confiden

ce'
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XE

BRI DOW T, TRIRE
DEANEDZ v I ]
HSHBLTLIEIWN,

EMICOWTIE, TRIE
DRZNEDZ > 7517 ]
EHRLTCEIN,

BfHIC DWW Tk, TRIRE
DFEANEDS > U417 ]
SRR TLEIWN,

EMIcoWwWTIk, TR
DRRNEDZ >V F1F]
HESRBLTCREIW,

BEDBBED ML —2A
DI RTOREFEVE L
ICEDWTI VI VILE
STEEINL, BEMW
IMEREE (B,
confidence X371 >~
JATHERAINE T
LY ETHHHIOWVNT 1LY
VO JICEFERTERE

T, INniF0.4H551.00DfHE

DIETY,

BMR{EIX. buffer .
content .
configuration .
controlflow .
dataflow . scripted .
semantic . structural

<.

Fortify SAST 26.3

Bl

likelihood <= 1.5

confidence < 1.8

probability <= 1.2

accuracy <= 1.0

min_virtual_call_confide
nce <= 0.75
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24NW994F X E il

27484 F BRI 7ANIATD
{El&. ABAP .
ACTIONSCRIPT .
ADA . APEX.
ASPNET . ASP.
ASPX . BYTECODE .
C. CFML.
CLOUDFORMATION .
COBOL . CPP.
CSHARP . DART .
DELPHI .
DOCKERFILE .
ELIXIR . ERLANG .
GO . GROOVY .
HCL. HOCON .
HTML . INI. JAVA.
JAVA_PROPERTIES .
JAVASCRIPT .
JINJA . JSON .
JSP . JSPX .
JUPYTER. KOTLIN .
LUA. MSIL .
MXML . OBJC .
OBJCPP . PERL.
PHP . PLSQL .
POWERSHELL .
PYTHON. R.
RUBY . RUST.
SCALA . SOLIDITY .
SWIFT . SWC.
SWF. SQL.
TERRAFORM . TLD.
TSQL .
TYPESCRIPT . VB.
VB6 . VBSCRIPT .
VISUAL_FORCE .
VUE. XML. YAML
T,
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BEETANYERYT—H T4 L5 ITIE. THRB] (<)FE TUUTI (<=)&EBL
i’a—o

a871I)L%

BRBTICT14IWVYEIEET D &, Fortify SASTIZE 7 4 LA 1T —EIC1TTOBEALE
T, T, TNOHOBEBEFANTICHEAL., 7—ILRIEEEF(R& . D Pl == b
O { }2FRALTKXZIL—T1Ld5E. JUYUBERTAWVIEERTEET,

7= & Z2 &, Cross-Site Scripting DERE%Z 7 1 )L Y TERHA L7I=WHFEIC, BIREIC 4.0 K&
® confidence AHY. T4~ b7 571 DATABASE F7Id LDAP "EFxhTws &L
x7,

RDTANI =FEATEEY:

{ Cross-Site Scripting && confidence < 4.0 } && ( DATABASE | |
LDAP )

BET1ILID—ED, BERRAF Y VDAERITTED T4V TTHD5E. BE
EEFIRF Y 52T 14 YTRHEEIHDHBETEH, BEERAFT Y UIERITINET,

Note
FIEIICEBR AR, TAVY RN ITIST T4 LI IEATENMTCEOLEIHY £,

SRIER

748774 ILDF
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1.46.21. 74 W5 7 74 ILDH

fe& z2 I8, ROBAIE EightBall.java 1> FILDRAF v VICLBHNTE, 2OH Y FIL
7Oy 7 ~Md. OpenText_SAST_Fortify_Samples_<version>.zip 714 L2 M) AD
basic/eightball 7—Hh 4 7IZ&FhTVWE T,

RDAT Y R, DHERZERT HHDICEITINTT,

sourceanalyzer -b eightball EightBall.java sourceanalyzer -b
eightball -scan

ROFERIF, MEINE5DDOEEEZRLTUVWET,

[F7A138CDE5235351F6A4405BA4AD7C53 : low : Unchecked Return Value
: semantic ] EightBall.java(l2) : Reader.read()
[6291C6A33303ED270C269917AA8A1005 : high : Path Manipulation :
dataflow ] EightBall.java(1l2) : ->new FileReader(0)
EightBall.java(8) : <=> (filename) EightBall.java(8) : <-
>Integer.parseInt(0->return) EightBall.java(6) : <=> (filename)
EightBall.java(4) : ->EightBall.main(0)
[176CCOB182267DD538992E87EF41815F : critical : Path Manipulation
: dataflow ] EightBall.java(1l2) : ->new FileReader(0)
EightBall.java(6) : <=> (filename) EightBall.java(4) : -
>EightBall.main(0) [E4B3ACF92911ED6D98AAC15876739EC7 : high :
Unreleased Resource : Streams : controlflow ] EightBall.java(12)
: start -> loaded : new FileReader(...) EightBall.java(14)
loaded -> end of scope : end scope : Resource leaked
EightBall.java(12) : start -> loaded : new FileReader(...)
EightBall.java(12) : java.io.IOException thrown
EightBall.java(12) : loaded -> loaded : throw EightBall.java(12)
: loaded -> end of scope : end scope : Resource leaked :
java.io.IOException thrown [BB9F74FFAOFF75C9921D0093A0665BEB :
low : J2EE Bad Practices : Leftover Debug Code : structural ]
EightBall.java(4)

ROWIBAETTDZ 74N T 7A4ILDOHERICRLET,

e J2EE Bad Practice T IV ICAET 2ERAE T RTCHIKRT 3
o A VR VAIDICEDWT/RRIBEEEYIKRT 2
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e WEDIL—IVIDDOEMINT—9 70— DEBZHIFRY %

#This is a category to filter from scan output

J2EE Bad Practices #This is an instance ID of a specific issue
to be filtered #from scan output
6291C6A33303ED270C269917AA8A1005 #This is a specific Rule ID
that leads to the reporting of a #specific issue in the scan
output: in this case the #dataflow sink for a Path Manipulation
issue.

823FE039-A7FE-4AAD-B976-9EC53FFE4A59

TAIVINBINTEEHAZTARNTSICE. COTFFAME23E—L, testfilter.txt &\
SZRTI7 7AIVICBRYHIFE T,

test_filtertxt 7 7 A IICT7 4 LY IEBAZBRT 5ICIE, ROOAT Y REETLET,

sourceanalyzer -b eightball -scan -filter test filter.txt

TAIIIUBINTFTTIE, ROBRVERINET,

[176CCOB182267DD538992E87EF41815F : critical : Path Manipulation
: dataflow ] EightBall.java(1l2) : ->new FileReader(0)
EightBall.java(6) : <=> (filename) EightBall.java(4) : -
>EightBall.main(0) [E4B3ACF92911ED6D98AAC15876739EC7 : high :
Unreleased Resource : Streams : controlflow ] EightBall.java(12)
: start -> loaded : new FileReader(...) EightBall.java(14)
loaded -> end of scope : end scope : Resource leaked
EightBall.java(1l2) : start -> loaded : new FileReader(...)
EightBall.java(12) : java.io.IOException thrown
EightBall.java(1l2) : loaded -> loaded : throw EightBall.java(12)
: loaded -> end of scope : end scope : Resource leaked :
java.io.IOException thrown
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1.46.3. 749ty MR L -BEDK
A

Fortify Audit WorkbenchT/ER L7=RBI@ET > L —hT71)L% Yy NEFERAL T, 9
ERHOOEBEETAIWVITEEYT, 7z —XhICEBEIERTICTZ 71091y b
@AY % &, Fortify SASTIZEDIFERROBBEAFPRICEZAAFHA, TNETIIC
I&. Fortify Audit WorkbenchZ B L TC71)L¥% vy MEERKL. TDT74IL5EY b
E.EFDT AN EY RBEEFNTWEBHETY 7L — % ER L TFortify SASTR F +
vERITLET, Fortify Audit WorkbenchTZ 4 ILH & T 4L 9y M EERT B HEIC

DWTEEL <&, T[OpenText™ Fortify Audit WorkbenchaZ—%44 K] #&RLTL 2
Iy,

ROFITIE, FPROASREIEAHEIRT 272012, BT Y L—MRATT71ILIEERLT
FERITZ2AHEOERNAFIBICOVTEHRALET,

1. OWASP Top 10 2021%& R L. COEED AT IV ICHEINLEEDHARRT
3& LEY, Fortify Audit Workbench. OWASP_Filter & W) ZRIDFH LW T «
VoY NEERLET,

2. Fortify Audit Workbench. OWASP_Filter 7 1 JL¥ v NHIZKRR 7 1 LY &4E
BLET,

If [OWASP Top 10 2021] does not contain A Then hide issue

DT 4ILYIE. BEEAE®RREL T, GEC Al ST OWASP Top 10 20210 11 5
JYICEELN T Y TINABWGEIE, ThEIERTFICLET. OWASP Top 10 2021
DATIANIETART TA] (A0, A02, ... AI0)THRE S7H. XF Al #8F R
WAT T IZOWASP Top 10 202UCFELEFHA., 2D 74 LFICL > T, BEIF
Fortify Audit Workbench® E 1 —IZRRINR QY A, FPRICIEE7F &
ICRY ET,

3. Fortify Audit WorkbenchT. B@7 ~ 7L — b % IssueTemplate.xml & LD ZETD
T77ANICT IV AR—KMLET,

4. Fortify SASTZ{EHA L. ROAX Y RZH/ELT. 27z —XTT714)V9% Y bz
EELZEY,

sourceanalyzer -b MyProject -scan -project-template
IssueTemplate.xml -Dcom.fortify.sca.FilterSet=0WASP_Filter -
f MyFilteredResults. fpr
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TJ4ILYty NTRBET74ILYTBE, FPROY A XIFBERINETH, BFE. A¥+
VEFEIFEfREI N EE A, Fortify SASTIE, BRE%ZETE L TFPR7Z 7 A LICEZADHE
DO ZEHIBT LR T, 74089y NERARNET, 7405 EY NADT 14 ILFICLD
T. Fortify SASTAO—R$2I—ILE A THRFY X7,
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1.46.4. FortifyRemoved X > M &FE L /-
71415

)& —, AVRA S, BIETY —LAIDEICEBEEMATNRTWE LI, AREIE
NoDY—ILDEREI— I LEEFIET S &ICBNRTWET, AEIC, Fortify
SASTICL > TBIESRIINIBEAEERTBHDIC. 1A VALY MNEREILRLT
FECEETEEY, EAREIE. BBEEZSISIEITIL—IID, TLERBHEROATIY
% FortifyRemove() ICIEEL T, M@’ BREINDIDEHSCIENTEET,

OXY MIETREEDBEIBRI NS &, Fortify SASTIZHIBRI W -BEZ Z DB AT T
g TaJIcE®RLET,

Note

&) o, Javas L UCHI— RTF T 4L h CRIETEA DAMICI AT
W9, TDOHEEIX. com.fortifv.sca.rules.EnableRuleComments=false %
RFET B I & T fortify-rules.properties THEMICTETE T, FMICDOWT
I&. T[fortify-rules.properties] =SB L T XL,

% N: ) gm B S
Tz ZE. RD&L S JavaHelloWorld 7 7)) r—>avhshdELET,

public class MyClass { public static void main(String[] args) {
System.out.println("Hello World"); } }

J2EE Bad Practices: Leftover Debug Code& LT X1 Y E#HTR) AHAXIN5,
625EEETF-464F-42DC-85D6-269A637EF747 DIDAF DI —IHH35E45EZ X
ER

FAREI’EEET. COMBZSERRLESBWVEEIF. ROVWTIHIDEEICEY.
FENRTINRLLRY FT,

public class MyClass { // FortifyRemove(ID="625EEE1F-464F-42DC-
85D6-269A637EF747") public static void main(String[] args) {
System.out.println("Hello World"); } }

Eell =
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public class MyClass { // FortifyRemove(Category="J2EE Bad
Practices: Leftover Debug Code") public static void
main(String[] args) { System.out.println("Hello World"); } }

R HEIEUCIE M) FlE ' oOwWgThaZzERATEEY,

74N KA—FK

JA4IRA—R(*)=FRALT, A7TVERRAL. EBOY THFTITY FHIIERD—
MIDdHhTFI)HEhN—TXFT,
IR

// FortifyRemove(Category="Cross-Site Scripting: *")

JARYA MRV ) TT4 VJICETEBEDNY 7Y MITARTHIBRINE T,
— 7

// FortifyRemove(Category="Cross-Site *")

JARYA MRV ) TT4 v JICETBEEDIRTONY TP e, VO A M
THRFZDHTIV(EAEL TO/ORYA M) VTR MRIE] )BHIBRLE T,

B DM

TAILRA— REFERT LM, XFFDEF%ES Categories 7O/3NF 1 F72id
IDs 7O/ F 4 ZFERALT. ThTh, EHOHTT) FLEEHRDOI —IVIDEIEETE
x7,

15

// FortifyRemove(Categories=["Cross-Site Scripting: Reflected",
“Cross-Site Scripting: Persistent"])

Cross-Site Scripting: Reflected & 7zI& Cross-Site Scripting: Persistent D REIEEAR D
TIKRRINZDEBEET,

// FortifyRemove(IDs=["A", "B", "C", "D"]

A, B, C. FLIEDDI—=IDBRDITTMN)AINBDOEHTET,
T, BHOZMHEEIOIOV( ; )CRY->TEETZIEETEET,
1
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// FortifyRemove(Category="SQL Injection"; ID="ABCD-1234")

ZhiZ&Y. SQL Injection OFEIBEMRDITTHRELARWVWELDICL, JL—ILID ABCD-
1234 Hr5 MY AN BRBEEHITEY,

IEYREBDE

EREld. FortifyRemove MO X Y MMtE T, HIfRFA & L TERHIINE T, HIFRBEREH
ICOJICEERIN B XFI % Z(F AN B justification 7O/NT 1 ZI8E TSI & T, BE
BENHRINZONEFELKHRBATEET,

f1):

// FortifyRemove(Category="Cross-Site Scripting: *";
Justification="We remove XSS here because we're using custom
framework XYZ that automatically protects against the attack")

This PDF was generated on August 12, 2026 Page 406 of 629



3 opentext" Fortify SAST 26.3

1.46.5. Fortify Java)x iR

OpenTextTlk, 2DM/N— 3~ DFortify JavaiEIRS> 1 75 ) M REIhTWE T,
o RFFR') > —MHCLASS ( FortifyAnnotations-CLASS.jar )IZEEE I 7= 3EFR,

ZDN=23avDZ4 73 Tk, 3V /8A JVBFICFortify JavaiERRD /N4 hO— R
ICRENZET,

o 1R 2 —HSOURCE ( FortifyAnnotations-SOURCE.jar )ICE3E I 7= 3R,

D=3 vDZ4 T3 TlE, Fortify JavaifRRAMFERIN 20— KA a v/ a
IWENRITNA NI—RNIZRMINEHA,

OpenText Application Security Software® &% > T7 7)) r—> 3 v dO/N4 hO—R
DY 356 (72 & Z1E0penText™ Core Application SecurityfE i % 8 5 354). TR
R Y —DCLASSICEREIN/N—U 3 U AMAL TL XL, OpenText Application
Security Software®EJ = F>TCF7 Y r—> 3 vDY—ROA— K E9Hd 55581 WY
NHODON—=23vDIA TV EFRATEEYT, L. REFRY 2 —HSOURCEIZERE
INTWETA T AFRTEIENEBIHEREINTVET,

Important

O— RRDBENREX2) T4 EOREICEAT 2ERNOBRT 2 HEMELH
%78, Fortify Java}xfR&EA I — NICEITDIEEF2) T4 LDY R UIC
Y FEFT, RERYY—HDCLASSICERE I N TWVWSERITAEBDDHTICDH
FAL. 77U —2avOBAELRTRRLTERLAV EAXHESH
TWEY,

DtV avTR, ERTRBIEROBEZRLIT. Yo TULT7 TV r—2avid,
OpenText_SAST_Fortify_Samples_<version>.zip 714 L 7 MY AD
advanced/javaAnnotations 7— A4 FIZEFNTVWE T, T4 LI MJICEFhTWS
README.txt 7 7 A LICIE. YV TWT7 TV 5—>ay, 7TV r—oavhoHREdT 3
ATREMED H BRE. B LV TN S DERE% Fortify JavaiEIRA& [ L TER T 2 AiEH ECah
INTWET,

Fortify JavaDJERICIE, JRD2DDHIRNH Y £,

o ZEFRINDDAANFTLIFNODDOENDIH (HBDWNIZDEA)ZEETEET,
e ALY =4y MIFEYA TOEREIDOABATEET,

OpenTextTld, ROEFERIDDY A TOERI/IREINTUVET,

. F—4HT70—DER
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e 74—V REZHEDIER
o ZTODMDIERR

BBDAHRY LFRDVIYR— M INZIL—IEEHRTZIEETEET, FHlICDOVNT
. ARITHR—MCBBEVEDELLEI W,
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1.46.51. 7—4% 7A0—DFR

F—=H70-—DFRICIE. Ty 70-I—ILERKIC. V=R, YV, IRRARI—,

MEIDATBELIHY T, IRTHAYV Y RIEAIN, NS A—4ZFIEXFEF this

BLVreturn ICL>TAHN, HAO, FLIEZOmMAAEELEY, £/ T—4970—D
V—RABL VYV EREABEROBIBIERIAZEETEEY,

Y —ZFR

FERINSA—H THEATESMEIE. this. return . TEFEBNIX—-5HTY, &
ZWE A=Y M XYy ROBAOITERZEVETEIEHNTEET,

@FortifyDatabaseSource("return") String []
loadUserProfile(String userID) { ... }

TeEZWE =5y M XYy ROFIBITEREZEVHTEIENTEEY,

void retrieveAuthCode(@FortifyPrivateSource String authCode) {

.}

BEDY —ZERICIA T, OpenTextil ik FortifySource & WD &RiD. SNEADEETE
BUERY —ZPHABRINTWET,

V—RAFROTEAR) AMZRICRLET,

e FortifySource

» FortifyDatabaseSource

o FortifyFileSystemSource
o FortifyNetworkSource

o FortifyPClISource

o FortifyPrivateSource

o FortifyWebSource

NZARIL—FER

NRRZIV—FRTIEE, =T Y M XYY ROAADLEAICTRTOBRIEEINF
¥, FortifyNumberPassthrough & & U FortifyNotNumberPassthrough D& &, H
MOBLREZNYHTRLY, HIRLAEZYTEZIEETEET, in FRASA—FTHEHRATE
Z{ElIE. this TIEXBERHNNTA—9KTT, out FRNSA—FH THERATEZEIL,

this . return . F7/ZIEEHNNIA—HKTY,
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@FortifyPassthrough(in="a",out="return") String
toLowerCase(String a) { ... }

F—HDMRICBIETH D T &EHRTICIE, FortifyNumberPassthrough #f#H L 3,
BETF—2Id. V—RIBRRL, 2024 NROV ) TF4 VTREDKEDS A TD
REAB| X TaeEMNHY £3, FortifyNumberPassthrough 2R3 2 &, 2D¥
1 T7OBRBRENBDPLET, TOTITLTXFT—F ZHER (intvint[]72 &) ICHfET 2
%&1d. FortifyNumberPassthrough # R TE XY, 7OV S LATHET -9 %2XFZE
I XXFEHNT—4 ICERET B354 1%.  FortifyNotNumberPassthrough AR L £ 9,

INZAZI—=FROTZTLHR) A NERICRLET,

o FortifyPassthrough
e FortifyNumberPassthrough
e FortifyNotNumberPassthrough

OV IER
O U OERTIE, BIBY A TOFRBI—5 kA Yy KOARICEE L & % |
PBESNET, ERASX—F CHEATE MBIE this BB A—9 BTT,

@FortifyXSSSink("a") void printToWebpage(int a) { ... }

BEOBIBMEIIRY NS A =S ICFREERTSIEETEET, ROFTIE FEN
5l a ICHELAESICHAEI I REINZET,

void printToWebpage(int b, @FortifyXSSSink String a) { ... }

SUIERORER)AMERICRLET,

e FortifySink

o FortifyCommandinjectionSink
o FortifyPCISink

o FortifyPrivacySink

o FortifySQLSink

o FortifySystemInfoSink

e FortifyXSSSink

MREEEMR
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MEGERTIE, 9= Y M XYY ROEADSFLEIEIBRINE T, FRNNSA—YTEFE
FHTX%{ElE. this. return. F=IXBEH/NZA—9EKTT,

@FortifyxSSValidate("return") String xssCleanse(String a) { ...
}

MEEY VIV EROTERY A MNERICRLET,

« FortifyValidate

« FortifyCommandinjectionValidate
« FortifyPClValidate

« FortifyPrivacyValidate

« FortifySQLValidate

o FortifySysteminfoValidate

o FortifyXSSValidate
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1.46.5.2. 7 14 —JL REZHDFER

INSDFRIT. 74 —ILREEH(IZTEAEDZR)ICERATEET,

O «» —
NAD)—RETSAR—-NDIER
IRRAT—RETSAR—NDOFREFALT, 9=y bDT 4 —IL RELIEEHH /IR
T—RTHDZOD., TS3AR—KNT—IYTHZEZOIERLET,

@FortifyPassword String x; @FortifyNotPassword String pass;
@FortifyPrivate String y; @FortifyNotPrivate String cc;

ZOBITIE. Tx] EVWIXFANNRRT—RELTHNIN, TIA N —BRELUN
—RI=FA Vv ITINFERRAT—REFzvIINES, [pass] &WIXFFFE, /IR
T—RELTHEINSNI A, FRBVBVIGEIE, RRMDVELET SHEMIHY T,
FortifyPrivate & & U FortifyNotPrivate MEfRE RRICHEEL T IA T4 /1Y —&
ROBBEEFEELEE A,

BTRHRVWEREOUADIER

INLDFR2FEALT, =7y bDT7 4 —IL RFLRBEHRTHITIN TV WEZTE
ELET,

@FortifyNonNegative int index; @FortifyNonZero double divisor;

ZOFITIE, index ICEADENEIYLETOLNTWSA, divisor ICEANENY BTSN T
WBBBICEEN L R—MINFT,
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1.46.5.3. TDHDFIR
BEYEFTYYOER

FortifyCheckReturnValue ¥fRZFEAL T. RYEZF I v I TH2UENHIEAHDY R
M=y b XYy REBIMLET,

@FortifyCheckReturnValue int openFile(String filename) { ... }

fERDEIR

FortifyDangerous ;¥fRa2FHET 2 &, 94—y NEE., 74—V R, T £33
ADFEANLR—FINFT, FRASA—=FHITFERATESEIL. CRITICAL. HIGH .
MEDIUM . F713 LOW T%, Th5D{EIX. Fortify Priority Order®{EICE D W TRHEIE
ENBTEHEERLTVWET,

@FortifyDangerous{"CRITICAL"} public class DangerousClass {
@FortifyDangerous{"HIGH"} String dangerousField;
@FortifyDangerous{"LOW"} int dangerousMethod() { ... } }
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1.47. N7 #—< Y ADE&EIE

Dt a v Tk, Fortify SASTCI FXFABEOI— RR—XA DT BHERIC, X
TYFEHEEN T4 —T VR AHZBIETE-ODHA R4 MIDWTERBAL F
E

DI a VT, ROMNEY ZIZDWTERBAL E T,
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1.471. D4 IVANERY 7 b7

DAIIARTEY I N2 T7%FRAT S &, Fortify SASTO/R 7 +# =TV AW BHEEZ (T
ZEEEMLAHY ET, AF v VEBRHIRWSEEIC, VAILARKRY Iz T7AFvUh
5REBDFortify SAST7 7 4 IV = —BGHICHRA T B Z &M HEREINhTWE T, V—XO—
NABEETZ2T4AL I M) TERACEFEEZEITTETEITN. MO T7+—T YV ADF
BRRBT LI NYDBELYENAINTT,

7 7 # )V N TlE. Fortify SASTORER T 7 1 L AR DIGBIICERINFE T,

o Windows: c:\Users\<username>\AppData\Local\Fortify\sca<version>
o WindowsEA%: <userhome>/.fortify/sca<version>

Z I T, <version>lZfFEA L TWSFortify SASTD/N—2 3V TY,
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1.47.2. N\— RO x P ICET2EEER

TFEFARAY—ROA—KDH D7D, AEVEHAEVAT v VRBEZEEICFATEZ &
ETEFHA, ROIFIFRERICLE > TAEYFHECNN I ATV ANRELZIS
9,

e A—KRD¥A T

o I—RKR—ZADHY A4 T EEMHX

R I 3 #BNSEE(JSP. JavaScript, HTML%A &)
S5 D2

MESstEDS 1 7(ERINZ 7T+ 5 1 )

OpenTextTld, EEOT7 TV r—2a v RF¥ v VOBRICEDWVWT, RO &5iEAHEA ]
EWIN—RYzT7OHREEIAFEEINE Lz, RORIZIE, 7V r— 3 v 0EM
MICEDWEHEREREDO) A MR LET, — RIS, FAARAITOHZEYTE. R
v VEENEBINDARENESHY T,
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7TV r— CPUO7¥ RAM (GB) EHPRF+ > Bl
3 vDEMX B (Description)

EEICEM 32 256 7HBELUE B
AVFoY%E

BBETHUR
TL(T TV
—avh—
N, T—=EIR
— XY=/

JAVFUVE
B AT LR
E)o

Note
e TypeScript A ¥ + » & L UJavaScript R F + > Tld, DIFEINKIEICEK <

BRYFT, 7TVT—YavAOI— RITOEE D TypeScriptZ 7= i
JavaScriptD20% =B A 21561, 2EBICEWHESRIEAFEAL XY,

VATLABHICOWTI, IN=RozT7ZEM4] 22RLTCEIWV, L. KBRET
BHRT T r—2 3 DAL, Fortify SASTTL Y EWRENEFDN— KD = 7H%
EETY, TOHRBIERDEBYTY,

o T4 AY1/0 - Fortify SASTIXI/OKHFETH D7D, N— KR4 THERICLZIF
E.EZLDIORZ VT I avhEHHNINET, 7200 RPM S 4 THHEEINT
WZE 9 A 10,000 RPM K S 4 7 (WD Raptora &) F7/2I&SSD K5 4 T DA M HEL] T
ER

e XEVY -FBEB/NT ATV R%ZB2LDICBEBERAT) DEZRET 5 A EDFM
WIKD2WT, XEVFa—=U7] Z25RULTKREIV,

e CPU—21GHZU LD 7Oty HHPHEEINTVWET,

This PDF was generated on August 12, 2026 Page 418 of 629



3 opentext" Fortify SAST 26.3

1.473. Fa—=vJF T av

Fortify SASTTIE, #MAaT0Y ) NOWBICRWEKEL IO ZIHELHY 9, RO
I FTEAT I —IATHEAIEPINIT,

o K

o T

Fortify SASTTld. KRERDWER 7 71 IV(FPR)IDERINZAEMELHY £T, ZDIE
R. B L Fortify Software Security Center~A® 7 v 7O— RICRWIRBEN DA BIHED
HYFET, TO7x—XE, ROLIITEENhF T,

o /7w O—NR

ROKTIE, BEOIDZIFIFEATI—IATNTI+—I UV REALIEZFEICEAT
eV hERLET,
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D

pax)il

paxil

pail

pax)il

EE/7y7O0—R

pa il
EE/7y7O—R

T7vay

-export-build-
session

-import-build-
session

-quick

-scan-precision

-bin

-Xmx<size>M |
G

-Xss<size>M |
G

-filter <file>

-disable-source-
bundling
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1.47.4. 74V VXX v >V

DAy I 2AF vV E—REFRTEE, 7OV M EERICAF+ Y LT, EXARE
PEEEOSVWEEZFECTE XTI, Fortify SASTIE, 9TDFEIZROTIETRF v
VEBRICEITLEY., I HIC, Quick ViewZ 1)Ly MEBRAINWEY, 714y R
Fv VREIIREANRETT, V741 v I RAF v VE—RDHREICDWVWTEEL I, fortify-
sca-quickscan.propertiesZ SRR L T X W,

D4y I 2Fv ik, MEEZBLTEZL D7) r—2arvaRBL,. BEETIECKER
DIFTTEBEZRIBTESLDICTBLDDRBERAETT, NT+—IXVANEDREER
LTI TV T2 a v DERIEYA XL >TERYES, TORFrUIET
IWAF v EYEEERTTD, Ry NOBREEIZLY ET, AJELRRERY ZJILRAF vV
ERITIBIE=EEHOLET,

JIw4

Fortify SASTO DT DRI (&, FIFAETRER Y VYV —RICKEFET 2560 HY £9, Fortify
SASTIZ., BHMMDOA N v EFRALT. Thd5DY Y —RERBAREARMEIEDH DN
SVRERYET, T DD, Fortify SASTHA+LDRY Y —REFRATEIRVWERLRIN
2HBEIE. FEDHREZERTLAVWI EHY FT,

Fortify SAST T, 21— A Fortify SASTO ) I v 4 7ONT 4 #FRALT Ay A
71 RAVMEHETEEY, PFIAYPTELICERDYIvIPABRINRTWET, 7
1V 2F v VFEALT. DY IvIDERMEREINctEY ERTTEET,
)Xy HICDWTEL I, fortify-sca-quickscan.propertiesZ S8 L T 72X L,

DAV I AFv VE—RZBWMICTBICIE,. -quick # 7> arv & &EHIC -scan 72 3
VEFEALEFT., VAV IRFYVE—REERICT B &, Fortify SASTIZZ#D
<sast_install_dir> [Core/config/fortify-sca-quickscan.properties 7 7 4 JLICH A T
<sast_install_dir> [Core/config/fortify-sca.properties 7 7 1 LD 7O/ F 4 @A L &
¥, fortify-sca-quickscan.properties 7 7 1 L = #R% L CT. Fortify SASTHFEH$ 3 1)
Iy EFAETEXLT, fortify-sca.properties #ZET2&, 74 v I Ax v VDEE
ICEHEBLET, V1YV IAFXFYVE—RTNIT+—TVREZRHBL, EELRAXF vy U %
HRITTBDICTIVAF v VT 7AIIREDETIICT DI EZHELETY, 71407
2F¥ v VE—ROTONRT 1 OFEMICOWTIE, TFortify SASTO 7 O/XXF 1 774 )L
ESRLTCEIN,

DAVYIDAXYVETINARFT Y VDEH

o JINNARX v VAEHMICETTS - ZILRAF vy Vid, 94v I RF v VE—RTIER
HINABAWEEERETEZA8EME’H 20, EHNICEITTRZIEHNEETT,
VIO ZT7DATL—2av el PR EHIEIIEITZIVAF Yy =T LET,
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AEEThHhNIE, BERALE, ERT7—7 70—0FIhiandy( IV I TEIMICY
WAFxFvUEETLET,

e VJAVIRF YV ETNARF Y VEWRBTD - V14 v I AF¥ vV DIERAGRE %M
T5ICE. AICA—RR—RATIAMVIRF YV ETINAFy U EETLET,
Fortify Audit WorkbenchT2 4 v 7 2¥ v+ VDEREZHE, ThE 7L AF+ VICT
—JLEY, BEEZFLVEETI/IL—TELT. ZLRAFv Y TREINEZD V4
VI AFX v U TIIBRBINAD >/BBD) A MNEERLET,

e V4 w9 A¥+ v EFortify Software Security Center — 7 )L X ¥+ V DERN EE
TINZDER SO, T 7 4L b TlEFortify Software Security Centerld, 74 v
PAFXF Y VE—RTRAF v+ VINTT7y TO—RINEFPRZ 7M1 IIVEBBELEY, &
72 L. Fortify Software Security Center® 7 ) r—> 3 VhRlE, 74 v 9 XAF vV
TRAXF VY VEINLFPR7 74N ZLEBT L LDICKRETEET, LI

OpenText™ Application Security 2 —%# 71 FODHERDUEBI —ILESIRL T
Iy,
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1.47.5. @51 Y IV A EHLERA X vV EE
1

DX TE

DT T—ADEBELARIVEEELT, AF vy VOREEEFEIAZETIFET, IhbHdD

FBELNIVAFERALT, EZIE N TS5AVIESTDLIICRT v VEEEEAZET

¢, ARENAI—RODEEABITLRAS—EDOHRBEUEAETIXCK BDIFHT IENTE

Y, BESA VIREEFEALEZAF vV ZLRF PV EYERETYTN, Rt
v NDBREMEFLEY FT, TREARY JILRF v v ERITTEIEEEHBOLET,

BELANLTIE, REONRTAEEZLANVICEERITBEIET, AF v VDRI LHEE
AHEELET., BLARILOEZESONRT 1 T 74 IIE.  <sast_install_dir>
/Core/config/scales T4 L7 M) IZHYFET, LNILTEIX1DDT 74 )L( level-
<precision_level>.properties )B'HY EXFT, INLDT7 7M1 ILDEREZZEL T, HRED
MELANVEFERTEEY,

X E:

o Fortify Software Security CenterCld. 4KFEDHBEL NI TERIN. 7y 7TO—
RINEaWERLT 740 bTTOYIINET, L. ThH6DEELARILT
AF v N, Py 7O—RIhEEE OV MHUEBINS LD IT, Fortify
Software Security Center® 7 7)) r— 3 v N—Y 3V EBRETEET,

o WA VYINAXF Y VEIINARAFvYVET—TUTBE, PIYVr—o 3 viIlBE->TW
BDLUBIOAF v+ OBBEIEIBRINZGE’HYET(TINRFY VAERITITZEH
CHRHEINET),

2F¥ vV OEETAVILVEREERET 2ICIE. ROFISKTLIIC. AF v 7x—X
IC -scan-precision (£7%id -p )F 7> a v aESHZRENHY T,

sourceanalyzer -b MyProject -scan -scan-precision <level> -f
MyResults.fpr

Note

BBY A VILERESE -quick # 7> a Y 2@ LCRAF+vaAY Y RTHERAT S
EIEFETEZXHEA

RDRTIE, 4DDBEL NILICDWTEHRBALFT,
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BELRI E%BH(Description)
1 INEREEELAT vV THY., HE

DIF7AINERF YT EDICHEDL
£9, COBELRILDRF v VT,
Buffer Analyzer. Control Flow
Analyzer, Dataflow Analyzer, & &
Null Pointer Analyzer®'F 7 # )L b TH&
MY £,

CDFBEELRIVDAF ¥ U TlE, IXT
DT FTZAYFRNT 72 bTEMICKRY
F9, VIV ERBLLTETT L.
2F v VDORTEEIMALELET, TOD
ER. RMEINBBEEOHENS DALY
£9,

3 ZDOFBELNRITIE, REFEFERAF v~
DEEINRAS0%ELELET(FHREIND
FREALRILET), BEAENICIE. 2OL
NR)VTldJavaC/C++R EDEF I EEE
DRAF v VEEIAALELET,

4 INFTIVAF vy ERLUTY,

com.fortify.sca.PrecisionLevel 7 7 1 JL® fortify-sca.properties 7’O0/857 14 Z{FEAL T
AFX v URBELNIVEZEETDIEHTEES, fi:

com.fortify.sca.PrecisionLevel=1
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1.47.6. — RR— 2D 9 E

KEELA 7O MNERIILATEY 2 —ILILDEIT2E. ERPRALELET, L&A
W R=9NWT7TV5—2 a3V aBRT2EHOED 2 —IUHAEWIHILTWSD, £
Ta—I)LEDORYEY BNDRWNESIE, BV EEANICEBRBLIVORAF YU TER
9, L, ASHIDPYERYDHBH5EIE. T—9 70—DREARH TIRVATEME
NHBIEITEFRTIVRENMHYET,

C/IC++DijgEIE. —bin A FvaveeHill-scan 7T avaFERTEE, R¥v U
BANEREINDITREDSHYET, NMFT VT 74N ENRTA—FELTEITRENHY
F 9 ( -bin <filename>.exe -scan X 7zl3 -bin <filename>.dll -scan 72 &), Fortify SAST
TlE. NMFYVICEETZ 771 ILDBREIN, AF v INFET, Ihid. makefilell
BEDNAF ) DHBBEICEFTY,

RDFIE, TA— KR—=R%=DE BRICHZILDFortify SASTAY Y R4 v FH T3 vd
)2 MTY,
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-bin <binary>

-show-binaries

-show-build-tree
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AXFv Ve BY—RT774ILDY Ty
NEEELET, EILRBFICRRITEN
AFVIC)VIINEEY—RT 741D
HDBRAF v ILEDOLNETS, DA
YaveERHOFERT S E. AF¥ v VI
BHDONAFTI)DREEFNDLDITIEBET
N

/XA F ) DERBFICIER S iz h,
FRINTLWARAWA TV LY MARRI
nFEzd, ELRICERICHEINTWS
malE, FERININAFYDITRTRK
RINEY,

-bin # 7> avEEBIERTEE. N
ATV EERTBEHDIFERINE T 7
AILE, ENH5DT7 74V &Y ) —LA
7O NCHERT BHDIFERINE 77
AIDIRTRRIINES, -bin FT>
a VI EFELAWES,. Fortify SASTT
ENAF) &Y ) —DRRINE

ER
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1.47.7. 7+ 54 EZBDFHIR

BRICE 2T, 1DDT7F A YDRTPREDSHEDONNICERLERNIELPINSG T
EDPBYET, TOF7TFIAHYPERZR. EFXF 1T+ EHICE>TEETRAWVWAREM
NHYFT, EI7957F 514 Y &Fortify SASTTEHRT HEZZFIRTETHIA. 20D
BRERBEERFIEARWVGEDHY X,

DI a VT, ROMNEY ZIZDWTERBAL E T,
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1.47.71. 7+ 514 FOEDE

BEDT T4 FEEWICT SICIE. AF+ VBEFICFortify SASTIC -analyzers + 7> 3>
ZEMLT, BMCTBT7 TS24 FOAVYIRYPY FAFEIOVRYY YA MNZIBET S
NEHLHY 9, -analyzers T a3 v DEMR/INT A —F{EIL,

buffer content configuration . controlflow . dataflow . nullptr. semantic. &
& U structural T9,

7= & Z X, Dataflow. Control Flow, &L UBuffer7 754 YDA ESLRA X v v &ET
T3ICE RORF¥ vy AT RAFEARALET,

sourceanalyzer -b MyProject -analyzers
dataflow:controlflow:buffer -scan -f MyResults.fpr

Fortify SAST®D Z’0/85 4 7 7 1 )L ( com.fortify.sca.DefaultAnalyzers )(Z
<sast_install_dir> [Core/config/fortify-sca.properties #:%E L C. A LC#EEZEITT S
ZEETEFET, LEZE BIDRAF vy Oy REAEOREREBZHEE. 7O/F
4 7 7AIIRDEEZRELET,

com.fortify.sca.DefaultAnalyzers=dataflow:controlflow:buffer
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1.47.7.2. EEE D #&Zh{E

HEDSREEEMICTZICIE, BRATBEREDY X N%2I8ET % -disable-language # 7
VAVEEBRII-XIEHITT., BNLSEDERDEEY TY,

abap . actionscript. apex. cfml. cobol. configuration. cpp. dart.
dotnet . golang. objc. php. python. ruby. swift. 8LV vb,

TcE 2, BEBLUPHP7 7 M IV ARA T 2EHMAEIT I AICIE, ROOAY Y K%={FH
LE9d,

sourceanalyzer -b MyProject <src files> -disable-language
configuration:php

Fortify SAST®D Z7'0/87 1 7 7 4 JL( com.fortify.sca.DISabledLanguages ) T
<sast_install_dir> [Core/config/fortify-sca.properties 7O/X7 1 % EL T. EEB%E
MICTBIEETEET, L&A FIOEHRIOTY NEAFOHEREF/IHEIE. 7O
NTAT7ANITROEZZRELET,

com.fortify.sca.DISabledLanguages=configuration:php

~disable-language THEATEAWEEICDWLTIE, -exclude # Fv avafALE
T, FMICOWTIE, A Toav)] #8BLTLEIV
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1.47.8. FPR7 7 1 L D &E{b

ZDEYVavTIE, EBEFERFPR)Z 7 A IIICEET IR 74—V RADOEBEANIET S
FEICDWTEHBLET, INS5DMNEY VTR, R+ VEBBOERAE. FPR7 74
WA ZDBEIBAE. BLUOKRILRFPR7 714 IILERALL OO Y MIDWTERBAL ZF

ER

DI a VT, ROMNEY ZIZDWTERBAL E T,
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1.47.81. 714 IV I 7 74 IILDEH

T774INVEFERALT. BEDHRBMEA Y RI VR, L=, BLUHEBEEAT I %0
BRIORATEET, FEDOHBEAT IV FLIEIL—ILDFEDRAF v /ICEELTW
BRWEHIET L2ZE 1. NS ZFPRISEM L RWE S ICFortify SASTZERETE T,
T4 774V ERTRE. AFxv VEBEDWERT7 74 ILOH A4 DM@ % B
TEZEY,

TEZIE, BELLE 7 7MWV ERAFNBETOBEMATOT S LERF Y VT 55, /N
IR ORI EHEED— e L CHEI M TWAWTREEAG W b, HE YRk AL
e LREE A, SRBEOREE T 1 LY THRAT 31T, ROUTERD T 71 LA
MLET.

Path Manipulation
D774 % filtertxt EWHZRITRELE T, RDOBUTTT LI, o7z —X
T filter # 7> a A FEARALET,

sourceanalyzer -b MyProject -scan -filter filter.txt -f
MyResults.fpr

MyResults.fpr OOHTHEAIICIE,. NABEHTIT) OBBEREENEEA, 714IL5 77
AIVDFBEFNUCDODWTIE, T74IL9 T 74IVICLBREBEDORN] #2BBLTLKES
W,
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1.47.8.2. 74 ¥ty NOEA

BT Y TL—bDT71IILHICL > T, Fortify SASTORRDRRAENRFYET, 7
AIILIIMAT 749y NaFRATZE. ABICERTZ 7195 RIRTEET,
ZFPRICIZ, BEENIFONIBEET Y TL— D HYET, 749y NAFRTS

ECRBBETVTL—MDT7 ALY THEELAZEICEDWTHEBEDEAEROT I ENTE
F9, IhiZLY, FPROY A X = KIBICHIRTE £9,

N %475 ICIE. Fortify Audit WorkbenchZ R L T7 4 L9ty MRICT 14 LY Z{ERK
LTHBE, ZD740W9 Yy &, TOT71409EY MHAEFNTVWBEET Y L —Fb
(A L CFortify SASTR* vV &EITLET, 7145ty NOERBAEDOFMEER
BaRBIcDWTI, T4y MCEBBEEORN] #BBLTLEIN,

Note

B T4ty NTRBEA 749 T33E, FPROY A XISHRINE T
M. BE. AF¥ v VEEIIERBRIN T A, Fortify SASTIE, BEZEELT
FPRZ 7 A INICEE AU E DI ZHIBT LR T, 749y NEAXRZE
¥, 749y NRDT 1 ILHICL > T, Fortify SASTAO— R$ ZI)L—JL
A THRFY FT,
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1.47.8.3. FPR®™»5 DY — X J— F DR

FPRASY —XO— NIEHREBRNT D ET, FPRZ714ILDY A4 X &R TEET, &
NiF,. KERLY—RT7 74P T—RKRR—ADBEICEICENTYT, BE. COAEAEE
FALTE., NIBY—RT7M4IDRAF v VEEIIERBINIFEA.

Fortify SASTTFPRICY —ROA— KRAEFNRWVWEDICT B HOICFERTES 7O/N7 1
NHY £, <sast install_dir> [Core/config/fortify-sca.properties W hd FO/XF 4
E77AIHTERETSD. ARV RSIAVTEHTVaVEBETHIENTEET, K
DRTIE, TNOHDEEICDODWTEHRALET,

wARPAG P4 &RBA(Description)

com.fortify.sca. FPROSY —ZXO—RERBRHALE T,
FPRDisableSourceBundling=true

ARV RSA VAT av:
-disable-source-bundling

FPROMNSO—RRZ=ZRy MZBRA L X

com.fortify.sca. 5.

FVDLDisableSnippets=true

ARV RSA v Toav:
—fvdl-no-snippets

ROARY RSA UPITIH,. MADA T avaERALT. FPRALY —XJ—KE&d—
RR=ZRy NOBEAEBRALTWET,

sourceanalyzer -b MyProject -disable-source-bundling -fvdl-no-
snippets -scan -f MySourcelessResults.fpr
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1.47.8.4. FPR7 7 1 LY 4 XD Y¥lIiE

FPR7 7 A IWDHY A X &FmSTICIE. WS DODDHELHY T, ERICHEEZFZATIC
IhERRTIHREBEEAFEIE. [FPRAGOY—20— ROKRA] TEHREAINTWS
LI, FPROASY —ROA—KRZEZBRATEHETY, Foo Y=Y INEFPROY A1 X%
FPRULility CHIB 9 5 2 & & TX 9 ( TOpenText™ Application Security ) —IL 71 K1

=SR),

FPROMSMRA T Z2IHBABIRT 2HOICFEATE 270374 BMEICEWVWLS DD H Y X

¥, Ih5DT0O/8F 1 % <sast_install_dir> [Core/config/fortify-sca.properties 7 7 4
IWTHRETZD. DM AF+ V)7 —ADAR Y RSAVTH TV avEEETSEIE
NTEXET,
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TanFa 4

com.fortify.sca.
FPRDisableMetatable
=true

ARV RSA VATV av:

-disable-metatable

com.fortify.sca.
FVDLDisableDescriptions
=true

ARV RSAVA T ay:

-fvdl-no-descriptions

com.fortify.sca.
FVDLDisableEngineData
=true

AR Y RSAavxToay:

-fvdl-no-enginedata
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FPRINO XS T—TIVERALE T,
Fortify Audit Workbenchid, X4 57—7
WEFERLCEBE L —IlERE~ Y 7
L¥d,

FPRO™SIL—IVDERAZRA L F T, 5
A8 LDERAZFERLRWGEI,
Fortify Taxonomy
(https://vulncat.fortify.com) M EREA A ME
AIhzxzd,

FPRINOS I VOV TF—HZRALET,
ZniE, Fortify Audit WorkbenchT 7 7
AV %EFHLC EZICFPRICZL DEENS
FNTWVWBHBEICEMTT,

Note

9 FPRONS I VIV T—4 %R
NY B5HEIE. FPR%ZFortify
Software Security Centeric
7y 7A—RYBHEIC, O—
A TFPRZIREDEE 7O
VI NEX—VTBERED
HY EY, FPRICIEFortify
SASTO/NR—YavhEeEh
TWRWe®, Fortify
Software Security Center(
HY—NETFPREZY—Y TX
Ao
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com.fortify.sca.
FVDLDisableProgramData
=true

ARV RSA VATV av:

-fvdl-no-progdata
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FPROMS 7O S LT —8 %BRALZE
¥, ZhiZklY. Fortify Audit
Workbench®BE#HE 1 —HM5FEI N
V—Z2DEHRMVEIRINE T, BE. Z
D7 0O/XF 4 BFPRT 7 4 )L DK
HA X RIFTRHEITRNRTT,
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1.47.8.5. KEXFPR7 71 IV Z2R <

K ERFPR7 7 1 JL%Fortify Audit Workbench TR < D ICHERBFE % 5EHEd 272D IC.
<sast_install_dir> [Core/config/fortify.properties 7 7 1 JLICWL DD T O/NRTFT 1 %E&
ETCEXET, ThoDTONTAICDWTELL &, [OpenText™ Application Security
V=1 K] EBRLTKEIW, ROFKIE, KERFPR7 7ML =2 KA ZEHET
BZEOICFERTEZONTAICDWTHBALTWET,
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com.fortify.
model.DisablePrograminfo=true

com.fortify.
model.lssueCutoffStartindex

=<num> (&)

com.fortify.
model.lssueCutoffEndindex
=<num> (HEthY)

com.fortify.
model.IssueCutoffByCategoryStartinde
X=

<nhum> (3IFEH)

com.fortify.
model.IssueCutoffByCategoryEndindex

<num> (HEfthRY)

com.fortify.
model.MinimalLoad=true
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Fortify Audit Workbench®d— K+ E4
—Ya VHBEDERZEZENCLIEY,

BEAY N 7D A Ty 7 A EHE
TAVTY I RERELET,
IssueCutoffStartindex 7' O/85 1 (83
#) & IssueCutoffEndindex (HEfLHY)
T, RRIHBEBEDOH Ty NEEET
XFET, L&A [PDI00EDRBEA
RERTBITIE, ROLDICEELET,

com.fortify.model.
IssueCutoffStartindex=0 com.fortif
y.model. IssueCutoffEndindex=101

IssueCutoffStartindex (77 #JL T
08DT, 2HOTONRT 1 %5IBET B
EIHYFHA,

BEAY N T7DREBA Y TY IR %A
TIURICERELET, chs2o070
NRT41E, BIDAY b4 77O/ 571 &
LLTWEFTH, ATFTVTEIEET D
RABRRYFET, LExE &HFTY
DRIDS5DDEE=ERRT HICIE. RD
LOIKEELEY,

com.fortify.model.
IssueCutoffByCategoryEndInde
X=6

FPROMSO—RINBT—¥ Z&IMEL
F9, AREL1—DFERATHIRIN.,
Fortify Audit Workbench®FPRH 5 Y —
A%O0— RTEXRLRBZBEDHY F
ER
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com.fortify.

model.MaxEngineErrorCount=
<num>

com.fortify.
model.ExecMemorySetting
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FPR™50O— K9 5. Fortify SASTIC &
STHREINZEEOHEZIEELET,
AFvVDEENZWNWTOY I NT
&, ZOHET 7 )L bD3000D 5iE 5
$ &, KEARFPR7 74 /)L 0O— NEFfE
HREWECTEETY,

Fortify Audit Workbench Tiidmigrator¥>
fortifyupdateZe EDHAELIAT Y RS54 v
Y—ILERIRT B-HDIVME—T X E
DA X%=EELET,
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1.47.9. REHAEFTINTVWB R vy VOEH

Fortify SASTORITHICKBEETHEM LA F v Y 2ETT 5 &, BT ETIKRVEBE D
DEIENELLHYEY, AFv VAL, RRZBICBETEZERIRYIEA, T/\Y
TJOT%NhRAIIYR— M F—LAICRMT ZZ EMHERINTVWH T D, Fortify SASTT

EITINTVWBEBEEZTDNRNT—T VR &Y TILY A LTHERTZICIE. WSDOHDDA
EHY ET,

DTV a VT, ROMNEY ZIZDWTERBAL E T,
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1.47.9.1. SCAState” —JLD{FEHA

SCAStated~Y Y RSA VY —IaFEATZE. 27 2 —XFICKRFTORELFTIBER =M
B TX XY, SCAStatey —JLIk <sast_install_dir> [bin 74 L2 MYIZHY £, DHD
4 7Ea2—ICINA T, Fortify SASTASM 7 = —XARICEZTHEZEY L TWE NI %
REIAREADIVIDEY NEABEINTVWE T, SCAStateDEREDEFFHMICDOWT
&, TFortify SASTR F + > X 7—8 A DFER] H#BRULTLEIW,
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1.47.9.2. JIMXYY — )L DEHA

V=)L FRTBE, JMXT Y / OY TFRortify SASTZESfRTE X9, IhoDY—ILT
&, REARICH 7= > TFortify SASTO/NRN T # —< YV A% BT 2 AENMREINTE T, &
NSDY—ILOFMICDOWTIE, Oracle®dD RFa XY NESBLTLEIL,

Note

INBEFY—RN—=F4DY—ILTHY, OpenText CIFIRFEEHR—rH I
nNTLWIEHA,

DTV avTIE, ROMNEY ZIZDWTEHRBALE T,
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1.47.9.21. JConsoleD{EFH

JConsoleld, JMXE#RICER L /-WEROE=4) VY —ILTT, JConsoleDR =
&, BAEBRETERWNWIETY,

JConsole# AT 2I1C1E. BAICEBIDIVMIRS A —H 5 W DOBRETINELNHY X
. ROBREBEZEHZHRELZET,

export SCA VM OPTS="-Dcom.sun.management.jmxremote -
Dcom.sun.management. jmxremote.port=9090 -
Dcom.sun.management. jmxremote.ssl=false -
Dcom.sun.management. jmxremote.authenticate=false"

JMXNS X =8 %ZELIEL, AF¥F v VZRABLET, AF v VRIOROOYY N=EA
L T. JConsole%x#2&) L TFortify SASTA#O— AL FE/IE) E—MTERRLZF T,

jconsole <host name>:9090
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1.47.9.2.2. Java VisualVM®D{EFH

Java VisualVMTI&, JConsole& B UCHREMIRBEINTWE T, F7/=, JVMICET % 5EH
BHRERHEIN, BERBERET7 TV 5r—2a v R+ vy 7Foay NI 74 IVICIRETEE
T, INLDT7 74 ILIEREFEL T, ¥ TJava VisualVMTRHL 2 ENTEE T,

JConsole & F#kIC, Java VisualVMZEHE 9 %a1IC. [JConsoleD{ER] DERBAER U
JVMINNS A=Y AR ET BHENHYET,

JVMINS A =8 ARELIL, AF vV ARHBLEYT, XOOAY Y KA2FERYT 5 &, Java
VisualVMZREIL TRAX v A2 O0—hIF=E) E—NCERTEET,

jvisualvm <host name>:9090
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1.48. ENNMIVEI Rty >3 vy DEHR

Fortify SASTENAILEI Kty 3V (MBS)AEAYT 2 &, H2IvEa—sTcrOY
T MEZTHL, OOV -9 TRFYVTEET, TOMED—BZMLI—R Yy —
RELTRAF v VEBZEET I ENBETFLNET, 2FY, JY—RDDPRVWEIR
AVE1—9TERETWV, TOR, LJYBHERIVYE1—92F v VICRIATER
ER

Note

e Fortify ScanCentral SAST* OpenText Core Application Security (Fortify on
Demand) #fIH 3 3KICEH. BHED IOV TV MN9A TTREINDPBEE R
YERT,

MBSZEHYT 25 & T, 1OV Y TEBZITV, LTOVWThHAZRITTEET,

o Fortify ScanCentral SASTV7 54 7> M &aERAL T, 2 DEHICMBSE > HIlH
L £9( lFortify ScanCentral SAST] %),

e EILREYL a3V (MBS7 74 )%, Fortify SASTA A VA h—J)LINTWBRIDI Y
Ea—#%IlB8L. MBSEZA Y R—KLT( TENSMILEILREY Y 3 VDA ViR—
Nl #5H), ZhrooFaETLET,

o DDI=HIT. MBST 7 1 JL%AOpenText Core Application Security (Fortify on
Demand) ICIRHtL £ 9,

ERERTITDVATLEDNAERTT Y AT LDEAICE L/N— 3 ¥ DFortify
Software Security Content (Rulepack) 4 Y A h—ILI N TWBHELHY £T,

Note

e AFXF v USRI VIBEDYATDTOT Y MI L TERERFZERE>TWS
mahHY., TS5y N7 +—LIFEKRETHAWGELKHYET, AFr I
VICHBERDABEELH DERFEBOFEMICOVWTIE, TV I o 7EH]
EHRLTCEIV,

Bicep. Solidity, Terraform (HCL)D& 7O =¥ hTld, RBRER%1F5
eDIA VI —%y NEBRDBIEREERYZET,

ZDEIavTIEE. ROMNEY ZICDODWTERBALF T,
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1.481. ENNMILEI REY 3y N—3 Yy
M B #ui

v Ea—4 _EDFortify SAST/N—Y 3 Y &4 Y Ea—4% _EDFortify SAST/S—
JavICEBMULHBIRENHY FT, N—T 3 VESOEKIE. <major>.<minor>.
<patch>.<build_number> (26.3.01407%: &) TY, BAVE1 -~ AV ELI—5D
M5 TFortify SAST®D <major>8 & V' <minor>E8ah—B L TWBRELrHY FT, &
ZIE, 26.3.0&26.3.xICIEEBMENHY £, Fortify SASTO/N—2 3 v ESAHERT S
[ICiE, A< K> 4 7T [ sourceanalyzer-v | *AHALET,

RDOAYY R&EFEHALTMBSZ 714 )LD 5 EJL RID &Fortify SASTN—Y 3 VARG TE
x7,

sourceanalyzer -import-build-session <file>.mbs -
Dcom.fortify.sca.ExtractMobileInfo=true
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1.48.2. EIRMIEINREY Y 3 Y DER

T#AEERTLALZOAVELI—YTROOATY RERITLT. ENMILEILREYYaVvELE
BLET,

sourceanalyzer -b <build id> -export-build-session <file>.mbs

I Z T, <file>.mbs |&Fortify SASTOENAIEI Ry > aVITIEBETZ 771 1L%
T,
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1.48.3. ENMIVEINREY 3 VYDA VR
— bk

AX vy AEEFTTZAVELI—FIC <file>mbs 774V EBE LD, E/NMILEILR
vy 3 vEFortify SASTO 7OV I ML—RhFa L2 MJICA VR—FTEET,

ENMIVELREY S 3V 24 VR—FTBICIFE. ROOATY RZABDLET,
sourceanalyzer -import-build-session <file>.mbs

Fortify SASTOENAMILEI REY Y a3V EAVR—FLEL, 27 —XICEDZ &
ATCEFET, BRIFEAINALZEEZERALELRIDTRF v v A2RITLET,

BHOENMIELNREY Y3 VEEBE—DMBS7 7 IILICY—YU T 52 EIXTEEHA,
IJRAR—FMINFZELREY Y3V TEIR, —BDOEIRIDARETY, L. AU
Fortify SASTD A Y A M—JLEFICTRTOEIL RDA A1 ViR— Ik L, -bA TV 3V
EFEALTIBDORF v+ TEHBOEINRDERF vV TEES( 97— 25

73
ig8),

Note

e AFXF v USRI VIRBEDYA TDTOT Y MI L TERERFGERE>TWS
BENHYET, AFX v I U THEERDIARMEDH BDKFHAMRICOVWT
. Ty oboz78¢] ZZRLULTIEIWL,
Bicep#® & U'Terraform (HCL) 7B Y =7 hTld, REARERE2B570OICA
V=Y NEEDBIEMVHEERY FT,
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DYV avVTIE, ROMNEY ZIZDWTEHBALE T,
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RDOFIC, XY EBFortify SASTIR T I—RZRLF T,

®T7Ta—Fk 5%BH(Description)

0 AIh

1 — RS

? ABDT 7 A WHFETT

(Zhld. Fortify SASTTCHKR— X hT
WAEWEEFAEE D7 74 IILOTHEAS
HOoNIEERTIGEDNHY £7)

3 TOEANYM LTI NLELE

4 PEHITT L. BESRAZOEEA Yy 2—
SHhavy—ILFEars 774 ILICE
XAFnFLE

5 AFAET L. BEAIOIS—XAvt
—IAAVY—NFEEEFEAT T 7AIVIC
EXRAIhILEL

6 AF v VI —XTCHRBEDERAEKT
XFHATLE

7 BWRSA VA ERHBETERVWD, F
TIZETEICLIMS 14 Y ADERRR I NLIC
RYFLE

77 #JU N T, Fortify SASTTIF# T I— RO, 1. 2, 3, FLF7EIFNMRINZET,

com.fortify.sca.ExitCodelLevel 7 7 1 JLIRD <sast_install_dir> [Core/Config/fortify-
sca.properties 7O/NXT7 1 ZRETBHIET, 774N NDETIA—RA T 3 V&R
TITEY,

BWRMEIZRDEEY TY,
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e nothing —7 7 A4 hDETI—K(0, 1. 2. 3. FLE7NERLZET,

e warnings —7 7 A MDD TI—RNIZMAT, TI—R4E52RLET,
e errors —7 7 A MDD TI—RIZMAT, T7TI—F5%2RLZET,

e no_output_file —7 7 A FDETI—RIZMAT, ®¥TI—K6%ZRLZET,
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1.49.2. A EVDFa1—=VT

2F¥ v VICKHLERYIERAMOEIZ, I— ROBMIILL>TERYET, TI74IWNT
&, AT ALATHEBTERYIEAXAEYICEDWT, Fortify SASTICL W FERITBZXEYN
BEMICEIYHTINET, BERIINTTHRTY, HAA T a v TEHIATELDIC, -
XmxAYY RSA VAT avaERL WJavabk —TH 4 X&/ETEET,

DtV arTik, DHFICOutOfMemory TS —H 84 L 2IBEa DR AEICDWT
MEALF T,

Note
5 DI avVTHRBETEIAENEYYTA TS a3 VAEREL.

SCAVM_OPTS BRIREHZREL TINTDRAF v VIIHLTEITTBHI &
NTEXT,

ZDEIavTIEE. ROMNEY ZICDODWTERBAL T,
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1.49.21. Javab — 7 D458

Javab — T D481, Fortify SASTRA X v VEFICHRE T 2 HREMDH ZHE —BHAXE
) DEIRETY, Zhid, Fortify SASTCO— KD RAF+ VILFEAT BJavalkiE~ > VI
YYETERDE—TRAR—ZAPDRTEZLDICKELE T, ROERM» HJavak — T DB
EHANTEET,

ER

INHDAYE—UDIDL EMFortify SASTAY 774 ) EAX Y RSA4 VHAICHIRL
£7,

There is not enough memory available to complete analysis. For
details on making more memory available, please consult the user
manual. java.lang.OutOfMemoryError: Java heap space
java.lang.QutOfMemoryError: GC overhead limit exceeded

FRIR TR

Javab — 7 DB DREB AR T 5 I1C1E. A F v~ DRIAEE ICFortify SAST JavaikiE~
DUIHELL DeE—TEEBEEIYLETEYS, e—TH 4 X %KX T BITIE. Fortify SAST
2F v VORTFEFIC -Xmx ARV RSA VAT avaFERALET, XK. -XmXIG
IS1IGBEFERATESLDICLET, CONRT A=Y EFERAT BRI, Javabk — T4 TEF
BINDIRAEERELTLEIWN, FXE, FRTEAYMEAE)ICL>TERY E
ER

32GB~48 GBOE—TH 4 &, WEIVMOER EHEINTWEEA, ZOEEDL
—TH A XTI, 32CGBLYENRT ATV AMETFTLET, 32GBREDE—TH 4 Xid
JVMICE > THRBIEINFE T, XF vV TI26B%ZHBA 51 ANBERIFZEIF. 64GBI
ENRBEICRYET, HAIRSA2ELT, XEYZREIHET 2 Z0MOTOEIN
RITINTVWRWERET S &, EAFTRLAETY D2/3ZBATEYETHRVWTLLES
LY,

2 AT LDFortify SASTRITERADIGZEIE. BEITIMEIMHYET, L. XEY %
RKEISHEBETD2ZDMOT7OCREVRTLAN) Y —IANRHEEINTVWEESIE. ThALHD
HOTOEADHFREEZLEIVWTLETL,
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e EE L TWTEH (Fortify SASTOETHIZ) 7V 714 7 TIEBRVWTOERIE, 7
RU=FTAVITIRTLADNTARVICRAT Y T DML H > TEEET S
DHEFHY FEA, RIENTHERATELAE)SIVEZOYELE) &
Fortify SASTICEIV EH T3 &, RS via] DEETHAEEIHY ET,
ZDFE. BERYATLALOMOBREE EEHICAF v VOFREMETLEX
j_o
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XM T4 Te—TOMBIFEFNGYF) AT, JavalRiEB~< > VA REIEFICJava X £ 1) $Ei5
ZEINYHTTEDEDD, XM T4 TBE(A—RDAL VD aVRE)DEDHIIKEINE
)Y —ZBHFYICDRCRY FT, HEMICIE., 7OXHBIEICKRT § 2 BamigR X
EUEYHTIS—DRELZET,

fEIR
FAT 4 Te—7DWBIE, Fortify SASTTAOERDEEKRTE LAYV RSA4 VY TD
ROEAICLYHBNTEET,

# A fatal error has been detected by the Java Runtime
Environment: # # java.lang.OutOfMemoryError: requested ... bytes
for GrET ...

IhiEHpRdavalRi8~ 2 VIS5 —TH27H. BEE. FETALIRMNIIZT 7ML
# hs_err_pidNNN.log TEMRI NI Z—OJMHEVET,

IR R

CORBERTOEARTERLEEINBREL TWB I ENRRTHD/-H, JavaxX E4E
Ei(Javab —)ICERINZ AT DEEZR LT I ENERRETT, COEEZNILKTS
. BEOBENBY. RAEX vy VEEBICERTIESZZENTEET,
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Java7 7N or—o a3 v DALYy RTEICHBDRY v OB HY FT, A9 v IICiE. BRY
T7RLR, BE/AYV Y RBEOHELOBIHAENMEREINET, ALy RABIREHMT7ZILIY
AL%zFAL TKRERGBERZWLIET 2ERNH ZHBE. IRXTORY T RLADED
ICKERRYY IDNBBILRZZEDNHY XY, JVMTIE, -Xss A F2arvaFERALT
ZTOHA XEHRETETET,

FER

BE., ZOXytE—YEFortify SASTA 7 74 JLICHIRLE A, AV RS4 VA
ICHERRINDGFEDNHY FT,

java.lang.StackOverflowError

FRIR TR

TI7AIVMNDRY Y 94 XF16BMBTY, R v VP A X%HKELTBITIE. -Xss OV
v NI sourceanalyzer # 7> a v &ELE Y, & ZIE. -Xss32M #fFHT B ERY
v I 32MBICEBEA Y,
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1.49.3. BHLEHDOR*+ >~

A F v v AIZ, Dataflow AnalyzerToO#iZzE T TELQWVWEARNHIEL, ROXvtE—Y%
LR— T 2580HYFT,

Function <name> is too complex for <analyzer> analysis and will
be skipped (<identifier>)

ZZT:

e <name> &, V—ZAd— KEHDELEITY,
o <analyzer> \&. 7+ >4 Y DHARITY,

o <identifier> |%. BEH#MEDY A TTHY., ROVWTIANICKRY T,

| . BRIDIFBFAANEZ T X2

m: XEYLRRE

S: RV IHALZANNITES
t: BRI DY TE DM

v:EHT Ve RBHHEIREB A

[e]

[e]

[e]

[e]

[e]

Fortify SASTIC & 22T DFEI &, FIATRER) Y —RICKEFT 2HBEa0HY FT,
Fortify SASTIZ, BHMEDA M) v 7 %2FEHALT. INHD) Y —REREATRERMESS
DEDINZ VY A%EY £9, TDRH, Fortify SASTHA+LDR) Y —REFRTERWNE
RAaIn256E. REOCEBOSNZHRLETHIEAHY FT, TNITERS

[Function too complex] X v E—UARRIINBIHFETY,

DAY E—IDNRRIINTE, Fortify SASTTT OV S LAHDEENTLICERINL
CEHEBEMKRTEIDOITTIEDY F A, =& 2K, Dataflow AnalyzerTIBE. o0& 7%T
TR2ETIAELEBRICT I ERT D, TNETOT IV AT I DEMMEDIRFIC
ELTWARWARELAHY £, ZDHFE. ERICIE. RICIOFHREITER LILBERNTA
TEFhFT,

)2 v EFEN BFortify SASTO/T 4 ZfA LT, Akl KAV MEHEITEX
T, PTIAYTEILERD ) IVvIPABINTVWET,

RDEV L avTE COBEDERAEICDOWTEHRMALET,

DI aVTIE. ROMNEY ZICDODWTERBALE T,
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1.49.3.1. Dataflow Analyzer® ) T v 4

Dataflow Analyzer(Zid. RDIFEFHDEMMEHRFHLHY £,

o | ERDFZFHANETES

e M: XEYRRE

e SIARIVIHYAININITES

e VBT I ERAHEHFHIREBA

s CHAISNZEEZMRT HICI1E. -Xss Z16MBZHBA 2EICKRELTRAI Y 754
AzEPLEY,

BHMERF m ZHRT BI1CIE, Fortify SASTOYIEX EY #1EP LE T,

MR F | 2R T B ITIE, Fortify SASTZO/3F 1 7 7 1 )L <sast_install_dir>
/Core/config/fortify-sca.properties £7/z(daAY Y RSA Y TRO) I v 4 %2F/ETXZE
ERS

TanFa 4 FI74I) MNME

) 1000
com.fortify.sca.
limiters.MaxTaintDefForVar

. 4000
com.fortify.sca.
limiters.MaxTaintDefForVarAbort

4

com.fortify.sca.
limiters.MaxFieldDepth

MaxTaintDefForVar ') X v & (I DEMMEZRT T4 A2 3V L AETY I
MaxTaintDefForVarAbort (& EfR%=R L £9, MaxFieldDepth ') X v 4 £ L T.
Dataflow Analyzer®MFEDA 72V b DT 2BEOREZRE L £, Fortify SAST
EBICHERRY REDREETH TV hOOHEHAAET,

IBEINBHHIIEE I N/FEE T MaxTaintDefForVar #IfR %= X 3154, Dataflow

Analyzerid % DB % ( MaxFieldDepth Y S v ¥ @53 2 &ICL > TOBEVWEETHOM
LET, BEAETIEZ S, POBMMEIBRBRINET, BELZILICTIFR &N
TXRWIHHE. Fortify SASTIE. AR T § % HMEHMHMED MaxTaintDefForVarAbort ')
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IVYEBADET. REOBETOMEZRITLET, FVHEANIE Fortify SASTTIZ
BAHELSVARL EEMLIDEREEZLHIC. REORETREEARSCZEIELET,
Fortify SASTA' MaxTaintDefForVarAbort ') X v 4 I2ET 2 &, BEREOLOHHIRERICHIE
Eh. [Functiontoo complex] (BHIEHT D) EVWIEEARRINET,

MM TF v 28R T 2121E.  com.fortify.sca.limiters.MaxFunctionVisits 7 0/85 «
HIABTEXZFT, 20O TAE, TAYVMRB T FSA YL SBRICT I ERT S
KO %=HRELET, 772 KMNE50 TG,
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1.49.3.2. fIfH7 O0—8 L TCNUllRA V4 7 F
SAYHYDYIvH

FEZ7O0=7F A FENUIRA VI T F 54 FITIE, RO2BEDEM SR FHHY X
ER

e M: XEYALRRE
o t:BFELDIDNY T EBOM

Dataflow Analyzerh B DEMMEAZNIE T 2 5EICL Y. ERICIEFEIHO NS &V D HRE
lxdHY FtH A, 727 L. Control Flow Analyzer& Null Pointer Analyzerld, #EH7EE%%
DT BERICEBICRVIFEANOIDOZIZEDNHY £, D7/, Fortify SASTTIEZ D
LI RIBEICOMAERIET 2HENAREINTWT, EHMEFF t T IFunction too
complex] EWH Xy EZ—IUHARRINET,

INLDT7 74 Y CRBAMICECTRAREEZZEET 5IC1d. Fortify SASTZO/8F
1 7 71 )L <sast_install_dir> |Core/config/fortify-sca.properties ¥7zldaA<> K51~
TROTAONT ({BZRETEIET,

T 5 ]
TanNFT1 4 - FI74JV MNE
com.fortifv.sca B—OBEHICHEE Y O— 600000 (1043)

JOTMIY:SCa: SRR RSIR(I U B A
CtriflowMaxFunctionTim I

BRELXT,

e

E—DORHICNUllRA >4 300000 (54)
DM OEEHR(I UMW) %
RELET,

com.fortify.sca.
NullPtrMaxFunctionTime

BHMEBF m 2R T BI1CI1%, Fortify SASTOYEX EY 2P L,

Note

INBLDY I v HPEERELEYT &, EHLEROLRICHIZEEIR
KRYZFET, VI v Y /BBEDOREDEICS ITRERR/INT +—I Y AANDFE
7 BERNICRTDIE. SEZBERICKET H7HEREHEETT, [Function too
complex] EWHEBEEZRRLABAWVWEDICT2HEIE. I v Y /EEEZED
TEWMEICERETEZEYT, L. AF¥ v VEEFFETERVEDICARSH
ML HY T,
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1.49.4. BB DIEREM

WTDME-—RFTRITITZE, BEORREMENRET ZHEMEN DY TT. BELIFHRLE
Lcmaid. ARITHR—MIEWEDE, ETOME—RFZEDICLTCLIW, I
TOME—RFZEDICT 2 EFRDTICAY, REFRE>IABICETLZ T, EHED
A¥ vV TRERIBERDIEONITT,

WITHHME— FZEDICTBICIE. ROFIEZEITLEY,

1. fortify-sca.properties 71 L 2 N ) ICdH % <sast_install_dir> [Core/config 7 7 1
WETFANIT19THEET,

2. com.fortify.sca.MultithreadedAnalysis 7’0O0/%5 1« OfE% false ICEBEL XY,

com.fortify.sca.MultithreadedAnalysis=false
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1.49.5. 07 7 7 1 L DIz DHEER

S, VRATLEHDORFa AV NEY)—R/—NT -debug. -verbose. HBLU -
debug-verbose # 7 a UM IEWEERZFETT., GUIV—ILF—LIE, ThoDFT
2avaEY—I)IVTHEALET, LA >T. GUIYV—ILF—LICEHLEZRENDHY F
T, >>

T 7 # )L N TlE, Fortify SASTICK > TRDIFBAMICO T 7 7 A W DMERRINE T,

o Windows: C:\Users\<username>\AppData\Local\Fortify\sca<version>\log
o WindowsEA%: <userhome>/.fortify/sca<version>[log

Z ZT. <version> |ZfFH L TW%Fortify SAST/N\—Y 3T,

RDIKT, Fortify SASTOT 74 bDOTT7 7AIICDWTERBLET,

774IVEA #iBA(Description)

sca.log SAEO J'ICIE. sourceanalyzerDE1THF
ICHRELEBRAvE—Y, BE. B4&

scaX.log

VCIS—OAITHEHEINTT,

sca_FortifySupport.log Fortify SASTH/R— b O J7ITIE. RO

_ BN HY XY,
scaX_FortifySupport.log

e EHOT I FAIINERALOAT A Yy E—
JIS, Fl BN

e BHEOT I 7AILICETFNTULARVE
IDFEMA Yy 2—

o774k, hRIITHR—b
FERETF—LI’EEA NS T2
— N BBEICZRIBEET,

NYRIATAT 774V ERET I, [20fDF T av] Z25RULTKE

RTELRWEFSILRE IS -2 RE LBEIE. Fortify SAST SupportA 77 7 1 L %
ARZIHR—=MIEEY <FZI,
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1.49.6. A7 7 71 ILDEE

Fortify SASTTR V7 7 A IWICEZRALB|EZFZRET 5I11F. O TONT 1 258%E( 1O
770,711 #BR)L. <sast install_dir> [Core/config/log4j2.xml 7 7 1 )L &= B
LET, ROOTVI7MIVBRELZBETEEY,

e OJ 774 ILDIGFE AR
7'0/%7 1 : com.fortify.sca.LogFile
e OJLAN(ATLARIIZDVWTESR)
Z’0O/X5 1 : com.fortify.sca.LogLevel
e sourceanalyzer2®473 3T EICAT 7 7ML A LEEEXTBEHEI H
7'0/37 4 : com.fortify.sca.ClobberLogFile
O Y RSA4 V47> ar: -clobber-log

log4j2.xml 7 7 A WICEEZ A B EICDWVWTIE,
https://logging.apache.org/log4j/2.x/manual/index.htmlZ S8 L T £ X Wy,

O LRIICDWT

BRLZOTLARILTE, TOLRVERFEULEDTRTOOT Ay E—IPHAINE
T, RDOKEF, OV LNV ZREBLPOEEDIRICRLTVWEY, £&EAE 774 MDD
A7 LANJLTHBINFOIZIE, INFO, WARN, ERROR, 8L UFATALL R)LDOT X vt
—INEENZET., com.fortify.sca.LogLevel 7 7 1 LND <sast_install_dir>
/Core/config/fortify-sca.properties 7A/XF7 1, £/AIFAYVY KSAVT-DATay
HEALT, OJLRIVERETEET,
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1.49.7. BIRE DB E & LR D E K

T4 —KNv ok, COHBOBNICARRRTY, BWEEILRY /Ny FE2EXR LAY, FBE
HEWRE LY T BICE. A RY Y R— K (https://www.microfocus.com/support)iZ 7
TEALTLKEIW,

AR Y R— MIERT IHEIE. ROBREZDIVELNHY £,
o B Fortify SAST

o Fortify SASTO/N— 3 VB S B L CEEDMIL L =Fortify SASTEY 2 —Jb: /38—
VavBESERETLICE., ROOATY REETLET,

sourceanalyzer -version

o 75w N7 #—L4: (/=& ZIX. Red Hat Enterprise Linux <version>)
o ARL—FT 4 VTV RT L (Linux7e &)

WEEHER = B KT 535513, HMEEILRDOHAZZHTILI W,

FEAHET 2IBAE. Y R— M EEEBRTI 2L +HRHMEAAL T LS

Vo BEINELCRBIEE, HR— M REESIT L TRAT 2 F TORBMEERTE
T, MENRELLEZOOI T 7ML, FLROT 77 1L THET 2R EEH TS
I,
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ZDtEITarTik, —&BAFortify SASTOOAXY Y RSA U H T a v ROy
— 27 7ANERETZHAEICODVWTEHBALEY., FEDSEICBEEDIY Y KSM4 U F
ToavilowTlk, Z0OEEDOEI Y a v TERBALET,

DI a VT, ROMNEY ZIZDWTERBAL E T,
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1.501. 774 )IbET4a LY M) DIE

77ANVEEFIE. 74V RA—RFXFEEALTRVWI Z7AL)ZAMELETAL I b
|) % Fortify SASTIZE YT Z &N TEBATY, Fortify SASTTIL, 28O T7 A I KA—FK
XFDNRHINET, BE—DTF7RIVRIXFHMIF T 71 IVBO—BBIC—HL. ZEED7
A NVRAVXFZ(**)ET14 L2 MICBIEIC—BLE T, 1DUEDT7 74, 1DLUED
T77AIEEF. FLEI7ANET7AIIVIEBEFOHEAEDLEEZIBETTET, B#HOD
7 71IVEBEFIEEI I8 Y (Windows)Z=i&3 0 (WindowsB ) TREIY £,

TAIVRA—RNRY—V%ERAT2HBE. BRINEYF RTHIZ 771 LETaAL I b
JiE, TNHEDIV MY AEFERRELTRI TSIV N T7A—LTET 74 MNTEENE
T, INLDT7AILETALI MNIDEFAAVWEDICT BITIE. BARBGERA % B0
9 5h. com.fortify.LegacyHiddenGlobSyntax=true #z&E L £ 7,

<files> | <file dir specifiers>

Windows$ & U'% < DLINUXD Y IV Tk, PRI YR IXFH E2SL/INSA—9HEH
MICBAINE T, TDLH., 774 IIBEFOREEIARTCHUMLE HY FT., &
7=. WindowsTlE, RSy a(/)ORDLYIINYy RSy a(\) T4 L7 MN)RXIYX
FELTUHERTZIEHTEET,

Note

T77A4INEEFIFZ. AVNNAMSPEIRBEEAVEETSEEICIEFERAINE
A,

RORICIK, 7740 LTTa4 LI MN)EBEFOFIZRLET,
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<dir>
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"<dir>/**/Example.java"

"<dir>[*java"

"<dir>/*jar"

"<dir>**[*kt"
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ZEIdET4 LY N) FEFEREOY T
T4LIMN)ATRDA S
Example.java & WD ZRIDERD 7 7
IR LFT,

ZRITET A LI N)JATRDOM o5
ELIIRFNEDERD T 7 1 IVIC—
BLZFT,

ZEfETA LI N)FERIFEEDOY T
F4LYIMNIARATREDN > EE LA
EFHEOEED T 7AILIC—RLE
ER

INZIC beta EFEFNTWVWB(Z7 71 L%
E LT beta 280)RAIHET4 LI b
JATRON 2T RTODTa LI NY
BLUVT774INIC—LET,

BEETAL I N BLVERDOY T
T4 LY MN)RTRDHA o7 classes &
WOZRIDITRTDTALIRN)ET 7
AIIC—BLFT,
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T77ANVELET1 LI N)VEBEF E%BH(Description)
"Ek ftest/**" INZT test ERASENTWVWB(7 74

ILEZBELT test #ET)BEDT 1 LY
RYYY—HDITRTDT 714 ILICT—H
LEX9d,

IR test F7-1F build BRAZEZNT

WB(Z774I)L%E LT test £

F 7% build # &) RIEDT ALY M)W —
HADITRTDIT7AILIC—EHLET,

WE [test/F* [* k¥ [puild/F* [*"

kK [t gt/ [ Rk [pyild /R *"

"**/webgoat/*" WEDTALI M)V —IZHBERED
webgoat 714 L7 RADITRTD Y
77 ’f )b‘:_ﬁ l/ ij_o

—XN9 %:

e /src/main/java/org/owasp/webgoa
t
e [test/java/org/owasp/webgoat

—H® LA\ ( assignments 71 L7 K
A= L&)

e [test/java/org/owasp/webgoat/assi
gnments
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1.50.2. 74 L9547

—EBIX1DDTFA LI T4 TDHEFRALEYS, Ta4L VT4 75EHFaATy Repra~v
VREHAEDLETHERLAWTLLEIW, ROXRTHBATZT1 L7714 T%FRAL
T, UgioZE#IaO< Y RICETEHRDY A M =RRLET,
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TA4LIT17T E%BH(Description)

-clean IARTDFortify SASTHEI 7 71L& E
JWRLO—RZHRLEY, EILFID%E
BEETDHE. TOEI NIDICEEET 37
7AIEEI RLO—-RDAHDHIRI N
x7,

-show-binaries /N1 F 1) OEMBEICERINTULA
W, EBBEHDITRTDA T MDY
RRINZET, EILRICERBICKEASIN
TWBIGEEIE. ERINEZNNA ) NT

RTRRINZET,

-show-build-ids BHOTARTOEI RIDD Y R MDRE
IhEd,

-show-build-tree -bin # 7> 3V EFRLTAFY VT3

E.NAFYVDERICERINZ7 74
e, TNSDT7 74 IVOERICERS
NE7740METRTY)—LATI R
TERRLET, -binATF>arvrEEL
BWGEIE, N F) &IV ) —H%K
RINFY,

Note
5 DA T avEFERTS

&, REDBBOBVERIND
AREMED B Y T,
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-show-build-warnings

-show-files

-show-loc
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b AT avERELTERT S &,
I T —ATCRELIEZIS—BLUE
ERAVY —ILICKRETINZE T,

Note

9 Fortify Audit Workbench™
&, TNEDIS—HLVE
ENRERAAE Y TICERT
IhFET,

BELZEIRIDICEEFNhTWE 774

IHRRINET, -bin A 7> a3 UdE
E95%H k. N FVITEIhEY —

A7 7AINDHIDBRIINET,

b AT avERBELTERT S L.
THMINAEO— ROITEDPRTINE
ER
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1.50.21. LIMSA1 2 RAT4 L9547

Fortify SASTTIE. LIMZ A Y ADFERARREZEERT 2ODT 1 LI T 4 THRHEIh
TWET, LIMOSA YR T—IVERIEREZRELLIFIVT7TEEY, BELETA

TV RT=IVTTIYFINL) —ZADHFATINTWBIGEEIE. 7754 VOBICTS

YFINLYY—RZER(BLVTN)—R)TBIEEHETEXT,

Note

7 7 # ) k TFortify SASTIZLIMY —/NICHTTPS#E#KR T 2 W EHLIH Y., EFEI
NEFAESNETT, FHICOWTIX., (E@ExhEREDEm] #SBL
TLIETW,

RDORTHATET 4L VT4 T LIMTEEINS AV RIEALET,

This PDF was generated on August 12, 2026 Page 474 of 629



3 opentext" Fortify SAST 26.3
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-store-license-pool-credentials "
<lim_url>| <lim_pool_name>|
<lim_pool_pwd>| <proxy_url>|
<proxy._user>| <proxy_pwd>"

Fortify SAST TS 4 £~ R ICLIMAMER X
nNaL5I1IC. LIMOS A Y R T—ILERK
BHRERELEY, 7OFDBERIEA T
23V TY, Fortify SASTTIE. D7
1L T4 T THEINLET—IL/IRAD
— K& 7O0F 2 EREHRD fortify-
sca.properties 7 7 1 JLICEES{LI hic
T—HELTHREINZEY, Fortify
SASTDA VA M=) RIZZA VYR T—
IWERBBRIEREINLIBEIE. ZOT
1L T4 T2BERITLTHLUVERK
BRERETEET,

{5l

sourceanalyzer -store-license-pool-
credentials " https://<ip_address>:
<port> |TeamA|mypassword"

BERMF ShiFOnT 1 4:
com.fortify.sca.lim.Url
com.fortify.sca.lim.PoolName
com.fortify.sca.lim.PoolPassword
com.fortify.sca.lim.ProxyUrl
com.fortify.sca.lim.ProxyUsername
com.fortify.sca.lim.ProxyPassword

-clear-license-pool-credentials 3 .
P LIMDS 4 £ 27— L ERIERE

fortify-sca.properties 7 7 1 JL. D 5 H]
BRLET, 14 Y A T—ILERBHRD
EREINLBER. COT4LIF747
Z(EA L THIBRL TH S, -store-
license-pool-credentials &1 L 7 7 «
TaFEALTHLVWERBERZREFTE
xY,
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LMF4LOF147 §tBA (Description)

-request-detached-lease <duration> Z DY R T L 7 AR (4 B ) i
HEICERIND LI, LIMOSA Y
AT=IHSTHIYFINE)—R%EE
KLEYT, chickY, EDI VNS
2y MDOLEIINTVWSRIHFEETD
Fortify SAST#3{TTZ %9,

Note

CDTALYIT14THFERT
5IClE. TYvFINR)—

ADNHFRAINBZ LTI
VAT=ILHEREINTWS
WEIHY XTI,
-release-detached-lease FEYYFIN) R ESAEVRAT—
WICRLZET,
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RDKIFZ, FEAEDEROATY NTHEATE 2 —MMAREHRA T2 3 VICDWTERAL
TWET,
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A Soay 5%BA(Description)

-b <build_id> EJ RIDE$EEL £9, Fortify SASTT
&, EJVRIDZFERALT. EILRD—
ELTaAvRAIILBLVEEINED
AILDEHINh, BTENLDT7714)b
NAFv+INET,

N

AESo7O/57 1 4:

com.fortify.sca.BuildID

-disable-language </anguages> L. .
S S E}|I7Iz—IHhLRNATEHEZOIOY

XY DA RNEIBELEYT., BWAREE
DEIIRDESY T,

abap . actionscript . apex .
cfml . cobol . configuration .
cpp . dart. dotnet. golang.
objc . php . python. ruby .
swift . 8LV vb ,

AESo7O/ 571 4:

com.fortify.sca.DISabledLanguages

-enable-language </languages> T4 2EEQIOVYREYY Y R N5l

ELET. AWREFDEIZRDESY
TY,

abap . actionscript . apex .
cfml . cobol . configuration .
cpp . dart. dotnet. golang.
objc . php . python. ruby .
swift . 8LV vb ,

AESo7O/571 4:

com.fortify.sca.EnabledLanguages
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A Soay 5%BA(Description)
-exclude THEHASBATZ 771 IILEIBELE
<file_specifiers> T, TWDOOLBRAINLT 74 ILIEAF

YUEINFEEA, EROT 7ML/
IFEI30Y(Windows)Fz7lddO Y
(WindowsA 4 ) TXEIY £9, RDAFIT
&, FED Test 475714 L I MNURDT
NRTDJavaZ7 71 IWERALE T,

sourceanalyzer -b MyProject
_Cp II**/*.jarll Il**/*ll _
exclude "**/Test/*.java"

774 NVBEFOFEVNAICDOWVWTEFLL
T, 72741 ETa L2 MN)DIgEERS
BLTLCEIWL,

AESo7O/ 571 4:

com.fortify.sca.exclude
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-NC
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YV—RI77AINDITYA—FT 4T84
THIEEL 9, Fortify SASTTIL, T
VIA—RDERBY—RT7 74V EESD
7OV N EAF v TEET, T
FIvaA—TFTqav7ENi7TO s b
HFEHAT BITIE,. Fortify SASTTR#IC
Y—Z2A—RKRI7 74 I DHmHFAENDE
IC, Z#7 £ —XT -encoding #+ 7 3
VERET DHENHY T, Fortify
SASTTIE, ZOITvI—FT14 v IHEIL
Kty avcifEIh, FVDLZ7 71 )L
ICRBENZE T,

BRI I—T4 V7RI
java.nio.charset.Charset T4,

BE, TVA—T1 V794 T%EBEL
W&, Fortify SASTCIRTYd—7 1
Y JINZ A —47: L T file.encoding 3
VANZOIMDL
java.io.InputStreamReader AMERA I 1
F9, —ED 4 — X (ActionScript/S—1
DA E) T, Fortify SASTDT 7 #
JJNMEUTF-8 T d—F4 V49T,

ASo7O/{571 4:

com.fortify.sca.InputFileEncoding

AVRASDIARY RSA4 VDRICIEE
95 &, Fortify SASTCY—R 774
AEBMINETA, A/ JIFERTI
nEth,
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-noextension-type <file_type> AR FHBWY =R T 7AIICT 74
Y4 TEBELET, BWRT7 7415
1 7D1EIZ. ABAP .

ACTIONSCRIPT . APEX .
APEX_OBJECT . APEX_TRIGGER .
ARCHIVE . ASPNET . ASP .

ASPX . BITCODE. BSP.
BYTECODE ., CFML ., COBOL .
CSHARP . DART . DOCKERFILE .
FLIGHT . GENERIC. GO . HCL,
HOCON ., HTML . INI, JAVA .
JAVA_PROPERTIES . JAVASCRIPT .
JINJA |, JSON. JSP ., JSPX.
JUPYTER ., KOTLIN ., MSIL .
MXML ., OBJECT . PHP .

PLSQL . PYTHON . RUBY .
RUBY_ERB . SCALA . SWIFT .
SwC., SWF. TLD. SQL.

TSQL . TYPESCRIPT . VB.

VB6 . VBSCRIPT .

VISUAL_FORCE . VUE., XML, &4&
U YAML T4,

-disable-compiler-resolution
2 V=27 p AL E LTERFRIC, EILR

W —JLERE U EFI(gradlew/2 &) &#FDOE
IWRRO) TN T 74NV EEDDIHFEIC
BELET,

AZEo 7O/ 1 4:

com.fortify.sca.DisableCompilerName
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A Soay 5%BA(Description)

-project-root i
P THE £ U T T — X TERS s

B7714IVERESTDT4LI M) %35
ELXJ, Fortify SASTTIX, 27O
SO RMDIL—bTAL O R)IZHBHF
774V ELESERBLET, BAEICE
S2TIE, ZDTF14L IV M) ARy NT—
IRSATTIRALO—AIRAIMNL—Y
ICEEET D E. DDA TA—T VAN
mELEFT,

AZE0 7O/ 1 4:

com.fortify.sca.ProjectRoot
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RDOERTIE, — LD A T a Vv BEIE -scan ZFHE)ICDOWTERBALE Y,
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WA T av E%BH(Description)
-b <build_id> BIOE#HIOY Y RTERINBEI RID
HEIEELET,
Ao O/F 1 4:

com.fortify.sca.BuildID

-scan Fortify SASTT., #§EL7<EJL RIDDOE
Fa)FTADRDAEITINET,

-scan-policy <policy_name>

: DFDIZDDRF vV RY S —%I/EL
-sc <policy_name>

9., BMWARRY >—FKIE, classic .
security . # &1 devops T, FHEIC
D2WTIE, 9 ADRF v VR Y —
DEA] 28R LTSI,

EEADA=VAG P E-4
com.fortify.sca.ScanPolicy

-analyzers <analyzer_list> VT4 0oa0vRyyY ) A MNFLE
AVIRYY DA NTEMCTSZT7FZ
1PZEELET, BHRT T4 Y4
. buffer. content.
configuration . controlflow .
dataflow . nullptr . semantic. &
U structural 9, DA T avEE
ALT, €Fa2 )71 EHICBRERVT
TOAFEEMMITEIENTEET,

RED7O/857 1 4:

com.fortify.sca.DefaultAnalyzers
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DA T ayv E%BH(Description)
-p <level> | TMEIAVILEFEALT, XAF¥v VBE
-scan-precision <level> LRI ERELT7OY T M &2 RAF v

YLET, AF v UBELRILMEWZ
EL RAF v DN T =TV RAEEEIC
RYFY, BERKX 1. 2. 3. &
L4 TY, FEMICIOVWTIE, T2F+
VREDRTE] EBRLTLEI W,

AESo7O/57 1 4:

com.fortify.sca.PrecisionLevel

-project-root . .
P BB £ U T T — X TR s

B7714IVERETDT1LYN) %15
E L9, Fortify SASTTIL., Zn70O
SO MDIL—b T4 LI R)ICH B
B7 74V ZLEERALET, BAICE
ST, TDTF4L I M) ERY hT—
P RSA4T7TER<O—ANLRINL—Y
ICEBRET 5&. DI TA—VAD
mELZET,

RZ%D a/85 1 4:
com.fortify.sca.ProjectRoot

-project-template <file> 2Fx v VILERATIEET Y L—NT
TAIWEEELEY, JhilLY, O—
ANAVELI—FDAF vV DHIHNEE
=%\ E¥9, FPR%ZFortify Software
Security Centeric 7w 7O— K9 3356
i, 77—y avynR—=ya vty
LTConBEBET Y L—MMERI L
F9,

AESo7O/\571 4:

com.fortify.sca.ProjectTemplate
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-quick

-filter <file>

-bin <binary> |
-binary-name <binary>
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fortify-sca-quickscan.properties 7 7
1IEFRLTIAY I hDIA4 v D
2F v EEFTL, BEAREAECELE
DOEWEENBRWNANE T, ZDAE
TlE. PMOFMIFETLET., 77
FIVNTIE. 7490 RF v DIFE.
Buffer Analyzer & Control Flow Analyzer
IS ARY F9, I 51T, Quick View
Za405ty hEBERINE T, FMIC
DWTI, 04y o 2Fv>] 28R
LTI,

AESo7O/{\571 4:

com.fortify.sca.QuickScanMode

BRIANWY T 74 ATBELE T,
MiIcoOWTIk, [HEROHEE] 258
LTLEIW,

BZEn7anF 1 4:
com.fortify.sca.FilterFile

AX v VITBY—RT7AINDY Ty
NEEELET. ENRERICEBITEIN
ATV Y IINTEY =R T 74D
HNRFLVICEHONET, DT
YavERBEFERT S, AF v VIS
BEDNAFUDNEEND LD ICTEET
T,

AESo7O/\571 4:

com.fortify.sca.BinaryName
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<type>
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AR LIV—IVET A NS BHICER
LEd. 72/ bDRulepack THEE X
N4 TDI—ILETRTEMCLE
¥, DA T avEEREFERT S
s, BEDOIL—ILIYA TEBETEE
ER

<type> XS A —4|E, XMLy IHh 54
74 v 97X Rule Z[RW/{ETT, &
Z X, DataflowSourceRuleEFZ DG & IE
DataflowSource #{FE L 9., Fi.
FHEEIL—ILOREDEI Y 3 Y

( Characterization:Control flow .
Characterization:lssue .
Characterization:Generic %4 &) & 15F
THIEHETEET,

<type> IXT A —H8 Tld, AXF&IIX
FHARBMINEHA,
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-no-default-rules
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#tEA(Description)

AR LIV—IVET A NS BHICER
LEd, BEI’EERETSZT 740
MDRulepack TIL—ILEEMICL F T,

Fortify SASTTl&. B DEE =
[F2I—ILIEE|IEHmEO—RINZET,

Note

9 Z ik, DataflowSink.
Semantic. Controlflow.
Structural, Configuration.
Content, Statistical.
Internal.
Characterization:Issue)Jl—
Vo4 TEEMCLIBE
A% TY,

AZEo a7 1 £:
com.fortify.sca.NoDefaultlssueRules

ARG LI—IVETANT ZDHICFER
L¥d. 774/ ~DRulepackh b )L—
LA O—RINABWEIICLET,
Fortify SASTTI. EiFABERETET A
72 1) DRulepack "LEBI N FIH, L
—JJVISAEBINFHA,

AESo7O/\571 4:

com.fortify.sca.NoDefaultRules
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-no-default-source-rules

-no-default-sink-rules

-rules <file> | <dir>
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AR LIV—=IV T AT B=HDIFER
L¥xd. 774/ ~DRulepackTY —2R
W—ILEEMCLET,

Note

By — 22— IV IZEMIC
Y FHA,

BEEDFO/5 1 4:
com.fortify.sca.NoDefaultSourceRule
s

AR LIV—IVETANTBEHICHER
L¥d, 777/ bDRulepack T V¥
W—IL = EMLET,

Note
S > 7 IIL—IVISERIC
Y FHA

EE0) wAnVASG P £

com.fortify.sca.NoDefaultSinkRules

AR LDIV—=IIRy D FET14 LD
N)ERELEY, COATvaviElg
HOFERT 5 &, EBDRuUlepack” 7 A
IWEEETEET, 74 LI M) Z1BE
9% &, Fortify SASTTIE, £D7 1 L
2 N A® bin LV xml DHLRF %
FOIRTDI77AILDEDLNET,

AESo7O/\571 4:

com.fortify.sca.RulesFile
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Fortify SAST 26.3

1.50.5. W AHA T ay

ROERTIH, BAA T2 aVICDODWTEHRALET, ChoDIRTOA T aveEoHm7
T—XCHEALZEYI(-scan 7 7> avHEELZXT), build-label . build-project . &
& O build-version # 7Y avid, T I —XTEETEZZY, 97— X TEEIE
ETDE, TNLDA T avIFEEITINET,
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HhxF>ay E%BH(Description)

-f <file> | DHTERNEZIRAEFNZ 7 71 ILEIRTE

-output-file <file> LET. EHT7 71 IIL%EIBELBVGE
I&. Fortify SASTHALIRKICH AN E X
AENFET,
AZoD7O/85 1 £:

com.fortify.sca.ResultsFile
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HhxF>ay E%BH(Description)
-format <format> HAORKXEHEIELET, BWRA T 3

&, fpr. fvdl, fvdl.zip. text.
BLGauto TY, 7 4J)L & auto T
HYy., FAxFavTEREINAET 74
VD7 74 IINEIERFICED W THOF
ANBERINZET,

FVDLI&. Fortify SAST DM R D HTHER
DEFNBEXMLT7 74 ILTY, Zhil
&, MESSMEDEFEM. JL—ILDERBA. O—
RZ=ZRvy h, RF+ VEICERAINS
ARV RSAVFToay, AFv 00D
IS—FLIFESENEFNTVET,

FPRIZ. FVWDL7 7ML, BLUVRF vV
BFICEFERAINSY—XO0—KDaE—,
HEAYT—8H, HRAYLIL—)L(EET
2B EDEBMBERNE TN 50
RNy r—I T4, Fortify Audit
Workbenchld. BEIRIC fpr HEERFIC
EhEfIFronxd,

Note

e faRTAEZ AT 255
. fpr BX%=iEET 2HE
DY) £9, FERAAEICO
WwWTik. TFOpenText™
Fortify Audit Workbench 1
—YH1 Rl 2SR LTLKE
e AW

—ERDIEHRAFPRT 7 1 L E 7 IENFDL 7
FAIWICEEFNRWEDICT R E, RF
v UBREYHEAT 7MY A X% HET
XFd, CORDZTDMDA T a3,

LV FPR7 71 LD &iHE{L] 2508
LTIV,

AESo7O/51 4:

com.fortify.sca.Renderer
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HhxF>ay E%BH(Description)

-append f AT aVTIREINL T 74 ILICKE
REEBEMLET, BROFPRT 7 1 JLIC
&, URIDRAF v+ VICLDREEEIRED
AF v VICLBBEEIEFENRTVET,
EIVRBERS L TOTSLT—H(V—
AEVVIDYVRANEIVIVEY—Y
INEY, AT arvEFHRTBIC
&, HAZ7 71 ILDFK% fpr /21
fvdl ICT Z2ENHY £9, -format H
AA T avIiloVWTIK, ZORDEREA
ESRBRLTLEIV,

(DD TOTZLICET 3ERE TR
72 V)) Fortify Software Security Content
DIEHR. AXY RSAvFToav, ¥
AFL7ORT, BE T7—.
Fortify SASTDRTICET 5 ZDMDIE
WeSLIVI VT <T—23INFE
HtAh, TV VT—4IF -append F T
avaERFRLTY—YINRWED),
OpenTextTlX. -append THEKI N7z
ERNBAINEE A,

IDFTYavEEELBWGEIE,
Fortify SASTT#Hr L WERAFPR7 7 1
JVISEII N, previous DFERE LT
BEWERICSRIULAFITFONET,

— RIS, RAFICT ) r—2avefki
S TERWEEICDH, -append 7 7
YaveEFHALIEY,

BAED070/857 1 4:
com.fortify.sca.OutputAppend
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HhxF>ay E%BH(Description)

-build-label </abel> PIERICEDHZ IOV hDOSRIL
HIRELEFT., 20X TV avig, T
TI—XPoHI7z—XFICEDHB &
MTEZXY, Fortify SASTTIE., TDZ
NEA—RKomICERINEF A, &
BEDMOBHICIDA TV a3 vEEE
LmE. RRICIBELLEINIVEGFD
PFERICEINE S,

AESo7O/{571 4:

com.fortify.sca.BuildLabel

-build-project <project_name> PIERICEDZ IOV Y NDOEHI %=
BELET. COA TV avid. T
I—ARoH 7z —XRIIEDZ I EN
TX XY, Fortify SASTTIX, T D4R
FI—RaWICERINEIEA.

RZ%ED a/85 1 4:
com.fortify.sca.BuildProject

-build-version <version> PBERICEDZ AV hDN=Y
avVERELEFI., DA TY I Vil
T I —XPM7—ZXHICED D
ZENTEZEY, Fortify SASTTIE, &
DN—=T 3V ET— KDICERINZE
A

AESo7O/\571 4:

com.fortify.sca.BuildVersion
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HhxF>ay E%BH(Description)

-disable-source-bundling V—RI7 7AW ERTERT 74D 5
BRALE T, 2ITRERICIEZ =Ry kB
EFEFhEY,

BEEDFO/5 1 4:
com.fortify.sca.FPRDisableSourceBun
dling

-fvdl-no-descriptions Fortify Software Security Content®&x
B DR 7 7 AL ORALE T,

RZ%Eo a/85 1 4:
com.fortify.sca.FVDLDisableDescriptio
ns

-fvdl-no-enginedata IVIVT I RTERTI7AILDS
BALET, TVYVT—4ICIE.
Fortify Software Security Content®/&
., ANV RSA VA TVay, VRTF
L7ONRT1, BE IT5— BLU
Fortify SASTOERTICET 5 DMDIE
wHrEFNTVET,

BEDFO/5 1 4:
com.fortify.sca.FVDLDisableEngineDat
a

-fvdl-no-progdata TOUZ LT—9 EDHER7 74 ILD
SBMALET, InickY. Fortify
Audit Workbench®BE# E 1 —Hm 57 4
VY —REBRVEIBRINET,

BAZD7O/85 1 4:
com.fortify.sca.FVDLDisableProgramD
ata
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HhxF>ay E%BH(Description)

-fvdl-no-snippets O—RR=ZRy NEpHRER7 714 )LD
SBALET,
Ao O/F 1 4:

com.fortify.sca.FVDLDisableSnippets
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RDERTIE., TOMOF T avICODWTEHBALET,
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TDDF T ay inBA(Description)

@ <file> EELAET77AIHDSaATY RSA VT
ToavERHrAIET, TL—VTF
2 MND<file>ITEF T a v ENRTA—
ADEZEN., ThTIDBRTICOBI L
TWEY,

7= & Z X, sourceanalyzer -b
my_build_id -source 17 -cp lib.jar
Testjava v > R&EETTBKHYIC,
sourceanalyzer @optffile.txt #3417 TX
9, 22T, opffiletxt [FUTEEL
774 TT:

"-b" "my build id" "-source"
II17II II_CpII Illib.jarll
"Test.java"

-h | ARY RZA VAT avOMEEHA
_? | L/i_g_o
-help

-debug Fortify SAST SupportO 27 7 7 4 JLIZT
Ny JIgRE=EDHET, ZDFEHRIE. B
AIIYR—KMNIELB NS TIDa—TF
A VTICDREIIBEET,
EEIoA=ACEES

com.fortify.sca.Debug

-debug-verbose Ihid -debug # 7> a v ERLUTY
75“\ ##L:ﬁgjtﬁ'la—t:ﬁ*ﬁj-ég-:ﬁ%mb(%g
ncTtwxd,

BAEo7ONnT 1 £:
com.fortify.sca.DebugVerbose
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TDDF T ay inBA(Description)

-debug-mem 3 .
INT #+—< v RE#,R % Fortify SAST
SupportA 7 DHICEZH T,
AZoD7O/85 1 £:

com.fortify.sca.DebugTrackMem

-verbose HMAT—YRAAyvE—YBEOVY—)L
& Fortify SAST SupportA 27 7 7 1 JLIC
EELEY,
AZo7O/8\5 41 4:

com.fortify.sca.Verbose

-logfile <file> Fortify SASTTHER I NBO7 7 71 L
EIRELEY, 724 h0OT T 74
IDBRRICDOWTIE, AT 774)LD
Al ABBLTLEIY,

AESo7O/\571 4:

com.fortify.sca.LogFile

-clobber-log sourceanalyzerdE{TIhs=ticOy
774NMN%E LEET B & D ICFortify
SASTICHERLET., DA T aviig
ELARWEGEIE, Fortify SASTTO Y 7
7AIVIERMSEBININE T,

BAZD7O/85 1 4:
com.fortify.sca.ClobberLogFile

-quiet O Y RZ4 VDOETIRRIERZ 8IS
LY,
BAEo7OnT 1 4:

com.fortify.sca.Quiet
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-version |
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-autoheap
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#tEA(Description)

Fortify SASTD/N\—2 3 > &, Fortify
SASTE—#ICEEFNTVWBR I X I F M
VLTV -ILDIN—=V 3 yHRERE
NET(ZDOMDIEEIXT N T, Fortify
SASTICEENTWVETY),

SRTLTHEATREGYMELAE) ICED
WT, XEVOEFHEYHTEZAIICL
F9, TNIFTIAILEDXAEYEIY Y
THRETT,
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-Xmx<sizesM | G Fortify SASTCEAIN B X EVFERAE
DRAELZFHTEELET,

Note

e DA T a3V THRRAEY
HFENTEETBZRHDY
IC. -autoheap TEZEIN
T 74 MDXEYEIY Y
TREZFEATDILDICHEE
HLET,

32 GB~48 GBD b — 741 Xk, RER
JVMDEE FHEINTWERA, D
BgEDOE—TY1 XTIE, 32GB&LYE
NITA—IXVAMETFLEXY, JVMT
&, 32GBXREDE—TH 41 Ah R
INFd, AF¥F+ > T32GBEHBABHA
AHBERIBEIX. 64GBULENREICA
VEF, HA R4 E&ELT, XE%Z
REIEET 220D 7O ANEST
INTWRWERET D&, FHARER
AEYD23EBATEIYHTAHRWVWTKE
I LY,

IDATYaVERET 2HEIE. /N7
F—VANMET T 2720, YIBMICE
R X E) LYELLEY HTAWL
TLEIW, A4 R4V ELT, XE
) REICHEET 2200 7O
ETINTVWARWEIRET D&, FERAT
BERXEY) D2/3%BATEIYHTRWT
"R A
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151 REBREA T3V

Fortify SASTA Y A h—5 T, —EDFOANRT A 77 AIDY AT AIREINET,
TO/RT 14 7 74L&, Fortify SASTDS V4 1 L9, HA, LUV T+—T R
KRB EARARENZTENTVET,

DI a VT, ROMNEY ZIZDWTERBAL E T,

This PDF was generated on August 12, 2026 Page 502 of 629



3 opentext" Fortify SAST 26.3

1.511. 7AanF4 774

70O/RF 4 7 74)id.  <sastinstall_dir> [Core/config T4 L7 MY ICERBEINTULE
T, AVAN=LINETOANRT 1 774K, TIAIMEDNESEFRTWET, 7O
NRFAT7A4NDTART 4 ZEEBT 2RI, TAV I MN)—F—ITHHKT D &E0H#
BINTVWEY, BEREZ7 7/ LAOTANRT 1 BWTFhE, FBOTFRAbIT (%
TEETEZFY, DATYavaEERLT IV R4 TTORT 1 28ET S
EELTEFT,

RDOFTIZ, Fortify SAST7ONRT 4 7714 %A RLZY, Fortify SASTZ U —> 3>
BL®Y—=IDTONRT 1 7 74IIIDWTIE, TOpenText™ Application Security’ —
T4 Rl Z#S5RBLTLREIW,

TanF4I7274I% %BA (Description) TSR

. . . -t e fortify-sca.properties
fortify-sca.properties Fortify SASTIRIZEE&E 7 0O

NTF1%5E&ELET,

fortify-sca- Fortify SASTD V14 v U R for.tlfy-sca— )
quickscan.properties F v VICERAINSIRIE quickscan.properties
BRESONRT A EERL
£7,

fortify-rules.properties IW—ILDEMEZRET fortify-rules.properties
BRIERETONRT 1 52E
ZLET,
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1.5111. 7ANF4 727141 IILOFER

TANTF A4 T 7A40LDETOANRT 4 1F, XFEHORTTERINE T, 1BZBEOXFEIIETS
ANTF 1 &, 2BBOXFIE7O/XXF4{ETT,

com.fortify.sca.fileextensions.htm=HTML

ERDLSIC, TANRT AT htm 77 AV THEASNZERARESI NI T, AN
T 1 %13 com.fortify.sca.fileextensions.htm T#H Y. {EI& HTML ICEREI N TWE T,

—axX

Note

Windows> R T LAD/NR %= 7ONT 4 {BE LTIRET 2HEIX. XY I RS
v aAaXZFNENYIRSYVATIRT—TT2UNENHY T3 (4

com.fortify.sca.ASPVirtualRoots.Library=C:\\WebServer\\CustomerA\\inc
e

| rOnNT &, TORTA T 7AUDSAX Y MNTIORINTVWET, ThdD T
ONRT A ZBWICTSICE, TIXA Y MESH) ZHRLTAHL, TONT 1 774 L& RTF
LEJ. ROBITIE, FO/F 4 7 74 J)LT com.fortify.sca.LogFile 7' O/8F 1 BNEX T
HY., RIEZEDO—ETIEHY FHA,

# default location for the log file

#com.fortify.sca.LogFile=${com.fortify.sca.ProjectRoot}/sca/log/
sca.log
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1.511.2. RED EE =

Fortify SASTTI&, 7O/NT 4 REMRFEDIRF CTHEAINE T, LENCHRE LT DN
Tald, BELAETLEEETEEY, TORXTA I 7ML EERETIHIE. ZOIBFIC
EBLTCESIW,

RDFICIE, Fortify SASTFO/RF 1« DEBEIEFERLET,
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7O/1R5 1 DIFE

DATVaviHEDOaY
VRZAV

Fortify SASTD V14 v U R
Fy VRIBRET 7AI

Fortify SASTD R ¥ + V¥
E7ONRF14 774

Fortify SAST 26.3

#%EA(Description)

AV RS54 VU THEEX
nN=70/5714 DEBRE
EEETHY., FEDR
Fv U TETEZET,

Note

e D499 RXF
Y ERFY
VREELRI
DWIFnh%i
IBETEE
9, L7zh'o
T, Ihboom
ZanF 4%
EDELEIL
EE5E2%
HTY,

D4 Y9 AFx v VIRIERE
E 7 7 1 JU( fortify-sca-
quickscan.properties ) C
BEIhA7ONRT1D
BEEF2EBTI D, -
quick # 7> a3 v &EFIFT
IA4YIPRAFvVE—NR
BEMIR > TWBIGE
ICBRLNF T,

AFx vy UBETONT4
J774ITEREINLT
O/NT 1« DBEEIZ2EFER
TYA. -scan-
precision + 7Y a v &={7
ITTRF v VEENEW
ICR> TWBIHHICRS
nxd,
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=15 7O/1R57 1 DI_E £%BH(Description)
3 Fortify SASTIRIZEERE T 7 )
ol y RS Fortify SASTIBERE T 7

1 )L ( fortify-

sca.properties ) CIEE X
nE70nNrF 1 DEEE
WWHEETT, IXTDR
F v U TLYKEHICT
ONT A {EAEEINS
LIS, D77 I %
mELZXT,

F 7. Fortify SASTIEWERTT 7 4 )L MEAEZINTWEH—EDTONRT 4 ITIKELE
ER
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1.51.2. fortify-sca.properties

XD 3Tk, fortify-sca.properties 7 7 A L TERTE 2 70/741ICD2WT
MBALET, TOTANRTA T 7AITHEATEZZOMOTONT 1 IZDWVWTIE,
fortify-sca-quickscan.properties# SR L T 23XV, &70O/7 1 OFRBAICIE. ED
B, 774 ME AFEOIARY RIA VAT av(@EYT2ER). BLUANEEN
-

DTV a VT, ROMNEY ZIZDWTERBAL E T,
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1.51.21. B o7z —XD07ANRNT 4

RDFRICRT fortify-sca.properties 7 7 A ILDTONRT 4 (&, BT T —XPoM( A+
v V)7 T —RICERAINS KN TANT 1 TY,
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TanFa 4

THEAX vV

com.fortify.sca.BuildID

com.fortify.sca.CmdlineOptionsFileEnc
oding
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#tEA(Description)

EIRDEI RIDEEEELZ T,
EDR: x5
FI72#ILM: (L)

ARV RSAVAFAToay: -b

@<filename> THREIN/IATV RS

A F>avI74 )OIy I— K%

BELEI(zotboATvav] 55
), & zIlE, coFanFT1 =FRL
T. #7237 74 )L TUnicode®D 7

TAINRNRAEZEETEEY, BTy

O— K4£ld java.nio.charset.Charset T
EEINTVLET,

Z D7 0/RF 1 & fortify-
sca.properties 7 7 1 L TOHENTH
). fortify-sca-quickscan.properites
T774I% -DATavTIEHEL X
TA,

EDH: xXF7I

FI7FIWBN IVMY AT LDT T 4Lk
IvaA—T4vY

1
com.fortify.sca.CmdlineOptionsFileEnc
oding=UTF-8
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com.fortify.sca.DISabledLanguages

com.fortify.sca.EnabledLanguages
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BRI —IAHNLRATZ2EZENOIOY
KUY YA hZEELT Y. BIESHE
DIEFRDEEY T,

abap . actionscript. apex .
cfml . cobol . configuration .
cpp . dart, dotnet. golang.
objc . php. python. ruby .
swift . LU vb,

EDR: XF75I
T7#I b (%L)

AR Y RSA VAT ar: -disable-
language

ZHIHEEFOIOVEYIY YR %15
ELIET. AMREFZDEIZRDESY
T,

abap . actionscript . apex .
cfml . cobol . configuration .
cpp . dart. dotnet. golang .
objc . php . python. ruby .
swift. 8L vb,

EDH: xXF7I

T4 b:
com.fortify.sca.DISabledLanguages 7
O/37 « THATRBICIRA LRWRY ., 18
ELEY—ZRDITRNTOEEINEHRS
nx9y,

AR Y RSAvFF¥ 3. -enable-
language
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com.fortify.sca.DisableCompilerName
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#tEA(Description)

truellERE T % &. Fortify SASTICIE.
V=227 74L& LTERFIC, EILR
Y —JLERE UERI(gradlew/e &) =#HFDE
WRRO) TR 72740 EHLNE
ER

{EDB: 77— )L {E
F7#J)L M false

ARV RSA VAT av:
compiler-resolution

-disable-
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wARPAG P4 &RBA(Description)

com.fortify.sca.ProjectRoot THBLVPH 7T —XTERINF
B7714 IV aRkRETZT14LI N %i5
ELXJ, Fortify SASTTIX, 27O
STV MDI—bTAL I N)IZHBHE
B2 74N ELERALET, BEICE
ST, ZDTFa4L I M) AERY hT—
I RZSA4TTRRAR<<O—AIANL—Y
ICERET &, DD/ T =<V AN
mELZxd,

{EDB: >xFFI(/8R)

77 # ) b (Windows):
${win32.LocalAppdata}/Fortify
${win32.LocalAppdata} (&. Windows
OA—ANLT TV r—vavr—4<zx
W7 ANTERAY NTEEHTY,
7 #JU M (WindowsEL4t4):
$home/.fortify

AV RSAvF T ar: -project-
root

fl:

com.fortify.sca.ProjectRoot=C:\Users\
<username>\AppData\Local\

i
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com.fortify.sca.fileextensions.java
com.fortify.sca.fileextensions.cs
com.fortify.sca.fileextensions.js
com.fortify.sca.fileextensions.py
com.fortify.sca.fileextensions.rb
com.fortify.sca.fileextensions.aspx
com.fortify.sca.fileextensions.php

INIFEDHIRY R NTY, BE2RY R
MCDOWTIk, 7ONF1 77/ IL%ES
BRLTCEIWY,
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#tEA(Description)

EILREEEVEE LBAVWERBDORFED
77 AIVRIRTF 2R T 5 HEZIEE
LE9. BWRILRTOERIL,

ABAP . ACTIONSCRIPT . ADA .
AI_RULES_FILES . APEX .
APEX_OBJECT . APEX_TRIGGER .
ARCHIVE . ASPNET. ASP,

ASPX . BASH . BICEP .

BITCODE ., BSP. BYTECODE .
CFML ., CLOUDFORMATION .
COBOL ., CSHARP . DART.
DELPHI ., DOCKERFILE ., ELIXIR .
ERLANG . FLIGHT . FORTRAN .
GENERIC, GO, GROOVY .

HCL., HOCON. HTML. INI,
JAVA . JAVA_PROPERTIES .
JAVASCRIPT . JINJA. JSON .
JSP . JSPX. JUPYTER,

KOTLIN . LUA. MARKDOWN .
MSIL, MXML, OBJECT, PERL,
PHP . PLSQL. POWERSHELL .
PYTHON. R. RUBY .

RUBY_ERB ., RUST. SCALA .
SOLIDITY ., SWIFT., SWC.

SWF., TLD. SQL. TSQL.
TYPESCRIPT. VB. VB6.
VBSCRIPT . VISUAL_FORCE .
VUE. XML. YAML T4,

EORE: XF(BWREEY 1Y)

BE: T2 Y R MIDWTIE, fortify-
sca.properties 7 71 ILESBRL T £
Ty,

f:

com.fortify.sca.fileextensions.java=JA
VA
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wARPAG P4 &RBA(Description)
com.fortify.sca.fileextensions.cs=CSH
ARP
com.fortify.sca.fileextensions.js=TYPE
SCRIPT
com.fortify.sca.fileextensions.py=PYT
HON
com.fortify.sca.fileextensions.swift=S
WIFT
com.fortify.sca.fileextensions.razor=A
SPNET
com.fortify.sca.fileextensions.php=PH
P

com.fortify.sca.fileextensions.tf=HCL

oracle:<path_to_script> DE%=1E7E L
T, SEY91M 75705 LTEET S
JEBTEFY, BELLIERFE—H
TE2774NEDAIY RS VI8F5 %
— A EIDZRIFTANDR V) ThEBEL
F9., TDRYV ) T ME. BMAFortify
SAST7 74 ILDFEFR(FID ') X b =5 R)
ZstdoutiCEZAH. RYIEOTKRT TS
REFrHYFT, EOUKDOREY I—FR
MRINIIFE., FLIERV ) T IHE
ELRWGEE, TO7 74 LIEE#RIN
3. O 7 71 JLICFortify SASTDE &
NEZIAENZET,

B
com.fortify.sca.fileextensions.jsp=orac
le:<path_to_script>
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com.fortify.sca.compilers.javac=com.f
ortify.sca.util.compilers.JavacCompiler

com.fortify.sca.compilers.c++=com.fo
rtify.sca.util.compilers.GppCompiler

com.fortify.sca.compilers.make=com.f
ortify.sca.util.compilers.TouchlessCom
piler

com.fortify.sca.compilers.mvn=com.fo
rtify.sca.util.compilers.MavenAdapter

CNITEDHIRY R NTYT, 2R R
NZDOWTIk, 7ONF4 77/ IIL%ES
BRLTCEIWY,
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#tEA(Description)

ARSLZDAVNASEEBELET,
EDB: XFF(T /31 F)

T4 BE2AYY R MIDWTIE,
fortify-sca.properties 7 7 1 JL.MD
[Compilers] VY a2 =5 TS

2T,

f:

[my-gcc) A'geccaA VN4 S THBZ &
% Fortify SASTICHIS B 5 ICIE. RD &K
2ICLET,

com.fortify.sca.compilers.my-
gcc=com.fortify.sca.util.compilers.Gcc
Compiler

X E:

o AVNNA ZHDEEFLIEIREZT R
FYZ7MICLT, OB EDXF &
—HIGBIENTEZET,

e clang/clang++®31TlE. gcc/g++3
IV RZTIEYR—FIATVEYE
ho RDEDITIEBETEET,
com.fortify.sca.compilers.g++=

com.fortify.sca.util.compilers.GppC
ompiler
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wARPAG P4 &RBA(Description)

com.fortify.sca.UseAntListener B}
i truelCEZE T % &. Fortify SASTIC K -

TCAVIRASF T avIC
com.fortify.dev.ant.SCAListener A%:E70
IhEd,

EOR: T —)LE

F7#J)L M false

com.fortify.sca.exclude TEMASHRHNT BT 74 ILE1DLLEEE
LEd., #8077/ )Lz 20Y
(Windows) & 7=l 2 0 > (WindowsLA4t)
TRYPYFET, 771 ILIBEFOFEVNA
ICDWTELLIK, 7740794017
N)DIEEEZSRL T IV,
EDR: =75
FI7A4IV b EY
ARV RSA VAT ay: -exclude

fil:

com.fortify.sca.exclude=filel.x;file2.x
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com.fortify.sca.InputFileEncoding
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#tEA(Description)

YV—RI77AINDITYA—FT 4T84
THIEEL 9, Fortify SASTTIE, B
BREERATIVA—RINhiZY—2RT7
AINESL 7OV NEAF vV TE
9, VILFTIA—FT4 VTN
OYxy MNeEAT 5ICIE. Fortify
SASTTRMICY —ROA— K7 74 JLHE
HIAENDBRIC, BT —XT -
encoding + 7> a v EIEETIHEN
HY) £9, Fortify SASTTIE, DIV
O—F 4 VIPEILREY Y 3 VTR
I, FVDL7 7 M VICKRBRI N X T,

BE, TVIA—T1 V794 THEBEL
W&, Fortify SASTTIR T d—F 1
VN5 A —4 7 L T file.encoding 3
VANSUIDD
java.io.InputStreamReader AfERA I N
F9., —ZD I — X (ActionScript/S—+
DIFE R E) T, Fortify SASTD T 7 #
JU ME UTF-8 T4,

EDOR: X=7I
FI7AIb: (L)
A Y RSA4 VAT a>: -encoding

fl:
com.fortify.sca.lnputFileEncoding=UT
F-16
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com.fortify.sca.RegExecutable
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#tEA(Description)

Windows 7> v N 7 # —ATIZ,
reg.exe Y A7 Ld—T 4 YT 4 ~DN
A%HIEELET, CygwinlIh 5Fortify
SASTZR1TT %3FETH. CygwinExX
TR Windows#EX T/ ZIBEL &
T, NYWIRSYyYa1aIRAT—TF3%
BElE. Ny 2S5y varzBmMLE
ER

EDBY: STFF(/XR)
F73Ib: reg

i
com.fortify.sca.RegExecutable=C:\\Wi
ndows\\System32\\reg.exe
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com.fortify.sca.xcode.TranslateAfterEr
ror

A¥xv

com.fortify.sca.AddImpliedMethods
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#tEA(Description)

xcodebuildt 7 7Ot XA O LA DI
TO— R THT LFZEIIxcodebuild¥
YFLRATYITHIDNERERTT B2MNE
IDEBELET, falsellfRET 5 &,
xcodebuilld TCEOLA DT I — FHH
HLEBRTERD HRLEIHh, ABCKTO
— RCFortify SASTY v FL X EJL KA
FIELF Y, truelld % &, Fortify
SASTY Y FLRAEIRICEST
xcodebuildhM & T § B RNICHEBI I iz E
WRIZ 74N DOEMMNETIN, (DT
Z—HAFEELDWRY)ERTI—KOT
Fortify SASTAM& T L9,

DFREICEAFRAL, €alHOa—R
’CxcodebU|Id7b\‘i‘5‘T L7emE .
xcodebuildD# 73— K, stdout B&
UstderrA’O V7 7 7 A IVICEEZ A EN Z
ER

BEDR: 77— L&

F27 4 bM: false

truelCEREY % &. Fortify SASTT,
AITE 2RENRE LB ICHERNA
AV RBNERINET,

BEOR: 77— L&

F7#IV M true
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com.fortify.sca.alias.Enable

com.fortify.sca.analyzer.controlflow.En

ableTimeOut

com.fortify.sca.BinaryName
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#tEA(Description)

truelliRET D&, TM4 YT ASHDPE
MY £9,

EDR: 77— )&

F7#JL M true

Control Flow Analyzer® 4 4 L7 b %
BT ENEDINEERELET,

EDR: 77— )&

F7#JL M true

AXxv Ve BY—RT774ILDY Ty
NEIEELZFT, EJI FEFICERIMTEN
AFVIC) 2V IINEY—ZAT 741D
HDBRAF v VILEDOLNET,

EDE: xF5(/8R)
FI7FI b (L)

ARV RSAVA T3y -bin T4

& -binary-name
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com.fortify.sca.DefaultAnalyzers

com.fortify.sca.DisableFunctionPointer
S

com.fortify.sca.EnableAnalyzer
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#tEA(Description)

RITTZ2PHIA TOAhY~FidaO
VRPIWYRMNEEELEFT, 2070
INT 4 DEMREE. buffer |

content . configuration .
controlflow . dataflow . nullptr
semantic . & £ U structural TY,

EDE: xXF7

FI2AIM:ZOTanTF FaAXAVNT
DRI, IRTODHIA THRAF* v

YTHEAINETD,
AR Y RSAvF T ayv: -analyzers

truelli& €95 &, R ¥+ VISR
AV DEMRY T,

EDR: 77— L&

F27 4 bM: false

TI7AIWNKNDTFZAHFICMAT, R¥
vy VIFERTRT7FIAYOAVTEL
FaOOVYRPYYDYRAMEEBELET,
ZD7ANnNT 1« OBEMAMEI.  buffer .
content . configuration .
controlflow . dataflow . nullptr .
semantic . & & U structural T,

EDH: xxF7|

FI7FI M (B2 L)
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wARPAG P4 &RBA(Description)

com.fortify.sca.EnableSubtraceFilterin  truellZ&E L 72156, BEIMRFEDRERE
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ERS

EDE: xX=F7
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( com.fortify.sca.rules.password_regex.
global D)
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( com.fortify.sca.rules.password_regex.
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global D)
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global D)
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a1
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EDE: xXF7
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| DfE)
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EDE: xX=F7
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Note
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« FPREZET 3

DY —I)AEFERT 3

&. Fortify SASTDLLRID
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Security CenteriC R
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OpenText™ Application
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vTFUYICEATAERENE L. ZDEHREMEA L TFortify RulepackE#HrH —/VIZREL
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DYV avVTIE. ROMNEY ZIZDWTEHRBALET,
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IT5H, EXxa)FqsarFryyoO0—hAlaEE—%AVR— LET, TDOYV—ILIE
<sast_install_dir> [bin T4 L 27 KD IZHY FT,

ZDY—=IVDT T4 NDFHHARYTA LTI MEIBOWTY, 94 LTV MNEEEEET
%IClE. rulepackupdate.SocketReadTimeoutSeconds RIZEFEE 7 7 1 )L IC
server.properties 70O/37 4 ZBML £9, FMICDWTIE. TOpenText™ Application
Security” —JLZ71 Rl #H5RBLTLEIW,

fortifyupdate DEAXRM LR IT Y RS 1 VEXERDBANICTRLET,
fortifyupdate [<options>]

Fortify Rulepack Bt —/\H 5 D FrDFortify Secure Coding Rulepacks® & UM4HER X
557 —% %FHE L CFortify SASTA YA M—ILEBH T BICIE. ROAXY READLE
ER

fortifyupdate

A—AIYRATFLDSEXF2 )T AT YUY EERHRTDICIE,. ROOAT VY RZADLE
ERS

fortifyupdate -import <my local rules>.zip

BIIER % [ L TFortify Software Security Centerty —/\pStFa)F4 a5V
HEEHTAHICE, ROV READLEY,

fortifyupdate -url <ssc url> -sscUser <username> -sscPassword
<password>
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-coreDir <dir> . .
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ALY RN)ERBELEYT, 2OF T3
VHEEINTULAWES,
fortifyupdatell & 2 E#fid
<sast_install_dir>TE{T3¥hZ 7,

Important

<sast install_dir>
/config/keys 7 # L4 D3
vroYEIE—LT, 2D
T4 L2 MNIAD
config/keys 7 # L& ICBA
YT LTH S,
fortifyupdate =317 L T<
EEW,
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JLA D rulepackupdate.server 7O/
1 ICREINETTY,

server.properties IRIEHRET7 7 1 )LD
EMICDOWTIE, TFOpenText™
Application Security” —)L 741 Kl %%
BLTSEIW,
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