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Technical Note

Legal notices

Copyright notice

© Copyright 2020 Micro Focus or one of its affiliates.

The only warranties for products and services of Micro Focus and its affiliates and licensors (“Micro Focus”)
are set forth in the express warranty statements accompanying such products and services. Nothing herein
should be construed as constituting an additional warranty. Micro Focus shall not be liable for technical or
editorial errors or omissions contained herein. The information contained herein is subject to change without
notice.

Documentation updates

The title page of this document contains the following identifying information:

« Software Version number, which indicates the software version.
« Document Release Date, which changes each time the document is updated.
« Software Release Date, which indicates the release date of this version of the software.

To check for updated documentation, visit https://www.microfocus.com/support-and-services/documentation/.

Support

Visit the MySupport portal to access contact information and details about the products, services, and
support that Micro Focus offers.

This portal also provides customer self-solve capabilities. It gives you a fast and efficient way to access
interactive technical support tools needed to manage your business. As a valued support customer, you can
benefit by using the MySupport portal to:

Search for knowledge documents of interest

Access product documentation

View software vulnerability alerts

Enter into discussions with other software customers
Download software patches

Manage software licenses, downloads, and support contracts
Submit and track service requests

Contact customer support

View information about all services that Support offers

Many areas of the portal require you to sign in. If you need an account, you can create one when prompted
to sign in. To learn about the different access levels the portal uses, see the Access Levels descriptions.
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Introduction

Intfroduction

The IDOL PII Package contains tools that allow you to find personal identifiable information (PII) in your
data, to help you comply with regulations such as the General Data Protection Regulation (GDPR).

The IDOL PII Package uses IDOL Eduction Grammars (.ecr files).

IDOL Eduction is a tool for finding entities (small pieces of information such as names and phone
numbers) in text. Eduction grammars contain descriptions of the entities. In some cases, this might be
a list of fixed values (such as names), and in others it might be pattern matching tools that find data of a
particular type (such as a set of digits that make up a phone number). The Eduction grammars included
in the IDOL PII Package describe different kinds of personally identifiable information, so that you can
find these in your data.

Data Sources

The IDOL PII Package contains a variety of different kinds of entities to describe personally identifiable
information that is protected by regulations such as GDPR. The following sections provide some
information about how this information is compiled.

For all of these types of information, as much test data is acquired as possible to test the recall metric
of the algorithms. Many millions of examples are run through the grammars to ensure that all patterns in
usage are covered.

Names

An international database containing over 100 million individuals is analyzed to identify the structure
and characteristics of names in each country. In doing so, extensive lists of the frequencies of
occurrence of given names and family names are used to generate strong identification grammars for
names.

In addition, rules are included to handle linguistic information, such as transliteration (for example, from
the Cyrillic or Greek alphabets), or the use or removal of diacritic marks.

Date of Birth

A large corpus of documents from public sources is processed to analyze the occurrence and format of
dates for each supported country. In this way, coverage of all common and less-common formats is
built up, while enabling a likelihood measure to indicate the confidence that the characters identified are
a date of birth, rather than an unrelated date or other alphanumeric string.
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Postal Codes

For each country, the publications of the national Postal Services are used as the authoritative source
on the postal code.

In addition, testing against widely-gathered examples allows the identification and inclusion of non-
standard formats and common errors (such as mixing the letter O with the digit 0), with an appropriately
adjusted likelihood measure.

Addresses

The identification of addresses consists of a number of steps, each of which is used as additional
evidence that a piece of text represents a postal address. These are:

1.
2,
3.
4,

The format of the text.
The house number / street-name portion.
The village / town / county / region portion.

The postal code.

These components are not necessarily always present for a particular address, but each is taken as
evidence that the text does indeed contain an address, combining to form an overall likelihood.

« Few countries have prescribed formats for addresses, while most have conventions defined by

the national Postal Service that is generally adhered to, but also frequently ignored.

The IDOL Web Connector is used to gather many millions of web documents to identify candidate
addresses in each applicable country. From there, the variety of formats that are used in practice
are identified. In addition, any recommendations published by the national Postal Services are
also used.

For the street-address portion, the extensive OpenStreetMap project is used, and a database of
every named street in each of the supported countries is obtained and analyzed. From this
database, rules are derived to allow the identification of the vast majority of street-address
strings.

The de facto authority for geographical place names is the GeoNames database, with 11 million
locations identified by data including country, population and type. In particular the type field is
used to generate complete lists of populated settlements and administrative regions (such as
county / department / region ) for the countries that frequently use those in addresses. In addition,
the names are available in different character sets and transliteration schemes to ensure
internationalization.

« The patterns derived for matching Postal Codes are also used here (see Postal Codes, above).

Telephone Number

The general schemes for the creation of telephone numbers and fax numbers are readily available from
the appropriate government department of each country. However, the formats of such numbers when
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written down varies considerably within a country, and even more so when numbers are referred toin a
foreign document.

The strategy for creating comprehensive phone number matching grammars is centered on several key
methods:

« Knowledge of the national scheme for assigning numbers.
« Databases of international and area codes in each country, obtained from authoritative sources.

« Analysis of many millions of examples of the usage of telephone numbers, obtained from a wide
variety of public sources.

This final point is the most important. Only through examination of real-world usage of such numbers is
the full range of formats obtained for each country.

The proximity of keywords indicating that the digits represent a telephone or fax number is used to
strengthen the likelihood of the match.

National Identification Number

Each country has a different scheme for the use of National Identification. For countries with National
ID cards, the format of the number is derived from governmental sources. In other countries, the
formats of National Health, National Social Security, or National Insurance numbers are obtained from
governmental sites, with the exception of a few cases in which other sources are used.

Tax Identification Number (TIN)

Each country in the European Union uses a Tax Identification Number. Grammars are used to identify
these using rules laid down by the European TIN Portal, published by the European Commission.

The strength of the format (that is, the likelihood of false positives) and the proximity of each format to
key TIN-related terms allows the calculation of a likelihood measure, where high likelihood items are
stronger indicators that a TIN is present, as opposed to an unrelated number that happens to be in the
same format.

Passport Number

The format of the national passport numbers is not as widely available as other such numbers.
However, authoritative government documents are acquired for the formats of passport numbers in the
majority of supported countries.

In other cases, non-governmental sources and the examination of examples have allowed grammars to
be created for each country. In all cases, the presence of keywords and phrases in appropriate
languages in proximity to the number are used to increase the likelihood of the match and to reduce the
number of false positives.

In addition, grammars to identify Machine-Readable travel documents such as the MROTD and MRP
have been added.
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Driving License

As with passport numbers, not all governments have published the scheme used in the numbering of
Driving Licenses. The format of the number is obtained for the majority of relevant countries, with the
remainder derived from secondary sources and from analysis of example numbers.

Medical

Documents that contain mention of medical procedures or conditions are identified with the Medical
categories, available in each of the supported languages. The categories are generated from the
Medical Subject Headings (MeSH) taxonomy published by the United States National Library of
Medicine using the C hierarchy (diseases and conditions).
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New in this Release

This section describes the enhancements to the IDOL PIl Package in version 12.6.

The IDOL PII Package now includes resources for Japan. A complete set of entities are available
to extract information including addresses and postcodes, dates, driving license numbers,
names, national ID numbers, health insurance card numbers, passport numbers, telephone
numbers, and tax identification numbers. These entities are in the new CJKVT forms of
grammars (for example name_cjkvt.ecr, and address_cjkvt.ecr).

Where possible, values and landmarks can be in Romanized text, or Kanji, and numbers can use
ASCII or full-width characters.

The new medical_terms grammar has been added, which replaces the AgentBoolean medical
conditions IDX file.

NOTE: The medical IDX files are no longer provided in the IDOL PII Package.

In the name grammar, the name entities now detect names in the format LastName, FirstName
without a space.

You can now turn off address normalization in post-processing, by setting normalize_
addresses=false inthe address_stoplist.lua script. This option can improve performance if
you do not need normalization.

You can now turn off name normalization in post-processing, by setting normalize_names=false
in the name_stoplist.lua script. This option can improve performance if you do not need
normalization.

You can now turn off score adjustment for names in post-processing, by setting rescore_
names=false inthe name_stoplist.lua script. This option can improve performance if you do
not need the score refinement.

Name and address entities now have nocontext versions, to allow you to extend the grammars
more easily.

The National ID grammars (national_id and national_id_cjkvt in ECR and EJR) now support
additional national ids for Argentina, Colombia, China, Hong Kong, India, Malaysia, Singapore,
Thailand, Taiwan, and United Arab Emirates.

In the name grammars, surname entities that detect unknown surnames now have a minimum
length of three characters (rather than two) to reduce the number of false positives.

The address grammars can now detect PO box numbers for UK and US addresses.

In the address grammars, the normalized output for US and AU addresses now includes the
state.
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Resolved Issues

There were no resolved issues in the IDOL Pl Package version 12.6.
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Country and Language Support

The IDOL PII Package contains grammars and IDX files that apply to data from many countries and
languages.

Country Codes

For data that corresponds to a particular country, the Eduction grammars identify each country by using
the ISO 3166-1 alpha-2 country codes. The following countries are supported:

Country Code Country

at Austria

au Australia

be Belgium

bg Bulgaria

br Brazil

ca Canada

ch Switzerland

cy Cyprus

cz Czech Republic
de Germany

dk Denmark

ee Estonia

es Spain

fi Finland

fr France

gb United Kingdom (England, Wales, Scotland, and Northern Ireland)
gr Greece

hr Croatia
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Country Code

hu

mt
nl
no
nz
pl
pt
ro
se
Si
sk
tr

us

Country
Hungary
Ireland
Iceland

Italy

Japan
Liechtenstein
Lithuania
Luxembourg
Latvia

Malta
Netherlands
Norway

New Zealand
Poland
Portugal
Romania
Sweden
Slovenia
Slovakia

Turkey

United States of America

For national IDs, the following additional country codes are supported (see Supported National 1D

Numbers, on page 36)

Country Code

ae

Country

United Arab Emirates

1This country is available only in CJKVT grammars.

IDOL PII Package (12.6)
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Country Code
ar

co

cn

hk

in

my

sg

th

tw

Languages

Country
Argentina
Colombia
China
Hong Kong
India
Malaysia
Singapore
Thailand

Taiwan

For data that corresponds to a particular language, the Eduction grammars and AgentBoolean IDX files
identify each language by using the ISO 639-2/B language codes. The following languages are

supported:

Language Code
bul
cat
cze
dan
dut
eng
est
fin
fre
ger
gle

gre

IDOL PIl Package (12.6)

Language
Bulgarian
Catalan
Czech
Danish
Dutch
English
Estonian
Finnish
French
German
Irish

Greek
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Language Code
hrv
hun
ice
ita
jon’
lav
lit
mit
nor
pol
por
roh
rum
slo
slv
spa
swe

tur

1This language is available only in CJKVT grammars.
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Language
Croatian
Hungarian
Icelandic
[talian
Japanese
Latvian
Lithuanian
Maltese
Norwegian
Polish
Portuguese
Romansh
Romanian
Slovak
Slovenian
Spanish
Swedish

Turkish
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IDOL Eduction Grammars

The following section describes the Eduction grammars available in the IDOL PII Package.

You can use these grammars with IDOL Eduction, by using Eduction Server, the edktool command-line
utility, or the Eduction SDK. For more information, refer to the IDOL Eduction User Guide and the
Eduction SDK Programming Guide.

IMPORTANT: To use the Eduction grammars in the IDOL PII Package, you must have a license
that enables them. To obtain a license, contact Micro Focus Support.

Configure Post Processing

When you use the IDOL PIl Package Eduction grammars it is essential to configure a Lua post-
processing task to run the script pii_postprocessing.lua. This script contains post-processing to
improve results for various entities, such as stop list filtering, entity name mapping for combined
grammars (see Combined Entities, on page 31), ambiguous landmark detection (see Ambiguous
Entities, on page 64) and checksum validation (see Validated ID Numbers, on page 61).

IMPORTANT: If you do not run this script, you might encounter unexpected behavior.

Add a post-processing task to your Eduction configuration. For example:

[Eduction]
PostProcessingTask@=MyPostProcessingSection

[MyPostProcessingSection]

Type=Lua
Script=scripts/pii_postprocessing.lua
Entities=pii/*,gdpr/*

For more information about configuring post-processing tasks, refer to the Eduction User and
Programming Guide.

Configure Pre-Filtering

Pre-filtering allows the IDOL Pl Package to run a quick initial check to find potential matches in your
input text. It then selects match windows around these potential matches, reducing the amount of text
that it must match against your grammars. This process can improve the performance in certain cases.

Micro Focus recommends that you use the following pre-filtering configuration with the address.ecr
and combined_address.ecr grammars.
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[Eduction]
PrefilterTask@=AddressPrefilter

[AddressPrefilter]
Regex=\d{1,7}
WindowCharsBeforeMatch=100
WindowCharsAfterMatch=100

NOTE: Pre-filter tasks run for all configured entities, so you must configure it only for the
appropriate entities to ensure that it does not affect the results for other entities.

For more information about pre-filtering, refer to the Eduction User and Programming Guide.

Entity Context

Some of the entities are available in two versions, with and without context. The context-based entities
match the entity when it occurs in an easily identifiable location in text. For example, it might match a
telephone number that occurs next to the prefix Phone:.

The entities that do not have context attempt to match the entity wherever it occurs. This version might
over-match significantly (that is, it is likely to return values that are similar to the entity patterns, such a
number that is not a telephone number). However, it also reduces the number of false negatives (that
is, it misses fewer matches).

You can configure Eduction to use both versions of an entity; matches located with context are given a
higher score in the results.

ECR and EJR Grammars

Some grammars are available in two formats, ECR and EJR. In these cases, both formats contain the
same entities for extraction, and the format that you use depends on your input data.

EJR files are performance-optimized for cases where the expected match density in your input text is
low. Micro Focus recommends that you use EJR files when you expect less than 10% of the input text
to be valid matches. In all other cases, use the ECR files.

When you use EJR grammars, you must run them in a separate matching engine to any ECR
grammars, although you can run multiple EJR grammars in the same engine.

For example, the following configuration is allowed:
ResourceFiles=passport.ejr,date.ejr

You cannot set ResourceFiles=passport.ejr,date.ecr.
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Balance Precision and Recall

In many cases, Eduction is able to locate entities that are ambiguous, such as a postal code which is
simply a five-digit number. In some situations it is desirable to match as many entities as possible
("high recall") and in others only entities with a high likelihood of being a useful match ("high precision").
Each match is given a score value so that you can filter the results.

As described in Entity Context, on the previous page, matches located by an entity that requires
context are assigned higher scores than matches located by the corresponding entity without context.
Most matches extracted without context have a score of 0. 4. For example, a context-free date
("January 18, 1998") might be returned by a Date Of Birth entity with a score of 0. 4. But with context to
suggest that it is indeed a date of birth ("DOB: January 18, 1998"), the score should be above 0. 5.

The PII post-processing script (see Configure Post Processing, on page 15) includes a step to validate
matches (for example, it can validate some ID numbers by calculating a checksum). The script
increases the score of matches that have valid checksums, because this is an indication that the
match is more likely to be genuine. Any match that has an invalid checksum is immediately discarded
because it cannot be genuine.

When you configure Eduction, use the parameters MinScore and PostProcessThreshold to achieve
the desired balance between precision and recall. Eduction discards any match with a score lower than
MinScore. Matches with scores that meet or exceed MinScore are then processed by post-processing
tasks. After post-processing has finished, Eduction discards any match with a score lower than
PostProcessThreshold.

In the example configuration that is included with the IDOL PII Package, MinScore is set to ©.4 and
PostProcessThreshold is set to0.5. These values have been chosen to return results only if they
have a relatively high likelihood of being a useful match. Any match that is located without context can
proceed to post-processing, but, unless its score is increased through successful validation, it is then
discarded. If you prefer to maximize recall rather than precision, you can reduce or remove these
thresholds.

For more information about Eduction configuration parameters, refer to the Eduction User and
Programming Guide.

Configure Tangible Characters

TangibleCharacters is a configuration parameter that you can set when using the Eduction SDK, the
Eduction Server, or the Eduction command-line utility (edktool). It specifies a list of characters to treat
as part of a word, rather than as word boundaries.

Some of the entities in the IDOL Pl Package Eduction Grammars require tangible characters to be set
in order to perform correctly (see the descriptions of the entities in Eduction Grammar Reference, on
the next page).

When you use Eduction to search for matches, TangibleCharacters applies across all of your chosen
entities. If you use multiple entities that have different recommended tangible character sets, you might
need to take some extra steps. For example:
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« If you are using the Eduction SDK, create a separate EDK engine for each distinct set of tangible
characters, and configure the tangible characters for the engine using the appropriate API call:

C EdkSetTangibleCharacters

Java EDKEngine.setTangibleCharacters

After configuring an engine with the correct tangible characters, you can add the relevant entities.
You will need to create a session from each engine to process your input text.

« If you are using an Eduction Server, send a separate action (EduceFromText or EduceFromFile)
for each distinct set of tangible characters. In each action, set the TangibleCharacters and
Entities action parameters to specify which set of tangible characters and which entities to use.

« If you are using the command line edktool, create a separate configuration file for each distinct
set of tangible characters and associated entities, and process your input text once with each
configuration file.

For more information about the TangibleCharacters configuration parameter, refer to the Eduction
User Guide.

Customize Stop Lists

The IDOL PII Package post-processing script (see Configure Post Processing, on page 15) uses stop
lists to discard matches that are likely to be false positives. You can add entries to the stop lists, or
remove entries, by modifying the following files.

e scripts/address_stoplist.lua contains alist of common words that are likely to indicate a
false positive when returned as the STREET or CITY component of an address match.

e scripts/names_stoplist.lua contains two stop lists to discard names. In the first stop list,
each component is plausible but the entire match is likely to be a false positive, for example
"Christian Church" or "Norman Conquest". The second stop list contains common words that are
likely to indicate a false positive when returned as either the FORENAME or SURNAME component of a
name match. The stop lists in this file can be customized such that a name can be considered a
false positive in one country but not another.

Eduction Grammar Reference

The following tables describe the grammar files that are available in the IDOL PII Package, and the
entities that each provides.

Some grammars are available in two formats, ECR and EJR. For more information about which to use,
see ECR and EJR Grammars, on page 16.

In the entity names:

« the abbreviation CC refers to a two-letter country code. For a list of available country codes, see
Country Codes, on page 11.
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« the abbreviation LLL refers to a three-letter language code. For a list of available languages, see

Languages, on page 13.

TIP: You can use the Eduction parameter EntityN to specify which entities you want to extract.
This parameter accepts wildcards, so you can extract entities of a specific type for all supported
countries or languages. For example, to match postal addresses for all countries specify a value of
pii/address/??. To match dates of birth in all languages, specify pii/date/dob/context/???.

Some grammars have a CJVTK (Chinese, Japanese, Korean, Vietnamese, and Thai) version, for
matching entities in Japanese. This grammar is separate for performance reasons. CJKVT languages
do not have spaces in the text to separate words, so additional processing is required for sentence

breaking.

The CJKVT grammars generally match Kanji and Romanized versions of the text where appropriate, as
well as half-width and full-width characters (in the output, full-width forms are normalized to half-width).

address.ecr

Entity
pii/address/CC

IDOL PIl Package (12.6)

NOTE: The IDOL PIl Package is backwards-compatible with the IDOL GDPR package. You can
continue to use existing configurations that use entity names such as gdpr/address/CC or
gdpr/telephone/CC. These entities are similar to the corresponding pii/* entity, but are limited to
countries in the GDPR region. However, Micro Focus recommends that you use the pii/* entities
instead, so that Eduction extracts matches for all supported countries.

Description

A postal address.

In general, a score of one is given to an address that
includes a numbered, common format street address (for
example "23 North Road"), a known city (for example
"London"), and a postal code in a viable format for the
country (for example "SW1A 2AA"). Deviations from this
form lead to score penalties. The ordering of these
elements varies by country.

Micro Focus recommends that you use pre-filtering to
improve the performance for this grammar. See Configure
Pre-Filtering, on page 15.

Example matches: "Schlosshoferstrasse 20, 1210
Vienna", "Avenida Juan Xxiii 20, 41006, Sevilla", "Abidei
Hurriyet Cd Taner Palas Han 9 Kat:7 Dayre 9, 34437
Istanbul", "162-168 Regent Street, London, W1B 5TG".

This entity returns the addresses in a normalized format
by default. The normalized form standardizes apartment
and house numbers, removes additional punctuation, and
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Entity

pii/address/streetlocation/context/CC
pii/address/streetlocation/nocontext/CC

pii/address/streetlocation/landmark/CC
pii/address/city/context/CC
pii/address/city/nocontext/CC
pii/address/city/landmark/CC

pii/address/postcode/context/CC

pii/address/postcode/nocontext/CC
pii/address/postcode/landmark/CC

pii/address/country/context/CC
pii/address/country/nocontext/CC

pii/address/country/landmark/CC

address_cjkvt.ecr

Entity

pii/address/jp

IDOL PIl Package (12.6)

Description

converts the text to uppercase. For example ABIDEI
HURRIYET CD TANER PALAS APT 9, KAT:7, D:9,
34437 ISTANBUL. The exact order depends on the
country.

You can tumn off normalization by setting normalize_
addresses=false inthe address_stoplist.lua script.
This option can improve performance when you do not
need normalization.

A street location (house number and street name), with
context. For example "Address: 123, Mill Road".

A street location (house number and street name), without
context. For example "123, Mill Road".

A street location landmark. For example "Address"

A city or town, with context. For example "City: London".
A city or town, without context. For example "London".
A city or town landmark. For example "City".

A postal code, with context. For example "Postcode: CB4
owz".

A postal code, without context. For example "CB4 OWZ".
A postal code landmark. For example "Postcode".

A country, with context. For example "Country: United
Kingdom".

A country, without context. For example "United
Kingdom".

A country landmark. For example "Country".

Description

A postal address.

In general, a score of one is given to an address that
includes a numbered, common format street address
(forexample "4 T H 1% 2-3 45 "), acity or ward
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Entity Description

(for example i 5 717 ), and a postal code in a viable
format for the country (forexample" 1 23-456 7").
Deviations from this form lead to score penalties.

Micro Focus recommends that you use pre-filtering to
improve the performance for this grammar. See
Configure Pre-Filtering, on page 15

Example matches: "H &K, T 123-456 7 53 JI| |
ST EX AT NEMIN T H 13 2-34%5

" "1-2-34, Yaesu 4-Chome, Nanae, Atsuta, Hekinan,
Kagoshima, 123-4567, Japan".

This entity returns the addresses in a normalized
format. The normalized form standardizes apartment
and house numbers, removes additional punctuation,
and for Romanized text, it converts the text to
uppercase. Kaniji is not normalized to ASCI|I, and
Romanized text is not normalized to Kanji.

You can turn off normalization by setting normalize_
addresses=false inthe address_stoplist.lua
script. This option can improve performance when
you do not need normalization.

pii/address/streetlocation/context/jp A Japanese address first line, with context. For
example "= fr: \EM W T H 195 2-345"or
"Address: 1-2-34, Yaesu 4-Chome".

pii/address/streetlocation/nocontext/cjkvt/jp A Japanese address first line in Kaniji, without
context. Forexample "\ E Y Y T H 13 2-34%5".

pii/address/streetlocation/nocontext/latin/jp A Japanese address first line in romanized text,
without context. For example "1-2-34, Yaesu 4-
Chome".

pii/address/streetlocation/nocontext/jp A Japanese address first line in Kanji or romanized
text, without context. For example /\ BP0 T H 1
& 2-34%5" or"1-2-34, Yaesu 4-Chome".

pii/address/streetlocation/landmark/jp A Japanese address first line landmark. For example
{£ Fr" or "Address".

pii/address/settlement/context/jp A Japanese settlement (for example a town or city),
with context. For example "Ti7 [X B A¥ : & 117 3 7
X HJEH]", or "City/Ward/Town/Village: Nanae,
Atsuta, Hekinan".

pii/address/settlement/nocontext/cjkvt/jp A Japanese settlement in Kanji, without context. For
example "/ 55 i 3 R X T HT "
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Entity

pii/address/settlement/nocontext/latin/jp

pii/address/settlement/nocontext/jp

pii/address/settlement/landmark/jp

pii/address/region/context/jp

pii/address/region/nocontext/cjkvt/jp

pii/address/region/nocontext/latin/jp

pii/address/region/nocontext/jp

pii/address/region/landmark/jp

pii/address/postcode/context/jp

pii/address/postcode/nocontext/jp

pii/address/postcode/landmark/jp

pii/address/country/context/jp

pii/address/country/nocontext/cjkvt/jp

pii/address/country/nocontext/latin/jp

pii/address/country/nocontext/jp

pii/address/country/landmark/jp

IDOL PIl Package (12.6)

Description

A Japanese settlement in romanized text, without
context. For example "Nanae, Atsuta, Hekinan".

A Japanese settlement in Kanji or romanized text,
without context. For example "i& & 17 38, /5 X H &
i7", or"Nanae, Atsuta, Hekinan".

A Japanese settlement landmark. For example "7 [X
T # " or "City/Ward/Town/Village".

A Japanese region, with context. For example "#f i&
JGF B - 4 45 1] " or "Prefecture: Kagoshima".

A Japanese region in Kanji, without context. For
example " 23 JI| | ",

A Japanese region in romanized text, without context.
For example "Kagoshima".

A Japanese region in Kanji or romanized text, without
context. For example "#i %% JI| i " or "Kagoshima".

A Japanese region landmark. For example "4 i& Jif
" or "Prefecture”.

A postal code, with context. For example "#} 1§ % 5
123-456 7" or"Postcode: 1234567".

A postal code, without context. Forexample" 1 2 3-
4567"

= n

A postal code landmark. For example "% {f & 5 " or
"Postcode".

A country, with context. For example "[& : H Z&" or
"Country: Japan".

A country in Kanji, without context. For example " H

A country in romanized text, without context. For
example "Japan".

A country in Kanji or romanized text, without context.
For example "H A" or "Japan".

A country landmark. For example "[E " or "Country".
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date and date_cjkvt (ECR and EJR available)

Entity Description

pii/date/dob/context/LLL A date of birth, written numerically or using words. For
example "date of birth 1/1/2018", "GEBOORTEDATUM:
01/01/2018"

pii/date/nocontext/LLL A calendar date, written numerically or using words, without

context. For example "01.03.1918", "2018 01_01",
"BTOPHMK, 30 okToMBpM 2018".

pii/date/dob/landmark/LLL A date of birth landmark, such as "DOB" or "Fecha de
nacimiento".

driving and driving_cjkvt (ECR and EJR available)

Entity Description

pii/driving/context/CC A driving license number with context. For
example: "australian automobile association: 103 805 501",
or "driver's license: A234567890".

This entity matches both the driving license number, and the
personal number or driver number, if present. On the
standard European driving license, these are fields 5 and 4d.

pii/driving/nocontext/CC A driving license number, without context.

pii/driving/landmark/CC A driving license landmark, such as "Driver's license" or
"Driving Licence".

health (ECR and EJR available)

Entity Description

pii/health/ehic/context/CC An EHIC personal identification number with context. For
example "EHIC: UK 1234 5678 " or "TSE: 123456789012".

pii/health/ehic/nocontext/CC An EHIC personal identification number without context. For
example "123456-789A".

pii/health/ehic/landmark/CC An EHIC landmark, such as "EHIC" or "EHIC PIN".

pii/health/ehic/context/all An EHIC personal identification number with context, for EU
countries and Switzerland.
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Entity Description

pii/health/ehic/nocontext/all An EHIC personal identification number without context, for
EU countries and Switzerland.

pii/health/ehic/landmark/all An EHIC landmark, such as "EHIC" or "EHIC PIN", for EU
countries and Switzerland.

pii/health/id/context/au An Australian Medicard (card) number or Individual
Healthcare Identifier (IHI) with context. For example
"Medicare Card Number: 3501 80315 1-6".

pii/health/id/context/br A Brazilian Cartdo Nacional de Saude (CNS, also known as
SUS) number with context, for example "CNS:
190129759240018".

pii/health/id/context/ca A Canadian health insurance (card) number with context. For

example "health insurance: 12345-6789", or "assurance-
maladie: 12345-6789".

pii/health/id/context/ch A Swiss health insurance card number with context. For
example "Schweizerische Krankenversicherungskarte:
12345678901234567890".

pii/health/id/context/es A Spanish health insurance card number with context. For

example "CatSalut: ABCD 1123456 12 1".

pii/health/id/context/fr A French Carte Vitale number with context. For
example "INSEE: 187090100100141".

pii/health/id/context/gb A British NHS number with context. For example "NHS
Number: 943 476 5919".

pii/health/id/context/nz A New Zealand National Health Index (NHI) number with
context. For example "NHI Number: CGC2720".

pii/health/id/context/us A US health insurance number with context. For example
"Medicare ID: 1EG4-TE5-MK72".

pii/heath/id/nocontext/CC A health number, such as a British NHS number or French
Carte Vitale number, without context.

pii/health/id/landmark/CC A health number landmark, such as "NHS number" or
"Medicare ID".

health_cjkvt (ECR and EJR available)

Entity Description

pii/health/id/context/jp A Japanese Health Insurance Card number with context. For
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Entity Description

e

example"i 5 21700023"

This entity gives a lower score to matches with more
ambiguous landmarks (such as & 5 and "Number").
However, if two matches occur together (for example "zt =
21700023 % 5 21"), the entity can match both with a higher
score.

pii/heath/id/nocontext/CC A health number, such as a Japanese Health Insurance Card
number, without context.

pii/health/id/landmark/CC A health number landmark, such as "f£ [% # % 5" or
"Insurer number".
medical_terms.ecr
Entity Description
pii/medical_terms/LLL A medical condition or procedure. For example "abdominal

heria". This entity is available for all GDPR languages.

mrid (ECR and EJR available)

Entity Description

pii/mrtd/mrp A machine readable passport. For example
"P<GBRUK<SPECIMEN<<ANGELA<ZOE<<<<<<<LKLLLLLLKLK
5333244280GBR8812049F2509286<<<<<<<<<<<<<<00"

pii/mrtd/mrotd/td1 A machine readable TD1-size travel document. For example
"IDD<<T220001293<<<<<< <KL
6408125<2010315D<<<<<<<<<<<<<4
MUSTERMANN<<ERIKA<<<<<<<<<<<<<"

mrid_cjkvt (ECR and EJR available)

Entity Description

pii/mrtd/mrp_cjkvt A CJKVT machine readable passport line. For example
"P<IPN<<<<<<<KEIKO<INOUE<< <K<K

pii/mrtd/mrotd/td1_cjkvt A CJKVT machine readable TD1-size travel document line.
For example "KEIKO<<INOUE<<<<<<<<<<<<<<<<<<"
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name.ecr

Entity

pii/name/CC

pii/name/given_name/context/CC
pii/name/given_name/nocontext/CC
pii/name/given_name/landmark/CC
pii/name/surname/context/CC
pii/name/surname/nocontext/CC
pii/name/surname/landmark/CC
pii/name/pre_title/CC

pii/name/post _title/CC

name_cjkvt.ecr

Entity

pii/name/jp

IDOL PIl Package (12.6)

Description

A full personal name, in title case or upper case.

This entity returns the names in a normalized format, in the
form GIVEN NAME SURNAME, for example JOHN SMITH.

You can turn off normalization by setting normalize_
names=false in the name_stoplist.lua script. You can
also turn off score adjustment, by setting rescore_
names=false in the name_stoplist.lua script. This option
can improve performance when you do not need the
normalization or score refinement.

A given name, with context. For example "Forename: John".
A given name, without context. For example "John".

A given name landmark. For example "Forename".

A surname with context. For example "Surname: Smith".

A surname without context. For example "Smith".

A surname landmark. For example "Surmame".

A title that precedes a name. For example "Ms".

A title that follows a name. For example "Esq".

Description

A full personal name, in romanized text or Kanji. Romanized
names can be in title case or upper case, and can be in the
order given name surname or surname given name. Kanji
names must be surname given name. Either form can
include honorifics.

This entity returns the names in a normalized format, in the
form GIVEN NAME SURNAME, for example KEIKO
NAKAMURA.

You can turn off normalization by setting normalize_
names=false in the name_stoplist.lua script. You can
also turn off score adjustment, by setting rescore_
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Entity

pii/name/given_
name/context/cjkvt/jp

pii/name/given_
name/nocontext/cjkvt/jp
pii/name/given_name/context/latin/jp
pii/name/given_
name/nocontext/latin/jp
pii/name/given_name/context/jp

pii/name/given_name/nocontext/jp

pii/name/given_name/landmark/jp
pii/name/surname/context/cjkvt/jp
pii/name/surname/nocontext/cjkvt/jp

pii/name/surname/context/latin/jp

pii/name/surname/nocontext/latin/jp

pii/name/surname/context/jp

pii/name/surname/nocontext/jp

pii/name/surname/landmark/jp

pii/name/pre_title/nocontext/jp

pii/name/post_title/nocontext/latin/jp

pii/name/post_title/nocontext/cjkvt/jp

pii/name/post_title/nocontext/jp

IDOL PIl Package (12.6)

Description

names=false in the name_stoplist.lua script. This option
can improve performance when you do not need the
normalization or score refinement.

A given name in Kanji, with context. For example "44 §ij : B

1"

A given name in Kaniji, without context. For example "H. 4 ".

A romanized given name, with context. For example "Given
Name: Keiko".

A romanized given name, without context. For example
"Keiko".

A given name in romanized text or Kanji, with context. For
example "4 Hi : B "

A given name in romanized text or Kanji, without context. For
example "H i ".

A given name landmark in Kanji. For example: "4 i "
A surname in Kanji, with context. For example "4 =% : (1 [ ".
A surname in Kanji, without context. For example "1l FH".

A romanized surname, with context. For example
"Surname: Nakamura".

A romanized surname, without context. For example
"Nakamura".

A surname in romanized text or Kaniji, with context. For
example "4 7 1l H "

A surname in romanized text or Kanji, without context. For
example "Il FH".

A surname landmark in Kanji. For example "4 7"

A title that precedes a name in romanized text. For example
“MS“,

A title that follows a name in romanized text. For example
IIESqH.

A title that follows a name in Kanji. For example " SA".

A title that follows a name in romanized text or Kaniji. For
example "Esq" or" SA".
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national_id and national_id_cjkvt (ECR and EJR available)

Entity

pii/id/context/CC

pii/id/nocontext/CC

pii/id/landmark/CC

Description

A national identity number with context. For information
about the supported ID numbers, see Supported National ID
Numbers, on page 36.

A national identity number without context. For information
about the supported ID numbers, see Supported National ID
Numbers, on page 36.

A national identity number landmark, such as "National
insurance number" or "Social security number".

nationality and nationality_cjkvt (ECR and EJR available)

Entity

pii/nationality/adj/context/CC

pii/nationality/adj/nocontext/CC

pii/nationality/adj/landmark/CC

pii/nationality/noun/context/CC

pii/nationality/noun/nocontext/CC
pii/nationality/noun/landmark/CC

pii/nationality/any/context/CC

pii/nationality/any/nocontext/CC

pii/nationality/any/landmark/CC

IDOL PIl Package (12.6)

Description

A nationality adjective with context. For example,
"Nationality: British".

A nationality adjective without context. For example,
"British".

A nationality adjective landmark. For example, "Nationality".

A nationality noun with context. For example, "Country:
Britain".

A nationality noun without context. For example: "Britain".
A nationality noun landmark. For example, "Country".

Any combination of nationality adjective and noun landmark
and value. For example, "Country: British", or
"Nationality: British".

Any nationality adjective or noun. For example, "Britain" or
"British".

Any nationality adjective or landmark. For example,
"Nationality" or "Country".
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passport and passport_cjkvt (ECR and EJR available)

Entity Description

pii/passport/context/CC A passport number with context. For example "Passport
number: 533324428", "Passport Number: P4366918", or
"italian passaporti AA5275702".

pii/passport/nocontext/CC A passport number without context. For example
"533324428", "C015918", or "14CV28142".

pii/passport/landmark/CC A passport landmark, such as "Passport" or "Pasaporte".
For information about cases where the landmark and
passport number do not match or have an ambiguous match,
see Ambiguous Entities, on page 64.

postcode and postcode_cjkvt

Entity Description

pii/postcode/context/CC A postal code with context. For example "PLZ: 1210",
"Postanski broj: 10000", or "Cod postal: 235200".

pii/postcode/nocontext/CC A postal code without context. For example "2700-439
AMADORA", "75018", or "W1B 5TG".

pii/postcode/landmark/CC A postal code landmark, such as "Postcode" or
"Postleitzahl".

telephone.ecr, telephone_cjkvt.ecr and telephone_
cjkvt.ejr

Entity Description

pii/telephone/context/CC A telephone number with context. For example "Tel: +44
1234 224050", "Telephone: (204)-243-9955", or "numéro de
téléphone: +1-902-861-7000".

For the telephone_cjkvt grammar, numbers can be ASCII
or full-width numbers.

NOTE: To ensure that this entity performs correctly, set
your TangibleCharacters configuration to include the
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Entity Description

following characters: (

)+-. For more information, see Configure Tangible
Characters, on page 17.

This entity returns the telephone number in the normalized
format +NNNNN, starting with the country code. For example
+12042439955.

pii/telephone/nocontext/CC A telephone number without context. For example: "(204)-
243-9955", "+39 055 326 43 11", or "44 20 7499 9000".

For the telephone_cjkvt grammar, numbers can be ASCII
or full-width numbers.

NOTE: To ensure that this entity performs correctly, set
your TangibleCharacters configuration to include the
following characters: ()+-. For more information, see
Configure Tangible Characters, on page 17.

This entity returns the telephone number in the normalized
format +NNNNN, starting with the country code. For example
+12042439955.

pii/telephone/landmark/CC A telephone number landmark, such as "Tel:" or "Telefon
No".

tin and tin_cjkvt (ECR and EJR available)

Entity Description

pii/tin/context/CC A tax identification number with context. For example
"ITIN: 911-92-3333", or "TIN-numre: 101111113". For more
examples, see Example Tax Identification Numbers, on
page 59.

pii/tin/nocontext/CC A tax identification number without context. For example
"756.3047.5009.62", or "Z1234567R". For more examples,
see Example Tax Identification Numbers, on page 59.

pii/tin/landmark/CC A tax identification number landmark, such as "ITIN" or
"TIN-numre".
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travel (ECR and EJR available)

Entity Description

pii/travel/context/us A US passport card number with context. For example
"Passport card number: C12345678".

pii/travel/nocontext/us A US passport card number without context. For example
"C12345678".
pii/travel/landmark/us A US passport card number landmark. For example

"Passport card number".

Combined Entities

In addition to the entities described in the Eduction Grammar Reference, on page 18, the IDOL PlI
Package includes grammar files that contain "combined" entities. These files are named combined_
*_ecr (or combined_*_cjkvt.ecr for Japan) and the entities match addresses, dates, driving license
numbers, and so on, from multiple countries.

« The entities that end in /all match data for any supported non-CJKVT country or language.
« The entities that end in /all_cjkvt match data for any supported CJKVT country.

« The entities that end in /gdpr match data for any supported country or language subject to
GDPR.

For example:

o Usingpii/address/all from combined_address.ecr matches a postal address from any non-
CJKVT country. This is similar to using the address . ecr grammar file and extracting
pii/address/??.

o Using pii/address/gdpr from combined_address.ecr matches a postal address from any
country subject to GDPR. This is similar to using the address . ecr grammar file and extracting
gdpr/address/??.

o Usingpii/date/dob/context/all from combined_date.ecr matches a date of birth written
numerically or using words in any language. This is similar to using the date. ecr grammar file
and extracting pii/date/dob/context/???.

The combined (/all, /all_cjkvt and /gdpr) entities provide a significant improvement in processing
speed when you extract matches for all countries or languages.

You must run the script pii_postprocessing.lua as a post-processing task (see Configure Post
Processing, on page 15). Running the script ensures that the entity names returned by Eduction
contain the relevant country code or language code. For example, if a UK postal address is found, the
entity name in the returned match is still pii/address/gb, and not pii/address/all.
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The combined grammar files might produce fewer matches, because (by default) only a single match is
returned in cases where the same characters in the input text would match multiple countries or

languages.

TIP: If you need all matches, you can turn on the AllowMultipleResults configuration option. This
option slows down the matching process because it does not stop after a single match, but is
generally still faster than using the individual grammars.

File

combined_address.ecr

combined_address_cjkvt.ecr

combined_date.ecr

IDOL PIl Package (12.6)

Entity

pii/address/all

pii/address/gdpr
pii/address/streetlocation/context/all
pii/address/streetlocation/context/gdpr
pii/address/city/context/all
pii/address/city/context/gdpr
pii/address/country/context/all
pii/address/country/context/gdpr
pii/address/postcode/context/all
pii/address/postcode/context/gdpr
pii/address/all_cjkvt
pii/address/address1/context/all_cjkvt
pii/address/region/context/all_cjkvt
pii/address/country/context/all_cjkvt
pii/address/postcode/context/all_cjkvt
pii/date/dob/context/all
pii/date/dob/landmark/all
pii/date/dob/context/gdpr
pii/date/dob/landmark/gdpr
pii/date/nocontext/all

pii/date/nocontext/gdpr
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File

combined_date_cjkvt.ecr

combined_driving.ecr

combined_driving_cjkvt.ecr

combined_health.ecr

combined_health_cjkvt.ecr

combined_name.ecr

combined_name_cjkvt.ecr

IDOL PIl Package (12.6)

Entity
pii/date/dob/context/all_cjkvt
pii/date/dob/landmark/all_cjkvt
pii/date/nocontext/all_cjkvt
pii/driving/context/all
pii/driving/nocontext/all
pii/driving/landmark/all
pii/driving/context/gdpr
pii/driving/nocontext/gdpr
pii/driving/landmark/gdpr
pii/driving/context/all_cjkvt
pii/driving/nocontext/all_cjkvt
pii/driving/landmark/all_cjkvt
pii/health/ehic/context/gdpr
pii/health/ehic/nocontext/gdpr
pii/health/ehic/landmark/gdpr
pii/health/id/context/all
pii/health/id/nocontext/all
pii/health/id/landmark/all
pii/health/id/context/gdpr
pii/health/id/nocontext/gdpr
pii/health/id/landmark/gdpr
pii/health/id/context/all_cjkvt
pii/health/id/nocontext/all_cjkvt
pii/health/id/landmark/all_cjkvt
pii/name/all

pii/name/gdpr

pii/name/all_cjkvt
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File

combined_national_id.ecr

combined_national_id_cjkvt.ecr

combined_passport.ecr

combined_passport_cjkvt.ecr

combined_postcode.ecr

combined_postcode_cjkvt.ecr

IDOL PIl Package (12.6)

Entity

pii/id/context/all
pii/id/nocontext/all
pii/id/landmark/all
pii/id/context/gdpr
pii/id/nocontext/gdpr
pii/id/landmark/gdpr
pii/id/context/all_cjkvt
pii/id/nocontext/all_cjkvt
pii/id/landmark/all_cjkvt
pii/passport/context/all
pii/passport/nocontext/all
pii/passport/landmark/all
pii/passport/context/gdpr
pii/passport/nocontext/gdpr
pii/passport/landmark/gdpr
pii/passport/context/all_cjkvt
pii/passport/nocontext/all_cjkvt
pii/passport/landmark/all_cjkvt
pii/postcode/context/all
pii/postcode/nocontext/all
pii/postcode/landmark/all
pii/postcode/context/gdpr
pii/postcode/nocontext/gdpr
pii/postcode/landmark/gdpr
pii/postcode/context/all_cjkvt
pii/postcode/nocontext/all_cjkvt

pii/postcode/landmark/all_cjkvt
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File

combined_telephone.ecr

combined_telephone_cjkvt.ecr

combined_tin.ecr

combined_tin_cjkvt.ecr

IDOL PII Package (12.6)

Entity

pii/telephone/context/all
pii/telephone/nocontext/all
pii/telephone/landmark/all
pii/telephone/context/gdpr
pii/telephone/nocontext/gdpr
pii/telephone/landmark/gdpr
pii/telephone/context/all_cjkvt
pii/telephone/nocontext/all_cjkvt
pii/telephone/landmark/all_cjkvt
pii/tin/context/all
pii/tin/nocontext/all
pii/tin/landmark/all
pii/tin/context/gdpr
pii/tin/nocontext/gdpr
pii/tin/landmark/gdpr
pii/tin/context/all_cjkvt
pii/tin/nocontext/all_cjkvt

pii/tin/landmark/all_cjkvt
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Supported National ID Numbers

The following table lists the national ID numbers that are supported by the pii/id/context/CC and
pii/id/nocontext/CC Eduction entities in the national_id grammar (ECR and EJR).

Country

Argentina

Australia

Austria

Belgium
Bulgaria

Brazil

Canada

Colombia

Croatia
Cyprus

Czech
republic

Denmark
Estonia
Finland
France
Germany

Greece

Hungary

Supported national identity numbers

Documento Nacional de Identidad

ImmiCard

SSN (social security number)
CRR

NRN (numéro de registre national)
EGN (Uniform Civil Number)

Registro de Identidade Civil (RIC)
Registro Geral (RG)

Canadian national ID (Social Insurance
Number)

'Cédula de Ciudadania (Numero Unico
de Identificacion Personal)

OIB (Osobni identifikacijski broj)
Identity card number

Rodné &islo

CPR

IK (isikukood)

Henkil6tunnus (Personal identity code)
INSEE code

National ID serial number

National ID card

AMKA (social security number)

Personal Identification Number

IDOL PIl Package (12.6)

Example context

Registro Nacional de
las Persona

ImmiCard

ASVG

numeéro national
EGN
RIC

Registro Geral

numéro d'assurance
sociale

Cédulade
Ciudadania

oiB
Ap1Bu6¢ TauTtéTNTAG

rodné &islo

legitimation
Isikukood
Henkilétunnus
Code INSEE
Personalausweis

AMKA

Nemzeti
személyazonosito jel

Example Match
22691903

AMS123456
1788011550

8507 3003328
8032056031

12345678901
56.843.539-4

159749357

1.077.650.154

79423753532
3861811-2
7360285163

011118-0001
37605030299
311280-888Y
187090100100141
T22000129
13121199999

58709189997
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Iceland

India

Ireland

Italy

Latvia
Liechtenstein
Lithuania

Luxembourg

Malaysia

Malta
Netherlands

Norway

Poland

Portugal

Romania

Slovakia

Slovenia

Spain

ID card number

Kennitala

Indian Permanent Account Number

(PAN)
Aadhaar

PPSN (personal public service number)

Codice Fiscale

Personas kods
Identitatskarte
Asmens Kodas

National ID card number

Identity card number

Malaysian National Registration
Identity Card number

ID card number
BSN
Fadselsnummer
D-nummer

H-nummer

FH-nummer
PESEL

Numero de identificagao civil

Cartao de cidadao number

Numero de Identificagédo de Seguranga

Social

Cod Numeric Personal

Rodné ¢&islo

ID card number

Enotna mati¢na Stevilka obCana

DNI

IDOL PIl Package (12.6)

Kennitala

STYR

PPSN

codice fiscale

personas kods
Personalausweis
asmens kodas

Steuernummer

MyKad

ID card
legitimatiebewijs

Fadselsnummer

PESEL
NIC

CNP

rodné &islo

EMSO
DNI

1809872079
2094 7051 9541

1234567TW

RSS MRA 74D22
A001Q

121282-11212
ID98754015
38409152012
1893120105732

510317-13-5131

9999999M
269740533
18098749914

44051401359
118666070

1800101221144
7360285163

1809987504991
00000000T
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NIE

Sweden Personnummer personnummer

Samordningshummer

Turkey Turkish Identification Number tarkiye cumhuriyeti
kimlik numarasi

UK National Insurance Number National Insurance
Number

United Arab  United Arab Emirates identity card A 5¢l) Ada,

Emirates number

us US Social Security Number SSN

870918-9990

98768109974

AB 123456 A

784-2001-

1234566-1
111-22-3333

The following table lists the national ID numbers that are supported by the pii/id/context/CC and
pii/id/nocontext/CC Eduction entities in the national_id_cjkvt grammar (ECR and EJR).

Country  Supported national identity numbers Example context

China Chinese Resident Identity Card number & 3 il
Hong Hong Kong Identity Card number HKID

Kong

Japan My Number ~AF A=

Singapore = Singapore National Registration Identity NRIC
Card number

Taiwan Taiwan nation identification number B0 58 e
Thailand  Thai identity card number i medszan 6 aUsza
rulne

Eduction Grammar Examples

Example Match
460032197910193621
Z683365(5)

654327654322
S$7908207D

A123456789
4-8547-01245-28-9

The following sections contain examples for each of the IDOL Pl Package grammars and entities for

each supported language.

Example Addresses

The following table lists example landmarks and values for the address grammar (address.ecr) for

each supported country.

Type Country Landmark Example

IDOL PIl Package (12.6)
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pii/address at Schlosshoferstrasse 20,1210 Vienna

pii/address au 100 Flushcombe Road,Albury 2148

pii/address be Rue Gregoire Soupart 14,6200,Chatelet

pii/address bg Slavyanska 29,1000 SOFIA

pii/address br Avenida Jo&o Jorge,112,apto. 31,Campinas - SP,13035-680

pii/address ca 100 Boulevard Alexis-Nihon,Suite 310,Montreal,H4M
2N7,Canada

pii/address ch Bahnhofstrasse 4a/8,8001 Zurich

pii/address cy Diagorou 29,2097 NICOSIA

pii/address cz AUGUSTINOVA 2068,148 00,PRAGUE

pii/address de Hostatostrasse 16,65929, Frankfurt

pii/address = dk Hamletsgade 4,2200,Kabenhavn

pii/address ee Vabaduse Valjak 7,15199 TALLINN

pii/address es Avenida Juan Xxiii 20,41006,Sevilla

pii/address fi Insinoeoerinkatu 27,33720 Tampere

pii/address fr 6 RUE CHRISTIANI,75018,PARIS

pii/address gb 162-168 Regent Street,London,W1B 5TG

pii/address gr Vithinias 17,54453 THESSALONIKI

pii/address  hr Krapinska 45,10000 ZAGREB

pii/address hu Pesti Barnabas 4,1052 Budapest

pii/address ie 99 Barrack Street,Cork C12 F9J4

pii/address is Huldugil 19,603 Akureyri

pii/address it Viale Risorgimento 55,42100 Reggio Emilia

pii/address i Palduinstrasse 33,9496 Balzers

pii/address It Gedimino pr. 16,01103 Vilnius

pii/address lu 42 rue de la Vallée, 2661 LUXEMBOURG

pii/address v Ratslaukums 1,RIGA 1050

pii/address mt 254 Republic Street, VALLETTA VLT 1114
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pii/address
pii/address
pii/address
pii/address
pii/address
pii/address
pii/address
pii/address
pii/address

pii/address

pii/address

nl
no

nz

pt
ro
se
Si

sk

tr

us

SCHIEDAMSEWEG 199B,3026AM ROTTERDAM
KONGENS GATE 23,3717,SKIEN

100 Mount Eden Road,Mount Eden,Auckland 5022

Zeganska 2,04-713,Warszawa

GONCALVES RAMOS 104 A,2700-439 AMADORA,LISBON
Calea Bucuresti 24,235200,Caracal

Goetaplatsen 9,41134 Stockholm

Funtkova 46,1000 LJUBLJANA

Sibirska 48,83102 BRATISLAVA

Kucukayasofya Mah. Donus SOKAK Uyar Apt. No:3 34000
Istanbul, Turkey

455 Larkspur Dr. Apt 23,L.A.,92808

The following table lists example landmarks and values for the CJKVT address grammar (address_
cjkvt.ecr oraddress_cjkvt.ejr)foreach supported country.

Type

pii/address

Country Landmark Example

ip

Example Dates

HA.T 123-456 753 )I| RES T IME X H T J)\E
MU T H 1% 2-345

1-2-34, Yaesu 4-Chome, Nanae, Atsuta, Hekinan, Kagoshima,
123-4567, Japan

The following table lists example landmarks and values for the date grammar (date.ecr ordate.ejr)
for each supported country.

Type

pii/date/dob
pii/date/dob
pii/date/dob
pii/date/dob

pii/date/dob

IDOL PIl Package (12.6)

Language
bul

cat

cze

dan

dut

Landmark Example

PoxpeH neH 01/01/2018
data de naixement 01/01/2018
datum narozeni 01/01/2018
fedselsdato 01/01/2018
geboortedatum 01/01/2018
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pii/date/dob eng DOB 01/01/2018
pii/date/dob est sinniaeg 01/01/2018
pii/date/dob fin syntymaaika 01/01/2018
pii/date/dob fre date de naissance 01/01/2018
pii/date/dob ger Geburtsdatum 01/01/2018
pii/date/dob gle Data breithe 01/01/2018
pii/date/dob gre yévvnon 01/01/2018
pii/date/dob hrv datum rodenja 01/01/2018
pii/date/dob hun szlletett 01/01/2018
pii/date/dob ice FADINGARDAGUR 01/01/2018
pii/date/dob ita DATA DINASCITA 01/01/2018
pii/date/dob lav DZIMSANAS DATUMS 01/01/2018
pii/date/dob lit GIMIMO DATA 01/01/2018
pii/date/dob mit DATA TAT-TWELID 01/01/2018
pii/date/dob nor F@DT 01/01/2018
pii/date/dob pol DATA URODZENIA 01/01/2018
pii/date/dob por DATA DE NASCIMENTO 01/01/2018
pii/date/dob roh NAT 01-01-2018
pii/date/dob rum DATA NASTERII 01/01/2018
pii/date/dob slo DATUM NARODENIA 01/01/2018
pii/date/dob slv DATUM ROJSTVA 01/01/2018
pii/date/dob spa FECHA DE NACIO 01/01/2018
pii/date/dob swe FODELSEDAG 01/01/2018
pii/date/dob tur DOGUM YILI 01/01/2018
pii/date bul 30.10.18

pii/date cat 30/10/18

pii/date cze 30.10.18

pii/date dan 30/10/2018
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pii/date
pii/date
pii/date
pii/date
pii/date
pii/date
pii/date
pii/date
pii/date
pii/date
pii/date
pii/date
pii/date
pii/date
pii/date
pii/date
pii/date
pii/date
pii/date
pii/date
pii/date
pii/date
pii/date
pii/date

pii/date

dut
eng
est
fin
fre
ger
gle
gre
hrv
hun
ice
ita
lav
lit
mit
nor
pol
por
roh
rum
slo
slv
spa
swe

tur

30-10-18
01/Jan/2018
30.10.18
30.10.2018
30/10/2018
30.10.18
30/10/2018
30/10/18
30.10. 2018
2018. 10. 30.
30.10.2018
30/10/18
30.10.18
2018-10-30
30/10/2018
30.10.2018
30.10.2018
30/10/2018
30-10-18
30.10.2018
30. 10. 2018
30. 10. 18
30/10/18
2018-10-30

29.03.2019

The following table lists example landmarks and values for the CJKVT date grammar (date_cjkvt.ecr
ordate_cjkvt.ejr)for each supported country.

Type

IDOL PIl Package (12.6)

Country

Landmark

Example
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pii/date/dob jpn HEEHH 1948412 6 H
pii/date jpn 202042H 7H
H20/12/31

Example Driving Licenses

The following table lists example landmarks and values for the driving license grammar (driving.ecr
ordriving.ejr)foreach supported country.

Type Country Landmark Example
pii/driving  at Fahrausweis 12345678
pii/driving  au australian automobile association 103 805 501
pii/driving  be rijbewijs 1234567890
pii/driving  bg LLlodhbopcka kapTa 123456789
pii/driving  br permiso de conduccion 123456789
pii/driving ca driver's licence PU-BL-1J-Q108NA
pii/driving ch fuhrerausweis 006551496001
pii/driving = cy adeia 0driynong 123456789012
pii/driving cz Ridi¢ak AB 123456
pii/driving  de Flhrerschein A1234567890
pii/driving  dk Farerbevis 1234567
pii/driving ee juhiluba AA123456
pii/driving  es Autorizacion para la conduccién de vehiculos 12345678-A
pii/driving  fi Korkort 123456-123B
pii/driving  fr Permis véhicule léger 12AB12345
pii/driving  gb driving licence ABC99851207A99AB12
pii/driving gr adeia odriynong 123456789
pii/driving  hr Vozacka dozvola 12345678
pii/driving  hu Vezetbi engedély AB1234567
pii/driving ie driver's license A234567890
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pii/driving  is
pii/driving it
pii/driving i
pii/driving It
pii/driving  lu
pii/driving Iv
pii/driving  nl
pii/driving  no
pii/driving  pl
pii/driving  pt
pii/driving  ro
pii/driving  se
pii/driving = si
pii/driving = sk
pii/driving  tr

pii/driving = us

Okuskirteini

Licenza di condurre
Klasse M

Vairuotojo pazymeéjimas
Flhrerscheinklasse
brauk$anas aplieciba
rijbewijs

Farerkort

Prawo jazdy

Carta de condugéao
Permis de conducere
B-korkort

vozni$ko dovoljenje
Vodi¢sky preukaz
Siricl belgesi

Driving license

123456789
ABCDEABCDO
123456789012
12345678
123456
AB123456
1234567890
12 34 123456 1
12345/12/1234
A-123456 1
A12345678B
123456-1234A
123456789
A1234567
209573
012AB3456

The following table lists example landmarks and values for the CJKVT driving grammar (driving_

IDOL PIl Package (12.6)

cjkvt.ecrordriving_cjkvt.ejr)for each supported country.

Type Country Landmark Example

pii/driving ip TH 2 A 5 901103864930

Example Health Numbers

The following table lists example landmarks and values for the health grammar (health.ecr or
health.ejr)for each supported country.

Type Country Landmark Example
pii/health/id at EKVK 1234567890
pii/health/id au Medicare Card Number 3501 80315 1-6

pii/health/id be EZVK 123456 789 01
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pii/health/id
pii/health/id
pii/health/id

pii/health/id

pii/health/id

pii/health/id

pii/health/id

pii/health/id

pii/health/id

pii/health/id
pii/health/id
pii/health/id
pii/health/id
pii/health/id
pii/health/id
pii/health/id

pii/health/id

pii/health/id
pii/health/id

pii/health/id

pii/health/id

pii/health/id

pii/health/id

IDOL PIl Package (12.6)

bg
br
ca

ch

ch

cz

de

dk

ee

es
es
fi
fr
fr
gb
gb
gr

hr

hu

E30K

Cartao Nacional de Saude

Europaische
Krankenversicherungskarte

Schweizerische
Krankenversicherungskarte
KVG

Evropsky prakaz
zdravotniho pojisténi

Europaische
Krankenversicherungskarte

EU-sygesikringsbevis

Euroopa
ravikindlustuskaart

CatSalut

TSE

Europeiska sjukvardskortet
CEAM

INSEE

EHIC

NHS Number

EupwTtraiki KapTta
Ac@dAiong AcBéveiag

EKZO
EGT

Carta Arachais Slainte na
hEorpa

ES kortid

TEAM

Europaische
Krankenversicherungskarte

1234567890
190129759240018
12345-6789

756.1234.5678.97

12345678901234567890

1234567890

A123456789

1234567890
12345678901

ABCD 1123456 121
123456789012
123456-789A
1234567890 123 45
187090100100141
UK 1234 5678

943 476 5919
1234567

123456789
123 456 789
1234567A

1234567890

SSN-MIN SALUTE-
123456

123456789012A
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pii/health/id

pii/health/id

pii/health/id

pii/health/id
pii/health/id
pii/health/id
pii/health/id
pii/health/id
pii/health/id
pii/health/id
pii/health/id

pii/health/id

nl

no
nz
pl
pt
ro
se
Si
sk

us

Europos sveikatos
draudimo kortelé

EVAK

Europese
gezondheidskaart

Europeisk helsetrygdkort
NHI Number

EKUZ

CESD

CNAS

EU-kort

EU Kzz

EPZP

Medicare ID

12345678901

1234 AAA
123 456 789

12345678901

CGC2720

12345678901
123456789012345678AA
1234567890123
12345678-1234
123456789

1234567890
1EG4-TE5-MK72

The following table lists example landmarks and values for the CJKVT health grammar (health_

IDOL PIl Package (12.6)

cjkvt.ecr orhealth_cjkvt.ejr)for each supported country.

Type Country Landmark Example

pii/health/id ip 17 b % % 21700023

Example National IDs

The following table lists example landmarks and values for the national ID grammar (national_id.ecr
ornational_id.ejr)for each supported country.

Type Country Landmark Example

pii/id  at ASVG 1788011550

pii/id at Bereichsspezifische Personen-Kennung = j/NxdRQhp+tNyE9WhHdABSYuy3hA=
pii/id  at sourcePIN Qq03dPrgcHsx3GOIKSH6SQ==

pii/id au ImmiCard AMS 123456

pii/id  be numéro national 8507 30033 28

pii/id  bg EGN 8032056031
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pii/id  br
pii/id ca
pii/id ch
pii/id cy
pii/id cz
pii/id de
pii/id = dk
pii/id ee
pii/id es
pii/id  fi
pii/id  fr
pii/id gb
pii/id  gr
pii/id  hr
pii/id  hu
pii/id ie
pii/id s
pii/id it
pii/id i
pii/id It
pii/id  lu
pii/id Iv
pii/id mt
pii/id  nl
pii/id no
pii/id  pl
pii/id pt
pii/id  ro

RG

Social Insurance number
AHV-Nr

Ap1Bu6G TauTéTNTAG
rodné ¢islo
Personalausweis
legitimation

Isikukood

DNI

Henkilétunnus

Code INSEE

National Insurance Number
AMKA

(0]]2]

Nemzeti személyazonosito jel
PPSN

Kennitala

codice fiscale
Personalausweis
asmens kodas
Steuernummer

personas kods

ID card

legitimatiebewijs
Fadselsnummer

PESEL

NIC

CNP

IDOL PIl Package (12.6)

56.843.539-4
1569749357
756.1234.5678.97
3861811-2
7360285163
T22000129
011118-0001
37605030299
00000000T
311280-888Y
187090100100141
AB 1234 56 A
13121199999
79423753532
58709189997
1234567TW
1809872079

RSS MRA 74D22 A001Q
ID98754015
38409152012
1893120105732
121282-11212
9999999M
269740533
18098749914
44051401359
118666070
1800101221144
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pii/id se personnummer 870918-9990
pii/id  si EMSO 1809987504991
pii/id sk rodné gislo 7360285163
pii/id  tr Turkiye Cumhuriyeti Kimlik Numarasi 98768109974
pii/id  us Social Security Number 111-22-3333

The following table lists example landmarks and values for the CJKVT national ID grammar
(national_id_cjkvt.ecrornational_id_cjkvt.ejr)for each supported country.

Type Country Landmark Example

pii/id ip < A{ F A= 654327654322

Example MRTDs

The following table lists example landmarks and values for the MRTD grammar (mrtd.ecror
mrtd.ejr).

Type Countr Landma Example
y rk
pii/mrtd/mrotd/t IDD<<T220001293<<<<<<<<<<<<<<<
d1
pii/mrtd/mrp P<GBROTHER<<ADAM<NORMAN<<<<<<<<<<<<<<<<
<

The following table lists example landmarks and values for the CJKVT MRTD grammar (mrtd_
cjkvt.ecr ormrtd_cjkvt.ejr).

Type Countr Landmar Example
y k
pii/mrtd/mrotd/td KEIKO<<INOUE<<<<<<<<<<<<<<<<<<
1_cjkvt
pii/mrtd/mrp_ P<JPN<<<<<<<KEIKO<INOUE<<<<<<<<<<<<<<<<<
cjkvt <<<<

Example Name

The following table lists example landmarks and values for the Name grammar (name . ecr) for each
supported country.
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Type

pii/name
pii/name
pii/name
pii/name
pii/name
pii/name
pii/name
pii/name
pii/name
pii/name
pii/name
pii/name
pii/name
pii/name
pii/name
pii/name
pii/name
pii/name
pii/name
pii/name
pii/name
pii/name
pii/name
pii/name
pii/name
pii/name

pii/name

Country Landmark
at
au
be
bg
br
ca
ca
ch
cy
cz
de
dk
ee
es
fi
fr
gb
gr
hr

hu

IDOL PIl Package (12.6)

Example

Jurgen Schéafer
Michael Smith

Luc Janssen
MNETBLP lliev
Monica Duarte
Michael Smith
Stéphanie Tremblay
Jurgen Conti
Kostas Oikovopou
Pavel Petr

Jurgen Schéafer
Saren Jensen
Anneli Sild

Pau Romero

Elina Partanen
Jerome Fournier
Stuart Taylor
Kostas Oikovouou
Zoran Lugi¢

Zoltan Fekete
Stuart Taylor
Unnur Stefansson
Chiara Conti

Ll

Jurgen Schafer
Sandra Butkute

Jurgen Fournier
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pii/name Iv Roberts Priede
pii/name mt Michelle Cardona
pii/name nl Patrick Verstraete
pii/name no Arne Thorsen
pii/name nz Michael Smith
pii/name pl Konrad Tomaszewska
pii/name pt Raquel Mota
pii/name ro Laurentiu Camelia
pii/name se Sara Lindholm
pii/name Si Darja Likar
pii/name sk Katka Oravec
pii/name tr Klaus Acar
pii/name us Michael Smith

The following table lists example landmarks and values for the CJKVT name grammar (name_
cjkvt.ecr orname_cjkvt.ejr)for each supported country.

Type Country Landmark Example
pii/name ip Ll H B 5

Example Nationalities

The following table lists example landmarks and values for the nationality grammar (nationality.ecr
ornationality.ejr)foreach supported country.

Type Country Landmark Example
pii/nationality/adj at Nationalitat Osterreichisch
pii/nationality/adj au nationality Australian
pii/nationality/ad] be nationaliteit Belgisch
pii/nationality/adj bg HaLMoHanHocT 6bnrapcku
pii/nationality/adj br nacionalidade Brasileiro
pii/nationality/adj ca nationality Canadian

IDOL PIl Package (12.6)
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pii/nationality/adj
pii/nationality/adj
pii/nationality/ad]
pii/nationality/ad]
pii/nationality/adj
pii/nationality/ad]
pii/nationality/adj
pii/nationality/adj
pii/nationality/adj
pii/nationality/adj
pii/nationality/ad]
pii/nationality/adj
pii/nationality/adj
pii/nationality/ad]
pii/nationality/adj
pii/nationality/adj
pii/nationality/adj
pii/nationality/adj
pii/nationality/adj
pii/nationality/ad]
pii/nationality/adj
pii/nationality/ad]
pii/nationality/adj
pii/nationality/adj
pii/nationality/adj
pii/nationality/adj
pii/nationality/adj

pii/nationality/adj

IDOL PIl Package (12.6)

ch
cy
cz
de
dk
ee
es
fi

fr

gb
gr
hr

hu

mt
nl
no
nz
pl
pt
ro

se

Nationalitat
€0VIKOTNTO
narodnost
Nationalitat
nationalitet
Rahvas
nacionalidad
kansallisuus
nationalité
nationality
€BvIKOTNTA
Nacionalnost
nemzetiség
nationality
pjodemni
nazionalita
Nationalitat
Tautybé
Nationalitéit
Valstspiederiba
nationality
nationaliteit
nasjonalitet
nationality
narodowosc¢
nacionalidade
nationalitate

nationalitet

Schweizer
KUTTPIOKO
Cestina
deutsch
dansk
Eestlane
espafiol
suomi
francaise
British
eAANVIKN
hrvatska
magyar

Irish

islensku
italiana
liechtensteinischer
lietuvis
Létzebuerger
latvietis
Maltese
nederlands
norsk

New Zealander
polska
Portugués
romana

svenska
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pii/nationality/adj

pii/nationality/adj

pii/nationality/ad]

pii/nationality/ad]

pii/nationality/noun
pii/nationality/noun
pii/nationality/noun
pii/nationality/noun
pii/nationality/noun
pii/nationality/noun
pii/nationality/noun
pii/nationality/noun
pii/nationality/noun
pii/nationality/noun
pii/nationality/noun
pii/nationality/noun
pii/nationality/noun
pii/nationality/noun
pii/nationality/noun
pii/nationality/noun
pii/nationality/noun
pii/nationality/noun
pii/nationality/noun
pii/nationality/noun
pii/nationality/noun
pii/nationality/noun
pii/nationality/noun

pii/nationality/noun

IDOL PIl Package (12.6)

Si

sk
tr

us
at
au
be
bg
br
ca
ch
cy
cz
de
dk
ee
es
fi

fr

gb
gr
hr

hu

narodnost
narodnost’
Milliyet
nationality
Land
country
land
cTpaHa
pais
country
Land
xwpa
statni utvar
Land

land

maa

pais

maa

pays
country
Xwpa
zemlja
orszag
country
Land
Paese
Land

Salis

slovensko
slovenska
tarkge
American
Osterreich
Australia
Belgien
bbnrapus
Brasil
Canada
Schweiz
Kutrpog
Cesko
Deutschland
Danmark
Eesti
Espafa
Suomi
France
Afghanistan
EAAGOO
Hrvatska
Magyarorszag
Ireland
island

Italia
Liechtenstein

Lietuva
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pii/nationality/noun
pii/nationality/noun
pii/nationality/noun
pii/nationality/noun
pii/nationality/noun
pii/nationality/noun
pii/nationality/noun
pii/nationality/noun
pii/nationality/noun
pii/nationality/noun
pii/nationality/noun
pii/nationality/noun
pii/nationality/noun

pii/nationality/noun

lu Land Luxembourg
Iv zeme Latvija

mt country Malta

nl land Nederland
no land Norge

nz country New Zealand
pl kraj Polska

pt pais Portugal

ro tara Romania

se land Sverige

si Dezela Slovenija

sk Krajina Slovensko
tr ulke Tarkiye

us country America

The following table lists example landmarks and values for the CJKVT nationality grammar
(nationality cjkvt.ecr ornationality_ cjkvt.ejr)for each supported country.

Type
pii/nationality/ad]

pii/nationality/noun

Country Landmark Example
ip # H A5l
jp H 4

Example Passport Numbers

The following table lists example landmarks and values for the passport grammar (passport.ecr or
passport.ejr)for each supported country.

Type Countr
y

pii/passpo at
rt

pii/passpo au
rt

pii/passpo be

IDOL PIl Package (12.6)

Landmark Example

Reisepass P4366918

passport M1234567
number
Ne. du LA080402
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rt

pii/passpo
rt

pii/passpo
rt

pii/passpo
rt

pii/passpo
rt

pii/passpo
rt

pii/passpo
rt

pii/passpo
rt

pii/passpo
rt

pii/passpo
rt

pii/passpo
rt

pii/passpo
rt

pii/passpo
rt

pii/passpo
rt

pii/passpo
rt

pii/passpo
rt

pii/passpo
rt

pii/passpo
rt

IDOL PIl Package (12.6)

bg

br

ca

ch

cy

cz

de

dk

ee

es

fi

fr

gb

gar

hr

hu

passeport

nacnopt
numero do

passaporte

passport
number

numero di

passaporto

dlaBatrpio

cestovni pas

reisepass

pas

pass

pasaporte

passi

passeport

Passport

dlapaTiplo

putovnica

utlevel

passport

383641306

FH254787

LA123456

$5200073

C015918

99009054

C748TJ1K2

900010172

K3295837

Q979029

XP8271602

14CV28142

925665416

AK0219304

197520213

BB0979829

XN5004216
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pii/passpo
rt

pii/passpo
rt

pii/passpo
rt

pii/passpo
rt

pii/passpo
rt

pii/passpo
rt

pii/passpo
rt

pii/passpo
rt

pii/passpo
rt

pii/passpo
rt

pii/passpo
rt

pii/passpo
rt

pii/passpo
rt

pii/passpo
rt

pii/passpo
rt

pii/passpo
rt

pii/passpo
rt

pii/passpo
rt

mrp

mt

n

no

nz

p

pt

ro

se

s

sk

tr

IDOL PIl Package (12.6)

vegabref

passaporto

reisepass

pasas

passeport

pase

passport

paspoort

innenrikspass

passport
number

paszport
PASSAPOR
TE
PASAPORT
PASS
POTNILIST
CESTOVNY

PAS
PASAPORT

A1197783

AA5275702

R00536

20200997

JC4E7L2H

LZ3263061

P<GBROTHER<<ADAM<NORMAN<<<<<<<<<<<<<<<<

<

1281376

NUL8H33B6

25055689

LA123456

ZS 8000038

H045489

052763786

62366643

PTO000005

XB7891988

U12345678
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pii/passpo  us
rt

passport #

123456789

The following table lists example landmarks and values for the CJKVT passport grammar (passport_

cjkvt.ecr or passport_cjkvt.ejr)for each supported country.

Type
pii/passport

Country

ip

Example Postcodes

Landmark

INAR— B

Example

XS1234567

The following table lists example landmarks and values for the postcode grammar (postcode.ecr or
postcode.ejr)for each supported country.

Type

pii/postcode
pii/postcode
pii/postcode
pii/postcode
pii/postcode
pii/postcode
pii/postcode
pii/postcode
pii/postcode
pii/postcode
pii/postcode
pii/postcode
pii/postcode
pii/postcode
pii/postcode
pii/postcode

pii/postcode

IDOL PIl Package (12.6)

Country

at
au
be
bg
br
ca
ch
cy
cz
de
dk
ee
es
fi
fr
gb

ar

Landmark

PLZ
POSTCODE
code postal
[MoLwmraaku kog,
CEP

Postcode

PLZ
TaxudpOouIKAG KWOIKOG
smérovaci Cislo
Postleitzahl
postkode
Sihtnumber
codigo postal
Postkoder

code postal

cbd post

TaxudpouIKOG KwOIKOG

Example
1210
1140
6200
1000
13010
K2K 3C9
1003
2097
148 00
65929
2200
15199
41006
33720
75018
W1B 5TG
54453

Page 56 of 67



Technical Note
IDOL Eduction Grammars

pii/postcode hr Postanski broj 10000
pii/postcode hu iranyitoszam 1052
pii/postcode ie Eirchod C12F9J4
pii/postcode is Postnumer 603
pii/postcode it CAP 42100
pii/postcode li Postleitzahl 9496
pii/postcode It Pasto kodas 01103
pii/postcode lu Postalisch 2661
pii/postcode Iv Pasta indekss 1050
pii/postcode mt postal code VLT 1114
pii/postcode nl postnummer 3026AM
pii/postcode no postkode 3717
pii/postcode nz POSTCODE 1111
pii/postcode pl kod pocztowy 04-713
pii/postcode pt Codigo postal 2700-439 AMADORA
pii/postcode ro Cod postal 235200
pii/postcode se POSTKODER 41134
pii/postcode Si Postna Stevilka 1000
pii/postcode sk PSC 83102
pii/postcode tr POSTA KODU 31900
pii/postcode us ZIP 94070

The following table lists example landmarks and values for the CJKVT postcode grammar (postcode_
cjkvt.ecr orpostcode_cjkvt.ejr)for each supported country.

Type Country Landmark Example

pii/postcode ip T 123-4567

Example Telephone Numbers

The following table lists example landmarks and values for the telephone grammar (telephone.ecr)for
each supported country.
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Type

pii/telephone
pii/telephone
pii/telephone
pii/telephone
pii/telephone
pii/telephone
pii/telephone
pii/telephone
pii/telephone
pii/telephone
pii/telephone
pii/telephone
pii/telephone
pii/telephone
pii/telephone
pii/telephone
pii/telephone
pii/telephone
pii/telephone
pii/telephone
pii/telephone
pii/telephone
pii/telephone
pii/telephone
pii/telephone
pii/telephone

pii/telephone

IDOL PIl Package (12.6)

Country
at
au
be
bg
br
ca
ch
cy
cz
de
dk
ee
es
fi
fr
gb
gr
hr

hu

Landmark
Telefon
TELEPHONE
telefoon
TenedoH
TELEFONE
TELEPHONE
telefono
TnAépwvo
telefonni Cislo
Funktelefon
mobiltelefon
mobiiltelefon
teléfono movil
matkapuhelin
Numero de telephone
tel:

Kivnto

mobilni telefon
telefonszam
cellphone
farsimi
telefonino
Natel
Telefonas
Handy
mobilais telefons

phone

Example

+43 (1) 716130
+61-3-9825-2300
+322287 62 11
(+359) 2933 9222
+55 11 2345 5678
(204)-243-9955
0211234567
+357 22 861100
+420 257 40 2111
+49 (0) 30 20457 0
+453544 52 00
+372 6674 700
+34 91 714 6300
+358 (0) 9 2286 5100
+33(0)144 513100
020 7008 1500
+30210 7272 600
+385 1 6009 100
+36 (1) 266 2888
+353 (0) 1205 3700
+354 550 5100

+39 06 4220 0001
+423 399 44 44
+370 5 246 2900
(+352) 2298 64
00371 67774700
+356 2323 0000
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pii/telephone
pii/telephone
pii/telephone
pii/telephone
pii/telephone
pii/telephone
pii/telephone
pii/telephone
pii/telephone
pii/telephone

pii/telephone

nl
no

nz

pt
ro
se
Si
sk
tr

us

mobiele telefoon
telefonnummer
TELEPHONE
Numer abonenta
Numero telefénico
telefon
mobiltelefon
prenosni telefon
Telefénne Cislo
contach phone

TELEPHONE

+31 (0)70 4270 427
+47 2313 2700
+64-3-234-5678

+48 2231100 00
+351 21 392 4000
+40 (21) 201 7200
+46 (0) 8 671 30 00
+386 1200 39 10
+4212 5998 20 00
+90 (0)312 290 3390
(415)-243-9955

The following table lists example landmarks and values for the CJKVT telephone grammar
(telephone_cjkvt.ecr ortelephone_cjkvt.ejr)for each supported country.

Type
pii/telephone

Example Tax Identification Numbers

Country

ip

Landmark

T

Example

+81(3) 32245000

The following table lists example landmarks and values for the tax identification number grammar
(tin.ecrortin.ejr)foreach supported country.

Type
pii/tin

pii/tin

pii/tin

pii/tin

pii/tin

pii/tin

IDOL PIl Package (12.6)

Country

at

au

be

bg

br

br

Landmark

Steuer-

Identifikationsnummer

Tax File Number

Numéro d'identification

fiscale

[aHbuyeH

Example

931736581

123456782
00012511119

7501010010

naeHTurKaLmoHeH Homep

CNPJ
CPF

90.386.859/0002-54

29594421134
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pii/tin
pii/tin
pii/tin
pii/tin

pii/tin

pii/tin
pii/tin

pii/tin

pii/tin
pii/tin

pii/tin

pii/tin

pii/tin
pii/tin
pii/tin
pii/tin

pii/tin

pii/tin

pii/tin

pii/tin

pii/tin

pii/tin

IDOL PIl Package (12.6)

ca

ch

cy
cz

de

dk
ee

es

fi
fr

gb

ar

hr

hu

mt

Tax |dentification Number
AHV-Nr

AOM

Dariové identifikacni &islo

Steuer-
Identifikationsnummer

TIN-numre

Maksukohustuslase number

Numero de identificacion
fiscal

Skatteregistreringsnummer
NIF

Taxpayer Identification
Number

Ap1Bu6s MnTpwou
®dopoAoyolpevou

Identifikacijski porezni broj
Addazonositd szam
Uimhir Aitheantais Canach
Skattaupplysingar

Codice di identificazione
fiscale

Steuer-
Identifikationsnummer

Mokesc&iy mokétojo
identifikacinis numeris

Steuer-
Identifikationsnummer

Nodoklu maksataja
identifikacijas numurs

Numru ta' identifikazzjoni tal-

persuna li thallas it-taxxa

159749357
756.3047.5009.62
00123123T
7360285163
26954371827

0101111113
32708101201
Z1234567R

131052-308T
3023217600053
12345 12345K

123456789

94577403194
8071592153
1234567TW
1809872079
MRTMTT25D09F205Z

123456789012

33309240064

1893120105732

121282-11212

1234567A
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pii/tin
pii/tin
pii/tin
pii/tin
pii/tin
pii/tin
pii/tin
pii/tin
pii/tin
pii/tin

pii/tin

nl
no

nz

pt

ro
se

si

sk
tr

us

Fiscaal identificatienummer
Skatteidentifikasjonsnummer
IRD Number

Numer identyfikacji
podatnika

Numero de identificagcdo
fiscal

Numar de identificare fiscala
Skatteregistreringsnummer

Davcna Stevilka
davkoplagevalca

DIC
Vergi Kimlik Numarasi

ITIN

174559434

912345678MVA

123456785

02070803628

299999998

9000567890123

870918-9990

15012557

281203/054

2460194630

911-92-3333

The following table lists example landmarks and values for the CJKVT TIN grammar (tin_cjkvt.ecr

ortin_cjkvt.ejr)for each supported country.

Type Country

pii/tin ip

Example Travel Numbers

Landmark Exampl

EANTES

e

654327654322

The following table lists example landmarks and values for the travel grammar (travel.ecr).

Type

pii/travel

Validated ID Numbers

Country

us

Landmark

passport card

Example

C12345678

The script pii_postprocessing.lua (see Configure Post Processing, on page 15) includes steps to
validate ID numbers that are found by Eduction. This improves accuracy by discarding results that
match the pattern for a valid ID number, but cannot be genuine because they have an invalid
checksum. The script increases the score for matches that have a valid checksum, because this is an
indication that the match is more likely to be genuine.

The following tables list the entities that are validated.

IDOL PIl Package (12.6)
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Health ID numbers (health.ecr)

pii/health/id/context/au
pii/health/id/context/br
pii/health/id/context/gb
pii/health/id/context/fr

pii/health/id/context/nz

Validated using the INSEE checksum

National ID numbers (national_id.ecr or national_id_cjkvt.ecr)

pii/id/context/au
pii/id/context/at
pii/id/context/be
pii/id/context/bg
pii/id/context/ca
pii/id/context/cz
pii/id/context/ee
pii/id/context/es
pii/id/context/fi
pii/id/context/fr
pii/id/context/gr
pii/id/context/hr
pii/id/context/hu
pii/id/context/ie
pii/id/context/is
pii/id/context/it
pii/id/context/jp
pii/id/context/It
pii/id/context/lu

pii/id/context/nl

IDOL PIl Package (12.6)

pii/id/nocontext/au
pii/id/nocontext/at
pii/id/nocontext/be
pii/id/nocontext/bg
pii/id/nocontext/ca
pii/id/nocontext/cz
pii/id/nocontext/ee
pii/id/nocontext/es
pii/id/nocontext/fi
pii/id/nocontext/fr
pii/id/nocontext/gr
pii/id/nocontext/hr
pii/id/nocontext/hu
pii/id/nocontext/ie
pii/id/nocontext/is
pii/id/nocontext/it
pii/id/nocontext/jp
pii/id/nocontext/It
pii/id/nocontext/lu

pii/id/nocontext/nl

Only the SSN component is validated.

Only the AMKA component is validated.

Only the PIN component is validated.
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pii/id/context/no
pii/id/context/pl
pii/id/context/pt
pii/id/context/ro
pii/id/context/si
pii/id/context/se

pii/id/context/sk

pii/id/context/tr

pii/id/nocontext/no
pii/id/nocontext/pl
pii/id/nocontext/pt
pii/id/nocontext/ro
pii/id/nocontext/si
pii/id/nocontext/se

pii/id/nocontext/sk

pii/id/nocontext/tr

Tax ID numbers (tin.ecr or tin_cjkvt.ecr)

pii/tin/context/at
pii/tin/context/au
pii/tin/context/be
pii/tin/context/bg

pii/tin/context/br

pii/tin/context/ca

pii/tin/context/ch

pii/tin/context/cy
pii/tin/context/cz
pii/tin/context/de
pii/tin/context/dk
pii/tin/context/ee
pii/tin/context/es
pii/tin/context/fi

pii/tin/context/fr

pii/tin/context/hr

IDOL PIl Package (12.6)

pii/tin/nocontext/at
pii/tin/nocontext/au
pii/tin/nocontext/be
pii/tin/nocontext/bg

pii/tin/nocontext/br

pii/tin/nocontext/ca

pii/tin/nocontext/ch

pii/tin/nocontext/cy
pii/tin/nocontext/cz
pii/tin/nocontext/de
pii/tin/nocontext/dk
pii/tin/nocontext/ee
pii/tin/nocontext/es
pii/tin/nocontext/fi

pii/tin/nocontext/fr

pii/tin/nocontext/hr

Only the Rodné &islo component is
validated.

Cadastro de Pessoas Fisicas (CPF)

Cadastro Nacional de Pessoa Juridica
(CNPJ)

Validation for AHV number, but not for UID-
Nr.
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pii/tin/context/hu
pii/tin/context/ie
pii/tin/context/is
pii/tin/context/it
pii/tin/context/jp
pii/tin/context/It
pii/tin/context/lu
pii/tin/context/mt
pii/tin/context/nl
pii/tin/context/nz
pii/tin/context/pl
pii/tin/context/pt
pii/tin/context/se
pii/tin/context/si

pii/tin/context/sk

pii/tin/nocontext/hu
pii/tin/nocontext/ie
pii/tin/nocontext/is
pii/tin/nocontext/it
pii/tin/nocontext/jp
pii/tin/nocontext/It
pii/tin/nocontext/lu
pii/tin/nocontext/mt
pii/tin/nocontext/nl
pii/tin/nocontext/nz
pii/tin/nocontext/pl
pii/tin/nocontext/pt
pii/tin/nocontext/se
pii/tin/nocontext/si

pii/tin/nocontext/sk

Inland Revenue Department Number

Machine readable passport numbers (mrtd.ecr and mrtd_cjkvt.ecr)

pii/mrtd/mrp

pii/mrtd/mrp_cjkvt
pii/mrtd/mrotd/td1

pii/mrtd/mrotd/td1_cjkvt

Ambiguous Entities

For some entities, IDOL PIlI Package cannot always unambiguously determine the country of origin for
avalue. For some of these cases, it can return an ambiguous result.

Cross-Language Passport Landmarks

The IDOL PII Package allows cross-language passport landmarks, so that it detects passport numbers
provided in languages that do not belong to the associated passport country.
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For example, the text "Oma passi on P 4366918" contains passi, which is Finnish for passport, and the
number P 4366918, which is an Austrian passport number. The PlI grammar identifies this as an
Austrian passport number and returns the entity pii/passport/at.

In some cases, the country of origin is ambiguous. In this case, the grammar attempts to identify all
possible countries and returns an entity with the label ambiguous.

Example 1

"Mon passeport est LA080402"

In this example, both the landmark text passeport, and the passport number could be from either
Belgium, Canada, or Luxembourg. This example returns the entity pii/passport/ambiguous/be_ca_
lu to represent all three possibilities.

Example 2

"Vegabref mitt er AA5275702"

In this example, Vegabref is Icelandic, but AA5275702 could be a passport number for several
countries, not including Iceland. This example returns the entity pii/passport/ambiguous/au_fi_
ie_it_1v_pl sk_si_gr_hu_ee_nl_de_us02 torepresent all the possibilities.

NOTE: The us02 option in this response means that this pattern scores 0.2 as a US passport
pattern.

TIP: In this example, if the text belonged to a language from one of the possible countries, the
passport number would not be considered ambiguous. For example, "Oma passi on AA5275702"
(where passiis Finnish for passport), returns the entity pii/passport/fi, because passi applies
only to Finnish, and not to any of the other countries where the passport number is valid.

Ambiguous Driving License Matches

There are some countries that have some overlap in driving license number, and where the languages
are the same it is not possible to identify which country a particular number comes from. In this case,

the grammar attempts to identify all possible countries and returns an entity with the label ambiguous.
For example:

pii/driving/ambiguous/au_ie_us
pii/driving/ambiguous/au_nz_us
pii/driving/ambiguous/au_us
pii/driving/ambiguous/mt_us
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Send documentation feedback

If you have comments about this document, you can contact the documentation team by email. If an
email client is configured on this system, click the link above and an email window opens with the
following information in the subject line:

Feedback on Technical Note (Micro Focus IDOL PIl Package 12.6)
Add your feedback to the email and click Send.

If no email client is available, copy the information above to a new message in a web mail client, and
send your feedback to swpdl.idoldocsfeedback@microfocus.com.

We appreciate your feedback!
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