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Host Access Management and
Security Server

Management and Security Server (MSS) provides a browser-based central point of administration so
you can quickly configure and deploy secure terminal sessions.

An administrator uses Management and Security Server to create host sessions for Micro Focus
products: Reflection Desktop, InfoConnect Desktop, Host Access for the Cloud, Reflection for the
Web, and Rumba+ Desktop. The administrator can leverage the existing user and group directories
to control access to the sessions.

About Management and Security Server 12.7
Release Notes

Host Access Management and Security Server
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About Management and Security Server
12.7

Host Access Management and Security Server version 12.7 released in December 2020.
See the Release Notes for details.

+ About menu
+ About the MSS Administrative Console
+ About Add-On Products

About menu

In the MSS ADMINISTRATIVE CONSOLE, open the About menu to view

+ Product Information: the installed Version and System Information for Host Access
Management and Security Server

+ Activated Products: the currently installed activation files (for add-on or other products),
displayed on the Configure Settings - Product Activation panel

+ Legal Information: the license agreement and legal notices

Click to the right of the About menu to open the MSS Administrative Console Help.

About the MSS Administrative Console

Use the MSS ADMINISTRATIVE CONSOLE to centrally secure, manage, and monitor users’ access to

configured sessions.
In this guide:

+ Manage Sessions

+ Manage Packages
+ Assign Access

+ Configure Settings
+ Run Reports

+ Technical References

About Management and Security Server 12.7
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About Add-On Products

Add-on products can be used to enhance Management and Security Server’s functionality with
supplemental means of security. These products require separate licenses and can be installed along
with Management and Security Server. Additional activation or configuration is required.

Add-on products include:

+ Security Proxy Server
¢ Terminal ID Manager
+ Automated Sign-On for Mainframe

+ Micro Focus Advanced Authentication

10 About Management and Security Server 12.7



2 Manage Sessions

Use the Manage Sessions panel to add and configure terminal sessions. Sessions can be modified
later, as needed.

Begin with the steps to Add and Launch a session, and then follow the steps for your product or
session type. The interface varies to accommodate the different configuration settings.

+ Add and Launch a session

+ After the session is launched

+ Manage saved sessions

Add and Launch a session

1 On the Manage Sessions panel, click +ADD.

2 Under Configure Session, select your Product. The interface changes to accommodate the
settings needed for the selected product (or session type).

Follow the steps for your product or session type.

*

*

*

*

*

Host Access for the Cloud

Reflection/InfoConnect Desktop

Reflection/InfoConnect Desktop - Workspace Automated Sign-on
Reflection for the Web

Rumba+ Desktop

Host Access for the Cloud

To add, configure, and launch a Host Access for the Cloud session:

1 On the Manage Sessions panel, click + ADD and select Host Access for the Cloud.

2 Be sure Host Access for the Cloud is installed and an active session server is available.
Otherwise, you will either see a message or the LAUNCH button will be disabled.

3 Enter a Session name.

4 Note the Session Server Address (session server URL), and click LAUNCH.

5 A browser automatically opens the session to the CONNECTION panel. Configure the initial
settings, and click Save.

6 Continue editing the session configuration. When finished, click Exit to save the session to the

Management and Security Server.

7 As a next step, you can

+ Use Assign Access to make the session available to end users.

+ Return to Manage Sessions to add or edit a session.

Manage Sessions
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Related Topics

+ Assign Access
+ Manage Sessions

+ Authentication & Authorization

Reflection/InfoConnect Desktop

NOTE: MSS no longer supports centralized management for Reflection 14, Reflection for Secure IT,
Extra! X-treme, or Verastream Host Integrator.

To add, configure, and launch a session:

1 On the Manage Sessions panel, click +ADD.
2 Under Configure Session, select your Product.
3 Enter a unique Session name that does not exceed 64 characters.
Session names cannot include any of these characters: \ / : * ?2 " < > |

4 Open the Comments option to enter a comment about this session. Comments are internal
notes for the administrator that can be displayed in the Manage Sessions summary list.

5 Configure your File Storage preferences.
+ Overwrite setting files

When selected, Management and Security Server compares the user’s local settings with
the web server version of the settings files. When they are different, the local file is
overwritten.

By overwriting existing settings files, you can easily distribute updates; however, the users’
changes will be lost.

* Save settings files as read-only

The settings files can be saved as Read-only or Hidden. Users cannot change Read-only
settings unless they have permissions to do so.

+ Save settings files as hidden

Hidden files do not appear in the user's Windows Explorer unless the user configures
Windows to show hidden files. You may need to clear Enable Protected Mode in the
workstation’s browser settings.

+ For sessions to be launched from an end user's Assigned Sessions list, choose where you
want the settings files to be stored on the user’s workstation.

— My Documents\<product folder>
— Temp
— your specified <User profile folder>\

6 Click LAUNCH to open the session and configure your preferences and other settings. If you see
a Launch Application dialog asking to use Zulu Platform x64 Architecture, your client is already

12 Manage Sessions



configured with MSS Client Launcher. If you don't see anything or are asked to select an
application, MSS Client Launcher is probably missing and subsequent steps should be followed.
See Using the MSS Client Launcher.

NOTE: If the LAUNCH button is disabled:

1. Be sure the product (for the session you want to launch) is activated.
Open Configure Settings - Product Activation in the Administrative Console.

2. If your product is not in the list, click ACTIVATE NEW.

3. Browse to the activation file for the product for which you are creating a session. The file is
in this format: acti vati on. <product nanme>. | aw.

4. Click the file, and the product is added to the Product list.

5. Restart your browser to ensure that the Administrative Console is fully updated with the
new set of activation files. You do not need to restart the MSS server.

6. Continue to ADD and then LAUNCH your session.

Using the MSS Client Launcher

Administrators can use the MSS Client Launcher with any browser to launch and configure
Reflection/InfoConnect Desktop sessions. When Centralized Management is enabled in the
Reflection or InfoConnect Desktop client, end users’ sessions may be launched from the Assigned
Sessions list.

The administrator can install the MSS Client Launcher either before launching a session or when the
first session is launched.

+ “About the MSS Client Launcher” on page 13

+ “Installing the MSS Client Launcher” on page 14

+ “Launching sessions with the MSS Client Launcher” on page 15

About the MSS Client Launcher

The MSS Client Launcher is a standalone application used to configure Reflection/InfoConnect
Desktop sessions from the MSS Administrative Console. The Launcher replaces the Java applet-based
tool used in previous versions of MSS.

The MSS Client Launcher must be installed on the administrator’s workstation. The MSS
administrator can use any supported browser, such as Mozilla Firefox, Google Chrome, or Microsoft
Edge, to configure Reflection/InfoConnect Desktop sessions.

Note: Administrator permissions are required to install the MSS Client Launcher on the desktop
machine because the MSS Client Launcher installs to the C. \ Progr am Fi | es directory by default.
Once installed, the MSS Client Launcher can be used by all users of that machine. (Log files are
created in a per-user writable location.)

Manage Sessions 13
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Installing the MSS Client Launcher

The MSS Client Launcher must be installed on the administrator’s workstation before you can launch
and configure a Reflection or InfoConnect Desktop session.
To install the MSS Client Launcher, you need administrative permissions. You can either:

+ Install the MSS Client Launcher before launching a session

or
+ Follow the MSS Administrative Console prompts when you launch a session

Install the MSS Client Launcher before launching a session

You can prepare your local administrator machine with the MSS Client Launcher before you begin
configuring a Desktop session.

Keep in mind: You, the administrator, will first need to know where to find the MSS Client Launcher
installer (. nsi ) file. Then, after the Launcher is installed, you can immediately begin to configure a
session after launching it.

On the administrator machine:

1 Copytheclient-launcher-installer.nsi fromthe MSS server installation,
<install _dir>/Mcro Focus/ MSS/ server/installers toalocation on your local
administrator machine.

2 Run the installer with administrative permissions to install the MSS Client Launcher.
3 After the MSS Client Launcher is installed, proceed as you would to launch and configure a new
or existing Desktop session.

Follow the MSS Administrative Console prompts when you launch a session

Or, you can download and install the MSS Client Launcher when you launch a new or existing
Reflection or InfoConnect Desktop session, provided you have sufficient Windows administrator
permissions.

Keep in mind: Until the MSS Client Launcher is installed, the flow of launching a Desktop session is
interrupted by the dialog prompts to download and run the MSS Client Launcher installer (. nsi )
file. Then, after the Launcher is installed, you need to re-launch the session you want to configure.

NOTE: The dialog buttons and text vary, depending on the browser being used. The dialog text from
Mozilla Firefox is included as an example.

In the MSS Administrative Console:
1 In Manage Sessions, either click +ADD or click an existing Reflection/InfoConnect Desktop
session.
2 Click LAUNCH.

When the MSS Client Launcher is not installed, a dialog may ask you to identify an application
to use to launch the session. In some browsers, no dialog appears at all.

3 If a dialog asks you to select an application because the MSS Client Launcher is not installed,
click CANCEL.

4 On the Launching Session panel, click DOWNLOAD.

Manage Sessions



5 Then, click Save File to save cl i ent -1 auncher -i nstal | er. nsi , which contains the MSS
Client Launcher.

6 Click Run and proceed through the MSS Client Launcher Installer Setup Wizard, accepting or
modifying the defaults.

Note: You must have administrative permissions to install the Launcher locally.

7 After the MSS Client Launcher is installed, return to Manage Sessions.

Launching sessions with the MSS Client Launcher

When the MSS Client Launcher is installed, the flow of launching and then configuring a Desktop
session is continuous.

Note: The dialog buttons and text vary, depending on the browser being used.

1 On the Manage Sessions panel, either click +ADD or click an existing Reflection/InfoConnect
Desktop session.
A dialog asks if you want to open the link using Zulu Platform x64 Architecture.

2 Click Open link or Allow (or other label), depending on your browser.

3 The Desktop session launches in a separate window and is ready to be configured.

4 See After the session is launched.

Related topics

+ After the session is launched
+ Assign Access

+ Authentication & Authorization

Reflection/InfoConnect Desktop - Workspace Automated Sign-
on

Use this session type to enable automated logons to a mainframe from managed desktop sessions

running Reflection or InfoConnect Workspace.

Note: Automated Sign-on for Mainframe is an add-on product to Management and Security Server

and requires a separate license. It may take some time to perform the prerequisite steps.
To add and configure a Workspace Automated Sign-on (ASM) session:

+ Complete the prerequisites
+ Add and Configure the Workspace Automated Sign-on (ASM) session

¢ Assign Access to a Workspace Automated Sign-on session

Manage Sessions
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Complete the prerequisites

The prerequisite actions require configuration in Management and Security Server, in the terminal
client, and on your z/0S.

End-user tasks:

+ Configure their Desktop client for Centralized Management.
+ Check the Enable automated sign-on for mainframes option.

See Step 6 in Automated Sign-on for Mainframe - Administrator Guide.
Administrator tasks:

See the Configuration Workflow in the Automated Sign-on for Mainframe - Administrator Guide to
see the list of tasks and to get an idea of how much time to allot.

1 Configure the Automated Sign-On for Mainframe settings to secure the server connections and
manage user access. And, the mainframe needs to be configured to support PassTickets.

2 In Reflection/InfoConnect Workspace, create a 3270 session that includes an ASM login macro.
Detailed steps are included in your Reflection/InfoConnect documentation.

IMPORTANT: Note the exact host name to which the client is connecting. This name will
become the Workspace Automated Sign-on session name.

3 Save the session in a location that can be accessed by Management and Security Server.

4 Proceed with the Add and Configure the Workspace Automated Sign-on (ASM) session settings
in Management and Security Server.

Add and Configure the Workspace Automated Sign-on (ASM) session

Open or return to Management and Security Server - Administrative Console.

1 Open Manage Sessions, and click + ADD.

2 Under Product, select Reflection/InfoConnect Desktop.

3 Under Session type, select Workspace Automated Sign-on.

4 In the Session name field, enter the exact name of the host to which the client will connect.

The session name must exactly match the host name (mentioned in the prerequisites). Proper
naming of the Workspace Automated Sign-on session is critical.

If you are not sure, enter any session name now, and edit it before testing the connection.

NOTE: Host name variations. If clients connect to different variations of the host name, or if
they connect to the host by its IP address, each of those variations needs its own Workspace
ASM session with a matching name.

For example, if the session is being configured to automatically log on to
bl ue. myconpany. com then the session name must be bl ue. myconpany. com— not bl ue,
or123. 456. 78. 90, or another variation.

To enable sessions to automatically log on to a different host name, you must create separate
sessions for EACH name.

16 Manage Sessions
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5 Scroll to the Workspace Automated Sign-on Settings File section.
Click BROWSE.

6 Browse to and select the Reflection/InfoConnect Workspace session (* . r d3x) that contains the
ASM login macro, created earlier (Complete the prerequisites - step 2).

7 Click SAVE to upload the settings file and save the session.

Workspace Automated Sign-on sessions are configured manually in the Administrative Console
by uploading an appropriate settings file to the MSS server.

The Workspace Automated Sign-on session 2 & is available to be assigned.

Assign Access to a Workspace Automated Sign-on session

When you are ready to assign users to be able to log on automatically to the mainframe session,
refer to Assign Access - Search & Assign.

In particular, note the required EDIT option used to select a method to obtain the mainframe user
name.

When a Workspace Automated Sign-on session is assigned to that user, the session’s macro is loaded
and run automatically based on a specific naming convention required by the Workspace Automated
Sign-on session.

REMINDER: To use a Workspace Automated Sign-on session, the end user must have their Desktop
client configured for Centralized Management and the Enable automated sign-on for mainframes
option checked.

Related topics

+ Assign Access

+ Automated Sign-On for Mainframe

Reflection for the Web

To add and configure a Reflection for the Web session:

+ Add a session and configure settings in MSS
+ Launch Reflection for the Web
+ About the Reflection for the Web Launcher

+ After you launch the session

Add a session and configure settings in MSS

Add your Reflection for the Web session and configure these settings in MSS before you launch the
session and configure your preferences.

To add and configure a Reflection for the Web session:

1 Open Manage Sessions, and click + ADD.
2 Under Product, select Reflection for the Web.

Manage Sessions 17



3 Select a Session type. The default is IBM 3270.
4 Enter a unique Session name that does not exceed 64 characters.
Session names cannot include any of these characters: \ / : * ?2 " < > |

5 Open the Comments option to enter a comment about this session. Comments are internal
notes for the administrator that can be displayed in the Manage Sessions summary list.

6 Use the additional settings to customize the display and behavior of your Reflection for the Web
session:

Appearance | FTP | Advanced Settings | Applet Parameters

7 When you are finished with these initial settings, Launch Reflection for the Web to configure
further session details.

Appearance
+ Window title. You can change the title bar for the session with special characters.

The title can include these special characters.

Character Value
&& a single ampersand
&c Connection Status (whether you are connected and

over what transport)

&d Date

&h Host name

&s Session type

&t Transport

&v Terminal session identifier that uniquely identifies

this terminal session from others. See specific types:

&v for IBM 3270 and IMB 3270 Printer sessions LU name
&v for IBM 5250 and IBM 5250 Printer sessions Device name
&v for ALC. UTS Terminal, T27, T27 Printer, and Terminal ID

Airlines Printer sessions

FTP

Select Enable FTP within this session when you want to include FTP as an option on the File menu for
IBM 3270, IBM 5250, HP, VT, or UTS terminal emulation sessions. When enabled, users can open a
window that allows them to easily transfer files using FTP.

Show FTP Window as

18 Manage Sessions



When you configure a standalone FTP session, use these options to specify the appearance of the
FTP window.

+ Select Local/remote lists and console to display lists of files and directories (local and server) are
displayed in the top of the FTP window, and an FTP console with a command line is displayed in
the bottom.

+ Users can change the FTP window appearance after the session is started by using buttons on
the FTP button bar. However, when either Lists only or Console only is selected, users cannot
change the FTP window appearance.

Advanced Settings

See: Advanced—More Settings | Applet Parameters

Advanced—More Settings

Click Advanced, and use these settings to customize how the session is displayed, launched, and
delivered.
+ Window Size and Status Bar

+ View Session HTML

Window Size and Status Bar
+ Use best dimensions for each user

Based upon the client machine's screen resolution, Management and Security Server is able to
determine the best width and height for each user's session window. This setting applies only
when the session is displayed in its own window.

+ Use maximized dimensions

The session will be in a full screen display. This setting applies only when the session is displayed
in its own window.

+ Use these window dimensions
The Width and Height options determine the dimensions of the applet (in pixels).
+ Display status bar

This option controls whether the status bar appears in the terminal window. The status bar
appears at the bottom of the window and includes information such as the cursor position,
whether the connection is encrypted, and the type and status of the connection.

Manage Sessions 19
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View Session HTML

The session HTML is automatically generated by the Management and Security Server. The
Reflection for the Web session HTML is displayed for the special case where the static HTML must be
saved in a file.

Copy the HTML into a text editor. Save the file in MSSDat a/ depl oy as an HTM. file. After you make
changes to the session settings, click REFRESH HTML and re-save the file. As noted in MSSDat a/
depl oy/ depl oy. t xt, you can also save the session’s configuration file.

When the <sessi on>. ht nl is saved, the session can be assigned to users via Assign Access. The
session will appear in the user’s list of entitled sessions with a different icon, but it does not appear
in the administrator’s Manage Sessions list (in the Administrative Console).

See Knowledge Base article 7022329 for more information.

Applet Parameters

You can customize the properties of a Reflection for the Web session by adding applet parameters.
(You may need to scroll to the Applet Parameters button.)

Applet parameters modify the behavior of the basic session. When you launch a session and change
its settings, the new settings are saved in a configuration file. Applet parameters allow you to extend
functionality beyond the configuration file.

Refer to Applet Attributes and Parameters in the Reflection for the Web Reference Guide for
descriptions and valid values of the standard applet parameters

To add a parameter

1 Click +ADD.

2 From the Parameter drop-down list, select a standard parameter, or click <Custom> to add a
new one.

3 Enter a Value, if required.

4 Click ADD. The parameter is added to the table.

NOTE: Not all parameters are valid for all session types. To check whether a parameter applies to
your session, refer to Applet Attributes and Parameters in the Reflection for the Web Reference
Guide.

List of current parameters

The applet parameters that are currently assigned to this session are listed in the table. To remove a
parameter, check it, and click REMOVE.

Manage Sessions
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Launch Reflection for the Web

When you click LAUNCH, a dialog presents the option to open the session using Zulu Platform x32
Architecture.

This OpenlJDK option is used by the Reflection for the Web Launcher that requires no Java plug-in.
The administrator can use any supported browser, such as Mozilla Firefox, Google Chrome, or
Microsoft Edge, to configure Reflection for the Web sessions. See About the Reflection for the Web
Launcher.

About the Reflection for the Web Launcher

The Reflection for the Web Launcher is a private client-side application that installs an OpenJDK 8
JRE with Web Start (JNLP) to launch Reflection for the Web sessions. This OpenJDK implementation
eliminates the need for Oracle’s JRE and the Java browser plug-in on end-user workstations.

The Reflection for the Web Launcher is currently packaged only for Microsoft Windows (as
RWebLauncher . nsi ).

Installing the Reflection for the Web Launcher

The Reflection for the Web Launcher must be installed on the administrator’s workstation before
you can launch and configure a Reflection for the Web session without the Java plug-in.

You can either:
Install the Reflection for the Web Launcher before launching a session

- or -
Follow the MSS Administrative Console prompts when you launch a session

Install the Reflection for the Web Launcher before launching a session

You can prepare your local administrator machine with the Reflection for the Web Launcher before
you begin configuring a Reflection for the Web session.

Keep in mind: You, the administrator, will first need to know where to find the Reflection for the
Web Launcher installer (. nsi ) file. Then, after the Launcher is installed, you can immediately begin
to configure a session after launching it.

On the administrator machine:

1 Copythe RWébLauncher. nsi from the Reflection for the Web installation, <i nstal | _di r>/
MBS/ server / web/ webapps/ rweb- cl i ent/ ex/ RWebLauncher. nsi to alocation on your
local administrator machine.

2 Run the installer to install the Reflection for the Web Launcher.

3 After the Launcher is installed, proceed as you would to launch and configure a new or existing
Reflection for the Web session.
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Follow the MSS Administrative Console prompts when you launch a session

You can download and install the Reflection for the Web Launcher when you launch a new or existing
Reflection for the Web session.

Keep in mind: Until the Launcher is installed, the flow of launching a Reflection for the Web session
is interrupted by the dialog prompts to download and run the Reflection for the Web Launcher
installer (. nsi ) file. Then, after the Launcher is installed, you need to re-launch the session you want
to configure.

NOTE: The dialog buttons and text vary, depending on the browser being used. The dialog text from
Mozilla Firefox is included as an example.

In the MSS Administrative Console:

1 In Manage Sessions, either click +ADD or click an existing Reflection for the Web session.
2 Click LAUNCH.

When the Reflection for the Web Launcher is not installed, a dialog may ask you to identify an
application to use to launch the session. In some browsers, no dialog appears at all.

3 If a dialog asks you to select an application because the Reflection for the Web Launcher is not
installed, click Cancel.

4 On the Launching Session panel, click DOWNLOAD.

5 Then, click Save File to save RWebLauncher . nsi , which contains the Reflection for the Web
Launcher.

6 Click Run and proceed through the Reflection for the Web Launcher Installer Setup Wizard,
accepting or modifying the defaults.

7 After the Reflection for the Web Launcher is installed, return to Manage Sessions.

8 Use Assign Access to make the session available to end users.

Deploying sessions with the Reflection for the Web Launcher

Clients who run Reflection for the Web sessions must install the Reflection for the Web Launcher,
which is included with the Reflection for the Web product.

See Using the Reflection for the Web Launcher in the Reflection for the Web Installation Guide for
more information about user deployment.

After you launch the session

After you launch your Reflection for the Web session, configure your preferences.

When you click Save or Exit/Save, the settings are exported to Management and Security Server, and
the session is added to the Manage Sessions list.

Related topics

+ Assign Access

+ Authentication & Authorization
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*

*

Manage saved sessions

Export a Reflection for the Web session

Rumba+ Desktop

To add and configure a Rumba+ Desktop session:

*

*

*

Complete the prerequisites
Upload the Rumba+ Session Profile

Edit a configured Rumba+ session

Complete the prerequisites

These tasks must be completed in your Rumba+ application before the session can be managed by
Management and Security Server.

*

*

*

configure a session in your Rumba+ application
save the session profile

enable Centralized Management in Rumba+ Options.

Next, you must upload and attach your Rumba+ session profile to the session you are configuring in
Management and Security Server.

Upload the Rumba+ Session Profile

1
2
3

Open Manage Sessions, and click + ADD.
Under Product, select Rumba+ Desktop.

In Management and Security Server (after you add a session and enter a Session name), click
BROWSE.

Navigate to and select the Rumba+ session profile (saved by your Rumba+ application).
The profile name displays below the BROWSE button.

Overwrite settings files is not checked by default, which means that users can set local
preferences in their launched sessions and open sessions using their local settings file. These
sessions are not updated from the Management and Security Server settings file.

However, if you want Management and Security Server to compare the local and web server
versions of the settings file and overwrite the user's file, then check Overwrite settings files.

Note: This setting allows you to easily distribute updates to existing settings files, but changes
that users made to their settings will be lost.

If entitled to the Security Proxy Add-On, you can configure the Rumba+ session to connect
through a Security Proxy server that has client authorization enabled.

Manage Sessions
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The Security Proxy Settings require one setting in the Rumba+ session (configured separately
using the Rumba+ client), and one setting on this Configure Session panel.

6a In the Rumba+ session, set the host name and port to the address of the Security Proxy
server.

6b On this Configure Session panel, check the Use security proxy server box.
Enter the host name and port to which the Security Proxy will forward the connection.
7 Click SAVE. The profile is then uploaded and attached to the session.

After the Rumba+ session profile is uploaded, users can open their assighed Rumba+ sessions
from the Windows Start menu, as usual. The first time the session is launched, the settings file
is downloaded from Management and Security Server to the client computer.

Next step: Use Assign Access to make the session available to end users.

NOTE: Rumba+ sessions are not available as direct URLs. Instead, Rumba+ sessions are launched
from the Windows Start menu, and the session profiles are obtained from MSS when Centralized
Management is configured in Rumba+.

Edit a configured Rumba+ session
1 Using your Rumba+ application, open the appropriate session profile, and make the changes.
Save the profile.
2 In Management and Security Server, open Manage Sessions, and click the session name.
3 Click BROWSE and select the Rumba+ session profile that you just edited and saved.
4 Click SAVE to upload and attach the updated profile.

Related topics

+ Assign Access

+ Using the Security Proxy Server

After the session is launched

1 Configure your settings and Save the session.

The settings are sent to Management and Security Server, and the saved session is added to the
list on the Manage Sessions home panel.

In the list of sessions, use the column chooser [T] to show or hide the session properties: Type,
Name, Description, Direct Link, your Comments, and Security Status.

2 Optional. If you are entitled, the launched session can be configured to connect through the
Security Proxy. For details, see Setting Up the Security Proxy Server.

3 As a next step, you can
+ Use Assign Access to make the session available to end users.

+ Return to Manage Sessions to add or edit a session.
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Related Topics

+ Assign Access
+ Manage saved sessions

+ Authentication & Authorization

Manage saved sessions

You can edit, copy, or delete any session in the Manage Sessions list. The export option is exclusive to
exporting a Reflection for the Web session to Host Access for the Cloud.

Edit a session | Copy a session | Delete a session | Export a Reflection for the Web session

Edit a session

1 In Manage Sessions, click the session you want to edit. Or, check the box, and then click EDIT.
2 Note the Properties, which are not editable.
3 Change the settings you wish to edit. (Details are described in Add and Launch a session.)

4 Click SAVE, or LAUNCH the session.

NOTE: If an administrator is editing a session, and a second administrator attempts to open the same
session, a message displays to notify the second admin that the session is locked and changes cannot
be saved.

Copy a session

To add a new session with the same properties:
1. In Manage Sessions, right-click the session you want to copy. (Or, check the box and click COPY.)

2. Enter a Name for the copied session. Click OK.

The session is saved with identical properties and added to the Manage Sessions list.

Delete a session

Right-click the session or session you want to delete. To delete multiple sessions, check the boxes
and click DELETE.

The deleted sessions are removed from the list.
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Export a Reflection for the Web session

The Manage Sessions list provides the EXPORT option to save a Reflection for the Web session as a
Host Access for the Cloud session type. After the Host Access for the Cloud session is created, the
original Reflection for the Web session remains unchanged in the Manage Sessions list.

On the Manage Sessions panel:

1 Locate the Reflection for the Web session you want to save as a Host Access for the Cloud
session type.

TIP: Reflection for the Web session types are identified by a globe icon (denoting a web-based

session), followed by the terminal type, such as 3270: @' m

2 Right-click the session (or check the box) and click EXPORT.

3 Onthe Export session panel, enter the name for the new Host Access for the Cloud session, and
the address of the Session Server that will host the session.

4 Click CREATE. The new session is added to the Manage Sessions list and can be assigned to users
or groups. Note that the icon changed to the Host Access for the Cloud session type:

The original Reflection for the Web session is unchanged and remains available in the session list.

Related Topics

+ Authentication & Authorization
+ Assign Access

+ Add and Launch a session
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Manage Packages

The Manage Packages feature is available with Micro Focus Windows-based emulator clients, such as
Reflection Desktop or InfoConnect Desktop.

Use Manage Packages to deploy configuration data to specified users. You can manage the macros
and settings installed on each user's machine by uploading .msi files. Packages are available only
with Windows-based clients.

The available packages are listed on this panel.

+ “Configure a Package” on page 27

+ “Upload or Update a Package” on page 27

Configure a Package

To use this feature, you must first create an . nsi file that packages the files you want to deploy.

For example: with Reflection Desktop, use the Installation Customization Tool to package the files.
Refer to the product documentation for information about which files you can include and how to
use the tool.

Related Topics

+ Upload or Update a Package

Upload or Update a Package

You can add a new package or update an existing one.

To upload a new package:
1 Click + ADD, and then BROWSE to the . nsi file you want to upload.
2 Add a Description for your reference.

To update an existing package:

1 Check the package you want to update and click EDIT.
2 BROWSE to the newer version of the file. The file name must be the same.

The new configuration information is deployed to a user workstation when the user logs on.

To delete a package:

Check the package, and click DELETE.
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NOTE: If you cluster an MSS server that contains packages for Windows-based sessions, the
assignments and settings are replicated automatically. However, the package data must be
manually copied to each server. See Clustering.

Next steps:
After you upload a package, use Assign Access to associate the package with a user.

When a user logs on or launches a session from a direct URL, the . nsi file contents will be installed
on the user's machine.

Related Topics

¢ Search & Assign

+ Manage Sessions
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Assign Access

Use Assign Access to provide user access to one or more sessions or packages.

The ability to assign sessions or packages to a specific user or group of users is dependent on
whether LDAP authorization is enabled. To enable and configure your LDAP server, open
Authentication & Authorization, and click Use LDAP to restrict access to sessions.

+ “Search & Assign” on page 29

¢ “Currently Assigned” on page 32

+ “Providing Access to Assigned Sessions” on page 32

Search & Assign

With LDAP authorization enabled, you can assign sessions and packages to an individual user, a
group of users, or a specific folder in your LDAP directory.

When multiple LDAP servers are configured, search for users or groups within a domain.

¢ “Search for Users or Groups/Folders” on page 29

+ “Assign Sessions or Packages” on page 30

Search for Users or Groups/Folders

Determine who should have access.

1 Verify or select the Domain.

To assign sessions or packages to All users within the selected domain, keep that Search result
selected, and skip to step 5.

2 When LDAP authorization is enabled, you can search for and assign access to specific Users,
Groups, or Folders in that domain. When LDAP authorization is not enabled, access to sessions
or packages can be assigned only to All Users.

NOTE: The Search by options are based on the LDAP server configuration (Search Base and
Groups/Folders). You will see either Users | Groups OR Users | Folders.

To search, select a Search by option, enter a name, or enter the asterisk (*) wildcard or a
combination of * and letters in the text box.

3 Click SELECT ATTRIBUTES or add CUSTOM ATTRIBUTES to narrow your search using the available
filters. Click SEARCH.

4 In the Search Results find and click the name of the user, group, or folder.

Click Details to see this user or group’s attributes and the groups from which they can inherit
access. A group’s Details also includes the members of that group.
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Or, click SEARCH AGAIN to change the search attributes or to search for another user.

5 For the selected user or group of users, continue with Assign Sessions or Packages.
Related Topics

+ Assign Sessions or Packages

Assign Sessions or Packages

Determine which sessions or packages this user or group is entitled to access.

1 Check the Sessions or Packages you want to make available to the selected user or group.

NOTE: You can assign access by inheritance. See these examples.

+ An asterisk (*) next to the Session name denotes that a user has inherited access to that
session by being a member in a group.

For example: JohnUser is a member of Group A. If you assign Session1 to Group A, then
JohnUser inherits access to Sessionl. When viewing JohnUser’s assigned sessions, an
asterisk appears next to Sessionl.

To remove a user’s access to an inherited session, click the User, and clear the Allow user to
inherit (*) access to sessions check box (below the list of sessions).

+ Granting access to All users means granting access to the search base, and every user
inherits that access. Such access is extended to individual users only when the Allow user to
inherit (*) access to sessions option is checked.

+ Sessions cannot be assigned to Active Directory primary groups (such as Domain users).

2 Select or clear the option to Allow access to Administrative Console.
When checked, the selected user or group has access to the MSS Administrative Console.

3 The EDIT option is used for Automated Sign-on to a Mainframe, including Reflection/
InfoConnect Desktop - Workspace Automated Sign-on sessions.

4 To assign an automated sign-on session, click EDIT. Then continue with Select the source of the
mainframe user name.

5 Click APPLY to save your assigned sessions.

6 Repeat the steps to Search & Assign sessions to a different user or group.
Related Topics

¢ Search for Users or Groups/Folders

+ Select the source of the mainframe user name
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Select the source of the mainframe user name

In the list of available sessions to assign, the EDIT option displays when Automated Sign-On for
Mainframe is activated.

NOTE: To recap, the configuration of Automated Sign-On for the Mainframe requires:
+ The Automated Sign-On for Mainframe Add-On product is installed and configured on the Host
Access Management and Security Server.

+ A session to the mainframe was created with a log-in macro detailed in the Automated Sign-on
for Mainframe - Administrator Guide

+ The session is assigned to the appropriate user or group. (The session cannot be inherited.)

+ The method for obtaining the mainframe user name is selected (after you click EDIT).

When you click EDIT to assign a session
(continuing from Assign Sessions step 3)
1 When you click EDIT, the Source of mainframe user name panel opens, which identifies the
selected user and the session that you want them to automatically log on to.
2 Choose the method to derive the mainframe user name:
+ Not set
This default must be changed for automated sign-on.
+ UPN

Select this option to request a PassTicket from DCAS by deriving the mainframe user name
from the User Principal Name (UPN) of the user. The UPN is typically available from a smart
card or client certificate, and is a standard attribute in Active Directory servers.

A UPN is formatted as an internet-style email address, such as useri d@lonmai n. com and
Management and Security Server derives the mainframe user name as the short name
preceding the '@"' symbol.

+ LDAP attribute value in the authenticating directory

Select this option to perform a lookup in the LDAP directory (defined in Authentication &
Authorization) and return the value of the entered attribute as the mainframe user name.

Enter the LDAP attribute. Note: All LDAP attributes must meet these criteria:
— must begin with an alpha character
— no more than 50 characters
— any alphanumeric character or a hyphen is permitted
+ LDAP attribute value in a secondary directory

When using a secondary LDAP directory, you can use this search filter to find the user
object in the secondary LDAP directory. The value is returned as the mainframe user name.

Note the criteria for LDAP attributes, listed above.
+ Literal value

This option is available for sessions assigned to users, but not groups. This method is
typically used for testing, not for production.
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Enter a value that meets these criteria:
— up to eight alphanumeric characters
— no spaces
— no other characters

3 If you configured multiple DCAS servers, select the one to use for this automated sign-on
session.

An asterisk (*) appears next to your preferred DCAS server; however, you can select a different
one.

4 Click OK.
Related Topics

¢ Search & Assign
+ Assign Sessions or Packages

+ Currently Assigned

Currently Assigned

The Currently Assigned view lists all of the users and groups who have been assigned one or more
sessions or packages.

Click a user or group in the Search Results. Their assigned sessions are checked.

Providing Access to Assigned Sessions

The Assigned Sessions list is an HTML portal that provides users with the ability to launch the
sessions that have been assigned to them.

After a user authenticates to the MSS server, they see their list of entitled sessions. The list is
available at

https://<mssserver >/ sessi ons/

Requirements: Sessions from the following products may be launched from the Assigned Sessions
list:

+ Host Access for the Cloud (2.6 or higher)
HACloud users can also access their assigned sessions by logging in to the HACloud session
server directly.

+ Reflection Desktop (17.0 or higher)

Reflection Desktop users can access their assigned sessions when Desktop is configured for
centralized management.

+ InfoConnect Desktop (17.0 or higher)

InfoConnect Desktop users can access their assigned sessions when Desktop is configured for
centralized management.

+ Reflection for the Web (13.2 or higher)
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Note: Please see important notes regarding load balancer configuration when using a load
balancer in front of the Assigned Session list. See Using a Load Balancer.

Related Topics

¢ Search & Assign
+ Manage Sessions

+ Authentication & Authorization
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5 Configure Settings

Use these settings to enable features in Management and Security Server.

+ General Settings

+ General Security

¢ Secure Shell

¢ Certificates

¢ Trusted Certificates

¢ Credential Store (Reflection for the Web)
+ Security Proxy Server

¢ Authentication & Authorization

¢ Product Activation

+ Automated Sign-On for Mainframe
+ Metering

¢ Terminal ID Manager

¢ Clustering

+ Logging

General Settings

Configure these settings for using Management and Security Server.

+ Set VPA number

+ Set server name

Set VPA number

The volume purchase agreement (VPA) number appears in the client’s About box and is used by the
Metering server. If the VPA is unspecified, it is reported as 00000 in the emulator and in metering
reports.

If you did not enter your number during installation, you can add it here.
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Set server name

You can enter up to 45 characters to identify this MSS Administrative Server. This name is helpful for
debugging in larger environments where more than one MSS Administrative Server is in a cluster or
behind a load balancer. In these cases, it can be difficult for the client to determine which MSS
Administrative Server is being accessed.

This string is printed in the console.

General Security

The General Security panel prompts you to set (or change) passwords, configure smart card settings,
and set other security options.
+ Server access protocol
¢ Restrict administrator account
¢ Change administrator password
+ Require new login
+ Smart card settings
¢ Certificate chooser prompt
+ Enable identity verification
+ Change keystore password
+ PKI Server

+ Keychain

Server access protocol

By default, Management and Security Server allows browsers to use the HTTP protocol to
communicate between the client computer and the Management and Security Server. Although
HTTP is universally available, information exchanged using HTTP is sent in clear text and is vulnerable
to unauthorized access.

To secure your passwords and other sensitive data, we recommend that you require browsers to
connect to Management and Security Server using the HTTPS protocol, which provides TLS
encryption. To require HTTPS:

+ Check Require HTTPS for connections to the Management and Security Server.

+ Make sure TLS is enabled on your web server.

If you installed Management and Security Server with the automated installer, TLS is enabled
with a self-signed server certificate.

NOTE: When users first request a session, they may see a warning that the certificate is not
trusted by their browser. Generally, users can choose to permanently accept the certificate.

If your web server uses a certificate signed by a popular Certificate Authority, most browsers are
able to establish a TLS connection without going through the security warning.
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Use the HTTPS Certificate Utility to manage the Administrative Server certificate. The HTTPS
Certificate Utility installs with Management and Security Server, and is available from the Start
menu.

Related Topics

+ Smart card settings

+ General Security

Restrict administrator account

Use these settings to limit access to the Management and Security Server administrator account.

IP range

Enter a range of IP addresses -- either IPv4 or IPv6 -- for devices that are allowed to log in as
administrator. IP addresses outside this range will be rejected even if the correct password is
entered.

Note: If the designated machines have multiple IP addresses, enter all of the possible IP addresses
that the client might send.

You can use an asterisk (*) as a wild card in any part of the IP address. Use a single * (the default) to
allow anyone with the password to log in as administrator. To restrict access, you must include * or a
number in each section of the address.

Use a hyphen (-) to indicate an inclusive range of addresses and a comma (,) to list individual
addresses. Examples:

This entry... allows access from...

* all IP addresses

123.* *.* all IP addresses that begin with 123
123.123.4.5-123.123.4.7 only 123.123.4.5, 123.123.4.6, and 123.123.4.7
123.*.*.*,246.246.0.1 all IP addresses that begin with 123 and from 246.246.0.1
123.123.4.5 only the given IP address

Maximum allowed attempts before lockout

After a user has attempted to log into the administrator account the specified number of times
without providing the correct password, the user is locked out. This feature helps to guard against
brute force attacks.

A zero (0) here or in the following field disables the lockout feature. This is the default.
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Lockout duration (seconds)

This field specifies the length of time a user remains locked out after the specified number of failed
login attempts. This feature helps to guard against brute force attacks.

A zero (0) here or in the preceding field disables the lockout feature. This is the default.
Related topics

¢ General Security

Change administrator password

Each time you log on to Management and Security Server as an administrator, you enter a password,
which opens the Administrative Console:

<host nane>/ adm nconsol e
To change the administrative password, you can either

+ use the Administrative Console (Configure Settings - General Security).

¢ run the Password Change Utility.

Running the Password Change Utility

The password change utility allows you to re-set the administrative password without needing to log
in to the Administrative Server.

To change the password:

1 Choose an option to run the installed Passwor dChangeUtility.
+ On Windows: Run the utility from the install location:
[ MssServerinstall] ...\MSS\utilities\bin\PasswordChangelUtility.exe
+ On UNIX or Linux: Run the utility from
...lmss/utilities/bin/PasswordChangeUtility

+ On a command line: run the utility in command line mode (-c) .

2 Follow the prompts to change and save the password.

3 Restart the MSS Server.
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Related topics

+ General Security

Require new login

Set the time when the administrator must log in (again).

Require a new login to the server after an inactive period (minutes)

Management and Security Server times out when a user has not launched a session or otherwise
interacted with the Administrative Server during the specified time. The user must log in again to
open a new host session or access the Administrative Console. Host sessions that are already open
are not affected.

NOTE: When you are configuring sessions and settings, you may want to lengthen the timeout
period to avoid disruption. Then, reset the time when you’re done.

Require new login for each host session launched by a user

When LDAP authentication is in effect, you can require users to log in to the Administrative Server
each time they launch a session. This option does not apply when the user is logged in as
administrator.

Related topics

+ General Security

Smart card settings

Smart cards store digital certificates that can be used to validate (authenticate) a user’s identity to
the network. Digital certificates are used in X.509 systems, and are part of an organization’s public
key infrastructure (PKI). Smart card support is available only on Windows platforms.

The default setting

Management and Security Server’s default smart card parameter specifies the provider, sunpkcs11,
and the associated certificate attributes.

If you use a different provider, enter the smart card provider along with certificate attributes to
identify valid certificates on the user's smart card. For details and examples, see About smart card
parameters.

Smart card libraries

Applies to: Reflection for the Web.

Smart card libraries are required when using sunpkcs11 to access smart cards. (MSCAPI uses DLLs
that ship with Windows, and the provider DLLs do not need to be specified in this field.)
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SunPKCS11 requires one or more libraries, such as ActivClient. Noting the library examples provided
in Management and Security Server, you could use acpkcs211 instead of acpkcs, and
acpkcs211. dl | instead of acpkcs201. dl | . Separate the library names with commas.

Note: When using ActivClient7 with Management and Security Server, you must include the full
Windows short (MS-DOS) path to the dll. For example, the short path on a Windows x64 system
would be C: \ PROGRA~2\ Activlidentity\ActivCient\acpkcs21l.dll

Paths on a Windows machine can use either forward slash (/) or backward slash (\ ) file
designations.

About smart card parameters

Applies to: Reflection Desktop (for Centralized Management) and Reflection for the Web
Smart card parameters can be used as filters to identify valid certificates on a user's smart card.

The smart card setting in Management and Security Server includes the smart card provider and
certificate attributes as a filter to select a valid identity certificate.

Smart Card Provider

The first part of the parameter identifies the software provider that Management and Security
Server should use to access the smart card certificate reader on the client machine.

In the default parameter, sunpkcs11 (Public-Key Cryptography Standard) is the intended software
provider. Another valid provider is MSCAPI (Microsoft CryptoAPI, native to Windows).

If you use a smart card provider other than sunpkcs11, enter the provider followed by the desired
certificate attributes. A colon (:) is required to separate the provider from the filter when multiple
masks are used (See Certificate Attributes).

Certificate Attributes

The next part of the default parameter is made up of two filters, separated by a semi-colon (;). Each
filter consists of Object-ID (OID) masks that specify certificate attributes. The masks specify which
certificate attributes (encoded tokens) MUST (+) or MUST NOT (-) be on the certificate before it can
be used for login or client authentication.

The default parameter specifies these attributes:

KU+DI GSI G KU- NONREP, EKU+CLI AUTH, EKU+SCLOG N, EKU- EMLPROCT;
KU+Dl GSI G KU+NONREP, EKU- NONE.

The first filter uses the following logic for each attribute to be TRUE. When all attributes are TRUE,
the certificate is valid and can be used for authentication.

+ KU+DI GSI G Key Usage of Digital Signature OID MUST be present in the certificate.

+ KU NONREP: Key Usage of Nonrepudiation OID MUST NOT be present in the certificate.

+ EKU+CLI AUTH: Extended Key Usage of Client Authentication OID MUST be present in the
certificate.
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+ EKU+SCLOA N: Extended Key Usage of Smart Card Login OID MUST be present in the
certificate.

+ EKU- EMLPROT: Extended Key Usage of Email Protection (called Secure Email) OID MUST NOT
be present in the certificate.

If any attribute in the first filter is FALSE, the second filter is used. The second filter in the default
parameter uses this logic for each attribute to be TRUE:

+ KU+DI GSI G Key Usage of Digital Signature OID MUST be present in the certificate.
+ KU+NONREP: Key Usage of Nonrepudiation OID MUST be present in the certificate.
+ EKU- NONE: Extended Key Usage MUST NOT be present in the certificate.

Related topics

+ General Security

Certificate chooser prompt

After a user inserts a smart card and enters the Personal Identification Number (PIN), a list of
certificates displays. Use this setting to select how the user is prompted to choose a certificate.

Show certificate prompt

This default option requires the user to choose the correct certificate each time they log on. In the
displayed list, the Type column can help to identify the proper certificate.

Show certificate prompt and allow user to save selection

This option allows the user to save the certificate selection. When the user chooses to save the
selection, the cached certificate is used for this connection and the user will not be prompted to
choose the certificate on subsequent logons.

Related topics

+ General Security

Enable identity verification

When a Reflection for the Web session is set to use TLS to connect to the host or the Security Proxy
Server, the emulator applet authenticates the server to which it is connecting using the host or
security proxy certificate.

When Enable server identity verification is selected, the applet checks the common name on the
certificate against the name of the host or server. You must ensure that the common name on the
server certificate is the same as the name of the host or proxy server to which it has been issued.

When the client verification option is cleared, the applet verifies that the server has a trusted
certificate, but does not check that the server presenting the certificate is actually the one to which
the certificate was issued.

If the connection uses TLS, the common name on the server certificate must always match the host
or security proxy server name, regardless of whether server identity verification is selected.

Configure Settings 41



42

You can override this setting on a per session basis with the server | dentityOverri de applet
parameter.

Related topics

+ General Security

Change keystore password

You can set a password to protect keystores and private keys that are stored on the Management
and Security Server. The password set here protects the keystores in the MSSDat a/ t r ust edcerts
folder, which includes:
+ the Management and Security Server certificate and private key
+ the client certificate and private key
+ the imported certificates on the Terminal Emulator Client trusted certificate list, which are listed
on the Configure Settings - Trusted Certificates panel

For details about the t r ust edcert s keystores and other credential stores in MSS, see the Technical
Reference, Credential stores used in Management and Security Server.

To change the password for this keystore, enter the existing password and the new password. Click
APPLY. If a keystore password has not been previously set, leave the Existing password field blank.

NOTE: This password does not protect:

+ the trusted certificates from certificate authorities (CA) for the Terminal Emulator Client that
are listed in the Trusted Root Certificate Authorities table on the Configure Settings - Trusted
Certificates panel.

+ the Management and Security Server Trusted Certificate list.

To change the password that protects these certificates, see Keystore Password for the Trusted
Certificates List.

Keystore Password for the Trusted Certificates List

The Administrative Server uses the JVM (java virtual machine) default password, changei t, to
protect the Administrative Server's trusted certificate list. The keystore for the Administrative Server
trusted certificate list is stored within the j ava. hone directory for the JVM that is installed with the
Administrative Server.

The default location on a Windows platformis C: \ Program Fil es\M cro
Focus\MsSS\jre\jre\lib\security.The keystore is stored in the cacert s file.

To change the password that protects the Administrative Server's trusted certificate list:

1 Open a Command Prompt. Change to the installation directory. On a Windows platform using
the default installation, change to C: \ Program Fil es\M cro
Focus\MsS\jre\jre\lib\security.Thecacerts fileis in this directory.

2 Enter the following command:

..\..\keytool .exe -storepasswd -v -new new pass -keystore cacerts
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Where new_pass is your new password, and cacert s is the file in which the keystore is
stored.

3 In the Enter keystore password prompt, type the current password, which by default is
changei t, and press Enter.

The new password is saved to cacerts.

4 Use your new password (new_pass in this example) to import an untrusted certificate when
configuring LDAP or to view and modify trusted certificates on the Configure Settings - Trusted
Certificates panel.

Related topics

+ General Security

PKI Server

You can use PKI Services Manager to validate client certificates used to authenticate to Management
and Security Server.

NOTE: PKI Services Manager is available as a separate download from the same product download
page as Host Access Management and Security Server.

Two options can be set on this panel to use PKI Server:
+ when the authentication method is X.509 with Fallback to LDAP authentication

Check this box if you want PKI Services Manager to validate the certificates used to authenticate
to Management and Security Server.

+ by the terminal emulation and file transfer clients

Check this box if you want PKI Services Manager to validate the certificates used to authenticate
the clients.

After the PKI Services Manager is installed and configured, enter:

+ PKI Server address: the name or IP address of the computer running PKI Services Manager.

+ PKI Server port: the PKI Services Manager port. (The default is 18081.)
Related topics

¢ General Security

Keychain

The passwords and passphrases (such as LDAP server passwords) used by the Management and
Security Server are stored in an encrypted keychain. The keychain file is located in MSSDat a/
keychai n. bcf ks.

At server startup, the keychain file is unlocked for use by the Management and Security Server.

If you wish to change the default keychain settings, be sure to read the CAUTIONS before you
proceed.

. Use a keychain password file to allow unattended server startup.
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Checked by default, this setting enables unattended startup of the Management and Security
Server. The keychain password is written to the keychain password file, M5SDat a/
keychai n. pwd.

On subsequent server startup or restart, the keychain password is read from the keychain
password file, and the keychain is unlocked without needing additional action by the
administrator.

NOTE: The system administrator MUST restrict the file system permissions for the
keychai n. bcf ks and keychai n. pwd files to only Read/Write access by root and the process
that runs the Management and Security Server. All other access to these files must be denied.

CAUTION: When this option is not checked, the keychain must be manually unlocked. The
system administrator must run the Keychain Utility application, available from the Start menu,
and enter the keychain password. (The Keychain Utility is installed with Management and
Security Server.)

+ Keychain port for submitting the unlock password

This setting defines the port number that the keychain service listens on. To change the default
port (12797), enter a local port number from 1 to 65535. Or, enter O to allow a random port
assighment.

When the keychain must be manually unlocked, this port is accessed by the Keychain Utility.
+ To change the keychain password:
1. Enter the Existing password for unlocking the keychain file.
The default password is changei t .
2. Enter and Confirm your new keychain password.

The keychain password is case-sensitive.

CAUTION: When using Clustering, the keychain is replicated, but the keychain password is not
replicated.

Each server in a cluster has its own password to encrypt/decrypt the keychain. Changing the
keychain password on the MASTER server will not change the password on the other nodes in the
cluster. As a result, the system administrator will need to keep track of each server’s password.

If the administrator chooses to run in attended mode, where the Keychain Utility is used to specify
the keychain password for the server during startup, the administrator will need to enter the unique
password for each server on the cluster.
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Related topics

+ General Security

Secure Shell

Use the Secure Shell panel to manage the public and private keys needed for secure shell (SSH)
connections.
+ “Known Hosts List” on page 45

+ “Shared User Key Pair” on page 46

Known Hosts List

The known hosts list contains the public keys of hosts that the terminal emulator can connect to
using secure shell. When an SSH connection is negotiated, the client authenticates the host against a
list of known hosts.

The known hosts list on the Management and Security Server can be used by all clients, similar to
the default user key pair. The table displays the hosts that are known.

To add a host to the list of known hosts, import a file that contains the host's public key.
1 Inthe/ et ¢/ ssh directory, locate the file that contains the public key, such as
ssh_host _<al gori t hn»_key. pub.
The format of the file can be OpenSSH, Base64 encoded.DER, or .PFX.
2 Add hostname,ip if the file does not already contain that information.
That is, be sure the file contains host nane, i p al gori t hm key. For example:

nySSHhost, 10. 10. 1. 1 ssh-rsa

AAAAB3Nz aBlyc 2 EAAAABI WAAAI EAOVR3al Rt i | XquUmXt xwsoi 3r MchY9j wi

I VO3W/UNvSh/ xnl f oMeser Y5DF Ug+eqUPzLX0ef JM k22VFAzFo+ZCOnl Hoj 39yNi 2al/
7dAJYECaHo7pxhl LHAZXx XbwOpWsns 3aac ¢ WOOEA+Fy zv8Dppp@W pDf f W XWNCR22s U=

3 Copy the key file into this directory on Management and Security Server:
Unix: / var/ opt/ m crof ocus/ mes/ mesdat a/certificates
Windows: C. \ Progr amDat a\ M cr o Focus\ MSS\ MsSDat a\ Certi fi cat es
4 On the Secure Shell panel, under Known Hosts List, click + IMPORT.
5 Enter the required information:
+ File name: the name of the file with the host’s public key that you copied (step 2).
+ Public key file password: if required.

+ Host name: as specified in the public key file. The name you enter must exactly match the
hostname in the public key. For example, if the hostname in the key is
host nane. exanpl e. com and you enter host nang, the import will not work.

+ Host IP address: as specified in the public key file, if present. If there is no IP address in the
public key file, leave this field blank.

6 Click IMPORT.

This host now displays in the Known Hosts List.
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Shared User Key Pair

A user key pair is a public and private key used to authenticate a web-based client to a secure shell
host. Although each typically has unique keys, a key pair can be shared among users.

To share a user key pair, choose one of these methods:

+ “+ GENERATE” on page 46

¢+ “+ IMPORT” on page 46

+ “EXPORT” on page 47

+ “Shared User Key Pair Details” on page 47

+ GENERATE

The generated user key pair will be stored on the Management and Security Server and
automatically deployed to Reflection for the Web clients.

To generate a key pair, enter the required information:

+ Key algorithm: RSA (the default) or DSA
+ Encryption key length: the size of the public and private keys. Longer keys are more secure but
may take more time to generate.

When you click APPLY, the key pair is created in the MSSDat a/ t r ust edcert s folder as
sshclient. bcf ks, and the details are displayed in this panel.

+ IMPORT

A public key and its associated private key pair can be imported from a local workstation.
To import a key pair to the Management and Security Server:
1 Copy the key pair file or files to the cer ti f i cat es directory on the Management and Security
Server:
UNIX: / var/ opt/ m crof ocus/ nss/ nssdata/ certificates
Windows: C. \ Progr anDat a\ M cro Focus\ MSS\ MsSDat a\ Certi fi cates
2 Enter the File name.

+ If the keys are in OpenSSH format files, enter the name of the private key file. The public
key must be in a file with the same name and a . pub extension.

¢ If the keys are in a .PFX format file, enter the file name.

3 Enter the Password that protects the private key. If the file is not protected, leave this field
blank.

4 |If the file contains multiple certificates, enter the Friendly name of the one associated with the
desired key pair. Otherwise, leave this field blank.

5 Click IMPORT. The key pair file is created in the MSSDat a/ t r ust edcer t s folder, and the
details are displayed on this panel,
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EXPORT

You can export the shared user public key or key pair to an OpenSSH or secssh format file.

Specify a file name for export; for example, i d_r sa. The public key is written to a file with this name
and a . pub extension. When selected for export, the private key is written to this file.

The file or files are written to this folder on the Management and Security Server:
UNIX:/var/opt/ m crof ocus/ nes/ nesdat a/ certificates
Windows: C. \ Progr anDat a\ M cr o Focus\ MSS\ MsSDat a\ certi ficates
Check or enter the required information.
+ Export the private key with the public key - otherwise, only the public key is exported.
+ Overwrite existing file(s) - if other key files exist with the name.

+ Key file name - a name for the file that will be created by the export operation.

Enter the name for the private key (the file name with no extension) even if you are exporting
only the public key.

+ Private key passphrase (optional) - if you are exporting the private key, you can protect it with a
password you enter here.

Note: The password does not apply to the public key.

Shared User Key Pair Details

+ Public Key Algorithm - the algorithm used to generate the host's key pair.

+ Public Key Fingerprint (SHA-1) - A message digest of the public key made using the SHA-1
algorithm. The fingerprint can be used by a client to validate the public key.

¢ Public Key Fingerprint (MD5) - A message digest of the public key made using the MD-5
algorithm.

Related Topics

+ Configure Settings

Certificates

Certificates in Management and Security Server generally identify a client or server. (Client
certificates can identify individuals.)

During authentication, Entity A presents a certificate to Entity B, which checks the signature against
its store of trusted certificates. If the certificate or its root is trusted, the transaction proceeds. If not,
Entity B may either reject the transaction or present Entity A's user with a warning.
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Server certificates. The need for server certificates depends on the security settings that are used
for your terminal sessions:
+ If you use TLS security, the Host needs server certificates.

+ If you use the Security Proxy Server, both the Management and Security Server and the
Security Proxy need server certificates.

Use the Certificates panel to generate and apply a self-signed certificate for Management and
Security Server or to import a signed client certificate to share.

+ “Administer the Management and Security Server Certificate” on page 48

+ “Administer Shared Client Certificate” on page 49

¢ “Other certificates” on page 49

Administer the Management and Security Server Certificate

Management and Security Server requires a certificate to connect to the Security Proxy. You can
generate a self-signed certificate or import a CA-signed certificate and private key.

Generate a self-signed certificate

This form generates a self-signed Management and Security Server certificate that can be used to
connect to the Security Proxy. If a self-signed server certificate already exists, the certificate
generated here will replace it.

To generate the certificate:
1 Enter the Common name of the site on which the certificate will be installed, such as
host nanme. conpany. com(for an external site) or hostname (for an internal site).
2 Enter the required information.
3 Open Advanced Settings, and confirm or change the settings, as desired.
4 Click +GENERATE and VIEW DETAILS to verify your entries.

Import a key pair

If a server certificate and private key already exist, the imported key pair will overwrite them.
To import the key pair:
1 Copy the file containing the certificate and the private key into this folder on the Management
and Security Server:
UNIX: / var/ opt/ m crof ocus/ mss/ nesdat a/ certificates
Windows: C. \ Progr amDat a\ M cr o Focus\ MSS\ MsSDat a\ Certi fi cat es
2 Enter the required information.
Keystore file name: the file that contains the certificate
Keystore password: that protects the file that contains the certificate
Friendly name: so you can easily identify the certificate
3 Click IMPORT.
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Related topics

+ Administer Shared Client Certificate

+ Other certificates

Administer Shared Client Certificate

A client certificate is used to identify users connecting to the Security Proxy or to a TLS host when
client authentication is required. If all users share the same client certificate, the Administrative
Server can automatically distribute it to the Reflection for the Web emulator clients when needed.

If a server certificate and private key already exist, the imported key pair will overwrite them.
To import the key pair:
1 Copy the file containing the certificate and the private key into this folder on the Management
and Security Server:
UNIX: / var/ opt/ m crof ocus/ mss/ nesdat a/ certificates
Windows: C. \ Progr anmDat a\ M cro Focus\ MSS\ MsSDat a\ Certi fi cat es
2 Enter the required information.
Keystore file name: the file that contains the certificate
Keystore password: that protects the file that contains the certificate
Friendly name: so you can easily identify the certificate
3 Click IMPORT.

Related topics

¢ Other certificates

+ Administer the Management and Security Server Certificate

Other certificates

Certificates that are needed for other functions are managed differently.
+ To generate other self-signed certificates or to import signed certificates to the Security Proxy,
clients, or host systems, use the certificate features in those components.
+ Use the Security Proxy Wizard to manage the Security Proxy certificate.

+ Use the HTTPS Certificate Utility to administer web certificates (for use with Tomcat) or to
generate a Certificate Signing Request (CSR)

HTTPS Certificate Utility

This utility installs or updates a certificate for the HTTP server functionality that is included with
Management and Security Server (from the Start menu). This certificate enables clients to establish
secure connections (HTTPS) to the services provided by the Management and Security Server.

The HTTPS Certificate Utility also provides the option to create a private key and a Certificate Signing
Request (CSR).
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How to Generate a Certificate Signing Request (CSR)

A Certificate Signing Request or CSR is a block of encoded text that is given to a Certificate Authority
(CA) when applying for an SSL Certificate. The CSR includes identity information and a public key. A
CA verifies the identity of the server's domain name and its owner and then adds a signature to the
certificate to verify the server's authenticity to other computers.

The Certificate Authority uses a CSR to create your SSL certificate, but it does not need your private
key. Keep your private key secret.

Choose a method to generate a CSR and obtain a CA-signed certificate:

¢ “Use the HTTPS Certificate Utility” on page 50
+ “Use a Certificate Authority’s Instructions” on page 51

+ “Use Commands for Keytool or Openssl Tool” on page 51

Use the HTTPS Certificate Utility
To generate a CSR and a new private key:
1 Open the HTTPS Certificate Utility from the Start menu. (It installs with Management and
Security Server.)
2 Proceed through the utility, and review your previous actions, if pertinent.

3 On the Select a certificate action screen, select Generate a new key pair and Certificate Signing
Request.

4 Proceed through the screens to specify information for the certificate:
¢ a Friendly Name

¢ a Common Name

*

the certificate's organization and locality

*

the certificate's validity and key length

*

the directory that will store the private key and the CSR

*

the certificate store's File name, File type, and Password that will be used to store the
private key and the CSR

5 Note the Next steps and Quit the HTTPS Certificate Utility.

6 Send the *. csr file from the directory you specified to the Certificate Authority (CA) of your
choice. Do not send your private key.

7 When the signed SSL certificate is received from the CA (response time varies), return to the
HTTPS Certificate Utility to import the certificate together with the private key that was
generated in the previous steps.

8 Proceed to the Select a certificate action screen, and select Import a certificate and private key.
9 Enter the certificate store file name that you previously specified.
10 Enter the keystore's password.

11 Click Next to apply the configuration changes. Click Done to close the utility.

Configure Settings



Use a Certificate Authority’s Instructions

To generate a CSR and obtain a CA-signed certificate, choose a CA, follow their instructions, and use
the tools they provide. Here are some examples:

+ DigiCert

+ GeoTrust

+ Thawte
CAs provide detailed instructions for common tools such as keytool and openssl. Some have their

own tools that you can download. Creating a CSR can also be done completely online. For example,
see SSL Tools

Use Commands for Keytool or Openssl Tool

If you are unable to use the HTTPS Certificate Utility or follow the instructions from a CA, you can
use the manual keytool commands for CSR to perform the three steps: generate a key, generate a
CSR, import the response from the CA.

1 keytool -genkey -alias server -keyalg RSA -keysize 2048 -keystore
keystore.jks

2 keytool -certreq -alias server -keyalg RSA -file server.csr -keystore
keystore.jks

3 keytool -inportcert -trustcacerts -file careply -keystore keystore.jks

Or, you can use the openssl tool to generate CSRs and keys in two steps: generate a key and a CSR,
and import the response from the CA.

1 openssl req -new -newkey rsa: 2048 -nodes -keyout server.key -out
server. csr

2 openssl pkcsl2 -export -out keystore.pl2 -in careply -inkey server.key
Related topics

+ Administer the Management and Security Server Certificate

+ Administer Shared Client Certificate

Trusted Certificates

The Certificate Store contains the certificates that are trusted by the terminal emulator client and
the Management and Security Server.

NOTE: When using Clustering, any changes made to the certificate stores (+ IMPORT or DELETE
certificates) will be replicated to the other MSS servers in the cluster. You do not need to repeat the
process on each MSS server.
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Select Terminal Emulator Clients or Management and Security Server to filter the view of trusted
certificates.

+ Certificate Store - Terminal Emulator Clients
¢ Certificate Store - Management and Security Server
+ Certificate Store - Trusted Sub-System

+ Trusted Root Certificate Authorities

Certificate Store - Terminal Emulator Clients

Clients that make a TLS connection to a host or Security Proxy must trust the host or proxy
certificate. This panel presents a list of root certificates trusted by the terminal emulator applet.

The table lists the certificates that have been imported to the terminal emulator applet's trusted list.

To view details about the certificate, click the certificate's Friendly name.

To add a client certificate to the MSS trust store:

1. With Terminal Emulator Clients selected, click + IMPORT.

2. Click UPLOAD. Select the file containing the certificate to upload to the MSS Administrative
Server.

3. Enter the Keystore file name, Keystore password, and Friendly name.
4. Click IMPORT to add the certificate.

5. Restart the MSS Administrative Server.

See Trusted Root Certificate Authorities (collapsed by default).

Certificate Store - Management and Security Server

This collection of certificates includes CA certificates used to authenticate X.509 clients and to
establish other servers as known and trusted to the Management and Security Server. To view
details, click the certificate's Friendly name.

This collection is used for the following features:

+ X.509 with Fallback to LDAP authentication: Add CA certificate(s) needed to authenticate end-
user certificates, such as a certificate stored on a smart card.

For these features, certificates are added to establish the other server as known and trusted.
+ Automated Sign-On for Mainframe: Add a certificate(s) to establish trust of a Mainframe host.
+ Micro Focus Advanced Authentication (MFAA): Add certificate(s) to trust the MFAA host.

Server certificates from other servers should be included in this certificate collection.

To add a server certificate to the MSS trust store:

1. With Management and Security Server selected, click + IIMPORT.

2. Click UPLOAD. Select the file containing the certificate to upload to the MSS Administrative
Server.
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3. Enter the Keystore file name, Keystore password, and Friendly name.
4. Click IMPORT to add the certificate.
5. Restart the MSS Administrative Server.

IMPORTANT: When X.509 with Fallback to LDAP authentication is used in conjunction with other
Management and Security Server features that also use the certificates in this collection (such as
Automated Sign-On for Mainframe), use caution to ensure that trust is not inadvertently broadened
and granted to unintended end-user clients.

See Trusted Root Certificate Authorities (collapsed by default).

Certificate Store - Trusted Sub-System

This collection of certificates includes certificates used to establish other servers as known and
trusted to the Management and Security Server. To view details, click the certificate's Friendly name.

This collection is used for these features:

¢ Clustering: Add certificate(s) to trust other MSS servers in a cluster.

+ X.509 authentication for Host Access for the Cloud (HA Cloud): Add session server certificate(s)
to establish trust between MSS and HA Cloud.

To add a server certificate to the MSS trust store:

With Trusted Sub-System selected, click + IMPORT.

Click UPLOAD to select the file containing the certificate to upload to MSS Administrative Server.
Enter the Keystore file name, Keystore password, and Friendly name.

Click IMPORT to add the certificate.

Restart the MSS Administrative Server.

A

See Trusted Root Certificate Authorities (collapsed by default).

Trusted Root Certificate Authorities

This table is collapsed by default on the Trusted Certificates panel. The table lists the set of
commonly used root certificates in Management and Security Server. To view details about a root
certificate, click its Friendly Name.

If a trusted CA root certificate expires or is compromised, you may need an update.

NOTE: If certificate changes are needed by Windows-based clients to perform X.509 authentication,
you must restart the Management and Security Server for the changes to take effect.
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Credential Store (Reflection for the Web)

The credential store is a database of usernames and passwords that have been used to log on to a
host. Reflection for the Web uses these credentials in conjunction with login macros to automatically
log on to host sessions. The Credential Store requires Windows on the client machine.

+ “Enable credential store” on page 54

+ “Select form of identity” on page 54

+ “Regenerate encryption key” on page 54

+ “Delete selected credentials” on page 55

Enable credential store

Check Enable credential store to save new credentials or read existing ones.

Select form of identity

By default, users are represented in the credential store depending on how they authenticate, such
as with a Windows domain and username.

Check Use LDAP distinguished name to represent users by their LDAP Distinguished Name. This
option requires LDAP authorization to be enabled in Configure Authentication.

Regenerate encryption key

When you enable the credential store, you should back up the key used to encrypt usernames and
passwords in the credential store.

To back up the key, copy [ MSSDat a] / Propert yDS. xm to a secure location. Make a new backup
of Propert yDS. xm whenever you change settings in the Administrative Console so that these
settings will not be overwritten when you restore the file. Note: You need administrator privileges to
open or edit PropertyDS. xni .

When you click REGENERATE KEY:

A new key is generated to either replace an existing key or to add a key when the credential store is
empty. When replacing an existing key, the data is decrypted using the old key and re-encrypted
using the new key. Subsequent encryption uses the new key.

NOTE: Re-encrypting the credential store with a new key could take quite a bit of time. During the
re-encryption, nothing can be written to or read from the credential store.

You cannot regenerate a key if the existing key is corrupted or maliciously altered. You must first
recover the old key from a backup or delete all credentials before generating a new key.
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Recovering an encryption key

To recover the old encryption key from the backup, edit Pr opert yDS. xrmi (requires administrator
privileges):
1. Open the current Propert yDS. xm file and the backup copy in an editor.
2. Copy the values for the following properties from the backup to the current version of
PropertyDS. xm :

CS. EncKey
CS. EncAl gorithm
CS. EncKeylLengt h
CS. Encl V

3. Save PropertyDS. xml.

4. Restart the Management and Security Server.

Delete selected credentials

When the credential store is enabled, new credentials are added when users run sessions configured
with single sign-on macros. As time goes by, you may wish to remove older credentials. Use this
option to delete stored user credentials based on the last-used date.

Note: Once credentials are deleted, they cannot be recovered.
To delete credentials:

1 Select one or more USERS.
2 Sort by CREDENTIAL LAST USED.
3 Check the credentials you want to delete, and click DELETE.

Security Proxy Server

The Security Proxy Server provides token-based access control and encrypted network traffic to and
from user workstations.

After the Preliminary steps are completed, use this panel to import the settings from the Security
Proxy Server to the Management and Security Server

+ “Preliminary steps - Install and Configure” on page 56
+ “Import Security Proxy settings” on page 56

+ “Create and assign secure sessions” on page 57
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Preliminary steps - Install and Configure

Before you can import the settings, you must install the Security Proxy and configure some initial
settings.

Refer to the Technical Reference, Using the Security Proxy Server, for details.

Next Step: Import Security Proxy settings

Import Security Proxy settings

After the Security Proxy is installed, configured, and started, import the Security Proxy settings to
the Administrative Server.

1 In the Administrative Console, open Configure Settings > Security Proxy.
2 Click + IMPORT.

3 Enter the Server name of the computer on which you installed the Security Proxy Server.

NOTE:
+ The Security Proxy Server must be running when you import the settings.

+ The name you enter must match the common name on the security proxy certificate if
client verification of server identity is enabled (the default setting).

The Administrative Server verifies the security proxy server identity by comparing the
common name on the proxy certificate to the name of the server itself. If the names do not
match—for instance, you enter ser ver nane and the server certificate common name is
server nane. exanpl e. com—you may be able to import the certificate, but session
connections through the proxy will fail when the client attempts to verify the server
identity.

+ The Security Proxy server must trust the Administrative Server certificate. (See Preliminary
Steps.)

4 Enter the Monitor port. You can check the Security Proxy Monitor port number in the Security
Proxy Wizard (Advanced Settings).

5 Enter a name that clients would recognize. If a single proxy server name is always used, leave
this field blank.

In some cases, clients may need to access the security proxy using a different name than the
one used to import the security proxy settings. For example, as administrator, your computer
may access the Security Proxy through an internal network, but your end users may access the
Security Proxy from outside the firewall and use a different proxy name. In this case, enter the
name that the clients use in this field.

When both names are entered, the Administrative Server uses the first name to contact the
Security Proxy and import its settings and certificate, and then displays the second name in the
table on the Security Proxy panel and in the Terminal Session tool. Emulator sessions use the
second name to contact the proxy.If any end users contact the Security Proxy using both proxy
names, import the Security Proxy settings twice, and define separate sessions for each proxy
name.
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6 Click IMPORT. After the Security Proxy settings are imported, the Security Proxy server is listed
in the table with its details:

Server name: The name of the server on which the security proxy is installed.

Authorization: The status of client authorization on this server. Authorization is enabled by
default.

Monitor Port: The port on which the Security Proxy listens for incoming communication. Used
when the Administrative Server contacts the proxy to get report information or to import the
security settings. Usually 8080.

Proxy Port: The port the emulator uses to open a secure connection to the Security Proxy.

Supported Protocols: The protocols that are available on the Security Proxy. Each proxy can
support emulation and/or FTP. or the Passthrough proxy (no TLS handshake, client/server
authentication, or encryption).

Destination: When client authorization is turned off, each Security Proxy port connects to one
host. Set the destination host for this proxy port in the Security Proxy Wizard. When client
authorization is on, one port can connect to multiple hosts.

Friendly Name: The name of the server certificate used for this Security Proxy setting.
Cipher Suite: The encryption algorithm used for this proxy port.

7 Accept settings exported from Security Proxy Servers.

When you use the Security Proxy Wizard to set up or change a Security Proxy, you can export
information and certificates directly to the Administrative Server over an HTTP connection. This
information is not encrypted.

To use the automatic export in the Security Proxy Wizard, you must check this box.

IMPORTANT

+ If you change settings on the Security Proxy, you must re-import them to the Management and
Security Server.

+ When you upgrade, open the Security Proxy Wizard, review the status of your Security Proxy
servers, and click Save. This action synchronizes the Security Proxy server with the
Management and Security Server.

Next step:Create and assign secure sessions

Create and assign secure sessions

After the trust between the Administrative Server and the Security Proxy is set, use Manage Sessions
and Assign Access to create and assign secure sessions to authorized users.

For detailed steps, refer to Using the Security Proxy Server:

+ Create Secure Sessions

+ Assign Secure Sessions
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Related Topics

*

*

Preliminary steps - Install and Configure

Import Security Proxy settings

Authentication & Authorization

Choose a method to validate a user’s identity (authentication). Then you can assign sessions to
specific users or groups (authorization).

*

*

*

*

“Choose Authentication Method” on page 58

“Choose Authorization Method” on page 59

“LDAP Server Configuration” on page 59

“Single Sign-on through 11S” on page 64

“Single Sign-on through Windows Authentication” on page 65
“X.509 Configuration” on page 69

“SiteMinder Configuration” on page 73

“Mlicro Focus Advanced Authentication” on page 74

“SAML Authentication” on page 77

Choose Authentication Method

Authentication validates the user's identity based on some credentials, such as a username/
password combination or a client certificate. Select a method to authenticate users:

*

None. Management and Security Server does not present a login screen. Any user can access
their assigned sessions without being prompted for credentials. Session authorization is not
available.

LDAP. Management and Security Server makes a read-only connection to your existing LDAP
(Lightweight Directory Access Protocol) server to verify usernames and passwords. You can also
use LDAP to authorize session access. LDAP is an industry standard application protocol for
accessing and maintaining distributed directory information services over a network.

NOTE: You can enable more than one LDAP server.

Single sign-on through 11S. This option uses Microsoft IIS web server. This option requires no
additional setup as long as you used the automated installer and chose to integrate with IIS
during the installation process. You can find more information on install configurations in the
MSS Installation Guide.

Single sign-on through Windows authentication. For security reasons, this option, which uses
the NT LAN Manager version 2 (NTLM v2) protocol to authenticate users, is not recommended.

For details, see Knowledge Base article 7024851.

X.509 - X.509 is a standard for managing digital certificates and public key encryption. When you
use certificate-based authentication, you can specify the certificate source and setting for LDAP
failover if certificate-based authentication fails.

SiteMinder - To enable this option on a Windows system, install both MSS and a SiteMinder web
agent on the same machine as IIS, and set up the server to use your IS web server.
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¢ Micro Focus Advanced Authentication - MSS provides an optional Add-on to use Advanced
Authentication™, a separate Micro Focus product that provides a multi-factor authentication
solution that uses a chain of authentication methods.

+ SAML - SAML (Security Assertion Markup Language) is an xml-based open standard format that
exchanges authentication and authorization data between an identity provider and a service
provider.

The setup options vary based on your selection.
Related Topics

+ LDAP Server Configuration

+ Enabling Multiple LDAP Servers

+ Single Sign-on through IIS

+ Single Sign-on through Windows Authentication
+ X.509 Configuration

+ SiteMinder Configuration

+ Micro Focus Advanced Authentication

+ SAML Authentication

Choose Authorization Method

The authorization method determines who can access your terminal emulation sessions.
+ Allow authenticated users to access all published sessions

When this option is selected, the Assign Users & Groups panel presents the list of sessions that
you can to publish to all end users. Users see the list of sessions when they log in.

+ Use LDAP to restrict access to sessions

When this option is selected, the Assign Users& Groups panel allows you to assign specific
sessions to specific LDAP users or groups. Logon userids must match those in the LDAP
directory. After the sessions are assigned, the authorized users see their list of sessions when
they log in.

Related Topics

+ LDAP Server Configuration
+ Enabling Multiple LDAP Servers
¢ Choose Authentication Method

+ Assign Access

LDAP Server Configuration

When you use LDAP to authenticate or authorize users, Management and Security Server makes a
read-only connection to the LDAP server. Use these settings to configure that connection.

+ “LDAP Servers” on page 60
+ “Enabling Multiple LDAP Servers” on page 60
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+ “LDAP Configuration” on page 60

¢ “Search Base and Groups/Folders” on page 62
¢ “Certificate” on page 63

+ “Authentication of End Users” on page 63

+ “Validate LDAP Connection” on page 63

+ “Advanced Settings” on page 63

LDAP Servers

You can ADD, EDIT, TEST, or DELETE the connection for each LDAP server. Check with your
organization’s LDAP administrator for more information, if needed to configure these options.

To use more than one LDAP server to authenticate or authorize users, you must first set a property.
See Enabling Multiple LDAP Servers, and then proceed with the LDAP configuration for each server.

Enabling Multiple LDAP Servers

More than one LDAP server can be configured to authenticate and authorize users. A property must
be set, and then the servers can be added and configured.

To enable multiple LDAP servers:

1 Open PropertyDS. xm . (Administrative privileges are required.)
On Windows: C: \ ProgranDat a\ M cro Focus\ M5S\ MsSDat a\

2 Locate this property, and set the value tot r ue:
<CORE_PROPERTY NAME="AC.Di r Al | omMul ti Ldap">
<BOOLEAN>true</ BOOLEAN>
</ CORE_PROPERTY>

3 Save the file.

4 Restart the MSS server.

5 Return to the Administrative Console and enter the LDAP Configuration information for each
LDAP Server.

Or, if you are configuring Single sign-on through Windows authentication, return to Adding
Another Server for Single Sign-on Through Windows.

NOTE: To revert to a single LDAP server, set the property in step 2 to f al se, save the file, and
restart the MSS server.

LDAP Configuration

Click +ADD to open the LDAP Configuration panel, or select a server and click EDIT.
Enter or edit the LDAP Server information.

+ Server type
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Select the type of LDAP server you are using. The options on this panel change depending on
the LDAP server type you select. If you do not see your specific LDAP server in the list, select
Generic LDAP Compliant Directory Server (RFC 2256).

+ Security options

Data can be passed between the MSS Administrative Server and the LDAP server as clear text or
encrypted. The type of encryption used depends on your LDAP server. TLS is available for all
server types, and Kerberos v5 is available for Windows Active Directory.

+ Plain Text. By default, Management and Security Server transmits data between the MSS
Administrative Server and the LDAP server in clear text. If you choose this option, you
should prevent users from accessing the network link between these two servers.

¢ TLS. When using TLS as the security option for an LDAP server, you must import the
server’s trusted certificate. Use the IMPORT CERTIFICATE button (below). If you are
presented with multiple certificates, it is best to import the CA certificate.

+ Kerberos v5. When you select Windows Active Directory with Kerberos, you must enter
the name of the Kerberos key distribution centers. Multiple key distribution centers,
delimited by commas or spaces, can be used. If you do not know the name of the Kerberos
key distribution center, enter the fully-qualified DNS name of the Active Directory server.

The option under the key distribution center name field allows you to encrypt all data
transmitted over the Kerberos connection. By default, only user names and passwords are
passed securely between the Administrative Server and LDAP servers using Kerberos.
Encrypting all data is more secure, but may increase performance overhead.

+ Server name

Enter the LDAP server name as either a name or a full IP address. If you selected TLS, this LDAP
server name must exactly match the Common Name on the LDAP server's certificate.

Multiple server names, delimited by commas or spaces, can be used for failover support. If an
LDAP server is down, the next server on the list will be contacted. In this case, all fields specified
on this panel that are used for LDAP connections should be available on all the LDAP servers,
and should have identical configurations.

Windows Active Directory - DNS domain. When Windows Active Directory is selected (without
Kerberos), you have the option to use a DNS domain instead of a specific domain controller. No
further configuration is required. When selected, you do not need to specify a domain
controller address or the corresponding NetBIOS name because Management and Security
Server provides the Domain Controller Locator Service. This service can be used only when the
Administrative Server is running on Windows.

For example, when you enter a domain name, such as myconpany. com Management and
Security Server automatically finds an available domain server and the domain name, which
can be different from the DNS domain.

+ Server port
Enter the port used by your LDAP server. The default is 389 for plain text or 636 for TLS.

If you are using Windows Active Directory, you may wish to set the server port to the global
catalog port, which is 3268 (or 3269 over TLS). Global catalog searches can be faster than
referral-based cross-domain searches.

¢ Username and Password
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Provide the username and password for an LDAP server account that can be used to access the
directory in Read-only mode. Generally, the account does not require any special directory
privileges but must be able to search the directory based on the most common directory
attributes (such as cn, ou, nenber and nenber O ). Re-enter the password in the Password
confirmation box.

NOTE: The username must uniquely identify the user in the directory. The syntax depends on
the type of LDAP server you are using.

+ For Windows Active Directory with Plain Text, enter

NetBIOS domain\sAMAccountName (such as exanpl edomai n\ user nane)

userPrincipalName (such as user namre@xanpl edonai n. com

or

distinguished name (such as ui d=exanpl enane, DC=exanpl ecor p, DC=com).
+ For any other LDAP server type, enter the distinguished name (such as

ui d=exanpl enane, DC=exanpl ecor p, DC=com.

If this account password changes, be sure to update the account password here and apply the
new settings. To avoid this problem, you may wish to set up an account that is not subject to
automatic password aging policies, or that cannot be changed by other administrators without
notice.

Search Base and Groups/Folders

+ Directory search base

Enter the distinguished name of the node in the directory tree you want to use as the base for
Administrative Server search operations. Examples: DC=ny_cor p, DC=comor
0=ny_corp. com

For more information about how to describe the search base, see the LDAP administrator for
your organization.

Groups or folders

While you can assign sessions to specific users in the directory, you can also assign sessions to
either Logical groups or Folders. Choose the option that reflects the way the data is organized in
your directory -- and the way you want to Assign Access. For instance if you want to assign
access to a folder, then Folders must be selected here.

In Management and Security Server, the term folder is used to describe both organizational
units and containers. Most directories have an organizational structure that uses logical groups;
for example, gr oupOF Narres and gr oupOf Uni queNanes.
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Certificate

Click IMPORT CERTIFICATE to import the LDAP server's trusted certificate into the JRE's default
trusted keystore. This button displays when TLS is selected.

Authentication of End Users

LDAP attribute for identifier. The default LDAP attribute to use as an identifier is available when you

select an LDAP server type.

Default LDAP identifiers:

Server type

Default user identifier

OpenLDAP Directory Server cn
Generic LDAP Compliant Directory Server (RFC 2256) c¢n
RACF Directory Server racfid
Oracle LDAP Directory Server uid
IBM Tivoli Directory Server cn

Windows Active Directory
NetlQ eDirectory

Windows Active Directory with LDAP login form

List of domains*
cn

cn

* When you select Windows Active Directory with Kerberos, you must enter a Kerberos realm (such
as domai n@xanpl e. com. If you are using Windows Active Directory with Plain text, enter a
NetBIOS domain name with a maximum of 15 characters (such as MYCOMPANY, SALES). If you have
more than one domain or realm, separate the entries with commas (for example, 1st Donai n,
2ndDomai n, 3r dDonmai n). When an end user requests the list of sessions, the login panel prompts
for a username and password and displays available domains or realms in a drop-down list.

Validate LDAP Connection

Click TEST CONNECTION to verify that this LDAP server can connect to the Administrative Server
(Management and Security Server). If the test fails, check the logs and resolve the issue before
continuing.

Advanced Settings

Maximum nested level for groups

This number determines how assigned sessions are inherited. If Group A contains Group B of which
JohnUser is a member, and you assign a session to Group A, JohnUser will also have access to that
assigned session. If users do not inherit sessions as you expect, increase this number. Do not raise
this level more than necessary because too high a number can impair performance if you have a
large number of users. The default is 5.
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After the LDAP servers are configured, use Assign Users & Groups to authorize users’ access to
sessions.

Related Topics

+ Manage Sessions

+ Assign Access

Single Sign-on through IIS

This method assumes that Management and Security Server is set up to use Microsoft IIS web server
(Windows only).

If you installed using the automated installer and integrated with IIS during installation, setup is
complete. If you used an alternative installation method, see the MSS Installation Guide for more
information.

Users who have logged in to Windows do not need to log in again to access sessions. You must
administer usernames and passwords through the identity system used by IIS, typically Active
Directory.

This authentication method can be used for the Sessions list as well as the Administrative Console.
To enable Single Sign-on through IIS:
1 Opennss/server/conf/container. properties
2 Insert this line: managenent . server.iis.url= <url>
where <ur | > is the IIS web server address and port along with the /MSS path.

For example:http://<iisserver>/nss or https://<iisserver>/nss (whenTLSis
configured on your IIS server).

If authentication fails, you may need to remove the domain name in order for the domain
credentials to be passed to IIS: http://server/mss.

Credential Prompts When Using Single Sign-on

When Management and Security Server is configured to use Single Sign-On through IIS or through
Windows, a user will be prompted for credentials under certain circumstances:

+ The browser's process owner is not a valid Windows user or a member of the Active Directory
domain. Typically the browser's process owner performs the interactive login to the operating
system. However, an exception to this occurs when the Run As command launches the browser
as a different user.

+ The browser does not support single sign-on using Kerberos.

- In Internet Explorer, this option is enabled by selecting Enable Integrated Windows
Authentication. While this option is enabled by default, it can be overridden through Group
Policies and practices.
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- In Mozilla Firefox, you must configure support for Kerberos authentication. Refer to Firefox
documentation for instructions.

+ When using Internet Explorer, if the managenent . server.iis. url property contains
periods (such as http://www.microsoft.com or http://10.0.0.1), the requested address is
assumed to exist on the Internet. Credentials are not passed automatically, and a credentials
prompt will appear. However, Internet Explorer can be configured to automatically pass
credentials for such an address by adding it to the Trusted Sites list. Alternatively, you can
configure a Custom security level in Internet Explorer to perform an Automatic logon with
current username and password.

NOTE: If you use an MSS load balancer with Single Sign-on through 1IS, additional persistence
configuration is required. See Using a Load Balancer.

Related Topics

+ Assign Access

Single Sign-on through Windows Authentication

This authentication method, which uses NTLM v2, is not recommended for security reasons.

CAUTION: Customers using Single Sign-on through Windows to authenticate to Host Access
Management and Security Server (MSS) are subject to the Netlogon Elevation of Privilege
Vulnerability (CVE 2020-1472).

For details, see Knowledge Base article 7024851.
To use Single Sign-on through Windows Authentication:
1 In Configure Settings - Authentication & Authorization, click Single sign-on through Windows
authentication.
2 Select your authorization method:
+ Allow authenticated users to access all published sessions
+ Use LDAP to restrict access to session

NOTE: The same server will be used for Windows (Active Directory) authentication and
LDAP authorization.

3 Click +ADD and proceed according to your selected authorization method.

+ If you are not using LDAP, continue with the steps to Configure Windows Single Sign-on
(without LDAP) Configure Windows Single Sign-on (without LDAP)

+ If you are using LDAP to restrict access, continue with Use LDAP to restrict access to Single
Sign-on sessions.
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Related topics

+ Configure Windows Single Sign-on (without LDAP)
+ Use LDAP to restrict access to Single Sign-on sessions

+ Adding Another Server for Single Sign-on Through Windows

Configure Windows Single Sign-on (without LDAP)

Use these settings to configure Windows Single Sign-on authentication without using LDAP
authorization.

(If instead you want to use LDAP, click CANCEL. Click Use LDAP to restrict access to sessions, click +ADD
and proceed with Use LDAP to restrict access to Single Sign-on sessions.)

1 Enter the settings to ADD or EDIT an NTLM server for Single Sign-on through Windows
Authentication:

1la Choose and enter either
+ Domain Controller DNS name or IP address

IP address or DNS name of the Active Directory Domain Controller.

NetBIOS hostname of domain controller

The first 15 characters of the domain controller’s host name, for example,
nyConput er.
Note: The term NetBIOS is called pre-Windows 2000 in some Windows utilities.

+ DNS domain

1b NetBIOS domain name
The first 15 characters of the left-most label in the DNS domain name.

Example: For the DNS domain name nydonai n. nyconpany. con enter the NetBIOS
domain value mydormai n.

TIP: To obtain the NetBIOS name for a domain on Windows Server 2000 or higher:
1. Open the Active Directory Domains and Trusts snap-in (domai n. nsc).
2. Inthe console tree, right-click the domain and select Properties.
3. The Domain name (pre-Windows 2000) field displays the Net Bl OS nane.

On Windows Server 2008 or higher, you can also use the Active Directory module for
Windows PowerShell to find the NetBIOS name of a domain in Active Directory Domain
Services.

On Windows Server 2008 only, if the Active Directory module is not available, you may
need to install it first, using this PowerShell command:

i mport-nodul e activedirectory

This example demonstrates how to find the NetBIOS name of the domain called
nydonai n. com
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1d

Get - ADDonmi n -ldentity mydonain.com | findstr /1 NetBl OSNane

Computer account (for servicing)

A computer account in the Active Directory domain. A computer account is different than a
user account. The computer account should not be associated with an actual physical or
virtual computer.

To specify the Computer account for servicing

A computer account's syntax is the pre-Windows 2000 computer name, followed by a $
sign, followed by the @symbol, and then the DNS domain name.

Syntax: <Conput er nanme (pre-W ndows 2000) >$@DNS domai n nane>

For example, if the Computer name is Ref | Ser vi ceAccount, the pre-Windows 2000
Computer name is REFLSERVI CEACCOand the computer account is:
REFLSERVI CEACCCS@rydomai n. com

Computer account password

If the password of the computer account is not already known, it must be explicitly reset in
Active Directory. You can reset a computer account’s password using a simple VBScript, or
the ADSI Edit tool.

2 Click TEST CONNECTION.

This action checks the NTLMv2 connection to be sure the server is listening and is in fact a
domain controller. The test attempts to authenticate to the server using the IP address or alias
for the domain controller, the NetBIOS hostname, computer account, and password.

Note: The Domain is not tested and could still be a cause for error later in the authentication
process.

If the result is Success, click OK.
If TEST CONNECTION fails, check the logs and resolve the issue before continuing.

3 To add another server, see Adding Another Server for Single Sign-on Through Windows.

Related Topics

+ Use LDAP to restrict access to Single Sign-on sessions

+ Adding Another Server for Single Sign-on Through Windows

Use LDAP to restrict access to Single Sign-on sessions

To configure Single Sign-on through Windows authentication with LDAP authorization, first enter
the LDAP settings and then the authentication settings for Single Sign-on through Windows.

1 Enter the LDAP Server information:

*

*

*

*

Server type and Security options
Server name and Server port — or — DNS domain and Server port
Username

Password.

2 Enter the Directory search base, and choose Logical groups or Folders.

3 Enter the Domain used to authenticate end users.

4 |f desired, click Password expiration to set a reminder.
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5 Continue with the Single Sign-on through Windows Authentication Configuration. Enter the
required settings:

5a NetBIOS hostname of domain controller

TIP: To obtain the NetBIOS name for a domain on Windows Server 2000 or higher:
1. Open the Active Directory Domains and Trusts snap-in (domai n. nsc).
2. Inthe console tree, right-click the domain and select Properties.
3. The Domain name (pre-Windows 2000) field displays the Net Bl OS nane.

On Windows Server 2008 or higher, you can also use the Active Directory module for
Windows PowerShell to find the NetBIOS name of a domain in Active Directory Domain
Services.

On Windows Server 2008 only, if the Active Directory module is not available, you may
need to install it first, using this PowerShell command:

i nport-nodul e activedirectory

This example demonstrates how to find the NetBIOS name of the domain called
nydomai n. com

CGet - ADDonei n -l dentity mydomain.com| findstr /1 NetBl OSNane

5b Computer account (for servicing)

A computer account in the Active Directory domain. A computer account is different than a
user account. The computer account should not be associated with an actual physical or
virtual computer.

To specify the Computer account for servicing

A computer account's syntax is the pre-Windows 2000 computer name, followed by a $
sign, followed by the @symbol, and then the DNS domain name.

Syntax: <Conput er name (pre-W ndows 2000) >$@DNS donai n name>

For example, if the Computer name is Ref | Ser vi ceAccount, the pre-Windows 2000
Computer name is REFLSERVI CEACCOand the computer account is:
REFLSERVI CEACCOB@rydonai n. com

5¢ Computer account password

If the password of the computer account is not already known, it must be explicitly reset in
Active Directory. You can reset a computer account’s password using a simple VBScript, or
the ADSI Edit tool.

6 Click TEST CONNECTION.

This action checks the NTLMv2 connection to be sure the server is listening and is in fact a
domain controller. The test attempts to authenticate to the server using the IP address or alias
for the domain controller, the NetBIOS hostname, computer account, and password.

Then, the LDAP connection is tested.

Note: The Domain is not tested and could still cause an error later in the authentication process.
If the result is Success, click OK and continue with your setup.

If TEST CONNECTION fails, the message specifies whether check the NTLM or the LDAP server
connection failed. Check the logs and resolve the issue before continuing.
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7 Advanced Settings: For the Maximum nested level for groups, accept the default (5), or change
the number.

8 Click OK.

9 To add another server, see Adding Another Server for Single Sign-on Through Windows.
Related topics

+ Configure Windows Single Sign-on (without LDAP)
+ Adding Another Server for Single Sign-on Through Windows

Adding Another Server for Single Sign-on Through Windows

You can add one or more Active Directory servers to use Windows authentication with or without
LDAP authorization.

1 Prerequisite: The property must be set to enable multiple LDAP servers—even if you do not use
LDAP to restrict sessions. See Enabling Multiple LDAP Servers.
2 On the Configure Authentication panel, verify that this method is selected:
+ Single sign-on through Windows authentication
3 Select the Authorization method for this server:
+ Allow all authenticated users to access all sessions
+ Use LDAP to restrict access
4 Click +ADD under Servers (or NTLM Servers).
5 Continue with the steps for the selected type of authorization:
+ Configure Windows Single Sign-on (without LDAP)

+ Use LDAP to restrict access to Single Sign-on sessions
Related Topics

+ Manage Sessions
* Assign Access

+ LDAP Configuration

X.509 Configuration

Use this configuration to enable users to authenticate with X.509 client certificates, and then
automatically connect to a host session. Optionally, you can specify settings to fall back to LDAP
authentication if certificate-based authentication fails.

NOTE: X.509 is supported through the HTTPS port. Users should disable HTTP ports when running
X.509.

+ “Pre-requisites” on page 70
+ “Authentication Settings” on page 70

¢ “Certificate Revocation Checking” on page 71
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Pre-requisites

See X.509 Certificates - Setup Requirements to be sure the requirements for this authentication
scheme are met.

Authentication Settings

LDAP options for authentication
+ Fallback to LDAP authentication

Use this option to prompt the user for LDAP credentials when certificate-based authentication
fails.

+ Validate LDAP User Account

Account validation is always enabled and causes authentication to fail when an LDAP search
fails to resolve a Distinguished Name (DN) for the name value obtained from the user’s
certificate. If you are using Microsoft Active Directory as your LDAP server type, additional
validation is performed. User authentication will fail when the user’s Active Directory account is
either disabled or expired.

+ Distinguished Name Resolution Order

The values in this property can be re-ordered, added, or removed. Items are listed in order of
preference. For example, to locate the User Principal Name of the certificate before checking
other values, enter upn, ermai |, cn_val , cn.

+ UPN Attribute Name

This property is used only when upn is present in the Distinguished Name Resolution Order field;
otherwise this property is ignored. The User Principal Name (UPN) is an Internet -style login
name and generally takes the form auser @omai n. com

The UPN value is retrieved from the Subject Alternative Name field in the user’s certificate. The
Administrative Server then performs a search for an LDAP user object, based on the UPN
attribute name and value, to validate that the user object exists in the LDAP database. The LDAP
search filter takes the form of (upn-attri but e- nane=upn-val ue-fromcertificate).
For example: user Pri nci pal Name=auser @lonai n. com

Enter the name of the LDAP attribute used in the LDAP directory where the UPN-style name is
stored. If the LDAP Server type is Microsoft Active Directory, use the default UPN attribute
name: user Pri nci pal Name. Other LDAP implementations may use a different attribute
name, such as emai | or a custom name.

Client options
+ Login Timeout (optional)
This setting logs the date and time of the user's logon to the specified LDAP attribute.

Enter any available single value LDAP attribute, such as w¥\Honre (if using Microsoft Active
Directory), or enter a custom single value LDAP attribute created by the LDAP administrator.
¢ Custom Message when Authentication Fails (optional)

When authentication fails, the user sees the default message, "The attempt to authenticate
using a certificate or smart card has failed."
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You can append the general message with customized text. To do so, use \ n to begin a new line.
For example, to add a Help Desk number, enter

\n\nFor further assistance:\n 1. Cdick OKto log on with User name and
Password.\n 2. Call the Hel p Desk at 411-555-1212.

¢ Custom PIN Prompt (optional)

Use this field to add custom text to the Enter PIN dialog prompt. For example, Ent er your
smart card PIN.

Allowed source of certificates for Reflection for the Web clients
Applies to: Reflection for the Web

+ Select Hard certificates to use smart cards as an alternative to permanently installing client
certificates on local hard drives. This option simplifies user authentication and prevents the
unauthorized capture of passwords over networks. For more information, see Smart card
settings

+ Select Soft certificates to use certificates stored on the client’s computer for X.509
authentication. The user's certificate must be included in a keystore named user cert. pf x.

The admin must copy user cert . pf x to the preference files directory on a client workstation,
typically in C. \ User s\ <user name>\ AppDat a\ Roam ng\ nf nss.

When soft certificates are enabled, X.509 authentication proceeds as follows:

1. The browser on the client is used to browse to the Administrative Server (htt p://
<server name>: <port>/rweb).

2. During X.509 authentication, the launcher checks for the user cert . pf x file before
checking for a smart card.

3. Whenthe usercert. pf x file is found in the preference files location on the client, either
X.509 authentication completes and the user’s list of links displays

an Enter Passphrase dialog box opens, if required for user cert . pf x. Once the user enters
the correct passphrase, X.509 authentication completes and the list of links displays.

Certificate Revocation Checking

Changes to the certificate revocation checking settings below do not take effect until the server is
restarted.

NOTE: If you enable both OCSP and CRL checking, then OCSP will always be tried first. If the
revocation status cannot be determined using OCSP, the validation will fall back to using CRL.

Enable Online Certificate Status Protocol (OCSP)

The Online Certificate Status Protocol (OCSP) is an Internet protocol used for obtaining the revocation
status of an X.509 digital certificate.

Use this option to specify Online Certificate Status Protocol (OCSP) settings that verify the TLS client
certificate chain. OCSP is an alternative to Certificate Revocation Lists (CRLs), and is often
implemented in a Public Key Infrastructure (PKI).
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An OCSP server, also called a responder, may return a signed response signifying that the certificate
specified in the request is good, revoked, or unknown. If it cannot process the request, it may return
an error code.

Enable OCSP

Check this box to enable and configure OCSP options. The OCSP responder's signing certificate is
checked using the same settings as the rest of the certificate validation.

Use Authority Information Access (AIA) Extension

The Authority Information Access (AIA) extension indicates how to access Certificate Authority
information and services for the issuer of the certificate in which the extension appears. When
enabled, the OCSP server URL specified in the Authority Information Access extension of a certificate
is used to check the certificate revocation status using the Online Certificate Status Protocol.

Additional OCSP Responders

In addition to the URLs from the AIA extension, you can specify the URLs (separated by a space) of
other OCSP responders. If you clear the Use AIA Extension checkbox, or if the certificate does not
contain an AlA extension, only the URLs in this text box will be used. HTTP URLs are supported.

Example: htt p: // ocsp. exanpl e. com

Enable Certificate Revocation List (CRL)
Use this option when the revocation status cannot be determined using OCSP.

Enable CRL

Check this box and enter the URLs of Certificate Revocation List issuers to be used for certificate
verification. These are the URLs that your Security Proxy server is set to use when checking the
user's client certificate. Enter each URL, separated by a space. LDAP and HTTP URLs are supported.

Use CRL Distribution Point (CRLDP) Extension

The CRL Distribution Point (CRLDP) extension indicates how to access Certificate Authority
information and services for the issuer of the certificate in which the extension appears. When
enabled, the CLR server URL (specified in the CRLDP extension of a certificate) is used to retrieve the
Certificate Revocation List.

Additional CRL Issuers

In addition to the URLs from the CRLDP extension, you can specify the URLs (separated by a space) of
other CRL issuers. If you clear the Use CRL Distribution Point checkbox, or if the certificate does not
contain a CRLDP extension, only the URLs in this text box will be used.

Examples:
| dap: // myCASer ver. exanpl e. coml CA/ certificaterevocationlist

http://serverl. exanpl e.conm Cert Enrol|/serverl. exanpl e.comcrl
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SiteMinder Configuration

Management and Security Server uses Microsoft IIS to integrate with SiteMinder. For instructions on
how to integrate IIS with MSS and if needed, Host Access for the Cloud, see Using the IS Reverse
Proxy with Host Access for the Cloud.

If you selected SiteMinder as your authentication method, complete the configuration:
+ Agent version

Some configurations vary depending on the version you select.
+ Agent name

The name of the SiteMinder agent that is used by IIS. This is the Name of the agent configured
to work with 1IS that is integrated with the Management and Security Server.

+ Configuration file (version 5+)

Provide a full path to the SiteMinder host configuration file. This is typically SmHost . conf and
resides in the confi g directory in the SiteMinder web agent installation directory.

+ Shared secret (version 4)

The secret used by the policy server to verify the agent. This is the Shared secret that was
created in the SiteMinder Administration tool under System Configuration > Agents.

+ Policy server host (version 4)

The IP address (preferred) or DNS name of the host on which the SiteMinder policy server is
installed.

+ Authentication port (version 4)

The SiteMinder policy server's authentication port. The default for this port is 44442. To check
the port number, open the SiteMinder Policy Server Management Console, click the Settings
tab, and look for the Authentication port number under Access Control. If other SiteMinder
port numbers were changed from their defaults, you must reset the corresponding port
numbers in the Management and Security Server PropertyDS.xml file, located in the MSSData
folder.

+ User identity

Determines which SiteMinder user attribute is displayed in the list of sessions and used for
LDAP authorization.

+ User identity LDAP search attribute (optional)

When the Administrative Server is configured to use authorization, use this field to specify the
LDAP attribute used by the Administrative Server to perform an LDAP search request for the
user's distinguished name (DN). During authorization, the Administrative Server issues an LDAP
search request to obtain the user's LDAP DN. The LDAP search request's filter uses the attribute
specified in this field.

For example, if you enter the value "uid" into this field, then the LDAP search filter will look like:
(uid=<SiteMinder username>) where <SiteMinder username> is the value of the SiteMinder
user's name, obtained from the SiteMinder session token, using the ATTR_USERNAME key.
Example: (uid=johns)

NOTE: When the Administrative Server is not configured for authorization, any value entered in
this field is ignored.
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SiteMinder and 64-bit systems

If you’re using a 64-bit operating system, check to be sure that the PATHvariable places the path to
the 64-bit libraries before the path to the 32-bit libraries. To confirm the order, open a command
window and type: echo %PATH%

If the 64-bit libraries are not first in the path, then edit the PATH variable so that the path to the 64-
bit libraries comes before the path to the 32-bit libraries.

Related Topics

+ Assign Access

¢ Add and Launch a session

Micro Focus Advanced Authentication

Advanced Authentication™ is a separate Micro Focus product that provides a multi-factor
authentication solution to protect your sensitive data by using a chain of authentication methods.

Management and Security Server provides an optional Add-on to use the multi-factor capability. To
enable the Advanced Authentication option, you must have both products installed and configured.

In brief, you must

+ “Step 1. Install and configure the Micro Focus Advanced Authentication product” on page 75

+ “Step 2. Download the Advanced Authentication Add-on activation file.” on page 75

+ “Step 3. Configure Management and Security Server to use Advanced Authentication” on
page 75

Follow the detailed steps.

Step 1. Install and configure the Micro Focus Advanced Authentication
product

You can configure a chain of multiple authentication methods by using Micro Focus Advanced
Authentication.

Refer to the Advanced Authentication Documentation to install and configure the product.

When configuring the Advanced Authentication product to work with Management and Security
Server, these steps are required.
1 Install Micro Focus Advanced Authentication Server, noting the server name (or IP address).
2 Configure the authentication Methods you wish to use for MSS authentication.

Options include LDAP password, Email one-time password (OTP), Time-limited one-time
password (TOTP), Smartphone, and more.

3 Create a Chain.
Add your preferred methods in the order you want the user to encounter them as they log in.

4 Configure a customized Event and name it MSS.
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The event name must match the hard-coded setting in Management and Security Server; thus,
the name must be MBS,

A different name will not work.

Step 2. Download the Advanced Authentication Add-on activation file.

After you obtain the separate license for Host Access Management and Security Server - Advanced
Authentication Add-On, go to the Micro Focus download page (where you downloaded
Management and Security Server).

Download the activation file, named act i vati on. advanced_aut henti cati on-
<versi on>. j aw.

Step 3. Configure Management and Security Server to use Advanced
Authentication

In the MSS Administrative Console, first upload the activation file, and then establish trust between
the Advanced Authentication server and the Management and Security Server.

Upload the activation file:

1 Login to Management and Security Server.

2 Open the Administrative Console to Configure Settings - Product Activation.
3 Click ACTIVATE NEW.
4

Browse to and click the activation file you downloaded earlier:
activation. advanced_aut henti cati on-<versi on>.j aw.

The file is installed and added to the list of Currently Installed products.
Establish trust between the Advanced Authentication server and the Management and Security
Server:
1 In Management and Security Server, open Configure Settings - Authentication & Authorization.
2 Select Micro Focus Advanced Authentication as the authentication method.
If desired, select LDAP as the authorization method.
3 Import the Advanced Authentication server’s certificate:

3a Enter the Server name or IP address of the Advanced Authentication server, noted earlier,
without a protocol. (Thatis, omithttps://.)

For example, enter nyser ver. myconpany. com
Note: The Advanced Authentication server uses Port 443, the default.

3b Click IMPORT CERTIFICATE. A message displays to confirm whether the server is trusted.

NOTE: If you are presented with multiple certificates to import, it is best to choose the CA
certificate.

If you see, “Failed to retrieve the certificate chain for the server,” be sure the server name
is entered correctly. The host name must match the name in the server certificate.
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4 By default, the Verify server identity option checks to make sure the host name is matched with
the certificate from the Advanced Authentication server.

Note: When present, the SAN (Subject Alternative Name) in the Advanced Authentication
server certificate is used, not the common name.

CAUTION: Clearing the Verify server identity check box is a security risk. Do not disable this
feature unless you understand the risk.

5 With Verify server identity checked, click TEST CONNECTION.

The test is successful when the entry for the Advanced Authentication server is valid, and the
server address is in the certificate.

If the test connection fails, troubleshoot as follows:

+ If you see, Advanced Authentication Failure - The hostname you entered does not match
the server certificate, check the certificate in the Configure Settings - Trusted Certificates
list.

Then, return to Configure Settings - Authentication & Authorization and correct the server
name to match the SAN in the certificate.

For instance, a mismatch occurs when you enter the IP address, and the IP address is not in
the certificate.

+ For more information, seet race. 0. | 0g. By default, t race. 0. | og is located in
\ ProgranDat a\ M cro Focus\ M5S\ M5SDat a\ | og.

Use the LogViewer utility to view the trace log file. See Using Log Viewer.
6 When TEST CONNECTION succeeds, you are ready to use Advanced Authentication.

NOTE: If the first authentication request from MSS to the Advanced Authentication server fails,
restart the MSS server to enable subsequent requests to succeed.

SAML Authentication

SAML (Security Assertion Markup Language) is an XML-based open standard format that exchanges
authentication and authorization data between an identity provider* and a service provider**.

This release supports SAML v2.0 Web Browser SSO Profile for Host Access for the Cloud 2.4 or higher.
Configuring Management and Security Server (MSS) to use SAML is a multi-step process.
In general, you must:

1. Configure MSS as a SAML service provider.

2. Download or access the service provider’s metadata from MSS.
3. Export the service provider’s metadata into the identity provider.
4. Map the identifier source.

5. Configure the SAML whitelist.

6. Configure LDAP, when used for authorization.

Follow the SAML Configuration steps.
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* identity provider: the server that issues SAML assertions and performs authentication on behalf
of the service provider.

** service provider: the web server from which you access information or services. MSS acts as
the service provider.

SAML Configuration steps

Be sure to read the Important information, Cautions, and Notes as you configure Management and
Security Server (MSS) to use SAML.

IMPORTANT: The SAML authentication scheme in MSS relies on HTTP session cookies for proper
operation. Consistent use of fully-qualified DNS names across all SAML entities is strongly
recommended. In particular, any clients of MSS should be configured to access MSS using the same
DNS name that is used for the Assertion Consumer Service prefix URL.

Detailed steps:

¢ “Configure MSS as a SAML Service Provider” on page 77
+ “Advanced SAML Service Provider Settings” on page 79
+ “ldentity Mapping” on page 79

+ “SAML whitelist” on page 79

+ “LDAP Servers” on page 80

Configure MSS as a SAML Service Provider
These steps are required before you can download the service provider’s metadata.

1 Import the identity provider’s metadata to MSS (the service provider).

Click IMPORT and enter the file name or the HTTP endpoint (a URL). You may need to consult
with your SAML administrator to locate the metadata.

After importing, click APPLY to store the metadata.

Note: The colored box under the IMPORT button displays the status of the identity provider
(IdP) metadata: not stored, imported, or stored.

2 Enter the service provider SAML Entity ID. The entry can be either a URL (preferred) or a URN
for your installed Management and Security Server.

URN examples: com conpany: host nane: sp, com ni cr of ocus: nssprod: sp
3 Enter the SAML Assertion Consumer Service prefix URL.

This entry is the prefix URL for the MSS endpoint that handles SAML assertions. At runtime, this
prefix is used to build the web endpoint for the SAML assertion consumer service (SACS) and
will resolve to <prefi x URL>/ cal | back.

For example, if your prefix is ht t ps: // host nane. domai n. coni nss , then at runtime, the
assertion consumer service will be ht t ps: // host nane. donai n. conf nss/ cal | back

CAUTION: The value specified for the prefix URL must meet these requirements. If you
encounter an error message, be sure these requirements are met:

¢ The prefix URL value must end with the MSS server's web application context.
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For example, the default context is / nss.

+ The protocol must match the one used by MSS clients attempting to authenticate using
SAML.

For example, when using SAML authentication in Host Access for the Cloud, the protocol
specified in the managemnment . server. url property in Host Access for the Cloud must
match the protocol of the prefix URL defined in this field: ht t p or ht t ps. A mix of
protocols (http and https) is not supported.

Click APPLY.

The Download button is enabled when these values have been specified and applied:
+ |dentity Provider metadata
+ Service Provider SAML Entity ID
+ SAML Assertion Consumer Service prefix URL

Sign Requests. Check this box to sign the SAML service provider requests made by MSS.

NOTE: If needed, a different private key and/or certificate may be specified in the keystore
named sanl . bcf ks, located in the MSSDat a directory. You can manage this keystore with
Java's KeyTool.

When the sani . bcf ks keystore is changed, restart MSS, and then repeat the steps to
Download the service provider (MSS) metadata and EXPORT it to the identity provider.

Download or access the service provider (MSS) metadata.

Use the Download button or the HTTP endpoint defined in the Export service provider’s
metadata field.

Export the service provider’s metadata to the identity provider.
Refer to your identity provider’s documentation to complete these steps:
7a Upload the service provider metadata to the identity provider.

7b Configure the identity provider to trust MSS (the service provider).

Advanced SAML Service Provider Settings
These properties can be set in MSS/ server/ conf/cont ai ner. properties:

¢ sam . max. authentication.lifetine

Default is 7200 (seconds). By default, the SAML client will accept assertions based on a previous
authentication for 2 hours. This should match the identity provider's session timeout value.

sam . want s. assertions. si gned

Default is true. By default, assertions are signed, but this may be disabled by setting this to
false.

saml . pat h. paraneter. cal | back. url . enabl ed

Default is true. Set to false to use query parameter in the callback url.
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Identity Mapping

The SAML assertion provides values that can be used as the source for the user identifier. When
LDAP authorization is enabled, you could use the LDAP user identifier.

Choose your preferred sources to identify and authorize each user.

User identifier source
Choose a value from the SAML assertion. Note: The user identifier appears in the user interface.

+ Assertion subject. Use the SAML assertion’s Subject name identifier as the user identifier.
+ Assertion attribute. Enter a SAML assertion attribute name to use as the source for the user
identifier.

Distinguished name source (for LDAP authorization)
Choose whether to use the LDAP source or a value from the SAML assertion.

+ LDAP. Use LDAP when the user's identifier is unique within LDAP.

+ Assertion subject. Use the SAML assertion’s Subject name identifier as the user’s distinguished
name for LDAP authorization.

+ Assertion attribute. Enter a SAML assertion attribute name to use as the source for the user’s
distinguished name for LDAP authorization.

SAML whitelist

MSS uses a whitelist composed of trusted host names to mitigate a potential security vulnerability
when using SAML authentication. By default, the SAML whitelist is enabled and contains the
registered Host Access for the Cloud session servers and the MSS host itself.

NOTE: The SAML whitelist is restrictive by default. That is, if a user specifies a valid host name in the
URL — but that host name is not in the whitelist — the end-user browser application will not be able
to use SAML.

For example, the user may specify a numeric IP address in the browser, but by default, numeric IPs
are not whitelisted. When an untrusted host name is specified in the browser URL, an HTTP 403
error is returned, and the browser content indicates that a technical error has occurred. The Trace
log file will also contain a Warning message indicating that a request was received that is "not from a
host in the SAML whitelist."

To configure the SAML whitelist:
+ Check Enable SAML whitelist (the default).

For troubleshooting purposes, the SAML whitelist can be disabled.
¢ Enter alternative host names to include in the SAML whitelist.

Specify any alternate host names for the SAML client application hosts, such as a short host
name, a fully-qualified DNS name, or a numeric IP address. Separate the host names with a
space.
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LDAP Servers

Verify or edit the configuration of your LDAP Servers.

Related Topics

+ LDAP Server Configuration

+ Authentication & Authorization

Product Activation

View the list of activation files for currently installed components, clients, and other products
managed by Management and Security Server.

Use this panel to upload additional activation files.

+ “Install an additional product” on page 80

+ “Complete the activation” on page 81

NOTE: If you see this message, “Activation files installed on the Managenent and
Security Server do not match those available to enulator client sessions,”
resolve the conflict by either

+ manually copying the activation files installed in the WEB- | NF/ | i b/ nodul es folder of the
Administrative Server to the ex/ nodul es folder of the emulator client so the contents of both
locations match

+ or, reinstalling the file using ACTIVATE NEW on the Configure Settings - Product Activation panel.

Install an additional product

1 After purchasing an add-on product or another emulator, you will receive information about
downloading the product as an activation file, which has this format:

activation. <product _nane>.jaw
2 Download the activation file and note the download destination.
3 In the Administrative Console, click Configure Settings - Product Activation.

4 Click ACTIVATE NEW and browse to the activation file for the product you want to install:
activation. <product _nane>.jaw

5 Click the file. The new product is added to the Product list.

If you uploaded a product evaluation file, open the column chooser [T] to view the Expiration
date.

6 Restart your browser to ensure that the Administrative Console is fully updated with the new
set of activation files. You do not need to restart the MSS server.

Management and Security Server displays the required configuration settings.

7 Be sure to Complete the activation.
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Complete the activation

After the activation files are uploaded, further configuration may be required to complete the
installation.

Click your product and follow the steps to complete the activation.

+ “Security Proxy Server” on page 81
+ “Terminal ID Manager” on page 81
+ “Automated Sign-On for Mainframe” on page 82

+ “Micro Focus Advanced Authentication” on page 82

Security Proxy Server

1 Copy the activation file, acti vati on. security_proxy-<12.7.n>.j aw, into the

/ securityproxy/lib/ modul es folder on each machine where Security Proxy Server is
installed.

2 Start the Security Proxy Server.

3 To configure the Security Proxy Server, refer to Using the Security Proxy Server (a technical
reference in the MSS Help).

Terminal ID Manager

1 Copy the activation file, acti vati on. term nal _i d_manager-<12. 7. n>. j aw, into the
M cro Focus/ MsS/ server/ web/ webapps/ti dm WEB- 1 NF/ | i b/ nodul es folder on each
machine where Terminal ID Manager is installed.

2 Restart the Terminal ID Manager servlet.
+ If the Terminal ID Manager servlet is running under Tomcat, then restart the Tomcat server.

+ If the Terminal ID Manager is running under a different application server, follow the
procedures for that application server to restart the Terminal ID Manager servlet.

If the Terminal ID Manager does not start, you may need to edit the r web. properti es file in
the MsSSDat a directory:

2a Open About > Product Information. Find the MSS Data Path.

2b In the MSSDat a directory, open rweb. properti es, and look for this line:
i dmanagenent . enabl ed=f al se

2c If the enabled value is f al se, change the value tot r ue.

2d Save the file, and then restart the Terminal ID Manager servlet as described above.

Automated Sign-On for Mainframe

1 In the Administrative Console, open Configure Settings - Automated Sign-on.

2 Check Enable automated sign-on to mainframe sessions, and enter the required information See
Help for assistance.

3 See the Automated Sign-on for Mainframe - Administrator Guide for the required mainframe
configuration.
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Micro Focus Advanced Authentication

1 In the Administrative Console, open Authentication & Authorization.

2 Click Micro Focus Advanced Authentication, and enter the required information. See Help for
assistance.

Automated Sign-On for Mainframe

Automated Sign-On for Mainframe enables an end user to automatically log on to a mainframe host
application using a terminal emulation client.

Note: An LDAP directory is required for user authorization.
Settings must be configured on:

* Management and Security Server — to secure the server connections and manage user access
* the terminal emulation client — to create the login macro and configure the client
* z/0S — to support the use of PassTickets

Refer to the Automated Sign-on for Mainframe - Administrator Guide for the configuration needed
in the client and on z/0S.

Continue with Configure Settings - Automated Sign-on in Management and Security Server.

+ Automated Sign-on for mainframe sessions

+ DCAS Servers

+ Secondary LDAP directory

+ User Principal Name (UPN)

+ Search filter used with secondary LDAP directory
¢ Check the client settings

Automated Sign-on for mainframe sessions

Check Enable automated sign-on to mainframe sessions to display the required configuration fields.
Then enter the required settings:
+ DCAS Servers

¢ Secondary LDAP directory
+ User Principal Name (UPN)
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DCAS Servers

The DCAS (Digital Certificate Access Server) configuration is used to obtain a PassTicket from the
mainframe.

The configured DCAS servers are listed. From here you can:

+ “Add a DCAS server” on page 83

+ “Edit an existing DCAS server” on page 85
+ “Test the Connection” on page 85

+ “Set a Preferred DCAS server” on page 85
+ “Delete a DCAS server” on page 85

Add a DCAS server

Click +ADD and enter the details for the DCAS Server Configuration.

NOTE: Check with your mainframe host administrator regarding the required DCAS settings.

+ Each DCAS server must be configured to accept client connections from the Administrative
Server,

+ Several keystores must be correctly configured for client authentication. For details, see
Configuring DCAS and RACF on z/0S in the Automated Sign-On for Mainframe - Administrator
Guide.

To configure MSS for automated sign-on, you need the DCAS server name, port, and the source
where the mainframe user names are stored.

Server name

Enter the name of the DCAS server.

Server port

The default port is 8990; however, the DCAS server can be configured to use any port.

Client certificate used to authenticate to DCAS server

Choose which certificate to use for client authentication of the MSS Administrative Server to the
DCAS server.

+ Use Management and Security Server certificate

This option uses the Administrative Server’s certificate and private key (configured on the
Configure Settings - Certificates panel).
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+ Use custom keystore
This option uses a separate keystore that contains a certificate and private key.

1. Enter the Keystore filename with the correct extension. The keystore can be one of these
formats:

+ Java keystore: . j ks
+ PKCS#12 keystore: . p12 or. pf x
+ Bouncy Castle BCFKS keystore: . bcf ks
2. Enter the (case-sensitive) Keystore password used to read the keystore.
The password for the keystore and the private key must be the same.
3. The keystore must be placed in the M5SDat a\ t r ust edcer t s folder.
The default Windows location is
C.\ProgranData\ M cro Focus\ M5S\ MsSDat a\ t r ust edcerts

Verify server identity

Check this box to verify the hostname entered in the Server name field against the certificate
received from the DCAS server when a secure connection is made from the Administrative Server to
DCAS.

Test Connection

Click this button to test the connection between the MSS Administrative Server and the DCAS server.

Using multiple DCAS Servers

You can configure more than one DCAS server for automated sign-on. Repeat the steps to Add a
DCAS server. Then, you can Set a Preferred DCAS server.

Edit an existing DCAS server

Select a server, click EDIT, and adjust the settings as needed. Click APPLY.

Test the Connection

Select a server click TEST CONNECTION to test the connection between the MSS Administrative
Server and the DCAS server.

Set a Preferred DCAS server

When multiple DCAS servers are configured, you can select a preferred one that will be used most
often when assigning sessions. Select your preferred DCAS server, and click SET PREFERRED. A star

* appears next to the name of the preferred DCAS server.

When you assign access to an automated sign-on session, the preferred server will be highlighted;
however, you can choose any of your configured DCAS servers.
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Related topics

+ Secondary LDAP directory
+ User Principal Name (UPN)

Delete a DCAS server

Select the DCAS server, and click DELETE. When sessions are assigned to use this DCAS server, a
dialog lists the assigned sessions.

If only one DCAS server is configured, all of the session assignments will be removed. You can cancel
this action in the confirmation message.

If multiple DCAS servers are configured, you have the option to either remove or re-assign the
sessions. To change the session assignments, select a different DCAS server from the drop-down list.

Secondary LDAP directory

Mainframe usernames may be stored in a secondary LDAP directory, which can be different from the
directory used for authentication.

Check Enable secondary LDAP server to display the configuration fields for a separate LDAP server.

When enabled, the search filter on the secondary LDAP directory can be used in Assign Access to
authorize users or groups to access specific sessions. When this check box is cleared, the search filter
option in the Assign Access is unavailable.

Enter the settings for your secondary LDAP server.

+ “Server type” on page 86

+ “Security options” on page 86

+ “Server name” on page 86

+ “Server port” on page 87

+ “Username and Password” on page 87
+ “Search Base” on page 87

+ “Certificate” on page 88

+ “Validate LDAP Connection” on page 88

Server type

Select the type of LDAP server that is used to store your mainframe usernames. The options on this
panel change depending on the LDAP server type you select. If you do not see your specific LDAP
server in the list, select Generic LDAP Compliant Directory Server (RFC 2256).
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Security options

Data can be passed between the Administrative Server and the LDAP server as clear text or
encrypted. The type of encryption used depends on your LDAP server. TLS is available for all server
types, and Kerberos v5 is available for Windows Active Directory.

+ Plain Text. By default, Management and Security Server transmits data between the
Administrative Server and the LDAP server in clear text. If you choose this option, you should
prevent users from accessing the network link between these two servers.

+ TLS. When using TLS as the security option for an LDAP server, you must import the server’s
trusted certificate. Use the IMPORT CERTIFICATE button (below). If you are presented with
multiple certificates, it is best to import the CA certificate.

+ Kerberos v5. When you select Windows Active Directory with Kerberos, you must enter the
name of the Kerberos key distribution centers. Multiple key distribution centers, delimited by
commas or spaces, can be used. If you do not know the name of the Kerberos key distribution
center, enter the fully-qualified DNS name of the Active Directory server.

The option under the key distribution center name field allows you to encrypt all data
transmitted over the Kerberos connection. By default, only user names and passwords are
passed securely between the Administrative and LDAP servers using Kerberos. Encrypting all
data is more secure, but may increase performance overhead.

Server name

Enter the LDAP server name as either a name or a full IP address. If you selected TLS, this LDAP
server name must exactly match the Common Name on the LDAP server's certificate.

Multiple server names, delimited by commas or spaces, can be used for failover support. If an LDAP
server is down, the next server on the list will be contacted. In this case, all fields specified on this
panel that are used for LDAP connections should be available on all the LDAP servers, and should
have identical configurations.

Windows Active Directory - DNS domain. When Windows Active Directory is selected (without
Kerberos), you have the option to use a DNS domain instead of a specific domain controller. No
further configuration is required. For more information, see LDAP Configuration.

Server port

Enter the port used by your LDAP server. The default is 389 for plain text or 636 for TLS.

If you are using Active Directory, you may wish to set the server port to the global catalog port,
which is 3268 (or 3269 over TLS). Global catalog searches can be faster than referral-based cross-
domain searches.

Username and Password

Provide the username and password for an LDAP server account that can be used to access the
directory in Read-only mode. Generally, the account does not require any special directory privileges
but must be able to search the directory based on the most common directory attributes (such as
cn, ou, menber and menber O ). Re-enter the password in the Password confirmation box.
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NOTE: The username must uniquely identify the user in the directory. The syntax depends on the
type of LDAP server you are using.

+ For Windows Active Directory with Plain Text, enter

NetBIOS domain\sAMAccountName (such as exanpl edomai n\ user nane)
userPrincipalName (such as user name@xanpl edomai n. com

or

distinguished name (such as ui d=exanpl enane, DC=exanpl ecor p, DC=comj.

+ For any other LDAP server type, enter the distinguished name (such as
ui d=exanpl ename, DC=exanpl ecor p, DC=comn).

If this account password changes, be sure to update the account password here and apply the new
settings. To avoid this problem, you may wish to set up an account that is not subject to automatic
password aging policies, or that cannot be changed by other administrators without notice.

Search Base

Directory search base. Enter the distinguished name of the node in the directory tree you want to use
as the base for Administrative Server search operations.

Examples: DC=ny_cor p, DC=com or o=my_corp.com

For more information about how to describe the search base, see the LDAP administrator for your
organization.

Certificate

Click IMPORT CERTIFICATE to import the LDAP server's trusted certificate into the JRE's default
trusted keystore. This button displays when TLS is selected.

Validate LDAP Connection

Click TEST CONNECTION to verify that the secondary LDAP server can connect to the Administrative
Server (Management and Security Server).

It the test fails, consult the logs to resolve the issue.
Related topics

+ User Principal Name (UPN)

+ Search filter used with secondary LDAP directory
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User Principal Name (UPN)

An LDAP attribute value in the form of a User Principal Name (UPN) may be used as a direct source
for a mainframe username or as an element in a search filter for a secondary LDAP directory.

Enter the name of the LDAP attribute in the authenticating directory that contains the UPN value.
The UPN generally has the form auser @onai n. com

Management and Security Server identifies the UPN value used to authenticate, then the portion
before the @ sign is used either

+ as the mainframe username itself (when the UPN is selected for mapping directly without the
use of a secondary LDAP directory).

For example, a UPN of auser @onai n. comwould result in the mainframe username of
"auser " (the portion before the @).

or

+ asan element in a search filter for a secondary LDAP directory.
Related topics

+ Search filter used with secondary LDAP directory
+ Secondary LDAP directory

Search filter used with secondary LDAP directory

Choose the method for obtaining mainframe usernames from your secondary LDAP directory.
¢ Use value derived from the UPN.

When using a secondary LDAP directory, "auser " is used as the derived value to look up
another value in the secondary directory that contains the mainframe username.

For instance, a search filter could be created for a secondary lookup, where “(sone
attribute in 2ndary=auser)”
Enter the attribute from the secondary directory

+ Alternatively, Automated Sign for Mainframe can use a value of another attribute in the
authenticating directory can be used as the value in the search filter to find the object in the
secondary LDAP directory containing the user's mainframe username.

Enter the attributes for both the authenticating and the secondary LDAP servers.
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Check the client settings

After Automated Sign-on for Mainframe is configured in MSS, be sure the client is configured to use
a session with an automated sign-on macro. Then, you can assign access to those sessions.

For details, see the Configuration Workflow in the Automated Sign-on for Mainframe - Administrator
Guide.

Related topics

+ User Principal Name (UPN)
+ Reflection/InfoConnect Desktop - Workspace Automated Sign-on
+ Search & Assign

+ Select the source of the mainframe user name

Metering

Use the options on the Configure Settings - Metering panel to set the location of the usage metering
server. The options set here are used as defaults for displaying connection activity in the usage
reports.

+ “High Availability” on page 89

+ “Add a Metering Server” on page 90

+ “Metering Server Setup” on page 90

High Availability
The Metering server can be installed on multiple machines and clustered to provide high availability.

A minimum of three MSS servers is recommended for high availability. To configure a cluster, see
Clustering.

When multiple metering servers are installed and clustered, emulation clients can continue to
function even if a metering server becomes unavailable. Clustering and replication of metering
license data is backed by a database.

Add a Metering Server

1 Click +ADD SERVER to identify your Metering Server and add it to the table as a direct link.
+ Use HTTPS: Select this option to enable a secure connection using the HTTPS protocol.

+ Metering web server name: ldentifies the web server on which the metering server resides.
Enter a full server name or the full IP address.

+ Port: Specifies the port on which the metering server resides. The default is 80 for HTTP,
and 443 for HTTPS.
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+ Metering servlet context: Specifies the web application context for the metering server.

This entry is used in the URL for this metering server, and is specified when the metering
component is installed. The default, met er, is the correct value if you used the automated
installer and have only one metering server.

2 Click ADD to add the server to the Metering Server Setup table.

The Metering Server is listed as a URL. For example, if the web application context name for
your metering server is met er , the URL added to the list is

http://<servername: port>/meter/Adm nStart. htmi .

Metering Server Setup

The default display lists the direct URL for each metering server.

Note: Deleting a server from the list does not uninstall the metering server, but prevents it from
appearing in the list of available metering servers when you launch a session from Manage Sessions.

1 Check Use LDAP ID if you want metering to be based on the LDAP IDs at your site.
2 Click the link to open the Metering Console for that metering server.
You will be prompted for your Metering administrator login.

3 In the Metering Console, you can configure settings and license pools for that metering server.
Open the Metering Console Help for more information.

Terminal ID Manager

Terminal ID Manager is a Management and Security Server Add-on product that enables you to
conserve terminal ID resources by providing IDs to client applications at runtime.

In addition to setting up Terminal ID Manager in the MSS Administrative Console, further
configuration must be done in the Terminal ID Manager Console to set up and manage terminal IDs.

Refer to the Terminal ID Manager Guide for the complete set of configuration steps.

Use the options on this panel to set the location of the Terminal ID Manager server.

+ “Enable Terminal ID Manager” on page 91

+ “Open the Terminal ID Manager Console” on page 91
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Enable Terminal ID Manager

On the machine where Management and Security Server is installed, open the Administrative
Console to Configure Settings - Terminal ID Manager.

NOTE: To access the Terminal ID Manager configuration panel in the Administrative Console, you
must install the Terminal ID Manager activation file on the same machine -- even if you installed
Terminal ID Manager on a separate machine.

1 Check Enable Terminal ID Manager, and enter the server information.

If you do not see the Enable check box, the Terminal ID Manager activation file is not installed.
To install:.

1a In the Administrative Console, open About > Activated Products.

1b Click ACTIVATE NEW, and upload act i vati on. term nal _i d_manager-12. 7. <n>. j aw
from your download location.

2 Check Use HTTPS to encrypt the data between the Terminal ID Manager and the browser, as
well as the connections between Terminal ID Manager and a client (Host Access for the Cloud or
Reflection for the Web). You may see a warning if the certificate is not recognized.

3 Enter the Web server name.
You can use a full server name or the full IP address.
4 Enter the Web server port of the server where Terminal ID Manager was installed.
During an automated installation, the default port is 80 for HTTP and 443 for HTTPS.
5 Note the Servlet context. The defaultisti dm

This entry is used in the URL that accesses the Terminal ID Manager server.

Open the Terminal ID Manager Console

Click the Server URL to open the Terminal ID Manager Console. You will be prompted for the
administrator login.

Note: You can also open the Terminal ID Manager from the Start menu.

Use the Terminal ID Manager Console to define the server settings and to configure pools to manage
terminal IDs. Open Help for assistance.

At first, you may notice a red server status: Ser ver dat abase not yet confi gured.Ifso, you
need to set up the database. Follow the steps in the Terminal ID Manager Console Help.

Once the database is configured, the status changes to green: Ser ver dat abase avai |l abl e,and
you can continue configuring your Terminal ID Manager.

To complete the configuration, use the Terminal ID Manager Guide.
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Clustering

Management and Security Server (MSS) can be configured to provide high availability with a cluster
of MSS servers.

NOTE: Before you upgrade— If your environment uses Replication in Management and Security
Server, all servers must be set to Standalone (no Master or Slaves) before you upgrade to MSS 12.7
or higher. See Upgrading Replicated Servers in the MSS Installation Guide for detailed steps. The
upgraded servers can then join a cluster.

+ Configuring Clustering

+ Using a Load Balancer

+ Upgrading Servers in a Cluster
Troubleshooting Clustering

*

Why create a cluster of MSS servers?

The MSS server is installed as a standalone server. While this type of deployment provides full
functionality and access to all services, it lacks the attributes to provide high availability and
redundancy that remove single points of failure.

By creating a cluster of at least three MSS servers, the data is replicated to each server. If one of the
clustered servers goes down, another server can seamlessly provide the data.

What data does not get replicated?
All configuration elements of the clustered servers are replicated except:

+ Log files

+ Credential Store settings

+ Some Certificates settings (See X.509 Certificates - Setup Requirements)
+ The password that unlocks the keychain (See Keychain for details.)

+ Package data. If you cluster an MSS server that contains packages for Windows-based sessions,
the assignments and settings are automatically replicated. However, the package data must be
manually copied to each server.

+ The Web Agent name, when SiteMinder is used for authentication. The Web Agent name must
be set separately for each replicated machine.

Related topics

¢ “Configuring Clustering” on page 93

¢ “Using a Load Balancer” on page 98

+ “Upgrading Servers in a Cluster” on page 99
+ “When using a Security Proxy” on page 99
+ “Troubleshooting Clustering” on page 100
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Configuring Clustering

To configure your system for high availability, and minimal downtime, we recommend that you
create a cluster of at least three MSS server installations. If one of the clustered servers goes down,
another server can seamlessly provide the replicated data and reduce the chance of downtime.

NOTE: Check that all ports for each system that will join the cluster are not being blocked by any
firewall configuration.

To create, configure, and adjust a cluster:

+ Establish the cluster

Add an MSS server to the cluster

*

*

Monitor Cluster Servers’ Status
+ Remove an MSS server from a cluster

* Promote an MSS server to MASTER

*

Change the database network adapter

Establish the cluster

After installation, an MSS server is not aware of any other MSS servers. Use Clustering to create a
cluster of connected MSS servers that replicate data to all of the clustered servers.

First decide which MSS servers you want to include in the cluster.

1 Identify the MSS server that contains the configuration settings that you want all of the
clustered servers to inherit. Consider this server to be the primary one.

CAUTION: The selection is important because when another server joins the cluster, it loses all
of its current configuration settings before acquiring the cluster’s settings (replicated from the
primary server).

2 Log on to the MSS server you identified as the primary one.
3 From the Administrative Console, click Configure Settings - Clustering.

In the list of nodes, this MSS server is designated as MASTER in the cluster (MASTER =t r ue).
4 Select (or confirm) the Database Network Adapter.

The drop-down list shows each network adapter and its associated IP address. All other
database nodes in the cluster must be able to connect to the selected IP address.

If your system has a single network adapter, that adapter is automatically selected.

5 To add other MSS servers, you need to log on to each of those servers and JOIN them to the
cluster. They are not added from the MASTER server interface.

NOTE: This approach is different from configuring Replication in earlier releases of MSS.

Configure Settings 93



94

Add an MSS server to the cluster

Now that a cluster is established, other MSS servers can be added one at a time.

1
2
3
4

9

Log in to one of the MSS servers that you want to include in the cluster.

From the Administrative Console, click Configure Settings - Clustering.

Click JOIN CLUSTER to add this server to the cluster.

Enter the address (including port if necessary) of the remote server you want to cluster with.

If this server is joining a collection of servers that are already clustered, you can enter the
address of any of those clustered servers. Click Next.

NOTE: When you add a server to a cluster, the server being added will lose all of its current
configuration settings. After the JOIN process, the added server inherits the configuration
settings of the specified server, which is the same for all servers that are already in the cluster.

Verify that the certificate presented matches the server you just entered. Click Next.

Enter the username and password of a user with administrative rights on the server entered in
step 5. Click Next.

The Clustering Progress dialog displays updates as each step is completed.

The full clustering process can take some time to complete. During this time, you will not be
able to interact with the Administrative Console. See About the Clustering Process.

Once the clustering process is complete, click OK to dismiss the dialog.

All servers in the cluster are displayed in the Management Server Nodes table, and the one you
are logged in to is listed first (at the top).

NOTE: Each server in the cluster is added as a node. Data is replicated to all of the nodes.

+ One server is designated as the MASTER (t r ue) in the Management Server Nodes table.
The MASTER ensures that all nodes in the cluster receive all configuration changes,
regardless of which node the change was initiated on.

+ Any changes made to the certificate stores (+ IMPORT or DELETE certificates) will be
replicated to the other MSS servers in the cluster. You do not need to repeat the process on
each MSS server.

To add another server to this cluster, repeat steps 1 - 9.

About the Clustering Process

*

During the clustering process, certain services provided by the servers in the cluster are
automatically restarted. As a result, some MSS functionality is temporarily interrupted during
the clustering process.

Clustered MSS servers and services communicate over a secure TLS channel, which requires
server certificates to be exchanged among all the servers in the cluster. This certificate exchange
is handled automatically during the clustering process.

If an error occurs during the clustering process, the progress dialog will note the error. Refer to
Troubleshooting Clustering for assistance.
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When the cluster is configured, you can adjust the settings to monitor, promote, or remove a server
in the cluster.

Once the cluster is established, the servers will synchronize with replicated data.

Monitor Cluster Servers’ Status

For troubleshooting and general information, you may want to monitor the status of the clustered
servers. To view the servers’ status:

1 Login to the Administrative Console for any server in the existing cluster.

2 Click Configure Settings - Clustering.

3 The Management Server Nodes table displays all of the servers in the cluster. Note that the
server you are logged in to is listed first.

The current status for each server is specified in three columns:
+ Server Status

UP indicates that the management server instance itself is running and pingable. The UP
link opens the Administrative Console login screen for that server in a new browser tab.
(The server you are currently logged into does not provide an UP link).

DOWN indicates the server is not currently running.
+ Service Registry Status

UP indicates that the service registry process for that server is running and pingable. The
UP link opens the dashboard screen for that service registry instance in a new browser tab.

DOWN indicates the service process for that server is not currently running.
+ Database Status

UP indicates that the database node associated with that server is currently running. The
UP link opens the database cluster information in JSON format in a new browser tab. The
database cluster information includes some general information about each database node
as well as more specific information about that particular database node.

DOWN indicates that the database node is not currently running.

NOTE: If the database node for a certain server is not currently running, you will not be able to
view the Clustering panel in the Administrative Console on that server.

If you are viewing the Clustering panel, and the database node associated with that server goes
DOWN, you will no longer be able to interact with the Clustering Ul, but monitoring will
continue. In either case, refer to Troubleshooting Clustering for assistance.
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Remove an MSS server from a cluster

At times, you may need or want to remove an MSS server instance from a cluster, such as when a
server is DOWN.

Note: You cannot remove the designated MASTER server from the cluster. If you need to remove the
current MASTER server, you must first promote a different server to MASTER, and then remove the
previous MASTER server. (See Promote an MSS server to MASTER.)

To remove an MSS server from a cluster:

Log into the Administrative Console for any server in the existing cluster.
Click Configure Settings - Clustering.

In the Management Server Nodes table, select the server to be removed.
Click REMOVE (above the Management Server Nodes table).

Click OK in the confirmation dialog.

A U A WN R

A progress screen displays updates as each step of the removal process is completed.

The removal process can take some time to complete. During this time, you will not be able to
interaction with the Administrative Console.

When a node is removed, its certificates are removed from the cluster.
7 Once the removal process is complete, click OK to dismiss the dialog.

The Management Server Nodes table reflects the server removal. If you are currently logged
into the Administrative Console of the server that was removed, the Management Server Nodes
table shows only a single entry of that server.

If you are logged into the Administrative Console of a different server in the cluster, the
Management Server Nodes table no longer shows the server that was removed.

NOTE:

+ During the removal process, certain services provided by servers in the cluster are automatically
restarted. As a result, some aspects of MSS functionality is temporarily interrupted during the
removal process.

+ Aserver designated as MASTER in the Management Server Nodes table cannot be removed
from a cluster. You must first promote another server in the cluster to be the MASTER server.
See Promote an MSS server to MASTER.

+ Server certificate cleanup is handled automatically during the removal process, which breaks
the trust relationship between the removed server and the rest of the servers in the cluster.

. A A server with a Server Status of DOWN in the Management Server Nodes table can be
removed from a cluster, but be aware that this server is NO LONGER EXPECTED TO BE USED

after removal.

For best results ALL servers in the cluster should be in the UP state when performing a server
removal.

Configure Settings



Promote an MSS server to MASTER

The MSS cluster configuration requires that one server in the cluster be designated as MASTER. The
designated server appears in the Management Server Nodes table withat r ue entry in the MASTER
column.

The role of the MASTER is to ensure all of the clustered nodes receive all configuration changes, no
matter which node initiated the change. Any of the clustered servers could be the MASTER.

One reason to promote a server to MASTER is to be able to remove the currently-designated
MASTER. For instance, if the current MASTER server goes DOWN and you choose to remove it from
the cluster, you must first promote a different server to MASTER to enable the REMOVE button.

To change which server is designated as MASTER in an MSS cluster:

Log into the Administrative Console for any server in the existing cluster.

Click Configure Settings - Clustering.

In the Management Server Nodes table, select the server you wish to promote to MASTER.
Click PROMOTE (above the table).

Click OK in the confirmation dialog.

The selected server becomes the MASTER, identified with the t r ue entry in the Management
Server Nodes table. The previous master server simply becomes a node in the cluster, and could
be removed, if needed.

A U1 A WN R

NOTE: A DOWN server cannot be promoted to MASTER. Either start the server before promoting it,
or select a different server in the cluster to promote to MASTER.

Change the database network adapter

At times, you may need to change the database network adapter used by a given server in an MSS
cluster.

To change the database network adapter:
1 Loginto the Administrative Console of the server whose database network adapter you want to
change.

2 Select Configure Settings - Clustering.

3 Select the desired Database Network Adapter (with its associated IP address) from the drop-
down list.

4 Click APPLY (at the bottom of the screen).

The database node is restarted with the desired network adapter.

NOTE: If the database node is not currently running, you will not be able to change the database
network adapter in the Administrative Console’s Clustering view. Refer to Troubleshooting Clustering
for assistance.
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Related topics

+ Using a Load Balancer

+ Upgrading Servers in a Cluster

+ When using a Security Proxy

¢ Troubleshooting Clustering

Using a Load Balancer

Once the servers are clustered, you can configure a load balancer in front of your MSS instances for
high availability. Use these values:

+ Load balancing algorithm: Least Connections (or something similar)

+ Session persistence: Enabled - use the existing JSESSIONID cookie. See the NOTE for additional
configuration, as needed.

NOTE: Be sure to use the required persistence settings for your environment.

Basic load balancing setup: Use the existing JSESSIONID cookie.

When using Single Sign-on through IIS: The MSS load balancer must also use the sessid
URL parameter for persistence — in addition to the JSESSIONID cookie.

When using the Assigned Sessions list to launch new sessions: The MSS load balancer
needs to stick first on the SESSIONID and then the JSESSIONID — in that specific order.

Access to the Assigned Sessions list must be through the same MSS load balancer that the
client, such as an HACloud session server, uses to connect to MSS.

When using both Single Sign-on through 11S — AND — the Assigned Sessions list, use the
sessid URL parameter, set the MSS load balancer to stick first on the SESSIONID and then
the JSESSIONID, as noted above.

+ Health check endpoint: ht t ps: / / <mss- server >/ nss/

¢ TLS:

Configure TLS and install certificates as needed.

If you are using Host Access for the Cloud, see the product documentation for additional information
about deploying MSS for high availability.

Related topics

¢ Configuring Clustering

+ Upgrading Servers in a Cluster

¢ Troubleshooting Clustering
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Upgrading Servers in a Cluster

The upgrade process does not preserve the MSS cluster configuration. To upgrade:

1 Remove each MSS server from the cluster.
2 Upgrade each MSS server individually.

3 Login to each upgraded server and repeat the steps to Add an MSS server to the cluster.

See Configuring Clustering for more information.

Related topics

¢ Configuring Clustering
+ When using a Security Proxy

¢ Troubleshooting Clustering

When using a Security Proxy

If you are using a Security Proxy server, you must also import the certificates for all of the remote
Administrative Servers to each Security Proxy server. Use the Security Proxy Wizard to import these
certificates.

When you create a secure session that connects to a Security Proxy server, the session is thereafter
linked to this specific Security Proxy. When this session is replicated to other servers in the cluster,
the session is then initiated from a different MSS Administrative Server, but the session itself will still
connect to the original Security Proxy for which it was configured.

If client authorization is enabled on the Security Proxy Server, then the Security Proxy Server will
only accept connections from sessions initiated from the MSS Administrative Servers it trusts. That
is, their certificates are in the Security Proxy Trusted Certificate list.

In order for connections from replicated servers to succeed in this environment, the certificates from
every MSS Server in the cluster need to be imported to the Security Proxy server. If there are
multiple Security Proxy Servers in the cluster, then this operation needs to be done on each of these
Security Proxy Servers.

Related topics

+ Configuring Clustering
+ Upgrading Servers in a Cluster

¢ Troubleshooting Clustering
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Troubleshooting Clustering

The clustering of MSS server installations requires secure communication among the server nodes
and well as the configuration and initialization of sub-services provided by MSS.

If you encounter issues while setting up or using Clustering, try these troubleshooting tips.
+ Ports - Ensure that all ports for each system in the cluster are not being blocked by any firewall
configuration.

+ Logging - First, consult the logs on each system in the cluster to help further identify the nature
of the issue encountered.

+ Common issues - Then, check the common issues for specific errors or problems.

After you make a change, retry the Join Cluster process.

Ports

Check the table of Default Port Numbers used by MSS in the MSS Installation Guide to look for
conflicts.

Logging

When trying to diagnose and troubleshoot clustering problems, refer to the logging output on each
system involved in the MSS cluster — including systems that already exist in the cluster as well as a
system being added or removed.

On each system, look in the <nss-i nstal | >/ server/| ogs folder for the following log files.
+ cont ai ner. | og - contains logging out from the MSS server container itself, including the
output for each step in the clustering process.

+ cassandr a. | og - contains logging output from the cassandra database node included with
each MSS server.

+ cassandr a- si decar. | og - contains logging output for the configuration and initialization of
the cassandra service that occurs during the clustering process.

+ service-registry. | og-contains logging output from the service-registry service that is
included with each MSS server.

For diagnostic purposes, the logging output on each system can be increased. In a working
production environment, however, we recommend that you restore the default logging output for
performance and resource considerations.

To increase the logging output prior to making clustering configurations:
1 Insert the following lines into <mss-i nstal | >/ server/conf/l og4j . xm

<Logger
name="com m cr of ocus. nes. ngt . consol e. vi ewconponent s. cl ust eri ng"
| evel =" debug"/ >

<Logger
name="com m cr of ocus. central ngnt. confi guration.controller.clustering"
| evel ="debug"/ >
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<Logger
nanme="com m cr of ocus. central ngnt. confi gurati on. services. cl ustering"
| evel =" debug"/ >

2 Restart the system.

3 After clustering is configured and working properly, remember to restore the default logging
output.

Common issues

Try these troubleshooting tips for specific error messages or problems.

+ The database network adapter must be set before you can join the cluster
1. Log into the Administrative Console of the specified server.
2. Click Configure Settings - Clustering.
3. Select the desired Database Network Adapter and click APPLY
+ Unable to retrieve the server certificate when running the join cluster wizard
1. Ensure that the correct server name and secure port are entered in the wizard.

2. If using a non-default configuration, be sure that the proper servlet context is entered in
the wizard.

+ Invalid user name or password

Ensure that the credentials entered for the specified server in the Join cluster wizard match the
credentials of a user with admin rights on that server.

+ Failure encountered during the testing connection step
1. Take note of the systems specified in the error message.
2. Ensure the server address for all systems can be resolved from all other systems.

3. Ensure that the HTTPS port (default of 443) and system port (default of 8003) is accessible
from all systems.

+ Failure encountered when updating the cluster truststore
1. Take note of the systems specified in the error message.
2. Ensure that the <nss-i nstal | >/ server/ et ¢ directory is writable.

3. Ensure that <mss-instal | >/ server/etc/systemtrustcerts. bcfks canbe
opened with KeyStore Explorer.

4. If a non-default configuration is being used, ensure that these properties are set correctly
in<nss-install>/server/conf/container.properties:
servl et engi ne. system ssl . trust St oreFi | eNane
servl et engi ne. system ssl . trust St or ePassword
+ Failure encountered when initializing system ports
1. Take note of the systems specified in the error message.

2. Refertoservl et engi ne. | og and cont ai ner . | og for further diagnostics.
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+ Failure encountered when configuring the replication role

1.

2.

Ensure that the cassandra database is running properly on the system being added or
removed from the cluster.

Refer to cassandra. | og and cont ai ner. | og for further diagnostics.

+ Failure encountered when updating the service registry

1.
2.

Take note of the systems specified in the error message.

Ensure that the file <nss-instal | >/ server/ m croservi ces/service-registry/
servi ce. ym exists and is writable.

+ Failure encountered in any of the database-related steps

1.
2.

Take note of the systems specified in the error message.

Refer to these log files for further diagnostics:

<mss-install>/server/logs/cassandra.l og
<mss-install>/server/| ogs/cassandra-si decar. | og
<mss-install>/server/mcroservices/cassandra/l ogs/ debug. | og

Ensure that the <nss-instal | / server/ m croservi ces/ cassandr a/ conf/
cassandra. yani file exists and is writable.

In<nss-instal | >/ server/cassandra/ conf/cassandra. yam , ensure that:
— thelisten_interface property is set to the correct interface name.

— the st orage_port (defaults to 7000) and ssl _st orage_port (defaults to 7001)
property files are accessible from all other systems in the cluster.

+ Cannot enter the Clustering view in the MSS Administrative Console because the local
database node is not running

Refer to these log files for further diagnostics:

<mss-install>/server/l ogs/cassandra. | og
<mss-install>/server/ m croservices/cassandra/l ogs/ debug. | og

+ The cassandra database node will not start because aninvalid | i st en_i nt erf ace is
configured

1.

In<nss-install >/ server/ m croservices/ cassandra/ conf/cassandra. yan,
be sure thatthe | i st en_i nt er f ace property is set to the correct interface name.

If the correct interface name cannot be determined:

a. Comment out thel i st en_i nt erf ace property line and uncomment the
| i sten_addr ess property line, which should be set to | ocal host .

b. Search for - seeds: and be sure the value is setto "127. 0. 0. 1"

3. Save the file and restart the MSS server. The Clustering view should now be accessible.

In the Clustering view, select the Database Network Adapter with the IP address that is
accessible to all systems in the cluster.

Click APPLY.
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+ The SERVER STATUS is DOWN for one or more nodes displayed in the Management Server
Nodes table

1. Take note of the server address.
2. Refer to the appropriate log on that system for further diagnostics.

+ The DATABASE STATUS is displaying DOWN for a system where you verified that the database
node is running.

Ensure that the system port, configured via the ser vl et engi ne. syst em port s property in
cont ai ner. properti es (default = 8003), is not being blocked by any firewall configurations
on that system.

Related topics

+ What data does not get replicated?
¢ Configuring Clustering
+ Upgrading Servers in a Cluster

+ When using a Security Proxy

Logging

Use the options on this panel to configure the Management and Security Server logs. These logs
show information about users' session activity, system configuration activity, and basic trace logging.

The Log Viewer utility provides detailed records and enables you to set filters, search message text,
and change defaults. On Windows, the Log Viewer is available from the Start menu.

For more information, see Using Log Viewer.

+ “Administrative Server” on page 103

+ “trace.log” on page 104

+ “Write client debug output to console” on page 104
+ “Mark Log” on page 104

+ “Credential store” on page 104

Administrative Server

Set the level of logging for users' session activity and system configuration activity. You can configure
the logs to keep a record of errors and informational messages or to log only errors; you can also
disable the log altogether.

To view the information in the Administrative Server log, open Run Reports - Log File Viewer in the
Administrative Console.
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trace.log

Set the level of logging for the trace log. When analyzing server problems, Technical Support may
request that this setting be changed to include debug information. You cannot disable this logging
option.

The trace log file is located in the log folder within the MSSData folder.

NOTE: About Filenames

The log filename uses the naming convention | ogfi | e. <nunber >. | og, where logfile.0.log is the
current file and previous log files are rolled over to names with numbers greater than zero, such as
logfile.l.lo0g.

Upgrades from versions prior to 12.1 will retain the same log filename with the addition of version
numbers appended to the end of the filename; for example, | ogfil e. t xt. 0.

To specify where the sequence number appears in the filename, edit the | 0og. properti es file by
adding the %g token in the filename, such as| ogfi | e. %g. | 0og. For more information, see Using
Log Viewer.

Write client debug output to console

Do not enable this setting unless requested to do so by Technical Support.

When enabled, all subsequent launches of Management and Security Server will send debug
information to the console.

Mark Log

Each time the MARK LOG button is clicked, a searchable (LOG_MARK) message is written to the trace
log files on all Administrative Servers. To locate the lines in the LogViewer, search for LOG_MARK.

Credential store

Set the level of logging for Credential Store activity. You can configure the logs to keep a record of
errors and informational messages or to log only errors; you can also disable the log altogether.

To view the information in the credential store log, open Run Reports - Credential Store in the
Administrative Console.
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Run Reports

Reports provide information about Management and Security Server components and products.
View the activity for the features you are using.

+ “Log File Viewer Reports” on page 105

+ “Usage Metering Reports” on page 106

+ “Security Proxy Server Reports” on page 106

+ “Assigned Access Reports” on page 108

+ “Credential Store Reports (Reflection for the Web)” on page 109

Log File Viewer Reports

To view a Log File Viewer Report, make your selections, and click SHOW REPORT. The Log File Viewer
Report includes information about users' session activity and administrators' configuration activity.

You can change the level of information to be logged on the Logging tab in the Settings tool.

Filters

Choose the type of report and the type of information you want to view.

Report type

+ Management server - User activity: information about all users' session activities.

+ Management server - System configuration activity: information about administrators'
configuration activities.

+ Credential store activity: information on the credential store, including who has attempted to
access the credential store.

Message type

At least one of these options must be selected for a report to appear.

+ Info: includes Informational messages

+ Error: includes all Error messages

Sort field

Select Date or User to determine how the information in the report will be sorted.
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Show Report

Click SHOW REPORT to view the activity for the criteria you specified.
In the Log File Viewer Report:

+ Date: The date of the activity

+ Type: Informational or Error

+ User: The login ID of the user or administrator
+ Message: A detailed description of the event.

Events described in these reports include logging on and off, logon failure messages, terminal
session requests, terminal sessions created, settings changed, and reports requested.

Usage Metering Reports

When you click Run Reports - Usage Metering > SHOW REPORT MENU, you will first be prompted for
your Metering administrator password.

The Metering Console opens to Run Reports. You can view usage activity in reports when Metering is
configured and users begin to access metered sessions.

Open Help for details about each report.

Security Proxy Server Reports

To view a Security Proxy Server Report, you must first install and configure at least one Security
Proxy server -- and be sure the activation file is installed (as described in the MSS Installation Guide).

After you install the Security Proxy server, refer to Using the Security Proxy Server to configure
sessions to use the Security Proxy.

To view a report of the Security Proxy server activity, select a Report Type, a Security proxy server,
and click SHOW REPORT. Note: To add servers to the drop-down list, use the Configure Settings -
Security Proxy panel to import a Security Proxy server.

Report types:

¢ “Current user activity” on page 106
+ “Security Proxy server logs” on page 107

+ “Connections per proxy server” on page 108

Current user activity

This report shows the date and time the report was created and the total number of current
connections. The default view shows these results:

+ Start Time: The time the session connected.

+ Accepted At: The proxy IP address and port number on which the connection was accepted.
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+ Source: If Resolve client machine DNS name is off (the default), this column shows the client's IP
address and port number. If client name resolution is on, the client's DNS name and port are
displayed.

+ Destination: If Resolve remote host DNS name is on (the default), this column shows the
destination host's DNS name and port number. If host name resolution is off, the host's IP
address and port are displayed.

+ Authorization: The user or group ID under which the connection was authorized and the web
server which authorized the user or group. The format is <di st i ngui shed nane>/ <web
server nane>.

For example, if the access control model is None (end users log on as guest) and the server
name is "hostname.example," the Authorization column displays r webgr oup=guest /
host nane. exanpl e. com

Use the Column Chooser [Tl to view more results:

+ ID: The connection identification code. A code is assigned to each active connection at the time
the connection is made. The code is constructed from the proxy instance number (p), the
thread number (t), the connection number (c), and for FTP connections the session number (s).
For example, a code for an FTP connection might be p1t52c8s8: proxy instance 1, thread 52,
connection 8, session 8.

*

Client In: The total number of bytes read from the host during this connection.

+ Server Out: The total number of bytes written to the host during this connection.

*

Security: The TLS version and the cipher suite.

*

Protocol: The protocol (Emulation, FTP, or Pass Through) used in the connection. For FTP
connections, the column also shows whether the control channel or active data transfer was
involved.

Security Proxy server logs

For the selected Security Proxy server, this report shows each event that occurred from the time the
first entry was written in the active log file to the time the report was requested.

Note that by default, the log file has a maximum size of 500 KB; when that size is reached, a new
active log is started and this report shows activity from that time. You can change the maximum file
size in the Security Proxy Wizard > Logging tab.

+ Time: The time at which the log entry was written.

+ Accepted At: The proxy IP address and port number on which the connection was accepted.

+ Source: If Resolve client machine DNS name is off (the default), this column shows the client's IP
address and port number. If client name resolution is on, the client's DNS name and port are
displayed.
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+ Destination: If Resolve remote host DNS name is on (the default), this column shows the
destination host's DNS name and port number. If host name resolution is off, the host's IP
address and port are displayed.

¢ Authorization: The user or group ID under which the connection was authorized and the web
server which authorized the user or group. The format is <distinguished name>/<web server
name>. For example, if the access control model is None (end users log on as guest) and the
server name is "hostname.example," the Authorization column displays rwebgroup=guest/
hostname.example.com.

Use the Column Chooser [T] to view more results:

*

Priority: The priority of the log entry: Info (information), Error, Debug, Audit, or Warn.

*

Protocol: The protocol (Emulation, FTP, or Pass Through) used in the connection.

*

Security: The TLS version and the cipher suite.

+ Message: A short description of the event. The code in brackets at the beginning of each
message identifies the action taking place on the proxy server and uses the same format as the
ID shown in the Current Activity report.

Connections per proxy server

This report shows the total current connections of all security proxy servers.

+ Security proxy address: The security proxy server and its associated port.

+ Security proxy current connections: Tthe count of current connections for that server.

Note: A single FTP session connecting through a security proxy server produces a count of three
separate connections.

Assigned Access Reports

Use this report to view your assigned sessions. You can filter by Users and Groups or by Sessions.

Users and Groups

This report lists all users and groups and the sessions that are assigned to them. The report also
indicates whether a user or group has access to the Administrative Console.

Enter a Search field string to limit the report to all users and groups that include the search string.
The search is not case-sensitive.

Click SHOW REPORT.

Sessions

This report lists the sessions and the users and groups that are assigned to that session. Individual
members of a group are not listed.

Enter a Search field string to limit the report to all sessions that include the search string. The search
is not case-sensitive.
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Click SHOW REPORT.

Credential Store Reports (Reflection for the Web)

¢ “Credential Store Users” on page 109

+ “Credential Store Usage History” on page 109

Credential Store Reports are available only for Reflection for the Web. You can filter by User, date,
and host.

Credential Store Users

Click Users to see a count of credential store users. You can also request a list of credential store
users. In this case, the report output includes both the number of users and a list of every user who
has credentials stored in the credential store.

When you request the Users report, the resulting report displays the count of Credential Store users.
If you select Show list of users, the report will include the identity of every user in the credential
store.

Credential Store Usage History

Select a date and time range for the usage history report. You can specify day, month, year, and hour
for both the From and To portion of the range. Credential store usage can be based on Access by user
or Access by host.

NOTE: Credential store usage reports will be empty when credential store logging is disabled. To
enable logging for the Credential store, go to Configure Settings > Logging.

Usage History

In the Filter string box, provide a user or host name for the query; then click Access by user or Access
by host. All appropriate names containing that string will be included in the report.

Access by user

When you request the Access by user Usage History report, the resulting report displays access by
users that match the string specified. The resulting report includes the date of access, the user's
identity, the message, and the access category.

If the report is empty, be sure to enable logging for Credential store on the Configure Settings >
Logging panel.

Access by Host

When you request a Usage History report for a host name, you can also filter by any other string that
appears in the message field of the credential store log.

The resulting report displays access to hosts that match the specified string. The resulting report
includes the date of access, the user's identity, the message, and the access category.
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If the report is empty, be sure to enable logging for Credential store on the Configure Settings >
Logging panel.
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7 Technical References

Technical References supplement the product Help with overviews and detailed articles.

+ “Using the Security Proxy Server” on page 111

+ “Security Overview” on page 119

+ “Credential stores used in Management and Security Server” on page 121
+ “X.509 Certificates - Setup Requirements” on page 124

+ “Updated Cryptographic Modules” on page 127

+ “Using Log Viewer” on page 129

Using the Security Proxy Server

The Security Proxy Server provides token-based access control and encrypted network traffic to and
from user workstations. See How the Security Proxy Works.

This article walks through the steps configure and deploy secure sessions using the Security Proxy.
Steps at a glance:

1. Install the Security Proxy Server

2. Configure and Start the Security Proxy Server
3. Import the Security Proxy certificates

4. Create Secure Sessions

5. Assign Secure Sessions

6. Run Reports

Notes about Upgrading
How the Security Proxy Server works

Resources

1. Install the Security Proxy Server

Use the automated installer to install and configure the Security Proxy Server. The Security Proxy can
be installed on a different machine. Refer to the MSS Installation Guide for detailed steps.

NOTE: If you are not able to use the automated installer, contact Support for guidance.

Be sure to check the Security Proxy Server’s System Requirements and the Performance and Scaling
Requirements.

Next step: Configure and Start the Security Proxy Server.
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2. Configure and Start the Security Proxy Server

The Security Proxy Server must be configured to establish trust with the Management and Security
Server (MSS). Use the Security Proxy Wizard to manage your Security Proxy settings and certificates.

Specifically, the Security Proxy Wizard:

+ generates or imports the certificate used to authenticate the Security Proxy Server.

+ setsupaserver. properti es file that contains information about each security proxy
connection.

+ imports the certificate from the Administrative Server -- if you are using authorization to
determine access levels.

NOTE: If you installed the Security Proxy using the automated installer, the Security Proxy Server is
configured and started, and you can skip to Import the Security Proxy certificates.

Run the Security Proxy Wizard later to change settings or manage certificates.

+ “Using the Security Proxy Wizard” on page 112
+ “Start the Security Proxy Server” on page 113
+ “Using FIPS-Approved Mode” on page 114

Using the Security Proxy Wizard

1 Start the Security Proxy Wizard, according to where you installed the product.

On Windows: run
[ MssServerlnstal | ]\securityproxy\bin\SecurityProxyServerW zard. exe

On Linux or UNIX:

+ The Security Proxy Wizard requires an X11 window to display its graphical interface. Use
the console of an X window or an X session, and open a terminal window.

+ Run the executable:
[ MssServerlnstall]/securityproxy/bin/SecurityProxyServerW zard

2 The wizard opens with the Status tab in focus. Choose whether to open an existing
server. properti es file or to create a new one for this Security Proxy server.

Refer to the Help on each tab for more information.
On the Trusted Certificates tab, Import the Management and Security Server certificate.
On the Proxies tab, Add or Modify a proxy.

On the Security Proxy Certificates) tab, Generate or Import a security proxy certificate.

D U A~ W

Return to the Proxies tab and click Export Settings to export the settings to the Administrative
Server.

Specify or accept the default Administrative Server, Port, and Context. Click Export.
7 To verify that the server. properti es is configured, return to the Status tab.

8 Click Exit to close the wizard and save your settings. You may need to restart the Security Proxy
service.
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To make changes to the Security Proxy settings later, simply re-run the Security Proxy Wizard.

Next step: Start the Security Proxy Server.

Start the Security Proxy Server

If the automated installer was used to install the Security Proxy on the same machine as the
Administrative Server, the Security Proxy Server has been started. Continue with 3. Import the
Security Proxy certificates.

If a non-automated installation method was used, you must start the Security Proxy Server.

Afteraserver. properti es file is configured for the Security Proxy Server, start the Security Proxy
Server:

+ On Windows
Or, run: [ MssServerlnstal | ]\ securityproxy\bi n\ MssSecurityProxy. exe

To start or stop the service, open Windows Control Panel > Administrative Tools > Services, and
select Security Proxy.

Note: When the automated installter is used, you can choose to install the servlet runner as a
Windows service, in which case the servlet runner starts automatically.
+ On UNIX and Linux

For UNIX and Linux platforms, you can start and stop the service at run level changes using the
method that is appropriate to your platform. Use - st art and - st op parameters for the
security proxy.

Or,run: [ MssServerlnstal | ]/ securityproxy/bin/ MssSecurityProxy
Note: When the automated installer is used, a link to the services is created in
letc/init.d

+ Command line options
You can use these commands on all platforms to start and stop the Security Proxy:
securityproxy -start
securityproxy -stop
securityproxy -status

To install as a service:

1 Change to your MSS install directory.
2 Then use a parameter.
¢+ On Windows:
MssSecurityProxy. exe install
MssSecurityProxy. exe start
¢ On Linux or UNIX:

Use the daemon appropriate to your platform for installing or uninstalling the servlet
runner as a service.
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MssSecurityProxy start

Note: The administrator must configure i ni t scripts to start the Security Proxy server on

startup.

Next step: Import the Security Proxy certificates.

Using FIPS-Approved Mode

When the Security Proxy and terminal sessions are configured to run in FIPS-approved mode, all
connections are made using security protocols and algorithms that meet FIPS 140-2 standards.

The current cryptomodules require a manual edit to the Security Proxy properties file to run in FIPS-

approved mode.
If you are upgrading from a version that used f i psMbde=appr oved, the new property is not

automatically enabled and must be manually configured.

To configure the Security Proxy to run in FIPS-approved mode:

1 Opennss\securityproxy\conf\server. properties.
2 Inthe FI PS 140-2 Mbde section, add or set the f i psAppr ovedMbde= setting to on:
fi psApprovedMode=on

3 Restart the Security Proxy server.

3. Import the Security Proxy certificates

Once the Security Proxy is installed and configured, open Management and Security Server to
import the Security Proxy settings.

1 Open the Administrative Console > Configure Settings - Security Proxy panel.
2 Click +IMPORT and enter the required information. See Help for assistance.

3 To delete a Security Proxy server, check its box, and click DELETE.

Next step: Create Secure Sessions.

4. Create Secure Sessions

After the trust relationship is set between the Management and Security Server and Security Proxy;,

you can create secure sessions for your users.

1 Inthe MSS Administrative Console, open Manage Sessions, and click + ADD.
2 Select your Product (and Session type, if needed), and enter a Session name.

3 LAUNCH the session.

4 As administrator, open the Connection Setup (or Connection Settings) dialog. You may need to

Disconnect first.
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NOTE: The dialog labels vary, depending on your emulator product. Refer to the product
documentation for details.

4a Click the option to Use TLS security.

4b Choose TLS v1.2, TLSv1.1, or TLS v1. (If you upgraded from a version that used TLS 1.0-1.2,
all three are checked.)

(The versions may be listed as TLS 1.2, TLS 1.0.)
4c Check Use Security proxy.
4d Select a Security proxy server and a Proxy port for this session.
4e Enter the Destination host and the Destination port.

4f If you check End-to-end encryption, the connection between the Security Proxy and the
host will use TLS. Otherwise, that connection is not encrypted.

4g Click OK. Close the session, and click Save/Exit to send the settings to the Management and
Security Server.

Next step: Assign Secure Sessions.

5. Assign Secure Sessions

Now you can enable user access to the secure sessions.

1 In the Administrative Console, open Assign Access.

2 Search for and click the user or group who should have access to the secure session.
3 Check the Session that is configured to use the Security Proxy.

4 Click APPLY.

5 Deploy sessions to users.

Next step: After the sessions have been opened and used, you can Run Reports to view the activity.

6. Run Reports

In the Administrative Console, open Run Reports - Security Proxy to view the activity from your
Security Proxy servers. See the Run Reports - Security Proxy Server Reports Help for more
information.

Related topics

+ Notes about Upgrading
+ How the Security Proxy Server works

+ Resources
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Notes about Upgrading

When you upgrade Management and Security Server, note these requirements for the Security
Proxy.

+ “Match the version” on page 116
+ “Synchronize the upgrade” on page 116

Match the version

The <major>.<minor> version of the Security Proxy must be the same as Management and Security
Server.

Be sure to download the upgraded Security Proxy activation file and run it with the automated
installer. Or, install the activation file and activate the server. Refer to the MSS Installation Guide.

Synchronize the upgrade

If Security Proxy is installed when you upgrade from Management and Security Server 12.4 to a later
version (including updates and service packs), complete these steps to be sure the Security Proxy
server is synchronized with the MSS Administrative Server.

After you upgrade:

1 Open the Security Proxy Wizard (from the Start menu).
2 On the Proxies tab, review the configuration for each port, and click Save.
Note the Cipher Suites and Certificates:

+ Multiple cipher suites of the same key type can use the same certificate.
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+ Management and Security Server automatically selects the certificate to use with the
associated cipher suite. The selection is based on longest expiration date and other
properties. For example:

[£:] Security Proxy Wizard — O W

Status Trusted Certificates Proxies  Security Proxy Certificates Logging  Advanced Settings

Security Proxy server ports

T, |

Add...

Delete

Proxy description

Local Port: 3000

Cipher Suite: RSA with 256-bit AES SHA-2 (Certificate: RSA Cert)
Cipher Suite: RSA with DHE 256-hit AES SHA-Z (Certificate: RSA Cert)
Cipher Suite: DSA with DHE 256-hit AES SHA-2 (Certificate: DSA Cert)
Cipher Suite: RSA with 1258-bit AES SHA-2 (Certificate: RSA Cert)
Cipher Suite: DSA with DHE 128-hit AES SHA-2 (Certificate: DSA Cert)
Protocol: Emulation

Protaocol: FTP

Export settings to administrative server

When you create or edit a proxy, you need to register the proxy with the Administrative Server, If
you have proxies that need to be reqistered with the server, dick Export Settings.

Export Settings

Help Save Exit

3 To select a different certificate for a particular port:
3a Click the Proxies tab > Modify.
3b Note (or change) the selected cipher suites.
3c Select an RSA certificate or DSA certificate for that type of cipher suite. Click OK.
3d On the Proxies tab, click Save.
3e Click Export > Settings > Export to send the settings to the MSS Administrative Server.

Resources

Management and Security Server Technical Resources

MSS Installation Guide
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Security Proxy Wizard (Open from the Start menu)
Management and Security Server Administrative Console - Help:

+ Security Proxy
+ Manage Sessions

+ Assign Access

How the Security Proxy Server works

The Security Proxy provides token-based access control and encrypted network traffic to and from
user workstations.

The following diagram highlights the Security Proxy (steps 5 and 6) in the context of the overall
Management and Security Server set up.

Host Access Management and Security Server
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1 User connects to the Administrative Server.

2 User authenticates to a directory server (LDAP/Active Directory) or other identity management
system (optional).

3 The directory server provides user and group identity (optional).
4 The Administrative Server sends an emulation session to the authorized client.

5 When the Security Proxy Server is configured for use by a session, the emulation client makes a
TLS connection to Security Proxy and sends it a signed session token.
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6 The Security Proxy Server validates the session token and establishes a connection to the
specified host:port. The security proxy encrypts the data before forwarding it back to the user.

Note: The connection between the Security Proxy and the host is not encrypted — unless End to
end encryption is selected in the session configuration.

7 When no Security Proxy is present or a session is not configured to use it, the authorized user
connects directly to the host.

Security Overview

With Management and Security Server, you can provide secure host access to all your users,
whether they are around the corner or around the world.

In addition to using HTTPS connections and a variety of authentication and authorization methods,
you can configure specific sessions to use the Security Proxy Server to shield the host from direct
access by clients. (A separate license is required for the Security Proxy Add-On product.)

+ “TLS Data Encryption” on page 119
+ “FIPS-Approved Mode” on page 121

TLS Data Encryption

Use the TLS data encryption options to secure the client-server data exchanges.

TLS Encryption between the Client Browser and the Management and
Security Server

By default, Management and Security Server allows browsers to use the HTTP protocol to
communicate between the client computer and the Management and Security Server. Although

HTTP is universally available to web browsers, it is not a secure protocol. Information exchanged
using HTTP is sent in clear text and is vulnerable to unauthorized access.

To secure your passwords and other sensitive data, you should require browsers to use the HTTPS
protocol, which provides TLS encryption, when connecting to the Management and Security Server.

To require HTTPS:
1. Make sure TLS is enabled on your web server.

If you installed Management and Security Server with the automated installer, TLS is enabled by
default.

2. Then, go to Configure Settings - General Security and check Require HTTPS.

When an HTTPS connection is made to the web server, the web server authenticates itself to the
client browser using a server certificate. The client checks the server certificate against its trusted
certificate store. If the certificate or its root is in the trusted store, the connection proceeds. If the
certificate is not trusted, the browser warns the user and requires the user to agree to the
connection.
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If you use a self-signed certificate or one from a certificate authority (CA) that is not trusted by a
user's browser, the browser will present a warning each time the user attempts to access the
Management and Security Server. Many browsers permit the user to add the unknown certificate to
a trusted certificate list, eliminating the warning. Another option is to use a Management and
Security Server certificate from a CA whose root certificate is already trusted by the browser.

TLS Encryption between Client Session and Host

You can provide a level of security by using the TLS protocol to protect data sent between the client
terminal (or printer) session and the host. (The host must be TLS-enabled.)

The option to require a TLS connection between the client and the host is available when you launch
the session from Manage Sessions. In the launched session, go to the Connection Setup or Security
Properties options to set a TLS connection.

TLS Encryption and Authorization between the Client Session and the
Security Proxy Server

Greater security is provided by adding the Security Proxy Server, which requires a separate license.
When you use the Security Proxy Server, data sent between the client session and the Security Proxy
is TLS-encrypted and the host is protected from direct user contact. (The Security Proxy no longer
support SSL encryption.)

In addition, when Security Proxy authorization is enabled, only users who have been authenticated
and authorized by the Administrative Server are able to access the host. Others are denied access.

NOTE: To use the Security Proxy Server, the Administrative Server certificate must be trusted by the
Security Proxy. The automated installer generates a self-signed certificate that must be imported to
the Security Proxy's list of trusted certificates. If you installed a CA-signed certificate on the
Administrative Server, you do not need to import the certificate to the Security Proxy.

End to end Encryption: Tunneled TLS Direct Connection to the Host

When you use the Security Proxy, data sent between the emulator and the proxy is TLS-encrypted.
You can also tunnel a TLS direct connection to the host through the Security Proxy Server. This form
of end-to-end encryption can be set up for a host that supports TLS connections.

To set up this type of connection, open the session’s Security (TLS Settings) dialog to configure a
session to use the Security Proxy. Check the optionfor End to end encryption.

As part of the TLS protocol, the client checks the server or host name against the name on the server
certificate. Therefore, TLS connections require the common name on the server certificate to match
the host or Security Proxy server name. When end-to-end encryption through the Security Proxy is
enabled, the client will receive a server certificate from both the Security Proxy and the host. It is
recommended that the host certificate have the Security Proxy server name identified as a subject
alternate name (SAN).

Technical References



FIPS-Approved Mode

The United States government’s Federal Information Processing Standards (FIPS) are sets of
standards developed by the National Institute of Standards and Technology (NIST) that describe the
handling and processing of information within governmental agencies.

Specifically, FIPS 140-2 sets standards for cryptographic modules. The cryptographic modules are
validated against the specific set of requirements and tested in 11 categories by independent US
government-certified testing laboratories. NIST and Canada’s Communications Security
Establishment (CSE) jointly administer the process by which modules are validated against FIPS 140-
2.

When you configure the Security Proxy Server and secure terminal sessions to run in FIPS-approved
mode, all connections are made using security protocols and algorithms that meet FIPS 140-2
standards.

Related Topic:

+ Using the Security Proxy Server

Credential stores used in Management and Security Server

Management and Security Server (MSS) stores certificates and keys in several locations. Here’s how
the stores are used during a TLS transaction.

Keystores contain a party’s own certificate and a private key. The party’s keystore is used to
authenticate itself when presented to another party (server or client).

Trust stores contain the certificates from other parties (servers or clients). The trust store may
contain certificates from trusted Certificate Authorities (CAs) as well as other parties’ self-signed
certificates. Trust stores are used to verify the certificates received during a TLS transaction.

During a TLS transaction, the keystore is used to authenticate the sender to the receiver. The
receiver verifies the certificate presented by checking its list of trusted certificates in the trust store.

MSS uses Bouncy Castle as the provider for keystore operations, and the . bcf ks (Bouncy Castle FIPS
keystore) extension is used for cryptographic files.

The tables that follow identify and describe the credentials stored in each location.
+ “Stores used by MSS in MSSData/trustedcerts” on page 122
+ “Keychain in MSSData” on page 123
+ “Stores used by Tomcat in server/etc” on page 123
+ “Stores used by Security Proxy in proxyserver/keystores” on page 123

+ “cacerts in jre/lib/security/cacerts” on page 124
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Stores used by MSS in MSSData/trustedcerts

The keystores in this location include the Management and Security Server certificate + private key,
the client certificate + private key, and the imported certificates on the Trusted Certificates list for
the terminal emulator client.

The keystores in MSSDat a/ t r ust edcert s are described in the following table.

+ Keystore location: %°r ogr anDat a% M cro Focus/ MSS/ MSSDat a/ t r ust edcert s/

+ Password location: This keystore password is encrypted in the KeyChain (in M5SDat a/
keychai n. bcf ks).

+ To change this password: Administrative Console > Configure Settings — General Security >
Change keystore password

Stores used by MSS

Keystore Function

client.bcfks + for Reflection for the Web's shared private key

+ Aclient certificate is used to identify users connecting to the Security Proxy
or an SSL/TLS host when either requires client authentication. If all users
share the same client certificate, then the Administrative Server can
automatically distribute it to Reflection for the Web clients when needed.

rweb. bcf ks + for the Management and Security Server certificate
+ signs the Security Proxy token

+ for client authentication to DCAS when using Automated Sign-on for
Mainframe

sam . bcf ks + for SAML authentication

sshclient. bcf ks + for Reflection for the Web SSH
+ not used by MSS itself

trust edascj . bef ks ¢ for outbound HTTPS: Micro Focus Advanced Authentication and Automated
Sign-on for Mainframe
¢ used for LDAPS

trust edps. bcf ks * trust store for Host Access for the Cloud and Reflection for the Web using
SSL to host

* not used by MSS itself

+ When settings are exported from the Security Proxy Wizard, certificates are
added to this store.

trust edws. bcf ks + contains only the public key and certificate from the r web. bcf ks store

¢ Certificates from this store are imported by the Security Proxy server into its
trust edws. bcf ks store.
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Keychain in MSSData

The Keychain contains a SecretKeyEntry with assorted encrypted secrets, including the keystore
password for filesint r ust edcert s.
+ Keystore location: %°r ogr anDat a% M cro Focus/ MSS/ MSSDat a/ keychai n. bef ks

+ Password location: Either base64 in %°r ogr anDat a% M cro Focus/ M5S/ MSSDat a/
keychai n. pwd, or in the Keychain Utility.

+ To change the password for the keychain: Administrative Console > Configure Settings —
General Security > Keychain

Stores used by Tomcat in server/etc

The keystores in ser ver / et ¢ are described in the table below.

+ Keystore location: %°r ogr anti | es% M cro Focus/ M5S/ server/ et c/

* Password location: Obfuscated in %°r ogr anti | es% M cro Focus/ M5S/ server/
servi ces/ servl et engi ne-tontat/ META- | NF/ servi ce. ct x. xm .

+ To change the password for this keystore: In/ M5S/ ser ver/ conf/ cont ai ner. properti es,
update these settings:

servl et engi ne. syst em ssl . keySt or ePasswor d
managenent . server. client. ssl.trust St orePassword

Stores used by Tomcat

Keystore Function

*

servl et cont ai ner. bcf ks Credential store for Tomcat HTTPS, all three ports
¢ Created at startup

+ Used for the embedded web servers (Tomcat)

system ¢ Trust store for Tomcat HTTPS trusted subsystem port
trustcerts. bcfks + Created at startup

+ Used for the Trusted Subsystem (X.509 authentication and Clustering)

Stores used by Security Proxy in proxyserver/keystores

The keystores in pr oxyser ver/ keyst or es are described in the table below.

+ Keystore location: %r ogr anti | es% M cro Focus/ M5S/ securit yproxy/ keyst or es/
* Password location: hard-coded

+ To change this password: This password cannot be changed.
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Stores used by Security Proxy

Keystore Function

rwebps. bef ks + Credential store for proxy, inbound TLS

¢ The public key and certificate from this store are exported to the
Administrative Server and stored in its t r ust edps. bcf ks store.

trust edps. bcf ks + Stores the public key and certificate from r webps. bcf ks, noted
above.
trust edws. bcf ks * Trust store for proxy, both for TLS client authentication and proxy token

signature verification

+ Contains public keys and certificates imported into the proxy from
trusted MSS Administrative Servers

cacerts in jre/lib/security/cacerts

The cacerts trust store contains a set of commonly used root certificates that comes by default with
Management and Security Server.

+ Keystore location: %r ogr anti | es% M cro Focus/ MsS/jrel/jrel/lib/security/
cacerts
+ Password location: System property j avax. net. ssl . trust St or ePassword

+ To change this password: Set a property in cont ai ner. conf and change the password of the
file using a utility such as keyt ool , port ecl e,or keyst ore expl orer.

To view the certificates, go to Configure Settings — Trusted Certificates. Select Management and
Security Server as the Certificate Store, and then open the list under Trusted Root Certificate
Authorities.

The cacerts trust store is:

+ the trust store for outbound TLS

+ combined with t rust edascj for Automated Sign-on for Mainframe and Micro Focus
Advanced Authentication

+ nota. bcf ks file

X.509 Certificates - Setup Requirements

To authenticate users with X.509 client certificates, such as a certificate stored on a smart card, be
sure these requirements are met. Some settings are client-specific.

In addition, you can use X.509 authentication to access the Administrative Console and the HTML
Session list.

+ Client requirements
+ Servers in a Cluster

+ Configure Access to the Administrative Console or Sessions List
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Client requirements

These settings are required for any client using X.509 certificates.

a
a
d
a

X.509 must be enabled in the Administrative Console: Configure Settings - Authentication &
Authorization > X.509.

Each client that is authorized to use MSS resources must have a client certificate, such as a
certificate stored on a smart card.

The issuer of the client certificates must be trusted by MSS. For more information, refer to Trusted
Certificates.

If using Clustering, be sure to configure the servers that will be replicated. See Servers in a Cluster.

Check the requirements for your client:

*

*

“Host Access for the Cloud clients” on page 125

“Windows-based clients” on page 126

Host Access for the Cloud clients

These additional settings must be in place for Host Access for the Cloud.

a

a

a

A port configured for TLS client authentication must be enabled on MSS.

This secure port listens for and authenticates communications between MSS and the Host Access for
the Cloud Session Server. This port is automatically configured when using the MSS automated
installer or an MSS configuration utility.

Note: A certificate to trust the Host Access for the Cloud Session Sever is configured by the automated
installer.

No further action is needed, unless you want to add a CA-signed certificate to the MSS trust store.

If using Clustering, be sure to configure the servers that will be replicated. See Servers in a Cluster.

To add a CA-signed or other certificate to the MSS trust store:

In the Administrative Console, open Configure Settings - Trusted Certificates.

. Click Trusted Sub-System, and click +IIMPORT.
. Click UPLOAD and select the file containing the certificate to upload to the MSS Administrative

Server.

Enter the Keystore file name, Keystore password, and Friendly name.

. Click IMPORT to add the certificate.

Restart the MSS Administrative Server.
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Windows-based clients

These additional settings must be in place for Windows-based clients.

D A port configured for TLS client authentication must be enabled on MSS. This secure port
authenticates end-user certificates presented by Windows-based clients (such as Reflection Desktop
or Rumba+).

Note: When using the MSS automated installer or an MSS configuration utility, this port is
automatically configured.

D The MSS Administrative Server must be restarted after adding a CA-signed certificate.

D If using Clustering, be sure to configure the servers that will be replicated. See Servers in a Cluster.

Servers in a Cluster

If you are using X.509 authentication and Clustering, the changes you make to a certificate store are
automatically replicated to the other MSS Administrative Servers in the cluster.

You do not need to repeat the process on each MSS server in the cluster.

Configure Access to the Administrative Console or Sessions List

Administrators can use X.509 authentication to log in to the MSS Administrative Console, and users
can use X.509 authentication to access their list of assigned sessions.

To enable X.509 authentication, you must perform the following setup in addition to configuring the
X.509 authentication settings in the Administrative Console.

1 Add the root CA certificate to the MSS servletcontainer truststore using either the Keystore
Explorer utility or the Java keytool.

+ Keystore Explorer

a.Openservl et cont ai ner. bcf ks in the et ¢ folder of the MSS installation. The default
password is changei t .

b. From the Tools menu, choose Import Trusted Certificate.

c. Select the root CA certificate that was used to issue the end-user certificates for X.509
authentication.

d. Enter an alias to identify the certificate in the truststore.
e. After the certificate is imported, choose File > Save; then exit Keystore Explorer.

+ Java keytool

a. Open a command prompt in the et ¢ folder of the MSS installation.

b. Issue the following keytool command. Specify the full path to the root CA certificate if
it's not in the current directory. In this example, daso_r oot ca. crt is the certificate
being imported, and daso_r oot ca is the alias being assigned.

126  Technical References



keytool -inportcert -no-pronpt -file daso rootca.crt -keystore
servl et cont ai ner. bcfks -provi dername BCFIPS -storetype bcfks -
provi dercl ass

org. bouncycast| e. j caj ce. provi der. BouncyCast | eFi psProvi der -
providerpath ../lib/bc-fips-*.jar -storepass changeit -alias
daso_rootca

2 Configure the MSS Administrative Console to use HTTPS to access MSS web services.

Open<i nstal | pat h>\ M5S\ server\ conf\ cont ai ner. properties and edit this setting
to use HTTPS:

managenent . server. url =https://<servernane>: <HTTPS port >/ nss

Note: Enter the <server nanme> and <HTTPS port > that were set during the initial
installation.

3 Restart the server for the changes to take effect.

4 Navigate to the server URL using HTTPS. The browser will prompt for your certificate
credentials.

Assuming that the user certificate is configured in the browser (details vary by browser), you
can navigate to the adminconsole url:

https://<servername>: <HTTPS port >/ adm nconsol e

Updated Cryptographic Modules

Beginning in version 12.4 Update 1 (12.4.1), Host Access Management and Security Server uses the
Bouncy Castle provider for keystore operations. This article addresses some common questions.

+ “Why were the cryptographic modules changed?” on page 127
+ “What changed in Management and Security Server?” on page 128

¢+ “What do | need to do?” on page 128

Why were the cryptographic modules changed?

Management and Security Server uses both internal and third-party FIPS-certified cryptographic
libraries to perform various keystore and TLS operations.

In anticipation of the RSA BSAFE cryptography library reaching End of Primary Support (EOPS) in
January 2017, Management and Security Server was re-configured to use the Bouncy Castle provider
for keystore operations.

We also want to allow all customers to more easily use TLS 1.2 without requiring PKI Manager. The
cryptographic changes support that ability.
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What changed in Management and Security Server?

In brief, here’s what changed:

+ “File extensions” on page 128
+ “Certificate Signing Request” on page 128

+ “Security Proxy Server” on page 128

File extensions

Beginning in version 12.4 Update 1 (12.4.1), Management and Security Server generates keystores
using the . bcf ks (bouncy castle fips keystore) extension. The BCFKS store type was developed by
Bouncy Castle to be FIPS Compliant.

MSS can still import PKCS#12 keystores, including files with these extensions:

* . pl2files, processed by the RSA BSAFE JCE provider JsafeJCE
+ . pf x files, maintained by the Baltimore/ASCJ provider ASCJ

Certificate Signing Request

The Administrative Console does not provide the capability to generate a Certificate Signing Request
(CSR). Instead, contact the CA directly. See Generating a Certificate Signing Request (CSR).

Security Proxy Server

An upgrade of the Security Proxy Server to version 12.4 Update 1 (12.4.1) may automatically select a
certificate for use with the existing ciphers defined for a port.

Note: The ciphers previously configured for a given port will still be configured. Only the certificate
will be auto-selected and associated with that port.

What do | need to do?

If either of these options apply to you, follow the steps below. If not, no further action is required.

¢ “Using the Security Proxy Server” on page 128
+ “Generating a Certificate Signing Request (CSR)” on page 129

Using the Security Proxy Server

When you upgrade from Management and Security Server 12.4 to a later version or an update, you
need to synchronize the Security Proxy as follows:
1 Open the Security Proxy Wizard.

2 On the Proxies tab, review the cipher suites and the auto-selected certificates for each security
proxy server port.

3 Click Save and then Export.

This action synchronizes the Security Proxy with the MSS Administrative Server.
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Generating a Certificate Signing Request (CSR)
To request a signed SSL certificate from a Certificate Authority (CA), choose a method:
+ Use the HTTPS Certificate Utility, installed with Management and Security Server.

On the "Select a certificate action" screen, select Generate a new private key and Certificate
Signing Request and proceed through the screens. Click Help for assistance.

After you receive the CA-signed certificate, return to this utility to import the certificate
together with the private key that was generated by the utility.

+ Work directly with a CA and follow their instructions. Here are some examples:

Comodo
DigiCert
GeoTrust
Thawte
Symantec

For more details, see the Help for Configure Settings - Certificates > Other certificates.

Using Log Viewer

The Log Viewer application works with the XML log files written by all Host Access Management and
Security Servers, including the Security Proxy Server.

Using the Log Viewer, you can:

+ Filter log messages by severity.
+ Search for message text to quickly find the records you need.

+ Filter logs at view time, which enables you to find an interesting record, and then expand your
view to see the context from all log sources without having to correlate multiple logs manually.

Notes about viewing information

+ Log message details are displayed in a separate split window below the log message summary
window and update automatically as messages are scrolled through.

+ Open log files are listed in the vertical pane on the left side of the Log Viewer with the fully-
qualified path and filename of the currently open log file displayed in the status line at the
bottom of the Log Viewer window.

+ Records in the XML logs contain rich information, including millisecond-accurate event times
and sequence numbers that guarantee that messages are seen as atomic units in the order they
were logged.

+ Records in the XML logs are language-independent and can be viewed in any supported
language, regardless of where they were originally written. Two different users can view the
exact same log file in two different languages, with no loss of information.
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To use the Log Viewer

1 Open the Log Viewer.
On Windows: Open from the Start menu, or double-click the executable:
C\Program Fil es\M cro Focus\MsS\utilities\bin\LogViewer.exe
On Linux: / usr/ | ocal / m crof ocus/ mes/ utilities/bin/LogVi ewer

Micro Focus Host Access Management and Security Server Log Viewer | == =

File Edit

Reload | [¥] Automatic  [v] Resolve addresses ':Q| ||x|

| Date |Sequence| Se\ferity| Message

-

Showing 0 of 0 records. K € < > » >

No log file selected
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In the Log Viewer, click File > Load. (Shortcuts: Ctrl+L to Load, and Ctrl+O to Close.)

2a Browse to the directory containing the log files you want to view.

2b Select a log file and click Open.

- -

x|

Lookin: (] log J‘ == @

B T T T e S S M TR T

[} awsauditSbog [ ) credentialaudit3og [ ) traceOlog.iick |
[} awsaudit6.log [} eredentialauditdlog [} trace.0doglck

[ credentialaudit0log [} credentialauditSlog [ trace.1log

D ::redentiaiﬂud'rt.ﬂ.loq.lckD credentialaudit.6log D trace.1.log.1

D credentialaudit.1.Jog D trace.0ldog D trace.2.log

[} credentialaudit2iog [ trace.0dog.1 [} trace.2Jog.1
4| | fil | | ¥ |
File Nama: |
Files of Type: |All Files v

[ open || cancer |

Server log files are located in the MSSData directory. To locate the MSSData path, click About >

Product Information in the Administrative Console.

3 Click the file in the left pane of the Log Viewer to view the details.

Log Viewer
Seftings
T T P - —
C:\ProgramDatal Bl [ Retond | [1] Automatic | [] Resolve add : : . . ||x‘
| . Date Sequence Severity Message
10/0203:... |86 INFO [The SSLTLS module is powered up. -
10/02 101 INFD \JSSE package is already loaded
10/02 106 WARNING |Directory server cerificate is not signed by a trusted CA: javax net ss1.551 PeerUnverifiedException: peer
il= 10002 03:... | 107 WARNING |AC configuration test failed - |
10/02 114 WARNING |Repefitive authentication or connection error. Locking pool monitor ..
10002 115 IMFO Trving provider URL: Idap./ids08svr.dsadtest.com 636
1002 116 SEVERE Failed to connect: |dap:i/ds08svr.dsadtest. com:636 javax.naming CommunicationException: simple bind
10/02 118 INFO Trying provider URL. Idap./ids08svr.dsadtest.com: 636 =
10/02 120 INFO (Trying provider URL. Idap.//ds08svr.dsadiest.com: 636
10/02 122 INFO (Irying provider URL: Idap://ds08 svr.dsadtest.com:636
10/02 124 INFO Irying provider URL: Idap://ds08svr.dsadtest.com: 636
10/02 126 INFO Trying provider URL - 1dap-//ds08svr dsadtest com:636 L
10/02 128 INFO Trving provider URL : Idap-//ds08svr.dsadtest.com: 636
1002 130 INFO Irving provider URL: |dap./ids08svr.dsadtest.com 636
1002 132 INFO Irving provider URL: Idap./ids08svr.dsadtest.com: 636
1002 134 IMFO Trving provider URL: Idap./ids08svr.dsadtest.com: 636
1002 03.... [152 INFO Data store C\ProgramData\Attachmate\ReflectionServer\ReflectionData\PropertyDS.xml is saved succe..
10402 153 WARNING [Couldnt make p12 copy of client. pfic
i1 |10/0203:... 154 INFO Management sendet initialization completed.
T | [ »:l |10/02 229 INFD Authentication failed: id: rwebgroup=admin i
|:| i |10/02 231 INFO \Authentication process failed for rwebgroup=admin -
o : \Showing 47 of 445 records.
Log Viewer provides these options from the top of the right pane.
+ Reload—Refreshes the log. You can view logs while they are open for writing.
+ Automatic—Refreshes the log about every 6 seconds, automatically.
+ Resolve addresses—Displays DNS names instead of numeric IP addresses.
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Note: Address resolution may be slow, since it can require multiple DNS requests per address.
Results are cached until you close the Log Viewer.

+ Slider for Message Level Control—Filters the messages by Severity level.
Severe messages are highlighted in red. Warnings are highlighted in yellow.

+ Search—Type a partial search string into the text box to search the message field for matching
strings. Log Viewer displays only the results with that string.

Click the X to clear the text field and view all messages for selected level control.

Changing Logging Options

You can change certain default logging options for the product you have installed by editing the
| og. properti es file.

Enable debug messages.

Change the default log file size.
Change the number of saved log files.
Change default log file directory.

Thel og. properti es file is located in the M5SDat a\ pr operti es directory.

An example using t enpl at e_| og. properties
To customize logging properties:

1 Inthe MSSDat a\ properti es directory, open thet enpl at e_I og. properti es file.
The template shows examples of the options that can be changed in| 0g. properti es.

2 Use the template file as a reference. (See the commented section.) Or, copy and paste its
contents into the | og. properti es file and modify as needed.

3 When the changes are complete, save the file as | 0g. properti es.

4 Restart the MSS Server service for the changes to take effect.

Gathering Log Files to View on another Server or to Send to Technical
Support

Copy the following files from the M5SDat a\ | og directory. You do not need to stop the MSS server.
trace. <n>.1og

awsaudi t. <n>. | og

credential audit.<n>. 1| og

user audi t.<n>. | og

After you gather the files, copy them to another server for viewing or if requested, send them to
Technical Support.

NOTE: The log files are generated such that the lowest generation number (.0) is the current one,
and higher numbers are successively older. For example, t race. 0. | og is more recent than
trace.7.1o0g
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Include in library =

| traced.log

Ll trace.loglck

| tracel.log
L trace2log
] trace3.log
| traced.log
| traceS.leg
| tracefilog
L] trace].log
| traced.log
L] traceB.leg

Share with

Mew folder

Date modified
104572016 8:45 &AM
10/5/2016 8:45 AM
107472016 518 PM
10/3/2016 5:32 PM
5,/30,/2016 3:25 PM
9/30/2016 12:12 PM
Q2872016 3:55 PM
97372006 3:12 PM
Q272016 210 PR
972572016 3:15 PM
Q72472016 3:41 PM

Text Document
LCK Fite

Text Docurment
Text Document
Text Document
Text Document
Text Document
Text Document
Text Document
Test Document

Teut Document
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If the (.0) log file covers the period where the event occurred, then gathering (.0) is sufficient.
Otherwise, gather additional log files. The file count limit for each log file is 10. The files with. | ck
extensions are not needed for viewing.
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